
Snowflake 

December 7, 2002 10:41 AM 

TO: Jim Haynes 

FROM: Donald Rumsfeld-:q~ 

SUBJECT: Course 3 Proposal 

Please get with Gen. Myers and get familiar with the Course 3 proposal on the 

Philippines. Then we better make sure we know whether or not that requires war 

powers activity by the White House. I know it is not il1egal,but we tend to mimic 

what is required. 

Thanks. 

DHR:dh 
120102-12 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
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Snowflake ·, 

TO: 

CC: 

FROM: 

Doug Feith 

Gen. Franks 
Gen. Myers 

Dona]d Rumsfeld ~ 

SUBJECT: Weapons 

July 1, 2002 8:33 PM 

Do you think we ought to have a policy where we have Karzai te11 people in 

Afghanistan not to shoot weapons in the air, or they are going to get hit? 

Thanks. 

DHR:dh 
070102·75 

........................................................................ , 

Please respond by __ 0_1---4--'{ f_i.-._(_o_-i--__ _ 

U10825 /02 
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THE SECRETARY OF DEFENSE 
1000 DEFENSE PENTAGON 

WASHINGTON, DC 20301·1000 

MEMORANDUM FOR THE SECRETARY OF STATE 

JUL 

SUBJECT: U.S. Response to the Government of Iraq Invitation to Discuss the 
Case of Captain Speicher 

Thank you for your letter dated June 29, 2002, proposing that State respond to 
Iraq's invitation to discuss the case of Gulf War MIA Captain Speicher. I 
completely agree that we need to explore every avenue to resolve this case and 
that we should respond to the Iraqi offer. 

As you suggest in your letter, and as agreed to during an interagency meeting 
convened by the Defense POW/Missing Personnel Office (DPMO), sending a 
diplomatic note to Iraq through the International Committee of the Red Cross 
(ICRC) to confirm Iraq's intention to provide new information is the best 
approach. If and when Iraq responds to your note, we can decide whether to 
propose a meeting in Geneva under the auspices of the ICRC. 
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ll'ITERNATIONAL 
SECURITY AFFAll'!5 

FOR: 

FROM: 

SUBJECT: 

ASSISTANT SECRETARY OF' DEFENSE 

2400 DEFENSE PENTAGON 
WASHINGTON, 0.C. 20301-2400 

1-0~?9: 
DEPSEC Action'/J}JL..I/ J,/D 1--

USDP ff1l ~ 
17w; Co-o*s & c._ 

ACTION MEMO 

SECRET ARY OF DEFENSE f5tf '»f P<TI~ ~ ~ 
Assistant Secretary of Defense, International Security Affa;9, }/1,(? ~f i~<2cl\ ( S ~· 
(Peter W. Rodman, 695-4351) ~ f U "" 
Response to SECSTATE and Iraqi Jnvitation to Discuss the Case of Commander 
Michael Scott Speicher 

• The purpose of this memo is to seek the SECDEF's signature on the memo to SECSTATE at 
Tab A supporting his proposed response to Iraq's invitation. 

• On April 8, 2002, the Defense POW /Missing Personnel Office (DPMO) received from the 
Department of State a copy of an invitation by the Iraqi government to receive a U.S. team to 
investigate the loss of CPT Speicher (Tab B). 

• DPMO convened an interagency working group on April 12, 2002, to develop a plan of 
action to investigate the fate of CPT Speicher in light of Iraq's invitation. 

• DPMO, NSC, State, and ISA/NESA considered several options and agreed to the following 
response to Iraq's invitation: 

;;i.,. State will prepare a diplomatic note to be delivered through the International Committee of the 
Red Cross (ICRC). The aim of this note is to determine if Iraq is willing to cooperate and 
answer questions (Tab C) helpful to the Speicher investigation. 

~ If Iraq's response through the ICRC to State demonstrates that Iraq is indeed willing to 
cooperate, State will propose that U.S. and Iraqi representatives meet in Geneva, under 
the auspices of the ICRC to discuss the case. 

• SECSTATE Powell endorses the interagency group's proposed response (Tab D). 

• Recommend you approve the interagency group's proposal and inform SECSTATE 
that you have by signing the memorandum at Tab A. 

Attachments: 
As stated 

(b )(6) 
Prepared by Mr. John Unangst, ,__ ______ _ 
DASD (POW/Missing Personnel Affairs)_.....,..'--+-----
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Response to the Iraqi Ministry of Foreign Affairs Invitation to Receive a U.S. 
Team to Investigate the Status of Commander Speicher 

• The United States accepts the invitation by the Government of Iraq to send 
a team to Iraq to investigate the circumstances surrounding the fate of 
American naval pilot Lieutenant Commander Michael Scott Speicher who 
has been missing since January 17, 1991. 

• The United States will determine the appropriate composition of the 
investigative team. 

• The investigative team will consist of U.S. government officials and will 
not include Mr. Scott Ritter. 

• The team's investigation is a serious government-to-government matter. 
As such, the United States does not agree to the presence of the news media 
during meetings with Iraqi officials, during interviews with Iraqi private 
citizens, or during any visits to physical sites. 

• The team will visit Iraq only if the Government of Iraq agrees to answer or 
assist in the investigation to answer the questions previously submitted to it 
by the United States. These questions and the rationale behind them are 
reiterated below: 

Questions 

Infonnation provided officially by Iraq and derived from an ICRC-sponsored 
examination of the crash site overseen by Iraqi officials establishes that: 

• The wreckage was that of the airplane piloted by Lieutenant Commander 
Speicher. 

• The pilot ejected from the airplane before it crashed. 

• Critical parts of the wreckage were removed shortly before the ICRC site 
examination. 

• A pilot's flight suit and other survival equipment were removed from the 
pilot's body prior to being "found" during the ICRC site examination. 

• The remains that Iraqi authorities turned over and labeled "Mickel" do not 
correlate to Lieutenant Commander Speicher. 

11-L-0559/0SD/9517 



In order for the proposed visit to be of assistance in resolving the fate of 
Commander Speicher, the Iraqi authorities must grant the team access to 
physical sites for investigation, and to people who could potentially answer the 
following questions during the team's visit: 

• On January 1991, Lieutenant Commander Michael Scott Speicher was 
piloting an F/A-18 that crashed in central Iraq. Lieutenant Commander 
Speicher was not repatriated following the war, nor were his remains 
recovered. A recovery team, under the auspices of the International 
Committee of the Red Cross (ICRC), found no remains when they 
excavated the crash site in 1995. 

), Can you tell us what happened to Lieutenant Commander Speicher? 

), Was he captured? 

), Were his remains recovered following his incident of loss? 

), If so, where was he or where were his remains taken? 

), Where are they now? 

• It is believed Lieutenant Commander Speicher was shot down by an air-to
air missile. 

), Identify the pilot who deployed the missile, and make him available for 
interview so that we might gather additional infonnation about the 
incident of loss. 

), Provide any records that relate to the shoot down of any coalition 
aircraft on January 17, 1991. 

• Air defense, border guard, military, militia, and security force units were 
probably active in the area of Lieutenant Commander Speicher's loss 
location. 

}> Identify units in the area at the time of loss and make available for 
interview individuals in those units who may have information 
pertaining to this incident or Lieutenant Commander Speicher's fate. 

• Material analysis of the aircraft wreckage indicates Lieutenant Commander 
Speicher probably ejected from his damaged aircraft. 

}> If he were injured when discovered, where would he have been taken 
for medical treatment? 

2 
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), Would he have been taken ultimately to Baghdad? If so, what facilities 
would he have passed through? 

), Are there any records indicating he was captured alive? 

» If he died en route due to injuries suffered, what would have been done 
with the body? 

);> Identify any hospitals in Baghdad that may have been used to store the 
remains of U.S. servicemen or other coalition forces. 

• On March 19, 1991, the Government of Iraq (GOI) transferred a set of 
remains to the ICRC identified only as "Mickel." The remains consisted of 
1.5 pounds of flesh, mostly skin. Blood typing and DNA testing indicate 
the remains do not correlate to Lieutenant Commander Speicher. 

);> Where were the remains identified as "Mickel" recovered? By whom or 
what entity? 

}l- Why were they associated with the Lieutenant Commander Speicher 
loss incident? 

};- Are there death certificates or other documentation pertaining to these 
remains? If so, provide these. 

» Request you make available for interview anyone involved with the 
recovery of these remains, or with the recovery of Lieutenant 
Commander Speicher. 

• Lieutenant Commander Speicher's flight suit and survival equipment were 
recovered during the investigation of the crash site by the recovery team 
operating under the auspices of the ICRC in 1995. 

> How did his flight suit and survival gear come to be located where the 
recovery team found it? 

> What might have happened to his body? 

> Why would his flight suit have been removed from Lieutenant 
Commander Speicher, and who might have removed it? 

• During the excavation, it was noted that the area where the cockpit would 
have been located appeared to have been excavated recently. 

> Who excavated the site prior to the recovery team's arriva1? 

3 
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>" What was the result.of the excavation? 

>" What items were removed and where are they currently located? 

t A number of items were missing from the crash site or not discovered. Of 
particular interest are the ejection seat. cockpit section, parachute, and 
survival equipment. In addition, the nose cone was identified at the crash 
site prior to excavation; however, it was not at the crash site when the 
recovery team arrived. 

>" What happened to these items? 

> Request you identify and make available for interview any individuals 
who may have discovered and/or removed these items. This 
information may help clarify what happened to Lieutenant Commander 
Speicher. 

• A U.S. Navy F-14 crewman shot down in January 1991 and held as a 
Prisoner of War (POW) reported that an Iraqi interrogator asked him if the 
American aircraft carrier Saratoga lost any aircraft. The POW told the 
interrogator an A-6 and an F/A-18 were lost. The interrogator then asked if 
the POW knew the F/A-18 pilot. When the POW said .. no," the 
interrogator stated that the F/A-18 pilot was dead. Lieutenant Commander 
Speicher was the only F/A-18 pilot lost from the USS Saratoga. 

> How did the debriefer obtain the information that the F/ A~ 18 pilot was 
dead? 

»' Request you identify the debriefer and make him available for 
interview. 

• On November 19, 1993, the Government of Iraq provided a note dated 
October 14, 1993 to the U.S. delegates to the Tripartite Commission. The 
note read in part: 

"Regarding the Lieutenant Commander Michael Speicher. His name 
was reported by his colleague pilot Robert James who was held on 
the same day and was repatriated home March 15, 1991. No 
additional information is available about him in spite of the 
investigation and tracing." 

» Please clarify this statement. 

>" What information did "Robert James" report to your officials? 

4 
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)- Was "Robert James" held with Lieutenant Commander Speicher? 

> If so, why wasn't Lieutenant Commander Speicher repatriated with the 
other returnees, or why weren't his remains returned? 

• A number of Bedouin camps were located in the vicinity of the crash site 
shortly after the loss incident. 

)- Request you attempt to locate~ and make available for interview, 
individuals who were at these camps and may have visited the crash 
site, or may have information as to the fate of Lieutenant Commander 
Speicher. 

• Is the Government of Iraq still holding live U.S. or coalition prisoners, or is 
it still holding U.S. or coalition remains from the Gulf War? If so, where 
are the prisoners and/or remains being held? 

5 
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03-JLL-2002 18:58 FROM TO ~ ... (b~)(~6)~~~ P.01 

THE s&CREtW,...:: STATE /;,15 ,1.... ,,,.,--···--·-·---TJ ! ;, ti 5.JF.FCABI..ES 
! _~ L·fT 

.Tune 29, 2002 /..rl).,JJ}, . . '..~~--..;:.;~~ 
4" -~ : .. ~ 

SBNSITIVB BUT UNCLASSIFIED 

Dear~ary, 

The oovermoent of lx-aq sent messages in April through . 
the International Coamittee of the Red Cross (ICR.C) and the 
U.S. Interests Section in Baghdad offering to hos~~ 
delegation to discuss the case of Gulf War MIA Commander 
Michael Scott Speicher. DOO/DPMO hosted a working-level 
interagenoy meeting Friday, April 12, to discuss the Iraqi 
invitation. 

At the meeting .all agreed that we should not send a 
delegation ·to Iraq to diacuas the case, but th.at ww could 
not pass up a possible opportunity to make progress on 
determining the fate of Coamander Speicher. The State 
representative reconnended that the USG send a response 
through the ICRC in Geneva asking the .Government of Iraq to 
identify specific areas· or information it is willing to 
share with ·the USG in resolving the oase or clarifying 
Speicher's status. He explained that if the Goverrunent of 
Iraq refused to respond, r .espo~dad ~th oniy a general 
statement, or said (as it did in the initial statement) 
that it had no new information, then there would be no 
further need to pursue tbi~ initiative. If the Iraqis 
offered progress or new information then the nexe step 
would be to agree to a meeting in Geneva under the auspi~ea 
of the ICRC to discuss the ca8e. 

Tha Honorable 
Donald H. Rumefeld, 

secretary of Defense . 

~ 

fll 

,, 

SENSITIVE Bl;' UNCLASSIFIED 
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03-JLL-2002 19:59 FROM -- TO *?~L..(b-)(_6_) __ ____. 

SENSITIVE BUT UNCLASSIFIED 
-~-

P.02 

l believe .that this is the right approach to take. we 
need to move cautiously, but given even the alightest 
chance that the Iraqis might offer aome information that 
would assist in resolving the caae, we need to move. The 
Kuwaitis and Saudis are certain to aek ue at the July 
meeting of the Tripartite Cotmdasion what we are doing in 
response to the Iraqi .offer. We also need to be able to 
aay we are exploring every avenue to reaolve this case. We 
would have a difficult time justifying our previous 
i nsi atence that the Government of Iraq address the issue of 
Gulf Mar missing including our own MIA if we hav,e ref u.&ed 
to respond to an Iraqi offer to do juat that . 

Sincerely, 

II/~ 
Colin L. Powell 

SENSITIVE BUT UNCIASSIFIED 
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PERSONNEL ANO 
READINESS 

UNDER SECRETARY OF DEFENSE 
4000 DEFENSE PENTAGON 

WASHINGTON, O.C. 20301-4000 

INFO MEMO 

July 3, 2002 - 3:00 PM 

FOR: SECRETARY OF DEFENSE 

FROM: DAVIDS. C. CHU, UNDER .... ~~ARY OF_DEFENSE 
(PERSONNEL AND READu~~~!ffeu~ ,f_, ~ c' ·.7~6 2--

SUBJECT: DACOWITS Membership -- SNOWFLAKE 

• The short answer is "No." We will not simply reappoint the current 
DACOWITS members. 

• The Deputy Secretary organized a process for gathering nominations that 
included soliciting input from Members of the Congress (little was received). 
The process emphasized identifying individuals which know]edge in matters of 
military and/or women's career development, consistent with our revised 
focus. 

• Charlie Abell interviewed all the most promising candidates (after clearance of 
the names with the White House Liaison Office). His memorandum and 
recommendations to the Deputy Secretary are attached at Tab A. 

RECOMMENDATION: None 

COORDINATION: None 

Attachment: As stated 

l
(b)(6) 

Prepared by: Captain Stephen Wellock .... ___ ____. 

ft 
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TO: 

CC: 

FROM: 

David Chu 

Paul Wolfowitz 
Larry Di Rita 

Donald Rumsfeld ~ 

SUBJECT: DACOWITS 

March 18, 2002 1 :42 PM 

I sure hope we are not planning to reappoint the same people back to the 

DACOWITS board. 

This is a real opportunity to put some fresh thinking in the system. 

Thanks. 

DHR.:dh 
03ll02-S2 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 0_Lf_/_o_s-_/_0_1..-__ _ 
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FORCE MANAGEMENT 
POLICY 

ASSISTANT SECRETARY OF DEFENSE 
4000 DEFENSE PENTAGON 

WASHINGTON, DC 20301-4000 

INFO MEMO 

June 27, 2002, 4:30 p.m. 

FOR: DEPUTY SECRET ARY OF DEFE~ . . ,,__ __ -, 
I ' , ·I- ,,/(J'_ ,1 tl 14;..,. ~#°'-'/-t:' :',/.)'~ ('...,"'L, 
' _y ~~-l 1 l . • ""-' _ 

THROUGH: David S. C. Chu, USD (P&R) 

FROM: Charles S. Abell, ASD ( 

SUBJECT: Selection of Members of DACOWITS 

t On June 7. I forwarded an Action Memo (TAB A) requesting you select new members of 
DACOWITS from a list of potential candidates I. and the White House Liaison Office, had 
interviewed. In addition, I requested you affirm the selection of Lieutenant General Carol 
Mutter, USMC Retired, as the Chair of DACOWITS. 

• The Action Memo was returned for additional work, inc1uding prioritizing the list of 
candidates. I was also asked to provide additional information on the slate of candidates 
considered for the position of Chair of DACOWITS. 

t I reviewed the list of potential candidates at TAB A of the original package and determined 
that the names are listed in the recommended order of selection. 

, I have included the original package used to consider candidates for the position of the 
Chair. There are five candidates in this package. After reviewing the biographies, we 
contacted two of the five candidates. Lieutenant General Carol Mutter, USMC Retired, 
indicated that she was interested in the position. Rear Admiral Marsha Evans. US Navy 
Retired, indicated that she was not interested in the position. The remaining candidates 
were not polled as to whether they would accept the position. 

RECOMMENDATION: DepSecDef select 8-12 members from the list of candidates and 
reaffirm General Mutter as the Chair. 

COORDINATION: White House Liaison 

Attachments: 
As stated 

Prepared by: Charles S. Abell, ASD {FMP)D 

~ ~ /o/<...,2- i. 
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· OFFICE OF THE DEPUTY SECRETARY OF DEFENSE 
The Military Assistant 

13 June 2002 

:MEMORANDUM FOR: MR. CHARLES S. ABEll, ASD I FMP 

SUBJECT: Se1ection of Members of DACOWITS 

Sir: 

Re: Genera] Mutter: 

Given all your hard work, the Deputy Secretary would like to see 
A slate of recommended people -- not just General Mutter's. 

Attachment 
OSD U09590/02 

Very respectfully, 

~D--
JonM. Davis 
Co1onel, USMC 
Military.Assistant to the 

Deputy Secretary of Defense 

11-L-0559/0SD/9528 



ASSISTANT SECRETARY OF DEFENSE 
4000 DEFENSE PENTAGON ,. - . . -

WASHINGTON, DC 20301-4000 

ACTION MEMO 

... ·_ r . 1.:'·. ~ 

FORCE: MANAG£M£"1T 
POLICY June 7, 2002, I :30 p.m. 

FOR: DEPUTY SECRETARY OF DEFENSE 

SUBJECT: Selection of Members of DACOW1TS 

• The Defense Advisory Committee on Women in the Services (DACOWITS) was 
reconstituted under a new charter on March 5, 2002 (TAB A). As a result of the 
reconstitution, the existing members of DACOWJTS were released from tha ervice. 

• Under the new charter membership may not exceed 35 (the previo mbership Jevel). \ 
However, SecDef has expressed his view to limit membershi to 12- 18 embers for the 
reconstituted DACOWJTS. The White House Liaison Office con ucted a background 
review and developed a slate of candidates. I interviewed each of the candidates and listed 
them in order of merit from best to ]east (TAB B ). There are 20 names on the list, all of 
whom are fuJly qualified to be members of DACOWITS. 

• In earlier conversations, you indicated that you preferred that the Chairman of the 
reconstituted DACOWITS be a retired female general or flag officer. After discussing 
several names, you concluded that retired Marine Lieutenant General Caro] Mutter was the 
best candidate to be the Chainnan. Background information on Genera) Mutter (TAB C). 

• Once you select the membership and reaffirm Genera] Mutter as the Chairman, I wiJl notify 
each of the indiividuals on the Jisl of the decisions. I will engage with General Mutter to 
schedule the first meeting of DACOWITS so that the committee may begin its work. 

RECOMMENDATION: DepSecDef select 12- 18 members from the list at TABB and re 
affinn Genera) Mutter as the chair. 

Df P5ECOEE DECISION: 
COORDINATION: White House Liaison APPROVED:. _____ _ 

Attachments: 
As stated 

DfSAPPROVED· 

OTHER. 

l(b)(6) 
Prepared by: Charles S. Abell, ASD (FMP)i _____ __ 

11-L-0A1oso19529 

SPL ASSISTANT Dt RITA 
SR MA BATISTE ' .,, 
EXECSEC WHITMORE . ~1 ·>· /· r'L 
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/ 
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Charter 

Defense Advisory Connnittee on Women in the Services (DACOWITS) 

A.< Offici~i Designation: Defense Advisory Commiuee on Women in the Services (PACOWITS). 

B. Objectives and Scope of Activities: The Commiuee shaU provide the Secretary of Defense. through the 
Assistant Secretary of Defense (Force Management PoHcy), (ASD (FMP)), with advice and reconunendations on 
matters and policies relating to the recruitment and retention. treatment, employment, integration, and we]lpbeing 
of highly qualified professional women in the Anned Forces. 1n addition, the Committee shall provide advice and 
recommendations on family issues related to the recruitment and retention of a highly qualified professional 
military. To accomplish this mission, the Committee shall be composed of not more than 35 civilian members. 
representing. an equitable distribution of demography, professiorial career fields, community service, and 
geography, and selec1ed on the basis of their experience in the military, as a member of a miJitary family. or with 
women's or family-related workforce issues. Members must be US citizens selected without regard to race, creed, 
gender, national origin, age, marital status or physicaUy challenging conditions. Members are appointed by the 
Secretary of Defense. and shaJI serve as individuals and not as official representatives of any group or organization 
with which they may be affiJiated. While the members serve at the pleasure of the Secretary of Defense, nonnally 
the term of membership is three years, with approximately one-third of the membership rotating annually. The 
members of the Comminee shall serve without compensation. but may be aJJowed transportation and per diem for 
aU Government-directed travel. 

C. Period of Time Necessary for the Committee to Cany Out Its Purposes: Indefinite. 

D. Offici~J ·10 Whom the Committee Reports: The Conunittee reports to the ASD (FMP), with functional 
responsibilities under the staff cognizance of the Mi1itary Director for DACOWITS and Women's Military 
Matters. The ASD (FMP) shall appoint a Designated Federal Officer (normally the Military Director) 10 approve
or call each meeting. to approve the meeting agenda, to attend al) meetings, and to chair meetings when so directed 
by the agency head. The officer so designated shaU have the authority to adjourn any meeting of the Conuniuee 
which is not considered to be in the public interest. 

E. Agency Responsib)e for Providing Necessary Support: The ASD (FMP) provides such personnel, facilities, and 
other administrative support necessary for the perfonnance of the Commiuee·s functions. 

F. Duties: The duties of the Committee indude assisting the Secretary of Defense by advising on specified matters 
relating to the recruitment and retention, treatment, emp)oyrnent, integration, and we]J.1,eing of highly qualified 
professional women in the Services. ln addition, the Committee win advise on family issues related to the 
recruicment and retention of a highly qualified professiona] military. ln carrying out its duties, the Committee 
serves as a conduit of information and adv~ce to the Secretary of Defense on issues relating to the recruitment and 
retention, treatment, employment, integration, and well-being of highly qualified professional women and on 
family issues related to the recruitment and retention of a highly qualified professional military. Through its work. 
the Committee encourages public acceptance of military service as a citizenship responsibility and as a career field 
for qualified women in the Services. In addilion. the Committee wiJJ actively promote family-related issues that 
will assist the Depanment in recruiting and retaining a highly qualified professional military. 

G. Annua) Operating Costs: Jt is estimated that the annual operating costs to support the Committee will not 
exceed $520.000. which includes staff support years. meetings, per diem and travel costs. The annual person-years 
of Federal staff suppon for the Conunittee will not exceed seven. 

H. Number and ~reguency of Committee Meetings: A minimum of two meetings shaJJ be held annually. 

1. Termination Date: The Committee shall tenninate upon the completion of its mission or two years from the date 
this Charter is filed with the US Congress. 

J. Filing Date: April 17, 2002 

11-L-0559/0SD/9530 



Candidates for Membership in DACOWITS 
... 

1. Ms. Cate Aspy - Keizer, Oregon, former Army enlisted, military spouse: author of . . 
articles on women's issues - very patriotic, Commander of local VFW Post 

2. Ms. Page O'F1aherty- Marysville, Washington, former Navy Lieutenant, USNA 
graduate, spouse of Naval Officer (Captain, aviator) 

3. Mr. Ladd PatiUo-Austin, Texas, retired Army Reservist, investment banker, Nationa] 
Vice-Chair, Veterans for Bush-Cheney 

4. Ms. J.P. Doniphan - Rapid City, South Dakota, Majority Whip, SD House of 
representatives, business woman, member, Employer Support of the Guard and Reserve 

S. Ms. Sue Patane-San Bernardino, California, Executive Director, Loma Linda Ronald 
McDonald House, former member Beale AFB military liaison committee, former 
member DACOWITS (acting Chair, very loyal and helpful during the review and 
reconstitution) 

6. Mr. Vance Shaw -McLean, Virginia, retired USAF Colonel, consultant working with 
State Adjutants Generals, African·American 

7. Ms. Virginia Rowell - Vienna, Virginia, spouse of retired Army Colonel, mother of 
active Anny nurse, delegate at Family Force Forum, facilitator and trainer with Army 
Family tearnbuilding program 

8. Ms. Bonnie Ford-Albuquerque, New Mexico, military spouse, nurse, fonner teacher in 
DOD schools, member and fonner President, Naval Officers· Wives Club 

9. Ms. Julie Hamre-Bethesda, Maryland, spouse of fonner DepSecDef, member Board of 
Directors N Street Village (shelter for homeless women), leader of the self ·Study. an 
internal review of how to refonn DACOWITS - would accept a one-year appointment 
(selection would be a clear demonstration of a non-partisan committee) 

10. Ms. Martha Kleder - Manassas, Virginia, fonner USAF enlisted, military spouse, 
worked for Armed Forces Radio and Television Service, policy analyst for Concerned 
Women for America 

11.Ms. Lynda Davis-Great FalJs, Virginia, fonner Anny Reserve officer, member Human 
Rights Alliance (work with women's small business incubation in Bosnia, consultant on 
school related issues 

2 
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12. Ms. Constance Homer - Washington. D.C .• fonner Director of White House Personne] 
(Bush 41), former Director, Office of Personnel Management, (Reagan}, current1y 
serves on Boards of Directors .. 

13. Ms. Lisa De Pasquale - Herndon, Virginia, daughter of female military officer. Program 
Director Clare·Booth Luce Policy Institute 

14. Mr. Yale King - Loveland, Colorado, businessman, philanthropist focusing on 
community support 

15. Ms. Lisa Gutierrez - Santa Fe, New Mexico, diversity officer at Los Alamos National 
Laboratories, marketing experience with Proc·tor & Gamble in Saudi Arabia, conducts 
workshops on gender in the workplace 

16. Mr. Adam Mersereau - Tucker, Georgia, former Marine enlisted and officer, lawyer, 
recommended by Ms. Elaine Donnelly for membership, author of articles advocating 
restricting women in combat positions 

17.Ms. Joy Silverman -New York. New York, fonner member of Mayor Giuliani's 
.. conunission to combat family violence, daughter of WWII Army physician 

' 

18. Ms. Brenda Wuerch - Anchorage. Alaska, spouse of retired Marine Lieutenant CoJonel, 
member Anchorage Domestic Violence Task Force, wife of the Mayor of Anchorage 

19. Ms. Judi Bramlen - HaJiewa, Hawaii, wife of retired Anny four-star general, founder, 
board member Army Wives Conference, facilitator of Anny Family Advocacy Program 

20. Ms. Zandra Krolak - Londont England, wife of retired Commandant of USMC, Board 
of Advisors, National MHitary Family Association, founder of Key Volunteer Program 
to promote family readiness (potential travel issues) 

3 
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United States Marine Corps (Ref.) 

Brigadier General 
Carol A. Mutter 

rage 1 o, ,t. 

Lieutenant General Carol A. Mutter retired from the U.S. Marine Corps effective January 1, 1999. Her last 
assignment was as the Deputy Chief of Staff for Manpower and Reserve Affairs (DC/S, M&RA), Headquarters 
Marine Corps, Washington, D.C. 

General Mutter was born in Greeley, CO in 1945. ln 1967 she was commissioned a Second Lieutenant in the 
Marine Corps upon graduation from the University of Northern Colorado, in Greeley, CO. In addition to 
holding a B.A. degree in Mathematics Education and an honorary doctorate from UNC, General Mutter has an 
M.A. degree in National Security and Strategic Studies from the Naval War College at Newport, RI and both an 
M.S. and an honorary doctorate degree from Salve Regina Co1Jege, also in Newport. 

After completing the Woman Officer Basic Course in 1967 at Quantico, VA, she was assigned to data 
processing,instaHations at Quantico. VA and at Camp Pendleton, CA. In 1971, she returned to Quantico as a 
platoon commander ~md instructqr for women officer candidates and basic course lieutenants; she departed this 
tour as a Captain of Marines. 

During 1973-1984, she progressed to the rank of Lieutenant Co]onel while serving as Project Officer for Marine 
Air Conunand and Control Systems at Marine Corps TacticaJ Systems Support Activity, Camp Pendleton, CA~ 
Financial Management Officer at the Development Center, Quantico, VA; Assistant Chief of Staff, 
ComptroUer, 1st Marine Aircraft Wing, Okinawa, Japan; and Deputy Comptroller at Headquarters, FJeet Marine 
Force Atlantic, Norfolk, VA. In 1985, capitalizing on her expertise in both data processing and financial 
management, she was assigned as the Deputy Program Manager, and subsequently Program Manager, for the 
development of new Marine Corps automated pay and personnel systems for active duty, retired, and reserve 
Marines. 

In July 1988 as a Colone] she joined the U.S. Space Command, J-3 (Operations) Directorate in Colorado 
Springs becoming the first woman to gain qualification as a Space Director. After initialJy serving as a 
Command Center Crew Commander/Space Director she became the Division Chief responsib)e for the 
operation of the Space Command Commander in Chiefs Command Center. 

August 1990 brought a transfer to III Marine Expeditionary Force (MEF) on Oltinawa, Japan and duty as the 
Assistant Chief of Staff, Comptro1Jer for both Ill MEF and 3d Marine Division. In June 1991, she returned to 
Quantico as a Brigadier General 10 serve as the Deputy Commanding General, Marine Corps Systems 
Command and Program Manager for Command and Control Systems. In June 1992. she again transferred to 
Okinawa, this time as the first woman of general/flag officer rank to command a major deployable tactical 
command, the 3d Force Service Suppon Groupt III MEF, U.S. Marine Forces Pacific. In June 1994, she became 
the first woman Marine Major General and served as Commander, Marine Corps Systems Command, Quantico, 
VA. Upon advancement to Lieutenant Genera] (the first woman in the Marine Corps to attain this rank) on 
September 1, 1996, she assumed her duties as DC/S M&RA. 

In addition to the Naval War College at Newport, RI, General Mutter has attended the Amphibious Warfare 

M/Od/?M? 
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School and the Marine Corps Command and Staff College, both at Quantico, VA. 

He,r medaJs and decorations incJude: the Distinguished Service Medal, Defense Superior Ser-y~ce Medat Navy 
and Marine Corps,Commendation Medal, Navy Achievement Medal, Meritorious Unit Commendation with 
bronze star, National Defense Service Medal with bronze star, and the Sea Senrice Deployment Ribbon with 
four bronze stars. 

(Revised August 1999 HQMC) 
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DACOWITS CHAIR NOMINATION 

NAME SERVICE EXPERIENCE CURRENT 
INFORMATiON 

LtGen Carol A. Mutter (Ret) Marine Corps DC!SM&RA Consultant to Joint Forces Staff 
1967-1998 CG & DCG, MC Systems Cmd College 

CDR, 3d FSSG, 111 MEF VP, Veterans for Bush Election 
First woman to be nominated to ACS Comptroller, Ill MEF/3fll Marine Div Committee 
three star rank 

MA National Security and Strategic 45 Timber Lane 
Studies, NWC Brownsburg, IN 46112-1048 

MS Salve Regina College (317) 852-4963 
mutter.marlnes@worldnet.att.net 

. ~..-.------··· -- ... ..... - ... ......... 
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DEFENSE ADVISORY COMMITTEE ON WOMEN IN THE 
SERVICES 

PROPOSED CHAIR SLATE 

Lieutenant General Carol A. Mutter, USMC (Retired) 

Rear Admiral Marsha Johnson Evans, USN (Retired) 

Major General Patricia P. Hickerson, USA (Retired) 

Major General Susan L. Pamerleau, USAF (Retired) 

Brigadier General Myrna H. Williamson, USA (Retired) 

TAB A: Nominee Information Matrix 

TAB B: Service Biographies 

TAB C: Retired Female General/Flag Officer Listing 
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DACOWITS CHAIR NOMINATIONS 

NAME SERVICE . EXPERIENCE CURRENT 
INFORMATION 

LtGen Carol A. Mutter (Ret) Marine Corps DC/S M&RA Consultant, Joint Forces Staff Col 
1967-1998 CG & DCG, Mp Systems Cmd VP, Veterans for Bush Election 

COR, 3d FSSG, UJ MEF Committee 
First woman to be nomlnated to ACS Comptroller, Ill MEF/3'd Marine Div 45 Timber Lane 
three star rank MA National Security and Strategic Brownsbur,.. IN 46112-1n4A 

Studies, NWC l (b)(6) I MS Salve Reaina Colleae 
RADM Marsha Johnson Evans Navy Interim Dir, George C. Marshall European National Executive Director, Girl 
(Ret) 1968·1997 Center Scouts of America 

Superintendent, Naval Postgraduate 
School rb)(6) 

I 
COR, Navy Recruiting Command 
ASN (M&RA) (Ex Dir, Standing Com on 

Military & CivlUan Women in the Navy) 
C/S, US NavaJ Academy 
White House Fellow 
MA Law and Diplomacy, Fletcher School 

of Law and Diplomacy at Tufts Univ 
National War Colleae 

MG Patricia P. Hickerson (Ret) Army OCSPER, USAREUR & 7111 Army HR Director 
19~2001 DCSPER & Installation Mgt, FORSCOM SeattJe, Washington 

CG, Soldier Support Institute 
(b )(6) OCG, US Army Recruiting Cmd West 

The Adjutant General 
COR, Central Sector MEPS 
MMUS Music, Converse College 
National War College 

Maj Gen Susan L. Pamerleau Air Force Dir, Personnel Force Mgt, AF (b )(6) 
(Ret) 19~2000 OCSPER 

COR, AF Personnel Center 
Commandant, HQ AF ROTC 
DACOWITS Military Representative 
MPA Golden Gate University 

< ICAF 
BG Myrna H. Williamson (Ret) Army Dep Dir, Military Personnel Mgt, DCSPER (b)(6) I 1960-1969 CG, -S6 ROTC Region I 

CDR, Troop BOE, USA Soldier Support Home Phone: l(b)(6) I . . Center FAX: l(b)(6) I 
MA Human Relations, Univ of Oklahoma 
National War Colleae 
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• 
Official Biography for Carol A. Mutter 

United States Marine Corps (Ret.) 

Brigadier General 
Carol A. Mutter 

Page 1 of2 

Lieutenant Genera] Carol A. Mutter retired from the U.S_ Marine Corps effective January 1. 1999. Her 
Jast assigrunent was as the Deputy Chief of Staff for Manpower and Reserve Affairs (DC/S. M&RA) 
Headquarters Marine Corps. Washington, D.C. 

Genera) Mutter was born in Greeley, CO in 1945. In 196 7 she was commissioned a Second Lieutenant 
in the Marine Coips upon graduation from the University of Northern Colorado, in Greeley, CO."In 
addition to holding a B.A. degree in Mathematics Education and an honorary doctorate from UNC, 
General Mutter has an M.A. degree in National Security and Strategic Studies from the Naval War 
College at Newport, RI and both an MS. and an honorary doctorate degree from Calve Regina College, 
also in Newport. 

After,completing the Woman Officer Basic Course in 1967 at Quantico, VA, she was assigned to data 
processing instaUations at Quantico, VA and at Camp Pendleton, CA. ln 1971, she resumed to Quantico 
as a platoon commander and instructor for women officer candidates and basic course lieutenants; she 
departed this tour as a Captain of Marines. 

During J 973-1984. she progressed to the rank of Lieutenant Colone] while setving as project Officer for 
Marine Air Command and Control Systems at Marine Coips Tactical Systems Support Activity, Camp 
Pendleton, CA: Financial Management Officer at the Development Center, Quantico. VA: Assistant 
Chief of Staff, ComptroJler, I st Marine Aircraft Wing, Okinawa, Japan: and Deputy ComptroHer at 
Headquarters, Fleet Marine Force Atlantic. Norfolk, VA. in 1985, capitalizing on her expertise in both 
data processing and financial management, she was assigned as the Deputy, Program Manager, and 
subsequently Program Manager, for the development of new Marine Corps automated pay and personnel 
systems for active duty, retired, and reserve Marines. 

ln July 1988 as a Colonel she joined the U.S. Space Command, J.3 (Operations) Directorate in Colorado 
Springs becoming the first woman to gain qualification as a Space Director. After initially serving as a 
Command Center Crew Commander/Space Director she became the Division Chief responsible for the 
operation of the Space Command Conunander in Chiefs Command Center. 

August 1990 brought a transfer to lII Marine Expeditionary Force {MEF) on Okinawa, Japan and duty 
as the Assistant Chief of Staff Comptroller for both III MEF and 3d Marine Division. In June 1991, she 
returned to Quantico as a Brigadier General to seive as the Deputy Commanding General, Marine Corps 
Systems Command and Program Manager for Command and Control Systems. ln June 1992, she again 
transferred to Okinawa, this time as the first woman of generaVflag officer rank to conunand a major 
deployable tactical command, the 3d Force Service Support Group, Ill MEF, U.S. Marine Forces 
Pacific. In June 1994, she became title first woman Marine Major General and setved as Commander, 
Marine Corps Systems Command, Quantico, VA. Upon advancement to Lieutenant General (the first 
woman in the Marine Corps to attain this rank) on September l, 1996, she assumed her duties as DC/S 

http://www.usmc.mil/genbios2.nsf/8bafede06288799d85256a240062fc3 8/1 Odfe3ed0343e I.__ 3/12/2002 
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,Official Biography for Carol A. Mutter Page 2 of2 

M&RA. 

. In addition to the Naval War College at Newport, RI General Mutter has attended the Amphibious 
Warfare School and the Marine Corps Command and Staff College, both at Quantico, VA. 

Her medals and decorations include: the Distinguished Service Medal. Defense Superior Service Meda), 
Navy and Marine Corps Commendation Medal, Navy Achievement Medal, Meritorious Unit 
Commendation with bronze star. National Defense Service Medal with bronze star, and the Sea Service 
Deployment Ribbon with four bronze stars 

(Revised August 1999 HQMC) 

D 
lowres.JPG 
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** TRANSCRIPT OF NAVAL SERVICE FOR 
REAR ADMIRAL MARSHA JOHNSON EYANS 

U.S.NAVY 

12 AUG 1947 Born in Springfield, Illinois 
29 MAY 1968 Enlisted in the U.S. Naval Reserve 
25 JUN 1968 Reported for active duty 
22 AUG 1968 HonorabJy discharged 
23 AUG 1968 Ensign, U.S. Naval Reserve and continued 

on active duty 
10 JUL 1969 Augmented in the U.S. Navy 
23 AUG 1969 Lieutenant (junior grade) 
01 SEP 1971 Lieutenant 
01 AUG 1977 Lieutenant Commander 
01 APR 1983 Commander 
01 AUG 1989 Captain 
01 APR 1993 Designated Rear Admiral {Lower Half) 

while serving in billets commensurate with 
, that grade 

01 OCT 1993 Rear Admiral (Lower Half) 
27 JUN 1995 Designated Rear Admiral whi1e serving in biJJets commensurate with that grade 
01 AUG 1996 Rear Admiral, Service continuous to date 

ASS1GNMENTS AND DUTIES 

Naval Women OfficeIS School, Newport, RI 
(DUINS) 

Defense lnte11igenceSchoo1, Washington, DC 
(Instructor) 

Commander Fleet Air, Western Pacific 
(Assistant Flag Secretary) 

Office of CNO (Head. DCNO (Logistics) 
Secretariat) 

Bureau of Nava] PeISonnel (Surface Junior 
Officer Assignment Section) 

Tufts University (DU1NS) 
CINCUSNA VEUR (Middle Eastern/Central 

Operations Policy) 
White House FeJlow serving as Special 

Assistant to the Secretary of the Treasury 

FROM 

AUG 1968 

OCT 1968 

JUL 1970 

JUL 1972 

MAY 1973 

SEP 1975 
OCT 1977 

AUG 1979 
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TO 

OCT 1968 

Jill. 1970 

JUL 1972 

MAY 1973 

JUL 1975 

OCT 1977 
AUG 1979 

AUG 1980 



TRANSCRIPT OF NAVAL SERVICE FOR 
REAR ADMIRAL MARSHA JOHNSON EVANS 

U.S. NAVY 
ASS1GNMENTS AND DUTIES {CONTD} 

Office of CNO (Analyst, Extended Planning 
Branch) (OP-96) 

Executive Office of the President (Deputy 
Director ]:>resident's Commission on White 
House Fellowships) 

XO. Naval Recruit Training Command, 
San Diego, CA 

Surface Warfare Officers School Command 
(DUJNS) 

CO, Naval Technical Training Center, 
Treasure lsland, CA 

U.S. Naval Academy (Battalion Officer) 
National War College (DUINS) 
Commander, Naval Base, San Francisco, CA 

(Chief of Staff) 
CO, Naval Station, Treasure Island, CA 
U.S. Naval Academy (Chief of Staff) 
Assistant Secretary of the Navy (Manpower & 

Reserve Affairs) (Executive Director, 
. Standing Committee on Military and Civilian 

Women in the Department of the Navy) 
Commander Navy Recruiting Command 
Superintendent, Naval Postgraduate School 

Interim Director, George C. Marshall 
European Center for Security Studies 
(Concurrent) 

Retired 

FROM TO 

AUG l 980' MAR 1981 

MAR 1981 AUG 1982 

AUG 1982 

JUL 1984 

SEP 1984 

JUL 1986 
JUL 1988 
JUN 1989 

APR 1990 
NOV 1991 
JUL 1992 

JUN 1993 
SEP 1995 
NOV 1996 

l FEB 1998 

JUL 1984 

SEP 1984 

JUL 1986 

JUL 1988 
JUN 1989 
APR 1990 

NOV 1991 
JUL 1992 
JUN 1993 

JUL 1995 
JAN 1998 
JAN 1998 

MEDALS AND AWARDS 

Legion of Merit with three Gold Stars in lieu 
of subsequent awards 

Defense Meritorious Service Medal 
Meritorious Service Medal with three Gold 

Stars in lieu of subsequent awards 
Joint Service Commendation Medal 

2 

Navy Commendation Medal 
Navy Unit Commendation 
National Defense Service Meda] with one 

Bronze Star 
Humanitarian Service MedaJ 
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TRANSCRIPT OF NAVAL SERVICE FOR 
REAR ADMIRAL MARSHA JOHNSON EV ANS 

U.S.NAVY 

SPECIAL OUALIFlCA TIONS 

AB (World Affairs) Occidental Colle2e. 1968 ... 
MA, ID(Foreign Affairs) The Fletcher School of Law and Diplomacy, Tufts University, 1977 
National War CoJlege, 1989 
Designated Joint Specialty Officer 
White House FeUow, 1979-80 
Chief of Naval Operations Scholar J 975-1977 
Defense Intelligence School (Mid~career course), 1970 
Naval War College Off Campus Program, 1982 
Language Qualifications: French (Knowledge) 

3 
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United States Arniy 

Major Gener~I PATRICIA P. HICKERSON 

Retired 30 April 2001 

SOURCE OF COMMISSIONED SERVICE Direct Appointment 

Mil.IT ARY SCHOOLS A TIENDED 
Women's Anny COl]>S Officer Basic Course 
Jnfantry Officer Advanced Course 
United States Anny Command and General Staff College 
National War College 

EDUCATIONAL DEGREES 
:::onverse College • BMUS Degree • Music 
Converse CoJlege· - MMUS Degree - Music 

FOREJGN LANGUAGE{$} None recorded 

PROMOTIONS 

ILT 
err 
MAJ 
LTC 
COL 
BG 
MG 

DA TES OF APPOINTMENT 

5Aug68 
5 Aug69 
5 Jun 77 
I Jun 83 
l Jun 88 
1 Dec 91 
I Nov96 

MAJOR DlITY ASSIGNMENTS 

TO ASSIGNMENT 

Dec68 

Jan70 

Jan73 

Dec73 

Aug75 

Dec69 

Dec72 

Oct73 

Jul 75 

Jul 77 

Assistant Manpower Conlrol Officer, later Manpower Control Officer, 
Manpower Control Division, Military District of Washington. Washington, DC 
Commander, 14th Army Band, United States Women's Anny Corps Center, Fort 
McClellan, Alabama 
Student, lnfantry Officer Advanced Course. United States Army Infantry School. 
Fort Benning, Georgia 
Branch Advisor, Combal Service Support Branch. Readiness Group Atlanla, Fort 
Gillem, Georgia 
Admissions Officer, United States Military Academy, West Point, New York 
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Major General PATRICIA P. HICKERSON 

Aug 77 Jun 78 

Jun 78 Aug79 

Aug79 Jun 80 
Jul80 Jul 82 

Jul 82 Dec 83 

Jan 84 Jun84 

Jun 84 Jun 86 

Aug86 Jun 87 
Jun 87 Jun 89 

Jun 89 Feb9I 

Feb91 Oct94 

Oct 94 Jan 96 

Jan96 5ep96 
Sep96 Jul 98 

Jul98 MarOI 

Student, United States Anny Command and General Staff College, Fort 
Leavenworth, Kansas 
Personnel Management Officer, United States Army Military Personnel Center, 
Eighth United States Army, United States Anny, K~rea · · · 
Deputy G-1 (Personnel), 2d Infantry Division, Korea 
Personnel Staff Officer, Assignment Procedures Office, United States Army 
Military Personnel Center, Alexandria, Virginia 
Military Assistant, Office of the Assistant Secretary of the Army for Manpower 
and Reserve Affairs, Washington, DC 
Chief, Personnel Actions Division, VD Corps, United States Army Europe, 
Germany · · 
Commander, 38th Personnel and Administration Battalion, VII Corps. United 
States Army Europe. Germany 
Student. National War College, Fort Lesley J. McNair, Washington, DC 
Administrative Assistant to the Chairman of the Joint Chiefs of Staff, Office of 
1he Joint Chiefs of Staff, Washington, OC 
Commander, Central Sector, United States Military Entrance Processing 
Command, North Chicago, Illinois 
The Adjutant General, United States Army/Conunanding General, United States 
Army Physical Disability Agency/Executive Director, Military Postal Service 
Agency, Alexandria, Virginia 
Deputy Corr.manding General, United States Anny Recruiting Command West, 
Fort Knox, Kentm:;ky 
Commanding General, Soldier Support Institute, Fort Jackson, South Carolina 
Deputy Chief of Staff for Personnel and Installation Management, United States 
Forces Command, Fort McPherson, Georgia 
Deputy Chief of Staff for Personnel, United States Army Europe and Seventh 
Anny, Gennany 

SUMMARY OF JOINT ASSIGNMENTS 

Administrative Assistant to the Chainnan 
of the Joint Chiefs of S1aff, Office of the Joint 
Chiefs of Staff, Washington, DC 

Commander, Central Sector, United_States 
Military Entrance Processing Conunand, 
North Chicago, 111inois 

US DECORATIONS AND BADGES 
Distinguished Service Medal 

Jun 87-Jun 89 

Jul 89-Feb 91 
(No joint credit) 

Defense Superior Service Meda1 (wilh Oak Leaf Cluster) 
Legion of Merit (with 2 Oak Leaf Cluster) 
Meritorious Service Medal (with 4 Oak Leaf Clusters) 
Anny Conunendation Medal 
Joint Chiefs of Staff Identification Badge 
Army Staff Identification Badge 

2 
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Lieutenant Colonel/ 
Colonel 

Colonel 

As of 14_ March 2002 
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BIOGRAPHY 
UNITED STATES AIR FORCE 

MAJOR GENERAL SUSAN L. PAMERLEAU 

Retired effective Sept. 1, 2000 

Maj. Gen. Susan L. Pamerleau is the director of 
personnel force management, Deputy Chief of Staff for 
Personnel, Headquarters U.S. Air Force, Washington, 
D.C. As the director she is responsible for ensuring 
deputy chief of staff of personnel and Air Force chief of 
staff personnel policies and strategic objectives are 
integrated in the development and establishment of 
policies, plans and programs for civilian and military 
utilization, classification, promotions, evaluation, 
retention, separations and retirements. In addition, she 
is responsible for all aspects of force management 
including readiness and joint issues, civilian 
regionalization, dispute resolutions, future systems and 
rated force management. 

The general attended Phillips University in Enid, Okla., 
for three years before graduating from the University of 

Wyoming in 1968. She received her commission through Officer Training School, Lackland Air 
Force Base, Texas, in September 1968. The general has held numerous personnel, training, 
programming, political-military and administrative PQSitions during her career, including 
assignments to Headquarters U.S. Air Force at the Pentagon. She has served on the 
International Military Staff at NATO Headquarters, Brussels, Belgium, and also spent overseas 
tours in Germany and South Korea. 

The general has commanded the Air Force Reserve Officer Training Corps, the 3700th 
Personnel Resources Group, and a Women in the Air Force squadron. She also served as 
vice commander of the Air Force Basic Military Training School and the Air Force Military 
Personnel Center. Prior to her current assignment, she commanded the Air Force Personnel 
Center at Randolph Air Force Base. 

EDUCATION: 

1968 Bachelor of arts degree in sociology, University of Wyoming, Laramie 
1975 Squadron Officer School, Maxwell Air Force Base, Ala. 
1977 Air Command and Staff College, Maxwell Air Force Base, Ala. 
t 978 Master's degree in public administration, Golden Gate University, San Francisco 
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1982 National Security Management Course. Fort Lesley J. McNair, Washington, D.C. 
1985 Industrial College of the Armed Forces, Fort Lesley J. McNair, Washington, D.C. 
1991 Advanced Executive Program, J.L. Kellogg Graduate School of Management, 

· Northwestern_ University, Evanston, Ill. 
1999 Executive Program for Senior Managers in Government, John .f. Kennedy School of 
Government, Harvard University, Cambridge, Mass. 

ASSIGNMENTS: 

1. September 1968-July 1970, administration and personnel officer, 1928th Communications 
Group, MacDill Air Force Base, Fla. 
2. August 1970 - July 1971, Women in the Air Force coordinator, Detachment 204, 3502nd 
Recruiting Group, Richmond, Va. 
3. August 1971 -April 1973, administrative management officer, 31st Field Maintenance 
Squadron, Homestead Air Force Base, Fla. . 
4. April 1973 ~ April 1974, executive support officer. 3rd Civil Engineering Squadron. Kunsan 
Air Base, South Korea . 
5. April 1974 • September 1978, commander, Women in the Air Force Squadron, later chief, 
central base administration, 56th Tactical Fighter Wing, MacOill Air Force Base, Fla. 
6. September 1978- November 1979, chief, central base administration, 435th Tactical Airlift 
Wing, Rhein-Main Air Base, West Germany 
7. November 1979-August 1984, staff officer, Deputy Directorate for Bases and Units, 
Directorate of P.rograms, Deputy Chief of Staff for Programs and Resources, Headquarters 
U.S. A\r Force, Washington, D.C. 
8. August 1984 • June 1985, student, Industrial College of the Armed Forces, Fort Lesley J. 
McNair, Washington, O.C. 
9. June 1985 • March 1987, chief, Force Programs Division, Director~te of Plans. Programs 
and Analysis, Air Force Military Personnel Center, Randolph Air Force Base, Texas 
10. March 1987 • August 1988, commander, 3700th Personnel Resources Group, Air Force 
Military Training Center, Lackland Air Force Base, Texas 
11. August 1988 • April 1989, vice wing commander, Air Force Basic Military Training School, 
Lackland Air Force Base, Texas 
12. April 1989-July 1992, executive officer, Plans and Policy Division, International Military 
Staff, NATO Headquarters, Brussels, Belgium 
13. July 1992 - March 1993. chief, Resource Allocation Division and Personnel and Support 
Team, Directorate of Personnel Programs. Deputy Chief of Staff, Personnel, Headquarters 
U.S. Air Force, the Pentagon, Washington, D.C. 
14. March 1993-July 1994, vice commander, Air Force Military Personnel Center, Randolph 
Air Force Base, Texas 
15. August 1994 - February 1996, commandant, Headquarters Air Force Reserve Officer 
Training Corps, Maxwell Air Force Base, Ala. 
16. February 1996- May 1998, commander, Air Force Personnel Center, Randolph Air Force 
Base, Texas 
17. May 1998 - present, director ot personnel force management, Deputy Chief of Staff for 
Personnel, Headquarters U.S. Air Force, the Pentagon, Washington, D.C. 

MAJOR AWARDS AND DECORATIONS: 

Distinguished Service Medal 
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Defense Superior Service Medal 
Legion of Merit 
Meritorious Service Medal with two oak leaf clusters 

· Air Force Co11Jmendation Medal with oak leaf cluster 
Air Force Outstanding Unit Award with "V" device and three oak leaf ·Clusters 
Air Force Organizational Excellence Award with oak leaf cluster 
Armed Forces Expeditionary Medal 
Small Arms Expert Marksmanship Ribbon 

EFFECTIVE DATES OF PROMOTION: 

Second Lieutenant Sep 24, 1968 
First Lieutenant Mar 24, 1970 
Captain Sep 24, 1971 
Major May 1, 1980 
Lieutenant Colonel Mar 1, 1984 
Colonel Jul 1, 1989 
Brigadier General Aug 1, 1994 
Major General Aug 1, 1997 

(Current as of October 1999) 

00 
• 

rage 5 ot j 

file://C:\WINDOWS\TEMP\MAJORo,;i2rf~~~~tf~lf:'f20PAMERLEJ ... 03/14/2002 



RESUME OF SERVICE CAREER 

of 
. 

MYRNA HENNRICH WILLIAMSON, Brigadier General 

YEARS OF ACTIVE COMMISSIONED SERVICE Over 28 

DATE OF RETIREMENT 30 June 1989 

MILITARY SCHOOLS ATIENDED 
The Women's Army Corps School, Basic and Advanced Courses 
United States Army Command and General Staff College 
The National War College 

EDUCATIONAL DEGREES 
South Dakota State University- BS Degree - English 
University of Oklahoma - MA Degree - Human Relations 

FOREIGN LANGUAGE($) None recorded 

MAJOR DUTY ASSIGNMENTS 

FROM TO 
Aug60 Dec60 

Dec60 Mar62 

Apr62 Jul64 

Aug64 Aug65 

Nov65 Oct66 
Nov66 Dec67 

Jan68 Jul68 

Jul68 Jun71 

Jun 71 Nov71 

Nov71 Jul74 

Jul74 Dec74 

Dec74 Jun76 

Aug76 Jun77 

Aug77 Feb79 

Feb79 Jun79 

ASSIGNMENT 
Student, Women's Army Corps Officer Basic Course. United States 
Women's Army Corps School, Fort McClellan, Alabama 
Assistant Public Information Officer, United States Army Training 
Center, Fort Ord, Califomla 
Procurement Officer, later Selection 01ficer, Recruiting Main 
Station, Sioux Falls, South Dakota 
Commander, Company B, Special Troops, Headquarters, United 
States Army Europe 
Individual Ready Reserve~ 
Adjutant, United States Army Reception Station, Fort Lewis, 
Washington 
Student, Women's Army Corps Officer Advanced Course, United 
States Women's Army Corps School, Fort McClellan, Alabama 
Chief, Women's Army Corps Recruiting, United States Army Sixth 
Recruiting District, Presidio of San Francisco, California 
Executive Officer, Command-Leadership Brigade, United States 
Army Field Artillery School, Fort Sill, Oklahoma 
Chief, Administration Division, Office of the Secretary, United 
States Army Field Artillery School, Fort Sill, Oklahoma 
Executive Officer, 3d United States Army Women's Army Corps 
Battalion, Fort McClellan Alabama 
Chief, Enlisted Education Department, Staff and Faculty, United 
S_tates Army Women's Army Corps School & Training Center, Fort 
McClellan, Alabama 
Student, United States Army Command and General Staff College, 
Fort Leavenworth, Kansas 
Commander, 1st Battalion, Training Brigade, United States Army 
Military Police School/Training Center and Fort McClellan, Alabama 
Executive Officer to the Assistant Commandant, Military Police 
SchooVTraining Center and Fort McClellan, Alabama 

11-L-0559/0SD/9548 



Aug79 Jun 80 

Jul·80 Jul 81 

Aug 81 Dec82 

May83 Jul84 

Aug84 Nov87 

Nov87 Jun89 

PROMOTIONS 

2LT 
1LT 
CPT 
MAJ 
LTC 
COL 
BG'. 

Student, The National War College, Fort Lesley J. McNair, 
Washington, DC 
Chief, Plans, Policy and Services Division, Office of the-Assistant 
Chief of Staff, J.J, Eighth United States Army/United States Forces, 
Korea 
Chief, Management Support Office, Office of the Deputy Chief of 
Staff for Research, Development and Acquisition, United States 
Army, Washington, DC 
Commander, Troop Brigade, United States Army Soldier Support 
Center, Fort Benjamin Harrison, Indiana 
Commanding General, Third Reserve Officer Training Corps 
Region, Fort Riley, Kansas 
Deputy Director, Militaiy Personnel Management, Office of the 
Deputy Chief of Staff for Personnel, United States Army, 
Washington, DC 

DATES OF APPOINTMENT 

19 Aug 60 
23 Feb62 
10 Jun 65 
20Aug 68 

1 Jul 77 
10 Jul 81 
15Jan 85 

US DECORATIONS AND BADGES 
Distinguished Service Medal 
Legion of Merit 
Defense Meritorious Service Medal 
Meritorious Service Medal 
Army Commendation Medal (with 2 Oak Leaf Clusters) 

SOURCE OF COMMISSION Direct Appointment 

SUMMARY OF JOINT ASSIGNMENTS 
Assignment· 

Chief, Plans, Policy and Services 
Division, Office of Assistant 
Chief of Staff, J1, Eighth United 
States Army, United States Forces, 
Korea 

As of 30 June 1989 

Dates 
Jul 80·Jul 81 

11-L-0559/0SD/9549 

Grade 
Lieutenant Colonel 



Retired Female Genera1/Flag Officers 

(b )(6 ) 
119430831 A 19981201 007 28 MORGAN MARY E l(b )(6) 

19290226 N 19831001 008 30 BUCKLEY FRANCES SHEA 
19381223 F 19920101 007 30 GOODWIN BARBARA A 
19310714 N 19840601 007 30 HARTINGTON PAULINE M 
19450721 F 20020201 008 28 KERA TIIU 
19241203 A 19811101 008 36 CLARKE MARY e 
19401009 N 20001001 007 25 BALSAM MARION J 
19270918 F 19~21001 007 31 WELLS SARAH p 
19501013 N 20001001 007 28 SARNES JACQUELINE OMEARA 
19190308 F 19740501 007 28 HOEFLY ETHEL A 
19300211 F 19860501 007 26 MARSH· MARY A 
19421231 N 19940901 007 30 WILMOT LOUISE CURRIE 
19290123 A 19860301 007 31 HEDBERG MILDRED E 
19270925 F 19780701 007 25 MANN CHRIS C 
19370511 F 19920501 007 27 HINNEBURG PATRICIA A 
19410125 F 20010125 007 0 CLARK MARCIA F 
19341014 N 19911001 007 32 HALL MARY FIELDS 
19370228 A 19970228 007 0 BURKE ROSETTA YVONNE 
19271010 A 19830901 007 26 JOHNSONBAOWN HAZEL w 
19200216 A 19710901 007 29 HAYS ANNA MAE 
19290205 N 19871001 007 30 NJELUBOWICZ MARY JOAN 
9400403 N 20000201 008 30 ENGEL JOAN MARIE 
9490325 N 20010301 007 28 FISHBURNE LILLIAN ELAINE 
9400131 A 19931001 007 30 WILLIS MARY C 
9420915 A 20010501 008 32 HICKERSON PATRICIA p 
9190418 A 19750801 007 32 BAILEY MILDRED C 
9390711 A 19930901 007 33 ADAMSENDER CLARA L 
9390920 F 20010930 008 0 TAOWELLHARRIS !RENE 
9260913 N 19810601 008 30 MCKEE FRAN 
9410124 N 20010124 007 0 FACKLER NANCY A 
9260211 F 19820801 008 31 BROWN NORMA E 
9.200329 N 19750701 007 32 DUEAK ALENE B 
9470724 N 20011001 008 30 FROMAN VERONICA ZASADNI 
9300614 F 19900614 007 0 LINDSEY BEVERLY s 
94301 15 F 19930301 007 28 KLICK JEAN E 
9420608 F 19950501 007 30 TURNER SUE E 

_J 
9300315 F 19850801 007 28 VAUGHT WILMA L 

As of 21 March 2002 11-L-0559/0S D/9550 
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· Retired Female General/Flag Officers 

(b )(6) 19450406 N 19941001 007 30 STRATTON 
19310415 A 19870901 007 29 SLEWITZKE 
19470714 A 20000801 009 31 KENNEDY 
19380823 F 19980823 008 0 ASTAFAN 
19340325 A 19940325 007 0 POCKLINGTON 
19400126 A 19901201 007 29 CADORIA 
19380318 F 19980318 008 0 MILLS 
19230828 A 19790901 007 30 PARKS 
19430116 F 19970222 006 31 HARRIS 
19220120 A 19750901 007 32 DUNLAP 
19500214 A 20000201 007 30 SIMMONS 
9500430 F 20010801 007 28 ELLIOTT 
9370128 A 19890701 007 27 WIUIAMSON 
9480803 F 20000201 007 29 STIERLE 
9451217 M 19990101 009 31 MUTIER 
9361216 F 19881001 007 30 SCHIMMENTI 
9260420 N 19790701 007 28 CONDER 
9471111 F 20010801 007 29 COOK 
9301106 N 19901106 008 0 HANSEN 
9210623 F 1 9730601 008 28 HOLM 
9550130 N 20010601 007 20 MARIANO 
9421209 N 19970301 007 32 LAUGHTON 
9430114 F 19980701 007 31 RANKIN 
9350705 F 19890501 007 25 COFFINGER 
9470812 N 19980201 007 29 EVANS 
9340116 F 19851001 007 29 OCONNOR 
9311223 F 19911223 007 0 MOSSMAN 
9300519 A 19890901 007 30 FOOTE 

----9460729 F 20000901 008 32 PAMEALEAU 

MARIANN 
CONNIE 
CLAUDIA 
NORA 
DOROTHY 
SHERIAN 
AOBEATA 
MADELYN 
MARCELITE 
LILLIAN 
BETTYE 
CAROL 
MYRNA 
LINDA 
CAROL 
CARMELITA 
MAXINE 
SHARLA 
WHITNEY 
JEANNE 
ELEANOR 
KATHARINE 
KAREN 
MARALJN 
MARSHA 
DIANN 
FRANCES 
EVELYN 
SUSAN 

L 
J 
A 
B 
G 
V 
N 
JORDAN 

HILL 
C 
H 
J 
A 

J 

M 
CONCEPC 
LENO 
s 
K 
JOHNSON 
H 
I 
p 
L 

(b )(6) 

As of 21 March 2002 11-L-0559/0SD/9551 



Retired Female General/Flag Officers 

(b )(6) 
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Retired Female General/Flag Officers 

(b)(6) 
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TO: 

CC: 

FROM: 

David Chu 

Paul Wolfowitz 
Larry Di Rita 

Donald Rumsfeld ~ 

SUBJECT: DACOWITS 

March 18, 2002 1:42 PM 

I sure hope we are not planning to reappoint the same people back to the 

DACOWITS board. 

This is a real opportunity to put some fresh thinking in the system. 

Thanks. 

DHR:dh 
03]802-52 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 0_tf_/ _0 _~_!_10_~ __ _ 

~ 
C>Q. 

?s 
'? 
0 

r 
11-L-0559/0S D/9554 Ul O 866 / 02 



;, APR.29.~ 1:06PM 90004 

Snowflake 

TO: Doug Feith 

FROM: Donald Rumsfel~ 

SUBJECT: NATO-Russia Arrangement 

NU. l::>b I-'. lt:I ~\,,s 
F.1( 60ll4.Di-U£i)f} 

April 23, 2002 6:14 PM 

Ifwe do a NATO-Russia ammgement, isn1t that the time. since we are leaning to 

them, that they should lean to us? We should undo the idea of no non-German 

forces in East Germany and no substantial NATO combat forces in Poland, 

Hungary. or the Czech Republic, all of which was given away by the Clinton 

administration. 

It seems to me that the time to fix those things and reduce those restrictions is 

now. Why don't we screw our heads into that? 

Thanks. 

DHR:dh 
042302·20 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

<OJ .. 

A\j(J _S!'f c·~-,,, .... "~r:r t7 
h,·- ~k; ''(J G r1 \c \ 1- f-1.JC \ 

11-L-0559/0SD/9555 Ul 0958 / 02 

Al 
C. 
\.~ 
.. · ~ 
\..·· I .. 



COMPTROLLER 

UNDER SECRETARY OF DEFENSE 
1 1 00 DEFENSE PENTAGON 

WASHINGTON, DC 20301-1100 

INFO MEMO 
July 9, 2002, 6:00PM 

FOR: SECRETARY OF DEFENSE 

FROM: Dov S. Zakheim .PJ JUL 1 0 cJJ2 

SUBJECT: Wasteful Spending 

• You wrote to the Service Secretaries and Under Secretaries on the misuse of 
contingency operations funds noted in the press. You also asked for recommended 
courses of action. 

• As soon as I became aware of the situation described by the General Accounting 
Office, I directed my staff to take immediate action to ensure that this misuse of 
contingency funds would not occur again. 

• Some of the misuses of contingency funds (as noted in the news article that you sent to 
me) were the result of Air Force abuse of the purchase card in Southwest Asia (e.g., 
decorative furniture and furnishings, cappuccino machines, golfing equipment and 
memberships, palm pilots). As you know, I established the DoD Charge Card Task 
Force to strengthen the controls of the Purchase Card and Travel Card programs. We 
are in the process of implementing the recommendations it outlined in its recently 
published report. These should help eliminate the misuse of government purchase and 
travel cards. For example, 

• We have legislation pending to permit us to hold DoD accountable officials 
(including purchase cardholders) financially liable for illegal, improper, or incorrect 
purchases. 

• By the end of the fiscal year, we will implement automated tools to detect 
potentially abusive transactions for review. 

• I also have directed my staff to strengthen our procedures regarding resources provided 
for contingency operations: 

• Provide further clarification of the costs that can be financed with funds made 
available for contingency operations; 

• Provide guidance to eliminate funding of duplicative efforts; and 

• Add a section to the DoD Financial Management Regulation on fiduciary 
responsibility to strengthen both financial stewardship and accountability. 

• In addition, I directed my staff to meet with the senior financial managers within the 
Service and Defense Agency Comptroller organizations to communicate the importance 
of establishing appropriate oversight and controls to eliminate abuses such as these. 

COORDINATION: Non.,.;;,e~ . .....-----

l(b)(6) l 
Prepared By: John Evans, , , .... J>9/0SD/9556 !J 1O988 / 0 2 
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TO: Service Secretaries 
Under Secretaries 

FROM: Dona]d Rurnsfeld * 
SUBJECT: Wasteful Spending 

June 3, 2002 1 :26 PM 

This recent report about wasteful spending bothers me and I know it does you, too. 

I sure hope that when you have a11 investigated the problems here, that we don't 

decide there is no one to be held accountable. These sound like very poor 

decisions, and we are never going to change the culture around here without 

imparting the appropriate sense of urgency about our responsibilities as stewards 

of taxpayer money. 

Please look into this and into our spending practices generally and Jet me know 

what course of action you recommend. 

Thanks. 

Attach. 
Hoffman, Lisa; Scripps Howard News Service, "$24,000 Sofa Among Luxuries Bought by 

Army and Air Force," Seattle Post-Intelligencer, 05/30/02 

DHR:dh 
060302-29 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by ~_D_,~1_1 .... _i-~/_J_L-__ _ 

-
U093 02 02 . 

11-L-0559/0SD/9557 ! ..... •· 

;h, ,i .· .... ; 



$24,000 Sofa Among Luxuries Bought By Army And Air Force 

Seatt]e Post-IntelJigencer 
May 30, 2002 

Page 1 of2 

$24,000 Sofa Among Luxuries Bought By Army And Air Force 

By Lisa Hoffinan, Scripps Howard News Service 

WASHINGTON -· A $24,000 sofa and armchair. An $] ,800 pillow. And $45,800 in silver and china. 
Such accoutrements would cause little surprise if found in the abodes of the wealthy and well-known. 

But government auditors discovered these pricey items -- and many more -- not in a mansion but at Air 
Force and Army bases in Saudi Arabia, the rest of the Persian Gulf, Europe and the Balkans. 

Jn a just-released report, the General Accounting Office informed Congress that its auditors found a 
number of "seemingly unneeded expenditures" made by the Air Force and Army in 2000 and 2001. 

"As much as $101 million in contingency operations funds were spent on questionable expenditures" -
a small fraction of the estimated S2.2 billion examined by the investigators, but troubling nonetheless, 
the report said. 

Among those were $4,600 worth of "white beach sand" for an air base in the Arabian desert and a 
$3,400 Sumo wrestling suit for another. 

The Army came in for criticism for dupli{:ating purchases of computers and office equipment at its bases 
in Bosnia to the tune of$2.3 million. 

Rather than using equipment already there or sharing new items, four successive Anny units heading for 
Bosnia bought their own sets of equipment, the GAO said. 

That struck the auditors as particularly wasteful, given that the Army has stocked more than 2,000 
computers. 865 printers, 91 copiers and "a multitude of other office equipment" in the area. However, 
Anny officials ·said that differences in missions and training of the various units serving in Bosnia 
nocessitated ·some of the equipment purchases. 

The auditors blamed Pentagon and Army superiors for failing to provide the clear guidance and strict 
oversight needed to rein in such practices. 

The Air Force was also criticized for an array of what the GAO deemed unjustified and excessive 
spending, including: 

At al Dhafra Air Base in the United Arab Emirates, the service bought a $2,200 coffee table. 

At Prince Sultan Air Base in Saudi Arabia, it bought a $24,000 loveseat and arm chair and $9,800 worth 
of Halloween decorations. 

At a] Jaber Air Base in Saudi Arabia, the questionable spending incJuded an $1,800 "executive high
back" pillow, a $3,000 computer tutoria1 titled "The Intelligent Investor" and $19,000 worth of 
decorative "river rock." 

hnp://ebird.citic.mil!May2002!e20d2i5'!·fs~/0SD/9558 613/2002 



$24,000 Sofa Among Luxuries Bought By Army And Air Force Page 2 of2 

At various Air Force installations in the Persian GuJf region, the service bought a $35,000 golf cart, a 
$1-6,000 corporate golf membership and $5,333 in golf passes. 

Military experts claim that such recreational items can be a useful tool for building good relations with 
officials of a host country, whom base officers can invite for, say, a friendly round or two of golf. 

The GAO report said Pentagon officials generally agreed that better oversight is needed to prevent 
wasteful spending. 

http://ebird.dtic.mil/May2002/e2001Js3~J;)a&i~/QS D/9559 6/3/2002 



UNDER SECRETARY OF DEFENSE ~.,,.,~,, r ~·en"., , 
1 1 00 DEFENSE PENTAGON S::::~ :; ~tF \1 . , t ,"'id .A 

WASHINGTON, DC 20301·1 too . . . 
,fr, r y·.~ J11t'l'i 
I I• V: ,\'/ .c ' 

INFO MEMO 
COMPTROLLER July 16, 2002, 9:00AM 

FOR: SECRETARY OF DEFENSE 

FROM: Dov S. Zakheim f':::::,._ 

SUBJECT: Wasteful Spending 

• You wrote to the Service Secretaries and Under Secretaries on the misuse of contingency 
operations funds noted in the press. You also asked for recommended courses of action. 

• As soon as I became aware of the siruation described by the General Accounting Office, 
I directed my staff to take immediate action to ensure that this misuse of contingency 
funds would not occur again. 

• Some of the misuses of contingency funds (as noted in the news article that you sent to 
me) were the result of Air Force abuse of the purchase card in Southwest Asia (e.g., 
decorative furniture and furnishings, cappuccino machines, golfing equipment and 
memberships, palm pilots). As you know, I established the DoD Charge Card Task Force 
to strengthen the controls of the Purchase Card and Travel Card programs. We are in the 
process of implementing the recommendations it outlined in its recently published report. 
These should help eliminate the misuse of government purchase and travel cards. For 
example, 

We have legislation pending to permit us to hold DoD accountable officials (including 
purchase cardholders) financially liable for improper or incorrect purchases. Currently, 
if the charge card transaction is wasteful or abusive but is not fraudulent or for personal 
gain, we can punish the cardholder (or other charge card officials) administratively, but 
DoD does not have the authority to hold them pecuniaril/ or financially liable. 

b:..' ,":"I 1\, v .. .:. 
~i-t . 

• By the end of the fiscal year, we will implement automated tools to detect potentially 
abusi~e transactions for review. 

• I also have directed my staff to strengthen our procedures regarding resources provided 
for contingency operations: 

• Provide further clarification of the costs that can be financed with funds made 
available for contingency operations; 

• Provide guidance to eliminate funding of duplicative efforts; and 

• Add a section to the DoD Financial Management Regulation on fiduciary responsibility 
to strengthen both financial stewardship and accountability. 

• In addition, I directed my staff to meet with the senior financial managers within the 
Service and Defense Agency Comptroller organizations to communicate the importance of 
establishing appropriate oversight and controls to eliminate abuses such as these. 

COORDINATION: Nole 
(b){6) 

Prepared By: John Evans, 
1 1 
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. . .. 

JUL 23 axJ2 

The Honorable Colin L. Powell 
Secretary of State 
U. S. Department of State 
Washington, D.C. 20520 

Dear Colin, 

I understand there is work being done between State and DoD to update the 

U.S. Munitions list, which governs our export policies. There is one particular 

issue I would like to raise with you directly. 

We are proposing to either transfer demilitarized older cargo aircraft to the 

export control jurisdiction of the Commerce Department or to permit their sale to 

friendly governments without the need for an export license. This initiative for 

these older cargo aircraft, which are of limited military significance, will facilitate 

sales to a broader range of countries than is now possible. We don't attach any 

security concerns to such aircraft, including C~ 130s, and they would be of great 

benefit in a lot of poorer countries. The need for export license review for these 

items also distracts both State and DoD licensing officers from more important 

work. 

Perhaps with your assistance we could help to facilitate a resolve this 

matter. 

Ull007 
11-L-0559/0SD/9561 
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OFFICE OF THE UNDER SECRETARY OF DEFENSE 

ACQUIS ITION. 
TECHNOLOGY 

AND LOGISTICS 

FOR: Secretary of Defense 

3000 DEFENSE'. PENTAGON 
WASHINGTON. DC 20301-3000 

... ,,· '."'" ,(' .... t"' ,... - . -

s~cntFr,;· .s"tm 1 · ~:: q: :.l 

ACTION MEMO t ! · .• ~ mn?. 
' 1 .. · 'Tune 28, 2002, 1000 A.M. 

FROM : Mr. E. C. "Pete" Aldridge, Jr.~~ -,~I-
SUBJECT: Response to your question on C-130 Sales 

• You asked what I think the next step ought to be to improve the C-130 sales 
positon (~) 

• In my first note to you on the C-130 issue ClltiS1f4), I advised that more than one 
year ago DoD had recommended to State that selected cargo aircraft be removed 
from State's U.S. Munitions List (USML) and transferred to the Commertce 
Department's jurisdictional authority, provided they are demilitarized. This 
included C-130s other than the current C-1301 models. This would make foreign 
sales easier, by expanding the customer base beyond governments (a requirement 
for USML items) and broadening financing possibilities (Ex-IM Bank does not 
fund military items). If this is not feasible then consideration should be given to 
the development of an IT AR exemption for these older aircraft. 

• State and Commerce, however; do not support the proposal to transfer the aircraft 
to the Commerce Department's jurisdictional authority. State is concerned 
because these aircraft are still designated as "major defense equipment" and some 
aircraft are currently owned by countries not entirely friendly to the United States. 
Since these aircraft would still be considered military aircraft and would not be 
considered a dual-use commodity, Commerce believes that assuming jurisdiction 
of these aircraft would be inconsistent with the dual-use basis for their control list. 

• We have re ared a note f r ou to send Secretary Powell urging him to support 
and act ue,on our reqy,cs,t.. This will not resolve a o t e issues concerning used 
C-130 sales as FAA certification is still un expensive matter for military aircraft. 
However, it will improve the chances. It will also help in our efforts to 
revise/reform the USML by removing items no longer a concern to us from a 
national security perspective. -

RECOMMENDATION: Sign memo at TA 

CONCURRENCES: Lisa Bronson DASD 

Prepared By: Marvin Winkelman, [C/P&A 

BA. 
SPL ASSISTANT DI RITA-.,. -,J 

I
O 

SA MA GIAMBASTIANI I 

(CP&TSP) 
MA BUCCI 

EXECSEC WHITMORE rP?/ ' l (b)(6) 
) l j)~ ' i .'. ). 

0 
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TO: Pete Aldridge 

FROM: Donald Rumsfeld~ 

SUBJECT: C· 130 Sales 

May 22, 2002 12:00 PM 

What do you propose I do about your memo dated 05/17/02 on C· 130 sales? 

I am confused. When I send a memo to you and you send a memo back to me, I 

would like the memo back to me to tell me what in the world you think I ought to h 
do about it-w~t you think the next step ought to be. 7 /4./ 

Thanks. . ~1~/thJ 
ci-'liui/ 

Attach. 
05/17/02 USD(AT&L) memo to SecDefre: Response to Your Question on c.130 Sales 

[U08528/02] 

DHR:dh 
052202-19 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
Please respond by __ o_,;.,. ...... f _:;i_.1""""'/_l)_·1--__ _ 
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May 22, 2002 12:00 PM 

TO: Pete Aldridge 

FROM: Donald Rumsfeld~ 

SUBJECT: C-130 Sales 

What do you propose I do about your memo dated 05/17/02 on C-130 sales? 

I am confused. When I send a memo to you and you send a memo back to me, I 

would like the memo back to me to tell me what in the world you think I ought lo / 

do about it-w!pt you think the next step ought to be. . 7 1 ' 

Thanks. . -;z,,~/!?~.-J 
~~.~/ 

Attach. 
05/17/02 USD(AT&L) memo to SccDc:frc; R"J)OIISC 10 Your Question on C-130 S•Jcs 

(U08S28/02] 
/J -./-/ 

j;/·/...fl • I 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ Q_t,_f -~-' ~j 0_,..-__ 
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May 22, 2002 12:00 PM 

TO: Pete Aldridge 

FROM: Donald Rumsfeld~ 

SUBJECT: C-130 Sales 

What do you propose I do about your memo dated 05/17/02 on C-130 sales? 

I am confused. When I send a memo to you and you send a memo back to me, I 

would Jik~ the memo bac~ to me to tell me what ·i~ the world you think I ought to /, , 

do about 1t-wlpt you think the next step ought to be. . . 7 / 1 

do1~/~ - ~.'/llL_/ 
Thanks. 

Attach. 
OS/17/02 USD(AT&L) memo to SeeDef n::: Response to Your Question on C-130 Sales 

[U08S28I02] 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
Please respond by 01,., I :J- l i o ·1-. 
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POLICY 

THE UNDER SECRETARY OF DEFENSE 
2000 DEFENSE PENTAGON 

WASHINGTON, DC 20301-2000 

ACTION MEMO 

1-02/010007-PS 

FOR: SECRETARY OF DEFENSE DepSecDef Action /Alfo 

FROM: UNDER SECRET ARY OF DEFENSE FOR POLICY (Douglas J. Feith)/~\\ 1 j-1 f (. ' 

SUBJECT: Defense Policy Board Meeting, July 10-11, 2002 -
READ-AHEAD 

Defense Policy Board Chair, Richard Perle, will convene the Board on 
July 10-11, 2002. The agenda includes intelligence briefings and discussion on 
India/Pakistan, Saudi Arabia, Bioterrorism, and Missile Defense issues (agenda at Tab A). 

You agreed to meet with the Board on Thursday, July 11, 2002, 4:30 p.m. -
5:30 p.m. At that time, Mr. Perle will present the results of the Board's meeting and 
invite Board discussion with you. 

Board members and invited participants are listed at Tab B. 

Attachments: 
As stated 

l
(b}(6) 

Prepared by: Ann E. Hansen, ExecSec, DPB ._ ____ ..... -
~ 

' I 

#11! 
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Defense Policy Board 

July 10-11, 2002 
Pentagon, 3E869 

Agenda 

Thursday, July 11, 2002 

9:00-9:30 

9:30-9:35 

9:35-10:45 

10:45 - 11 :45 

11 :45 - 12:45 

12:45 -1:00 

1:00-2:30 

2:30-4:00 

4:00-4:15 
~·.oo-a ·.4:('" 
4.36 5.30 

Light Breakfast Buffet, Gold Room 3E859 
Adjacent to 3E869, the main meeting room 

Administrative 

Intel Update 
Saudi Arabia 

Kevin O'Prey and Matt Travis, DFI International 
Chemical & Biological Demonstration Information-Network (CBDI
Net) 

Lunch-Gold Room 3E859 (Buffet adjacent to the meeting room.) 
Guest Speaker: Honorable Paul Wolfowitz, Deputy Secretary of 
Defense 

Break 

Dr. Josh Lederberg, Professor Emeritus, Rockefeller University 
Bioterrorism 

Open Discussion 

Break 

Honorable Donald Rumsfeld, Secretary of Defense 

11-L-0559/0SD/9567 



Defense Policy Board July 10-11, 2002 

Richard Perle, Chairperson 
Honorable Richard Allen 
Dr. Gary Becker 
Dr. Barry Blechman 
Dr. Eliot Cohen 
Ms. Devon Cross 
Gen (Ret) Ron Fogleman 
Amb Thomas Foley 
Honorable Tillie Fowler 
Honorable Newt Gingrich 
Mr. Gerald Hillman 
Dr. Kim Holmes 
Gen (Ret) Chuck Homer 
Dr. Fred Ikle 
Dr. Henry Kissinger 
Mr. Philip Merrill 
ADM (Ret) Bill Owens 
Dr. Henry Rowen 
Dr. James Schlesinger 
GEN (Ret) Jack Sheehan 
Dr. Kiron Skinner 
Dr. Helmut Sonnenfeldt 
Mr. Chris Williams 
Honorable Pete Wilson 
Mr. Jim Woolsey 

Members Unable to Attend: 
Mr. Ken Adelman 
Dr. Martin Anderson 
Dr. Harold Brown 
LTG (Ret) Marc Cisneros 
ADM (Ret) David Jeremiah 
Former VP Dan Quayle 

Guests: 
Mr. Denis Bovin Vice Chairman, Investment Banking 

Bear, Stearns and Co. Inc. 
Defense Science Board 

11-L-0559/0SD/9568 
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THE SECRETARY OF DEFENSE 

1000 DEFENSE PENTAGON 
WASHINGTON, OC 20301·1000 

Rt Honorable Geoffrey Hoon MP 
Secretary of State for Defence 
Ministry of Defence 
United Kingdom 

Dear Geoff: 

JUL 15 2002 

I would like to thank you and your colleagues for an outstanding job in leading the 
International Security Assistance Force in Afghanistan. 

Major General McColl's leadership and initiative were vital to establishing peace 
and security in Kabul and its surrounding areas. You took on a difficult task and 
managed it very well and with demonstrable success. 

We look forward to our continued partnership in the war on terrorism. 

Sincerely, 

0 
11-L-0559/0SD/9569 

ti.I , 

UlllOl-02 



THE SECRETARY OF DEFENSE 
1000 DEFENSE PENTAGON 

WASHINGTON, DC 20301-1000 

General Sir Michael Walker 
Chief of the General Staff 
Ministry of Defence 
United Kingdom 

Dear General Walker: 

JUL 15 2002 

I would like to thank you and your colleagues for an outstanding job in leading the 
International Security Assistance Force in Afghanistan. 

Major General McColl 's leadership and initiative were vital to establishing some 
nonnality in Kabul and its surrounding areas. The United Kingdom's efforts have been 
of fundamental importance to the potential for long-term peace and stability in 
Afghanistan. 

The Department of Defense looks forward to working closely with you on these 
and other important matters. 

Sincerely, 

11-L-05aSD/9570 

<I.I , 

Ull 101-02 
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UNCLASSIFIED 

DTG: 151430Z JUL 02 PAGE 01 of 02 

Drafter's Narne MUSTAFA P.~Q~P~A~[.~~~-. 
Office/Phone ISA/NESA,~!(_b)_(6_)~~~-' 

Releaser's Info DONALD H. RUMSFELD, SECDEF 

Action Pree ROUTINE 

From; 
To: 

Info; 

Info Pree ROUTINE 
Specat 

SECDEF WASHINGTON DC 
AMEMBASSY LONDON 
USDAO LONDON UK 
SECSTATE WASHINGTON DC 
JOINT STAFF WASHINGTON DC 
USCINCEUR VAIHINGEN GE 

TEXT FOLLOWS 

UNCLASSIFIED 

SUBJECT: SECDEF LETTERS 

REQUEST YOU DELIVER THE FOLLOWING LETTERS TO SECRETARY HOON AND 
GENERAL WALKER AT YOUR EARLIEST CONVENI ENCE . 

A. QUOTE: 

RT HONORABLE GEOFFREY HOON MP 
SECRETARY OF STATE FOR DEFENCE 
MINISTRY OF DEFENCE 
UNITED KINGDOM 

DEAR GEOFF: 

{PARA) I WOULD LIKE TO THANK YOU AND YOUR COLLEAGUES FOR AN 
OUTSTANDING JOB IN LEADING THE INTERNATIONAL SECURITY ASSI STANCE 
FORCE IN AFGHANISTAN. 

(PARA) MAJOR GENERAL MCCOLL'$ LEADERSHIP AND I NITIATIVE WERE VITAL 
TO ESTABLISHING PEACE AND SECURITY IN KABUL AND ITS SURROUNDING 
AREAS. YOU TOOK ON A DIFFICULT TASK AND MANAGED I T VERY WELL AND 
WITH DEMONSTRABLE SUCCESS. 

(PARA) WE LOOK FORWARD TO OUR CONTINUED PARTNERSHIP IN THE WAR ON 
TERRORISM. 

SINCERELY, DONALD H. RUMSFELD 

END OF QUOTE. 

B. QUOTE: 

UNCLASSIFIED 

11-L-0559/0SD/9572 

Ul 1101-02 



UNCLASSIFIED 

DTG: 151430Z JUL 02 

GENERAL SIR MICHAEL WALKER 
CHIEF OF THE GENERAL STAFF 
MINISTRY OF DEFENCE 

PAGE 02 of 02 

UNITED KINGDOM 

DEAR GENERAL WALKER: 

(PARA) I WOULD LIKE TO THANK YOU AND YOUR COLLEAGUES FOR AN 
OUTSTANDING JOB IN LEADING THE INTERNATIONAL SECURITY ASSISTANCE 
FORCE IN AFGHANISTAN. 

(PARA) MAJOR GENERAL MCCOLL'$ LEADERSHIP AND INITIATIVE WERE VITAL 
TO ESTABLISHING SOME NORMALITY IN KABUL AND ITS SURROUNDING AREAS. 
THE UNITED KINGDOM'S EFFORTS HAVE BEEN OF FUNDAMENTAL IMPORTANCE TO 
THE POTENTIAL FOR LONG-TERM PEACE AND STABILITY IN AFGHANISTAN . 
• 
(PARA) THE DEPARTMENT OF DEFENSE LOOKS FORWARD TO WORKING CLOSELY 

WITH YOU ON THESE AND OTHER IMPORTANT MATTERS.• 
•• 
SINCERELY, DONALD H, RUMSFELD. 

END OF QUOTE. 

HARD COPIES TO FOLLOW. 

UNCLASSIFIED 

11-L-0559/0SD/9573 
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UNCLASSIFIED 

DTG: 110648Z JUL 02 

Drafter's Name 
Office/Phone 

MUSTAFA PqPA1, 
ISA/NESA, l._(b_)(_6 _) __ __, 

Releaser's Info 

Action Pree 
Info Pree 

Specat 

DONALD H. RUMSFELD, SECDEF 

ROUTINE 
ROUTINE 

From: 
To: 

SECDEF WASHINGTON DC 
AMEMBASSY LONDON 

Info: USDAO LONDON UK 
SECSTATE WASHINGTON DC 
JOINT STAFF WASHINGTON DC 
USCINCEUR VAIHINGEN GE 

TEXT FOLLOWS 

UNCLASSIFIED 

SUBJECT: SECDEF LETTERS 

REQUEST YOU DELIVER THE FOLLOWING LETTERS TO SECRETARY HOON AND 
GENERAL WALKER AT YOUR EARLIEST CONVENIENCE. 

A. QUOTE: 

RT HONORABLE GEOFFREY HOON MP 
SECREJ.ARY OF STATE FOR DEFENCE 
MI~TRY OF DEFENCE 
UNfTED KINGDOM 

D~ SECRETARY HOON:_/ · 

( P~ I WOULD -~-THANK YOU AND YOUR COLLE.AGUES FOR AN 
OUTSTAND~IN LEADING THE INTERNATIONAL SECURITY ASSISTANCE 
FORCE IN AFGHANISTAN. 

PAGE 01 of 02 

(PARA) MAJOR GENERAL MCCOLL 'S LEADERSHIP AND INITIATIVE WERE VITAL 
TO ESTABLISHING PEACE AND SECURITY IN KABUL AND ITS SURROUNDING 
AREAS. YOU TOOK ON A DIFFICULT TASK AND MANAGED IT VERY WELL AND 
WITH DEMONSTRABLE SUCCESS. 
0 
(PARA) WE LOOK FORWARD TO OUR CONTINUED PARTNERSHIP IN THE WAR ON 
TERRORISM. 

SINCERELY, DONALD H. RUMSFELD 

END OF QUOTE. 

B. QUOTE: 

UNCLASSIFIED 

11-L-0559/0SD/9575 



/i \ 1-. 
i _;' ""'tr) 
·; . Snowflake 

TO: Doug Feith 

FROM: Donald Rumsfeld y 
SUBJECT: Letter to UK 

.y.··. 

&'r:H4l~ 
,:7.;1./ 0013 31- 'SiP 

June 20, 2002 10;41 AM 

~ 

Please draft a letter from me to the UK thanking them for the good job they did on 

ISAF. 

Thanks. 

DHRuh 
062001·14 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Pl ease respond by __ 0_~"--+-{ 2_5_/'--o~-0...-~-

-
11-L-0559,[)SD/9576 



THE SECRETARY OF DEFENSE 
1000 DEFENSE PENTAGON 

WASHINGTON, DC 20301-1000 

The Honorable Hamid Karzai 
President of the Islamic Transitional State of Afghanistan 
Presidential Palace 
Kabul, Afghanistan 

Dear President Karz.ai: 

JUL 15 aJ02 

My warm congratulations on your selection by the Loya Jirga as President of the 
Transitional Administration of Afghanistan. 

Please know that I look forward to working with you in the weeks and months 
ahead. 

Respectfully yours, 

cc: 
Ambassador, Embassy of Afghanistan 

11-L-055QSD/9577 
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UNCLASSIFIED 

DTG: 161100Z JUL 02 PAGE 01 of 02 

Drafter's Name MUSTAFA PRPAX 
Office/Phone ISA/NESA, _l(_b)_(6_) ____ ...., 

Releaser's Info DONALD H. RUMSFELD, SECDEF 

Action Pree ROUTINE 
Info Pree ROUTINE 

Specat 

From: SECDEF WASHINGTON DC 
To: AMEMBASSY KABUL 

Info: SECSTATE WASHINGTON DC 
JOINT STAFF WASHINGTON DC 
USCINCCENT MACDILL AFB FL 

TEXT FOLLOWS 

UNCLASSIFIED 

SUBJECT ; SECDEF LET'l'ER OF CONGRATIJLATIONS 

1. REQUEST YOU DELIVER THE FOLLOWING LETTER TO PRESIDENT KARZAI FROM 
SECRETARY RUMSFELD AT YOUR EARLIEST CONVENIENCE. 

2. BEGIN TEXT: 

THE HONORABLE HAMID KARZAI 
PRESIDENT OF THE ISLAMIC TRANSITIONAL STATE OF AFGHANISTAN 
PRESIDENTIAL PA.LACE 
KABUL, AFGHANISTAN 

DEAR PRESIDENT KARZAI: 

(PARA) MY WARM CONGRATULATIONS ON YOUR SELECTION BY THE LOYA JIRGA 
AS PRESIDENT OF THE TRANSITIONAL ADMINISTRATION OF AFGHANISTAN. 

(PARA) PLEASE KNOW THAT I LOOK FORWARD TO WORKING WITH YOU IN THE 
WEEKS AND MONTHS AHEAD. •• 

RESPECTFULLY YOURS, 

DONALD H. RUMSFELD 

END OF TEXT. 

3 . HARD COPY TO FOLLOW. 

UNCLASSIFIED 

11-L-0559/0SD/9579 
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DTG: 161100Z JUL 02 PAGE 02 of 02 

UNCLASSIFIED 

Ul 1104-02 
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ASSISTANT SECRETARY OF DEFENSE· 
2400 DEFENSE PENTAGON 

WASHINGTON, DC 20301·2400 

INTERNATIONAL ACTION MEMO 
SECURITY 

USDP~ 

AFFAIRS 1-02/009337 

FOR: SECRET ARY OF DEFENSE DepSec Action ___ _ 

FROM: Assistant Secretary.of Defense, International Security Affairs 
(Peter W. Rodman, !(b)(6) I 

SUBJECT: Congratulatory Letter to President Karzai 

• Attached for your review and approval is a congratulatory letter to President Karzai 
following his recent election as head of state duiing the Emergency Loya Jirga. 

RECOMMENDATION: Sign letter to President Karzai (Next under) 

COORDINATION: Tab A 

Attachments: 
As stated 

l
(b)(6) 

Prepared by: Mustya Popal, NESA ..... _____ ____, 

DASDJ,P:~ -· PDASD .--· _,.,c;;_ ___ _ 

..... 
11-L-05591e,lo/9581 ll 11104 / 0 2 



Snowflake tf\ql~ t,..,"'6' 

or)./ O()f 33 ~ -vs-0 r? 
June 20, 2002 10:42 AM 

TO: Doug Feith 

FROM: Donald Rumsfeld)) 

SUBJECT: Letter to Afghanistan 

Please draft a congratulatory letter from me to Hamid Karzai, which includes 

something along the lines of: "My warm congratulations on your selection by the 

Joya jirga as _____ . Please know that I Jook forward to working with 

you in the weeks and months ahead." 

Thanks. 

DHR:dh 
062002-8 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
Please respond by ---"O __ t,'--'{_2-' ..... f.__&_O... __ _ 

{· 
·-- .I . , 

(f..t >,(':>,·"') l ·~.:;,:/:' !, ,,- .... 

' 1 ~, 
( .. ,:J.., \ yo · .. , 

--
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Snowtlake 
r 

·&\qf (, 1.,,116' 

of".). / ()o 'I 3J :;- - vs -l) y:J 
June 20, 2002 10:42 AM 

/ 

TO: Doug Feith 

FROM: Donald Rumsfelct)) 
I 

SUBJECT: Letter to Afghanistan 

Please draft a congratulatory letter from me to Hamid Karzai, which includes 

something along the lines of: "My warm congratulations on your selection by the 

loya jirga as . Please know that I look forward to working with 

you in the weeks and months ahead." 

Thanks. 

DHR·dh 
062002-8 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by _ __;;0'--"t,"-4--{2_'$..,_/ b_Tl.. ___ _ 

Tfc (·L-~ 
(i) - }c =. -
V' e Jf :.>," " 

s:(~ 
- 7/.:r-

11-L-05@/0SD/9583 
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UNCLASSIFIED 

-· 
DTG: 1106102 JUL 02 

Drafter's Name MUSTAFA P?tPU, 
Office/Phone ISA/ NESA,r_(b_)-(6_) ____ __, 

Releaser's Info DONALD H. RUMSFELD, SECDEF 

Action Pree ROUTINE 
Info Pree ROUTINE 

Specat 

From: SECDEF WASHINGTON DC 
To: J\MEMBASSY KABUL 

Info: SECSTATE WASHINGTON DC 
JOINT STAFF WASHINGTON DC 
USCINCCENT MACDILL AFB FL 

TEXT FOLLOWS 

UNCLASSIFIED 

SUBJECT: SECDEF LETTBR OF CONGRATULATIONS 

PAGE 01 of 01 

l. REQUEST YOU DELIVER THE FOLLOWING LETTER TO PRESIDENT KARZAI FROM 
SECRETARY RUMSFELD AT YOUR EARLIEST CONVENIENCE. 

2 . BEGIN TEXT: 

THE HONORABLE HAMID KARZAI 
PRESIDENT OF THE ISLAMIC TRANSITIONAL STATE OF AFGHANISTAN 
PRESIDENTIAL PALACE 
KABUL, AFGHANISTAN 

DEAR PRESIDENT KARZAI: 
I 

, 
I 

(PARA) MY WARM CONGRATULATIONS ON YpUR SELECTION BY THE LOYA JIRGA 
AS PRESIDENT OF THE TRANSITIONAL AD~INISTRATION OP AFGHANISTAN. 

(PARA) OPLEASE KNOW THAT 
WEEKS AND MONTHS AHEAD. 
OD 
RESPECTFULLY YOURS, 

DONALD H. RUMSFELD 

END OF TEXT. 

3 . HARD COPY TO FOLLOW. 

I LOOK FO~ARD TO WORKI NG WITH YOU I N 
f 

, 

I 
I 
I 

! 

UNCLASSIFIED 

11-L-0559/0SD/9584 
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June 25, 2002 3:43 PM 

TO: Tom White 

CC: 

-~~~ FROM: 
.,\1· 

<' 

Paul Wolfowitz 

Donald Rumsfeld ~ 
/"'· SUBJECT: Anny Congressional Relations 

Where do you stand on the 15 percent reduction and what is the status of the two 

individuals we discussed? Frotll everything I can tell from the Hill, the Army fS 
still unhelpful on DoD efforts. I am concerned about it. 

Thanks. 

DHR:dh 
062502-72 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 0_1__,_l 1_"'_/_01...,., ___ _ 

11-L-0559/0SD/9586 Ul 1132 / 02 



July 12, 2002 11:58 AM 

TO: Deputy Secretary of Defense 
Secretaries of the Military Departments 
Chairman of the Joint Chiefs of Staff 

FROM: 

Vice Chairman of the Joint Chiefs of Staff 
Undersecretaries of Defense 
Military Chiefs of Staff 
General Counsel of the Department of Defense 
Assistant Secretary of Defense for Legislative Affairs 
Assistant Secretary of Defense for Public Affairs 
Director of the Joint Staff 

Donald Rumsfeld~ ;1 ~ 
SUBJECT: The Impact of Leaking Classified Information 

I have spoken publicly and privately, countless times, about the danger of leaking 
classified information. It is wrong. It is against the law. It costs the lives of 
Americans. It diminishes our country's chance for success. 

Attached is an unclassified CIA assessment of the impact of leaks on the global 
war on terrorism. The disclosure of classified information is damaging our 
country's ability to stop terrorist acts and is putting American lives at risk. 

Your leadership is needed to help stop leaks. Please meet with your staff to 
discuss the seriousness of the damaging lack of professionalism we continue to see 
on a daily basis. 

Please let Larry Di Rita know after you have had the discussion with your staff of 
any feedback you feel would be helpful. 

Thanks. 

Attach. 
06/14/02 CIA Memorandum 

DHR:dh 
062802-l 

U1115Y 
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• 

UNCLASSIFIED 

Memorandum 

@ -Ml t 1 ?UU( 

14June2002 

Jn response to a request for unclassified information regarding the impact of leaks 
on the war against terrorism: 

AI-Oa'k!8 is a sawy, expe~enced t,~1.~~."~~~ni~t~n th~t has wat?hed ~e US for 
years, and it pays close attention to di1d1,1avMa'ble 1~tion that will help it evade US 
intelligence. A growing body of ~ng IJ "' s_,,.."I-Qa'ida planners have learned 

much about ourcounterterrorist ~,!~i "' . pri'lt,,~rom us and foreign media. 
••• ,11.:.ii=.,., .. ,, Iii •• ;.... a1, 

- Information obtained from captured detainees has revealed that al-Qa'ida 
operatives are extremely security conscious and have altered their practices 
in response to what they have learned from the press about our capabilities. 
(U) 

The cumulative effect of public disclosures of classified, terrorism-related information
including significant losses from such disclosures predating 11 September-has jeopardized 
highly fragile and very sensitive intelligence capabilities that we require for the successful 
prosecution of the war against terrorism. 

- Disclosures of classified information also reduce the willingness of potential 
allies, volunteers, and sources in foreign countries to work with us out of fear 
of having their coope~ . f)l#)~pd in ~- press. (U) 

. - ~.:· P~:~ ~;~~~~~ 
When lost, we attempt to rebuild .. : e cap8"itie¥rf.ielationships when we can, but 
these efforts take time and are ex~sive. (W ,f;~.·.-c~t~~~: 

.. ~:~~-i~ <1 .. ,1~,:~i ;, '~""= ~~~·~,t:• .. ,. !i;.•:I. •• • .. , .~=ff :t: ~ . 

11-L-QfMi~iala/9588 



THE SECRETARY Or DEFENSE 

WASHINGTON 

General Andrew J. Goodpaster, USA (Ret.) 
The Eisenhower Institute 
1620 Eye Street, NW, Suite 703 
Washington, DC 20006 

Dear Andy, 

JUL 15 2002 

Thank you for your letter regarding the restoration of 
rank for Rear Admiral Hu;band Kimmel and Major General 
Walter Short. After again reviewing the entire matter, we 
agree with the previous findings and do not support the 
advancement of Admiral Kimmel and General Short. 

There has been no new extraordinary evidence 
presented that would overturn the decisions made for an 
event that occurred more than SO years ago. 

With my best wishes, 

I 

u11170 ,02 
11-L-0559/0SD/9589 
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I/;, LJ <./•I 0, 30 J _,. ..._J~ l 

6200 Oregon Ave., NW, #345 
Washington, DC 20015 

April 23, 2002 

The Honorable Donald Rumsfeld 
Secretary of Defense 
The Pentagon 
Washington, DC 20301-10 I 0 

~/1 
DearMr~ 

/ 

Over the last few years, a number of senior Navy and Army 
officers, including myself, after thorough consideration, have strongly · 
recommended that action be taken to restore Admiral Husband Kimmel and 
Genera) Walter Short, the U.S. commanders in Hawaii on 7 December 
1941, to their highest held World War II ranks. 

I understand that this matter will shortly be coming to you for 
decision, and I write to express my strong conviction that a grave injustice 
has been done to these two officers and that nothing less than the honor of 
our country is really at stake. 

I strongly recommend your favorable action on this proposal. 

With best wishes, 

11-L-0559/0SD/9590 



June 25, 2002 7:54 AM 

..• ......, 
'q. , ..... 

TO: Pete Aldridge 
\J,) 

U\. 
~ 

FROM: Donald Rumsfeld ··J'l --SUBJECT: · Supercomputing 

· Please1ake-a-Jook-at 1his note from Newt Gingrich on cheap-super-computing-and-------.. ····· ·····--·

tell me what you think. 

Thanks. 

Attach. 
03/10/02 Gingrich e-mail to SecDefre: Cheap Supercomputing 

OHR.dh 
06lj02-l4 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ '._· ·_r_/;.....D_·i _.;../_J_L __ _ 
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Page 1 of2 

lc,v,oso (t) SECDEF HAS SEEN 
------------..:tJUtffNlt-:i9~4·,-29-82---

From: Thirdwave2@aol.com 

Sent: s, mdav Macyh 10 2002 11 :52 AM 

To: l(b)(
5
) ~os~.pentagon.mit; Ed.Giambastiani@osd.pentagon.mil; Larry.OiRita@osd.pentagon.mil 

Cc: step hen .cambone@osd.pentagon.mil; ken.krieg@osd.pentagon.mil; art.cebrowski@osd.pentagon.mil; 
zakheimd@osd.pentagon.mil; john.jumper@pentagon.af.mll; ttether@darpa.mil 

Subject: (no subject) 

Air Force Colonel Bill Bruner sent the following reminder that we should be looking 
for very cheap supercomputing. It reminded me that the American Museum of 
Natural History has a stunningly inexpensive parallel procesing system made from 
off the shelf components. My guess is that the system does not look for these kind 
of dollar saving and capab1htles enhancing innovations 
newt 
email follows 

from Colonel Bill Bruner 
Along the lines of the sort of "distributed intelligence'· that I describe below, 
inexpensive distributed supercomputing on your PC is coming--soon. See this 
article from a couple of years ago about a small company in Boulder, CO called 
Massively Parallel Technologies, Inc.: 

http://www.holse.com/primeur/00/articles/monthly/ AE-PR-04-00-5.html 

as well as an article in the February 18, 2002 edition of Space News entitled 
••software Could Lead to Low-Cost Supercomputing." I couldn't get an electronic 
copy, 
but the key paragraphs say: 

"The Howard Cascade has allowed Massively Parallel to build a supercomputer 
using discarded personal computers such as IBM 486s with an efficiency 
of 99 percent, which translates into speedup factor of 55 to 60 times for a 
63-node cluster. The industry standard, which is defined as how efficiently the 
collective · 
nodes are working on a given problem, is 10 percent, Smith said. This standard 
translates into a speedup factor of sJx times for a 64-node cluster, he said .. " 

"In the second service model, Massively Parallel will provide access to its own 
cluster In Colorado to private sector customers via the Internet..." 

Cheap supercomputing for the masses will mean 2 things: an acceleration of the 
desktop computing revolution to "warp speed" and 
block obsolescence of export controls on supercomputers that might be used 
against us (e.g. nuclear weapons and hypersonic vehicle design, 
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vulnerability analysis of our society and economy). 
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ACQUISITION. 
TECHNOL.OGY 

ANO LOGISTICS 

,., .. , 
~:·_·. : _.' 

THE UNDER SECRETARY OF DEFENSf2 JI!!. IS r·, 
301 0 DEFENSE PENTAGON 

WASHINGTON, DC 20301-3010 

INFO MEMO 

July 3, 2002 11 :00 A.M. 

FOR: SECRETARY OF DEFENSE () 

FROM: Mr. E. C. "Pete" Aldridge, Under Secretary of Def~~r,lto-z..... 

SUBJECT: Army and Marine Corps Future Combat Vehicles 

• Your memorandum of June 20, 2002 (Tab A) raised the issue of the Army 
and Marines potentially using a common chassis and joint program for their 
future combat vehicles. 

• The relevant programs are Future Combat Systems (FCS) for the Army, 
and Marine Air-Ground Task Force (MAGTF) Expeditionary Family of 
Fighting Vehicles (MEFFV) for the Marine Corps. ~.,._,~ 

• The attached information paper (TAB B~compares these programs. 
Differences in timing and requi.rements between the Services argue against 
a common chassis, although collaboration at the technology and component 

I: 55 

level is expected. C . . 
COORDINATION: None :::::::.- 11v: ::J d:; 
Attachments: /.. /( () 
As stated t4J~ • iJJE 
Prepared By: Chuck Sieber, S&TS/LWL] 

~ 
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June 20, 2002 12:14 PM 

TO: Pete Aldridge 

CC: Gen. Pace 

FROM: Donald Rumsfeld ) 

SUBJECT: Future Tanks etc. 

My impression is that the Marines and the Army are both looking at tanks and 

vehicles for the 2015 to 2020 period. Why shouJdn 't we require that it be a 

common chassis and that they do it joint? 

Any thoughts? 

Thanks. 

DHR:dh 
062002,20 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
Please respond by 01 / 19 [ u ·t.. 
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INFO PAPER 

FUTURE ARMY AND MARINE CORPS COMBAT VEHICLES 

Both the Army and the Marines have identified requirements for families of future 
vehicles: 

• The Anny in partnership with DARPA is working on the Future Combat 
Systems (FCS), a closely-networked "system of systems" to equip their 
Objective Force, the Army of the future beginning in 2008. PCS replaces 
all of the Army's current combat vehicles including Abrams tanks and 
Bradley fighting vehicles. 

• The Marines have a concept for a Marine Expeditionary Family of Fighting 
Vehicles (MEFFV) to replace their Abrams tanks and Light Armored 
Vehicles. 

Their approaches will reflect differences in: 
• Schedule. Army plans Milestone B next year, with first fielding of initial 

Block I capability in 2008 and Block II in 2014. Marines have not set a 
specific program schedule but plan on an initial capability in 2015-2020. 

• Upper weight bound. The Army is taking as a constraint tactical transport 
by C-130 aircraft. which sets a 16-18 ton combat weight limit for even the 
heaviest vehicles. Achieving combat vehicle survivability and lethality in 
close combat at this weight level is extremely ambitious and will depend 
utterly on the robust FCS network. The Marines are taking the weight limit 
as set by 2 vehicles lifted by a Landing Craft Air Cushion (LCAC). LCAC 
limit is about 72 tons, so the Marines have set 30 tons as a conservative 
upper weight goal for the heaviest vehicles. 

• Doctrine of infantry squad size. Army 9, Marines 13. 
• Quantity. Army production quantities are likely to exceed the Marines' by 

more than an order of magnitude. 

Collaboration. 
Fielded commonality at the platform level is an unlikely outcome 

considering the operational differences noted above. Such differences have 
previously resulted in mixed results. For example, the Army and Marines are in 
joint programs such as lightweight howitzers and rocket artillery, but have pursued 
different solutions in areas such as medium and heavy trucks. 

However, the Marines recognize that at the component and technology 
level the FCS effort will produce advances that they can employ for MEFFV. 
Conversely, work on vehicles in the 30-ton class could provide a hedge against 
shortfalls in achieving FCS network capabilities. 
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TO: Pete Aldridge 

CC: Gen. Pace 

FROM: 

SUBJECT: 

Donald Rumsfeld 

Future Tanks etc. 

June 20, 2002 12:14 PM 

) 

My impression is that the Marines and the Army are both looking at tanks and 

vehicles for the 2015 to 2020 period. Why shouldn't we require that it be a 

common chassis and that they do it joint? 

Any thoughts? 

Thanks. 

DHR:dh 
062002·20 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
Please respond by 01 ( I 9 / i> ·L-
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............. l'U.~ 1-',S 
r .. ..,.... II 

b1. ~ ' 3:48PM 
TO: Pote Aldridge 

t~ CC: Gen. Dick Myers 
Jim Roche 

Dona.Id Rumsfeld ~ FROM: 

DATE: June 13, 2002 

SUBJECT: Pirating Our USOA V Sjpab 

I would like to get you folks tD put together a briefing on it and schedule it for 

Monday to get me up to speed on what you think is happening and why. and what 

kinds of solutions we need to f'ubion. 

Thanks . 

.. .._.,.· DHlVutl 
06UD2.CM 

Pl~ue rapon,l by: ________ , ..... 1_1'1_./_()_;;l.. ____ _ 

I 

la 

:I 

U11221 /02 
JI .. N-14-2002 13: 33 + 
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P.01 'f/~~2~ 



December 7, 2002 10:37 AM 

TO: Newt Gingrich 

FROM: Donald Rumsfeld ~~ 
SUBJECT: Your DPB Comments 

I need what you said in the Defense Policy Board in writing. It was excellent. 

Thanks. 

DHR:dh 
120702-10 

Ul 122:'i /03 

11-L-0559/0SD/9599 
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December 7, 2002 10:36 AM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld ~ 
SUBJECT: Commissaries 

Why don't we get somebody to come up with a proposal as to how we eliminate 

the commissary subsidy over a period of time and improve the operation of the 

commissaries-get a proposal, have people look at it, get the Services' comments 

and then do something. 

Thanks. 

DHR:dh 
120702·9 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 0_1 ...... /....;..o_S__._/ _o-=:.,--

U 11 2 2 /;. / 0 3 
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PERSONNEL AND 
READINESS 

UNDER SECRETARY OF DEFENSE 
4000 DEFENSE PENTAGON 

WASHINGTON, O.C. 20301-4000 

INFO MEMO 

FOR: SECRETARY OF DEFENSE 

.,., -r: 

July 12, 2002, 6 PM 

FROM: David S. C. Chu, Under Secretary of~efe e (Personnel and Readiness) 
. tHlJ, t1_ ~ j.,.c.:7~ 6 '-". 

SUBJECT: Our Score on the Latest President's agement Scorecard 

• Last summer, the President issued his management agenda, including five Government
wide initiatives and a number of agency specific initiatives. 0MB tracks progress 
toward the accomplishment of these initiatives with a "Scorecard," in which agencies are 

. rated RedN ellow/Green on two dimensions: 1) the overall status of the initiative and 2) 
progress on a plan to accomplish the initiative. 

• The original scores were published with the FY03 budget. You expressed dissatisfaction 
with our first set of scores (Tab A). 

• 0MB will release updated scores on July 15. Our scores have improved a bit. 

• Our scores on DoD specific initiatives are: 
- Privatization of Housing: Status - Yellow; Progress - Green 
- DoDN A Health Care: Status - Yellow; Progress - Green 

• Progress scores in Human Capital and Electronic Government changed from Yellow to 
Green. The detailed 0MB review is attached (Tab B). 

• The programs' scores, and especially the improved progress scores, reflect very hard 
work on the part of a wide cross -section of the OSD staff, and a spirit of collaboration 
that is deserving of praise. 

• I have discussed the status scores with 0MB. We believe that the ratings in some areas, 
particularly Human Capital and Performance Budget Integration, should be changed to 
Yellow. 0MB has asked that we document further progress before changing its 
evaluation, and I am optimistic that we will continue to show that progress. 

COORDINATION: None 

Attachment: 
As stated 

l
(b)(6) 

Prepared by Gail H. McGinn, PDASD (FMP)'-------....1 

0 
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TO: David Chu 

CC: Larry Di Rita 

Donald Rumsfetd1h 

SUBJECT: DoD Scorecard ,. 

FROM: 

March 25, 2002 11:03 AM 

I just read this scorecard on DoD. It is not very good. 

\Vb.at do we do to get it improved? 

Thanks. 

Attach. 
03/18/02 USD(P&R) memo to SecDef, "Cunent Grades on the Executive Branch Management 

Scorecard" [U04951/02] 

DHR:dh 
032502-16 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 0_4--/ __ 1_9_/_0_2-__ 
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PERSONNEL AND 
f1£ADINESS 

FOR: 

FROM: 

SUBJECT: 

UNDER SECRETARY OF DEFENSE 
4000 DEFENSE PENTAGON 

WASHINGTON, O.C. 20301-4000. . . . 

INFO MEMO 
~· ' • ~ I I • ,, 

~ • / . I ' ' _-, ' ~ ' , 

March 1s, 2002-11:00 ~~-r 
SECRETARY OF DEFENSE MAR 2 6 2002 
DEPUTY SECRETARY OF DEFENSE 

DAVID s. C. CHU, UNDEI:_S~~~IARY OF DEFENSE 
(PERSONNEL AND READIN~.u,,b/ ,c!. ~ 

/ J'" /1-/ ,ii-? ... ~ ~ -

Current Grades on the Executive Branch Management Scorecard 

• I am pleased to report that 0MB intends to give us a "yellow" on four of our 
plans to implement the President's Management Agenda, and a green on one. 
(See attached chart.) As your representative to the President's Management 
Council, I had organized a series of meetings to present our plans, and move 
our initial grades off red. , ,J.. 

I ~ ,~ W151 s-1tf • 
• These grades put us in the middle of the cabinet departments. !/ I{.:;, i.s ~sf-. 

• Some of the reds for others that you see in the preliminary scores are likely to 
be corrected before the final version is published at the end of March. 

COORDINATION: None required 

Attachment: 
As stated 

l
(b)(6) 

Prepare by: Captain Stephen Wellock 

'---------::::!..----------,--.., 
SPl ASSISTANT DI RITA 
SA MA GIAMBASTIANI 

MA BUCCI 
EXECSEC WHITMORE 

0 
U04951 02 
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. 
Executive Branch Management Scorecard 

2001 Baseline Evaluation• Plans to Implement President's Management Agenc 

Pcellmlnarv scores 

Human Competiave Flnanclal E-Oov . Budg111I/P11rf. H11man Competitive Financial E-Gov BudgelJPetf. 
cap1ta1 Sourcing Mgtrll. ln!egratlOn Capital Sourcing Mgmt . Integration 

AGRICULTURE • • • 0 • 0 0 0 • 0 
COMMERCE • • • 0 • 0 • • 0 0 
DEFENSE • • • • • 0 0 • 0 0 
EDUCATION • • • • • • • • • 0 
ENERGY • • • • • • • • 0 0 
EPA • • • 0 0 • 0 0 0 0 
HHS • • • • • • • • • • HUD • • • • • 0 0 0 • 0 
INTERIOR • • • • • 0 • 0 0 • 
JUSTICE • • • • • 0 • • 0 0 
LABOR 0 • • 0 • • 0 0 • • STATE • • • • • • • 0 0 • 
TRANSPORTATION • • • • 0 0 0 • 0 • 
TREASURY • • • • • • • • • 0 
VA • • • • • 0 • • 0 0 

03/18/200210:45 AM 
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Initiative 

• 
Human Capital • DoDLead: 

Red David Chu/ 
GailMcGinn 

• 

• 

• 

• 

• 

• 

President's Management Agenda 
Department of Defense 

Current Status Progress in Implementing the 
(As of June 30, 2002\ President's ManHement Ae:enda 

DoD downsized its workforce Actions Taken Since Sei;itsimber ~Q. 2QQl 
between 1989 and 2000 by protecting • • 0MB and OPM met with Dr. Chu in 
current employees and forgoing new January to discuss DoD's HR efforts. 
hiring. This led to the current human DoD delivered its Interim Workforce 
capital crisis which DoD's Restructuring Plan in March, its 
Workforce Analysis identifies as: 

preen 
Civilian HR strategic plan on 

~ skill imbalances, April 22, and its Military HR 
~ potential manning problems due Strategic Plan on May 8. 

to the large increase in • Secretary Rumsfeld supports the 
retirement-eligible employees Congressionally mandated 15 percent 
starting in 2003, and headquarters reduction from 1999 

=> excess layers of management. levels. DoD is aggressively 

DoD has begun to aggressively addressing this requirement. 
address these long-term problems. • Doo•s Civilian HR Strategic Plan 
DoD prepared an interim Workforce sets forth DoD's goals and objectives 
Restructuring Plan, and Civilian and and provides a framework for the 
Military HR Strategic Plans. components to follow. The 

DoD remains "Red" on Status objectives include delayering, 

because it has not yet delayered Us improving decision-making, and 
workforce, a process which will increasing supervisor span of control. 
take some time. Planned Actions fQr W EY 2Q02 
The Civilian HR Strategic Plan • DoD will provide updated, quantified 
addresses all of the human capital data on all current and planned 
crHerla outlined in the Standards restructuring activities in terms of 
for Success. number of positions affected and 
The Military Personnel HR organimtions changed. 
Strategic Plan focuses on • We will provide written comments to 
recruitment, retention, and DoD on its Military HR Plan. 
separation of mUltary personnel. • DoD and 0MB will continue to 
DoD also commissioned a new pursue and track progress on the 
Advisory Board, comprised of CEOs Administration's liberalized govt.-
and business leaders from the private wide pay and hiring legislation. We 
sector, to help in its efforts. will meet with DoD on improving the 
DoD expects to deliver spt:cific financial management segment of the 
data concerning large-scale DoD workforce. 
Department-wide restructuring • DoD will complete the 41h quarter 
and delayering plans by July 31. FY 2002 goals identified in its 

civilian stratee:ic plan. 

11-L-0559/0SD/9605 

Comments 

• DoD rates itself as "Yellow" for 
status, citing the Department's 
strategic use of recruitment, 
retention and relocation bonuses and 
incentive programs for workforce 
restructuring, improved executive 
development and leadership 
programs, and intern recruitment 
programs. However, we rate them 
"Red" because the Department has 
excess layers of management. 

• DoD rates itself "Green" for 
Progress. We concur with that 
rating because DoD has identified 
firm delivery dates for its civilian 
workforce performance goals, and 
expects to deliver specific data 
addressing restructuring and 
delayering needs Department-wide 
by July 31. 

• Protracted downsizing and the war on 
terrorism have not prevented DoD from 
working towards meeting PMA 
objectives. 

• The Civilian HR Strategic Plan is a 
balanced scorecard appr,oach with. 
seven goals that map out the reform of 
human resources programs, systems 
and practices. 

• When DoD planned restructuring 
actions take effect and the 
Department is delayered, (ts score on 
Status will improve. 

July 3, 2002 



Initiative 

• 
Competitive • Sourcing 

DoDLead: Red 

David Chu/ 
Pete Aldridge • 

• 

President's Management Agenda 
Department of Defense 

Current Status Progress in Implementing the 
(As of June 30, 2002) President's Mana2ement A2enda 

The mi lit.ary services and defense fictions Iaken Since Smteml.:!!i:r 30, 2001 
agencies have already over-achieved 0 • DoD and 0MB agreed to: 
(seven percent) the five percent goal (I) achieve the 15 percent FY 2003 
for 2002, consistent with the revised goal using A-76; and 
standard for allowable DoD Yellow (2) review the remaining 35 percent 
competitions. FfEs with A· 76 or alternative 

means. 
The military services and defense 
agencies are trying to complete • DoD sent guidance to the military 
competitions for 1S percent or their services to conduct a review of its 
commercial inventory by 2003, core and non-core competencies by 
consistent with the revised this summer. 
standard ror allowable DoD. 
competitions. Cancellations and • The Services have developed IO 
stretch~onts are endangering this 
goal, Including the cancellation of a "pioneer" proposals for A-76 

1,199 FTE competition at alternatives; OSD and 0MB will 

Randolph AFB. There is, indicate which pioneer projects will 

therefore, a question as to whether count towards the 35 percent goal. 

DoD wlll meet its 15 percent goal 
by the end of FY 2003. 

P1anned Actions for 04 FY 2002 

DoD is developing alternatives to • DoD will finalize core/non-core 

A-76 to meet 35 percent of the goal competency inventories in early July 

to compete 50 percent of the FAIR and briefOMB on the results. 

inventory. 
• DoD and 0MB must decide how to 

link the core/non-core and F AJR 
inventories to identify compatible 
commercial positions. 

• DoD and 0MB wm develop an 
MOU that codifies alternatives to 
A-76 that will make it possible for 
DoD to meet the 50 percent FAIR 
inventory goal. 

11-L-0559/0SD/9606 

Comments 

• 0MB agrees with DoD's assessment 
of its Progress, but we disagree on 
Status. 0MB keeps the Status as 
"Red" until DoD's fall budget 
submissions provide a more 
definitive reading on the 15 percent 
goal. Cancellations are a great 
concern. 

• DoD is making progress on A-76 
alternatives, but still must develop 
specific measures for each of its 
pioneer projects, and provide more 
specifics on these projects. 0MB must 
decide which projects are acceptable 
alternatives to count. 

• The MOU that DoD and 0MB will 
carefully develop must entail specific 
proposals from DoD on alternative 
approaches that: 
(I) include an element of 

competition; 
(2) are as specific in function. number 

of positions, location. etc. as 
possible; and 

(3) must be measurable. 

• Now that the Conunercjal Activities 
Panel report is final, DoD is 
participating on OMB's working group 
to revise the A-76 Circular and 
instructions for public comment 

• DoD can move to "Green" on 
Progress once a detailed DoD/OMB 
plan and MOU based on acceptable 
alternatives are completed, hopefully 
by the end of CY 2002. Status can 
become "Yellow" when OSD and 
0MB can be sure that the 15 percent 
goal will be attained in FY 2003. 

July 3, 2002 



Initiative 

• 
Financial • Performance 

DoDLead: Red 

Dov Zakheim 

• 

• 

President's Management Agenda 
Department of Defense 

Current Status Progress in Implementing the 
(As of June 30, 2002) President's Manae:ement Ae:enda 

DoD !G's limited FY 2001 financial Actions Iaken ~ince ~~Qtemb~r 30, 2001 
statement review identified 14 • • DoD established a Program 
uncorrected material weaknesses: Management Office to oversee a 

complete overhaul of its financial 

~ DoD is not substantially Green systems. 

compliant with Federal financial • On April 9, DoD selected 
systems standards. International Business Machines 

:::::, It cannot provide a clean (IBM} to develop a new financial 
assurance statement about its management architecture and 
internal controls. Defense--wide data and process 

=> It consistently receives a standards. 

disclaimer on its financial • DoD developed a legislative proposal 

statements. to upgrade the professional 

~ It cannot properly account for competence of its accounting staff. 

and report on its weapons • In April, DoD completed a best 

systems, support equipment, and practice/benclunarking study of 

supply inventories. others' experiences in developing 

~ It cannot accurately estimate enterprise architectures. 

costs associated with • In May, IBM submitted an overall 

environmental and disposal plan for the financial management 

liabilities. enterprise architecture. 

~ It cannot reconcile available • IBM delivered preliminary 

fund balances recorded on its architecture documentation in June. 

records with the Department of The first deliverable was received on 

Treasury's records. schedule and is being reviewed. 

Reliable financial and managerial 
data needed for effective decision- Planned Actions fQI 04 f Y 20QZ 
making is not available. • The contractor's formal plans of 

action and milestones (POA&M) are 

DoD accounts for two-thirds of the scheduled for completion in July. 

entire Federal Government's material • The Phase I draft deliverables for the 

weaknesses identified in the Federal enterprise architecture development 

Managers' Financial Integrity Act effort is scheduled for completion in 

(FMFIA.) October. 

11-L-0559/0SD/9607 

Comments 

• DoD and 0MB agree on the scores: 
"Red" on Status and "Gre-en" on 
Progress. 

• The financial management 
architecture contract award Is a 
significant step. 

• lf all goes as planned, the total overhaul 
ofDoD's systems will be completed by 
the end ofFY 2007. 

• The "Green" rating for Progress is 
contingent on DoD meeting key 
milestones identified in the 
modernization plans. 

• DoD currently h on schedule to 
complete the final DoD Enterprise 
Architecture transition plan by 
Spring 2003. Every effort should be 
made to maintain/accelerate 
progress, since progress at DoD Is 
critical to government-wide financial 
Improvement. 

• DoD is ahead of schedule to upgrade: 
:::::,. Real property management process. 
~ lts ability to produce quarterly 

financial statements. By January 
2003, DoD will complete analysis 
that should enable the Department to 
reduce the time required from 3 Y2 
months to 45 days. 

• Sufficient detail on the desired 
financial architecture should be 
available to permit its use in evaluating 
DoD IT systems during the FY 2004 
budget process. 

• Given the long-range overhaul of DoD 
financial systems that is required, it 
will be years before DoD achieves 
"Yellow" for Status. 

July 3, 2002 



Initiative 
• 

E-Government • DoDLead: 
Red John Stenbit 

• 

• 

• 

• 

President's Management Agenda 
Department of Defense 

Current Status Progress in Implementing the 
(As of June 30. 2002) President's Manae:ement AJ?:enda 

DoD's definition of a major IT Actions Taken Since Sei;itember 301 2001 
investment provides only limited • • DoD increased the number of 
visibility into the IT portfolio. DoD business cases submitted to 105. The 
has submitted complete business quality is significandy improved 
cases for 105 major projects, Green from the last submission. The 
representing about $8.3 B of a total service and agency CIOs were 
IT investment of$26 B. 57 of these actively involved in preparing these 
business cases are on a watch list to submissions. 0MB has reviewed 
improve the quality. these submissions. 
DoD's Enterprise Architecture, the • DoD plans for development of 
Global Infrastructure Grid (GIG), is a GIG v2.0, scheduled for release in 
good start for developing an January 2003, are on track, 
enterprise architecture. Its SCOP!', • DoD has selected a contractor to 
however, appears to be limited, develop the financ~ management 
focused on technical issues, and fails architecture. 
to make the connection to the • DoD is actively engaged In four of 
business (functional and operational) the 24 e--gov initiatives. 
view. The relationship between GIG 
and the financial management 
architecture effort is also unclear. Plagged Agigns fgr Q4 FY 29.22 
It is not clear bow the business cases • DoD has agreed to Increase the 
are used to make investment number of projects submitting 
decisions, nor is it clear how DoD business cases, thereby improving 
links its IT invesbnent to the the visibility into IT spending for 
Department's mission. the FY 2004 submission. DoD has 
DoD has participated in the e-gov also agreed to submit FY 2004 
initiatives, but can offer more in business cases in September. 
some areas, such as Human • DoD plans to issue an updated 
Resources. overarching Information 
DoD bas made extensive progress in Assurance Policy • 
implementing IT security measures, • DoD and the DoD IG will report on 
although weaknesses remain, the department's security program 
including the need for a more robust and the progress on correcting 
process to assess IT security, and an security weaknesses. 
updated, comprehensive security 
policy. 

11-L-0559/0SD/9608 

Comments 

• DoD scored Itself "Yellow" for Status 
and "Green" for Progress. DoD is 
making a good faith effort to increase 
IT investment visibility and improve 
the quality of its business cases. It Is 
actively participating In the e-gov 
efforts, developing a financial 
management architecture, and 
linking that to the GIG. Thus, 0MB 
raised tbe Progress score from 
"Yellow" to "Green." The .. Red" 
Status score remains unchanged. 
reftecting that the plan for 
Improvement is in place, but has not 
yet provided results. 

• 0MB has reviewed the business cases 
and is considering ~e full range of 
options, such as apportionment, 
provided in Clinger-Cohen to improve 
results in IT investments. 

• The current GIG has a limited business 
(functional and operational) view and 
limited connections between IT 
investment and mission. The financial 
management architecture will address 
many of the limitations 9fthe GIG. 

• DoD can move to "Green" on Status 
if 60 percent of the IT budget is 
classified as major in FY 2004, the 
major projech make the business 
case, DoD is actively engagecl in 3 of 
the 4 citizen centered portfolios, IT 
projects are within 90 percent of 
cost, ~cbedule and performance 
targets, security requirements are 
sueceufully implemented, and the 
GIG architecture vl.O covers 
functional and operational views. 

July 3, 2002 



Initiative 

• 
Budget& • Performance 
Integration 

Red 

DoDLead: 
Dov Zakheim 

• 

• 

• 

President's Management Agenda 
Department of Defense 

Current Status Progress in Implemendng the 
(As of June 30, 2002) President's Mana2ement Ae:enda 

DoD's Planning, Programming, Actiom Taken ~igce Se111ember 30. 200 I 
and Budget System (PPBS) only 0 • The Comptroller has issued extensive 
fully meets the first criterion of an Defense Planning Guidance on 
integrated plan and budget, but developing performance measures 
does not factor in available Yellow that tie more directly to four QDR 
performance information in a goals and to the FY 2004 -2009 
systematic way. budget process. 

DoD's budget process does not yet • OSD/Comptroller staff briefed 
meet the second through fifth OMB/NSD on DoD's initial plans for 
criteria: OoD's budget process does perfonnance metrics by risk area, and 
not link outputs. outcomes and we are on DoD's working group. 
resources (criterion #2); accounts are DoD's most mature work is in 
not fully aligned lo achieve Financial Management where DoD's 
functional targets ( criterion #3); and Comptroller has the lead. 
evaluation -- effectiveness results do 
not systematically inform decisions 
(criterion #5.) Planned Actionl for Q4 FY 2002 

• DoD will refine its performance 
DoD does not yet charge full metrics for the FY 2004 budget. 
budgetary cosl to mission activities 
(criterion 4.) However, DoD has • DoD and 0MB must agree on 
taken a required initial step by whkh programs will be evaluated 
accruing the cost of health benefits using the PARTS tools for the 
for retirees and dependents over 65. FY 2004 budi,;et. 
Suppo11 costs and cost per output 
have been better defined in Working • In commenting on OMB's 
Capital Funds and for reimbursable legislation, DoD's Comptroller 
services. offered to submit a plan to enhance 

accountability of achieving national 
GPRA performance materials are not security outputs and outcomes with 
linked to DoD's PPBS, which is chargeable budget resources. 
organized by appropriations accounts 
and groupings, and not by functional • DoD must incorporate performance 
mission. The Comptroller has information in a FY 2002/2003 
deferred GPRA Plans and Reports GPRA Performance Plan and Report, 
until this fall. honefullv bv this fall. 

11-L-0559/0SD/9609 

Comments 

• DoD scores itself as "Yellow" on 
Status and Progress. DoD'believes 
Status should be upgraded to "Yellow" 
based on its current PPBS. 

• 0MB is keeping the Status score 
"Red" since the only criterion DoD 
fully meets is Integrating planning 
and budgeting. It does not meet the 
goals-outputs-resources link; the full 
costing; and the budget-effectiveness/ 
evaluation-decision criteria. 

• DoD and 0MB must work together on 
the effort to evaluate perfonnance of 
programs in the FY 2004 budget. 

• DoD's effort to develop perfonnance 
metrics for use in the FY 2004 budget 
is much more detailed in the financial 
management area than anywhere else. 
DoD should work with 0MB to define 
measures in many other areas. The 
Secretary's "instrument panel metrics" 
need to be devolved to the budget 
accounV performance 1T1etrics level. 

• To get to '"Green" on Progress, DoD 
must complete plans for developing 
and integrating_performance metrics 
with budget and financial 
information. For "Yellow."' on 
Status, DoD must meet the criteria 
and provide good metrics for the FY 
2004 budget. 
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Initiative 

• 
Privatization of 0 Military Family 
Housing 

Yellow 

DoDLead: 
David Chu/ 
Pete Aldridge 

• 

$ 

President's Management Agenda 
Department of Defense 

Current Status Progress in Implementing the 
(As of June 30, 2002) President's Mana2ement A2enda 

DoD owns about 275,000 military Actions Iaken Since SeRtember 30, 200! 
housing units, and about 168,000 (61 • • In FY 2002, DoD privatized 8,748 
percent) are considered inadequate. units, of which 6,080 were 
The Secretary of Defense established inadequate, thereby eliminating 
a goal in FY 2001 of eliminating Green 3.6 percent of the inadequate units. 
DoD=s inadequate family housing 
inventory by 2007, three years earlier 
than the 20 IO goal set by the Planned A!,tion1 for Q4 FY 2002 
previous Administration. • For the rest of FY 2002, DoD plans 

to privatize 3,423 units, of which 
The Services will achieve these goals 2,857 are inadequate, thereby 
in large part through privatization. eliminating an additional l. 7 percent 
DoD also plans to use traditional of the inadequate units. 
military construction to eliminate 
inadequate units. • All told. by the end of FY 2002, 

Between FY 1996 and FY 2001, 
DoD is estimated to privatize 
28,053 units, of which 18,188 are 

DoD has privatized 15,882 units, of Inadequate, thereby, ellmlnaUng 
which 9,251 were inadequate, 10.6 percent of the Inadequate 
thereby, eliminating 5.4 percent of units. 
the Inadequate units. 

11-L-0559/0SD/9610 

Comments 

• DoD agrees with OMB's scoring of 
"Yellow" for Status and "Green" for 
Progress. 

• In FY 2003, DoD plans to privatize 
over 35,600 units, of which over 
21,000 units are considered inadequate, 
thereby eliminating over 13.0 percent 
of the inadequate units. 

• Even though the FY 2003 budget is 
on a path to eliminate inadequate 
housing for the Army and Navy by 
2007, the Air Force plans are still 
focused on 2010. 

• OoD continues to use traditional 
military construction to eliminate 
inadequate units. In FY 2002 and FY 
2003, the number of inadequate units 
eliminated through military 
construction is estimated to be about 
14,000. 

• DoD will receive a "Green" rating for 
Status when DoD makes significant 
progress toward realizing its goal of 
eliminating all inadequate units by 
2007. 
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Initiative 

• 
DoDNA 0 Coordination 

Yellow VA Lead: • 
Leo MacKay/ 
Mark Catlett 

DoD Lead: 
David Chu/ • 
Ed Wyatt 

• 

President's Management Agenda 
Department of Defense 

Current Status Progress in Implementing the 
(As of June 30, 2002) President's Manae:ement A2enda 

Increased focus by DoD and VA A!lti2ns Taken Since ~entember ~Q. 20Ql 
senior leadership and regional • • DoD and VA created an Executive 
coordination activity facilitated the Council co...chalred by DoD Under 
move to "Yellow" from "Red," Sec. and VA Deputy Sec. thal 

Green created a team to develop a joint 
Departments need to exploit DoD/V A strategic plan for 
coordination and sharing coordination. 
opportunities from an executive • VA and DoD jointly briefed 0MB on 
strategic approach that provides a plan for an interoperable patient 
direction to the field. medical record that supports the E-

Gov. 
Most sharing opportunities (IT, • Increased regional coordination 
medical setvices, pharmaceuticals, actions among a few TRICARE Lead 
etc.) are in the planning stages with Agents and VISNs .. 
limited execution so far. • Limited actions to increase VA 's use 

ofDoD's excess aeromedical 
The Departments have not fully evacuation capacity and leverage 
explored the extent of excess or joint training opportunities. 
redundant capacity. • Established a common 

reimbursement methodology for 
clinical sharing agreements. 

Planned A!;;tion11 for Q4 FY 2002 
• Expect an update at DoDN A 

Executive Council on the joint 
strategic plan for coordination at the 
next Executive Council. 

• First report on the joint interoperable 
computerized patient medical record 
is due on July 15. 

• We expect increased regional 
coordination of DoDN A. 

• Expect DoD to work with VA to 
make maximum use of excess 
capacity on Aircrafts used in 
aeromedical evacuation. 

11-L-0559/0SD/9611 

Comments 
. 

• To get to ''Green," 0MB would have 
to approve a joint DoDN A strategic 
plan to improve coordination, 
leverage excess capacity, reduce 
redundant services, and formulate a 
strategic national approach. In 
addition, both departments must 
continue lo make progress on: 

=> Interoperable computerized patient 
medical records; 

=> Aeromedical evacuation; and 
=> Joint training initiatives. 

• The Defense Authorization Bill 
includes a provision creating a pilot 
program for VA and DoD to share 
resources at a limited number of sites. 
We have received views on this from 
both agencies and are working to 
resolve differences. 

July 3, 2002 



December 7, 2002 9:41 AM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld () 

SUBJECT: 9/11 Commission 

Please ask Steve Cambone what he thinks about Admiral Studeman for the staff 

director of the Kissinger Commission. I think he would be better than Denny 

Blair. 

Thanks. 

DHR:dh 
120702-8 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by ! :V \ 1;, / ov 

Ul1225 /03 
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Snowflake 

• 
TO: 

CC: 

Gen. Myers 

Paul Wolfowitz 

FROM: Donald Rumsfeld 9l-
SUBJECT: UNMOVIC 

Please be responsible for seeing that the UNMOVIC vements into the areas in 

Northern and Southern Watch where we may be 7bing are deconflicted. There 

was a note from Gen. Hayden on the subject, wJch you received a copy of. 

I have talked to Condi about it and she says she will talk to Blix, but I think we 

better make sure it is done. 

• Thanks. 

• 

DHR:dh 
120702-6 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ I 1-_{ _I '3~1 o_'1... __ _ 

U1122G /03 
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March 25, 2002 11:03 AM 

TO: David Chu 

CC: Larry Di Rita 

FROM: Donald Rumsfeld~ 

SUBJECT; DoD Scorecard 

I just read this scorecard on DoD. It is not very good. 

What do we do to get it improved? 

Thanks. 

Attach. 
03/ 18/02 USD(P&R) memo to SecDef, "Current Grades on the Executive Branch Management 

Scorecard" [U049S 1/02] 

DHR:dh 
032~2-26 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 0_4_/ ............. 1 _c;_/_0_2--__ _ 

~ -C) 
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PERSONNEL ANO 
READINESS 

FOR: 

FROM: 

SUBJECT: 

UNDER SECRET ARY OF DEFENSE 
4000 DEFENSE PENTAGON 

WASHINGTON, D.C. 2.0301-4000 . 

INFO MEMO 
.- ···,- ,ri,.., . r r:-•• 
:.. • : . • • • . ; • .j ~ i 1: 20 

March 18, 2002-11:00~~~.S2t
1
{~~-1,J,.r 

. 1}-5~~ 
SECRETARY OF DEFENSE MAR 2 5 2002 
DEPUTY SECRETARY OF DEFENSE 

DAVIDS. C. CHU, UNDER_S~~~~ARY OF DEFENSE 
(PERSONNEL AND READIN~~k,,_.~:\/,(( ~ 

/ J" /If ,J-i., ~ =\....., 
Current Grades on the Executive Branch Management Scorecard 

• I am pleased to report that 0MB intends to give us a "yellow" on four of our 
plans to implement the President's Management Agenda, and a green on one. 
(See attached chart.) As your representative lo the President's Management 
Council, I had organized a series of meetings to present our plans, and move 
our initial grades off red. , ,1... 

I ~ ,. J;;. lt.J15l s-, . 
• These grades put us in the middle of the cabinet departments. 11 , IA-~ 

Fr t/.5 13 ~s, · 
• Some of the reds for others that you see in the preliminary scores are likely to 

be corrected before the final version is published at the end of March. 

COORDINATION: None required 

Attachment: 
As stated 

l
(b)(6) 

Prepare by: Captain Stephen Wellock ..... ___ ___. 

------------,r----, SPL ASSISTANT DI RITA 
SA MA GIAMBASTIANI 

MA BUCCI 

EXECSEC WHITMORE 

11-L-os9osot9615 
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TO: 

FROM: 

SUBJECT: 

Torie Clarke 

Donald Rumsfeld 1· 
Cartoon 

December 7, 2002 8:28 AM 

Please see if you can get the original of this cartoon, so we can get it framed. 

Thanks. 

Attach. 
Cartoon 

DHR:dh 
120702·2 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ o_,_f_i>_~_/_a_} ___ _ 

U 11 ;i 2 '/ IO 3 
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We JDJ16t be One.,,.....,. 
~tto 
l'WO wars ....... ..., once ... 

Pai~~ 
the et 
~-
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July 9, 2002 7:15 AM 

TO: Paul Wolfowitz 
Gen. Myers 
ADM Ellis 
Gen. Eberhart 

CC: 

FROM: 

David Chu 

Donald Rumsfeld ~ 
SUBJECT: Reserve Forces Policy Board 

Here is a report I received from the Reserve Forces Policy Board. You may find it 

interesting. 

Let me know if there is any action you think we should take. 

Thanks. 

Attach. 
06/18/02 Report of the Reserve Forces Policy Board's Trip to US STRATEGIC COMMAND 

28-29 May 2002 [U10670/02} 

DHR:dh 
070902-1 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ o_£_. +-/ _o_i_l_~_~_l..---__ _ 
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,• - ····- -.- - -. - -

OFFICE OF THE SECRETARY OF DEFEN~~ ,,,, r" 
RESERVE FORCES POLICY BOARD LC .. -~ - ! r',i 5: 02 

7300 0:.'SENSE PENTAGON 
WASHINGTON. DC 20301 -7300 

SECDEf ~ SEEN 
JUL o 9 zooa 

INFO MEMO 

June 18, 2002, 9:00 A.M. 

FOR: SECRETARY OF DEFENSE 

FROM: MG RICHARD 0. WIGHTMAN JR., 
THE CHAIRMAN RESERVE FOR~-..... -

SUBJECT: Report of the Reserve Forces Policy Board's trip to US STRATEGIC 
COMMAND (USSTRA TCOM) 28-29 May 2002. 

• Majority of issues discussed involve challenges faced by both the 
USSTRATCOM staff and individual Reservists with the current mobilization, 
demobilization and remobilization process in support of the Global War On 
Terrorism (GWOT). (Tab A) 

• Chairman Zapanta hosted a Citizen Patriot stake holder's Forum for Omaha 
and Lincoln community leaders at the Omaha Press Club the evening of May 
28th. Community leaders cited a potentially huge pool of untapped volunteers 
that could potentially assist the dom~stic GWOT effort. 

TRIP REPORT TAB A 

COORDINATION: TAB B 

l
(b )(6) 

Prepared by Captain Filler,._ ____ _ 

SPL ASSISTANT Dt RITA 
SA MA GIAMBASTIANI 

MA BUCCI 

EXECSECWHI 
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TRIP REPORT: Reserve Forces Policy Board Trip to US STRATEGIC 
COMMAND May 28·29 2002 

EXECUTIVE SUMMARY: 

Twelve members and staff of the Reserve Forces PoJicy Board trave1ed to 
USSTRATCOM in Omaha, NE on 28-29 May 2002 for a series of command briefing 
focusing on the STRATCOM 111lSsion and employment of reserve forces. CMSgt Paich 
hosted two enlisted forums with Reservists mobilized to support the STRATCOM 
mission. Additionally, Chainnan Zapanta hosted a Citizen Patriot stakeholder's Forum 
for Omaha and Lincoln community leaders at the Omaha Press Club the evening of May 
28th. 

The majority of issues raised during this visit involve challenges faced by both the 
STRATCOM staff and individual Reservists with the current mobilization and 
demobilization process in support of the GWOT. STRATCOM's concerns involve 
cumbersome service manpower and funding processes, long-term sustainment and 
retention of highly trained Reservists. Reservists were primarily concerned with lengthy 
premobilization processing and the current lack of work in direct support of Operation 
Enduring Freedom following intense workloading supporting combat operations in 
Afghanistan. Omaha/Lincoln community leaders cited a potentially huge pool of 
untapped volunteers that could (and should) be organized to assist the domestic GWOT · 
effort. 

STRATCOM has effectively integrated Navy and Air Force Reservists into all levels of 
its joint intelligence mission. STRATCOM's innovative use of the Joint Reserve 
Intelligence Center (JRIC) in Phoenix provides additional Reserve intelligence support at 
minimal cost to the command while maximizing utilization of these highly trained 
Reservists. 

Recommendations: 

I. Current DoD service-centric mobilization processes must do a better job of supporting 
the Combatant Commanders: 

• Convene a high-level task force to include representatives from all Reserve 
components as well as from the Joint Staff to review existing policy and make 
recommendations to address the challenges presented by the current mobilization. 

• Conduct a business case analysis to identify requirements and potential 
costs/savings associated with a more streamlined and standard mobilization 
process. This improved process should retain Service flexibility while at the same 
time optimize speed and reduce unnecessary turmoil to RC members. 

11-L-0559/0SD/9620 r-:- a A 1,/J,1..") G 
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• 2. The Joint Reserve Intelligence Connectivity Program (JRICP), currently at 27 
CO NUS sites, provides a cost-effective, distributed, joint architecture for RC 
intelligence support to Combatant Commanders. Consider expanding the JRICP 
architecture to support emerging RC mission areas such as IO/IA. 

3. To ensure the support of the American people throughout the prosecution of a long
tenn, low-intensity Global War on Terrorism: 

• Maintain a dialog and continue to educate the American people on our Citizen
Patriot heritage. 

• Organize Citizen-Patriot volunteers to augment Guard/Reserve and first 
responders in cenain DoD domestic support roles. 
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TRIP REPORT: Reserve Forces Policy Board Trip to US STRATEGIC 
COMMAND May 28-29 2002 

ATTENDEES. ITINERARY AND AGENDA: 

RFPB Chainnan Albert C. Zapanta and the MiHtary Executive to the Chairman MG 
Richard 0. Wightman Jr. led the delegation. Board members attending included MG 
Paul C. Bergson, MG Steven Blum, RADM John Cotton, Maj Gen Robert McIntosh, Maj 
Gen Edward Mechenbier, Maj Gen E. Gordon Stump and RADM Grant Hollett, Jr. 
RFPB staff included CAPT Robert Filler, LCDR Katherine McHale and CMSgt Gail 
Paich. 

The Board arrived at STRATCOM at 1400 on 28 May. Chairman Zapanta and MG 
Wightman participated in a cabin call with ADM James 0. Ellis Jr., Combatant 
Commander. The rest of the group received a command center brief from CDR Richard 
Fraenke1. Chairman Zapanta and MG Wightman rejoined the group for an extensive 
command brief from ADM Ellis, followed by a briefing and tour of the Joint lnte1Hgence 
Center. 

The Board then traveled to the Omaha Press Club for a Citizen Patriot Stakeholder's 
Forum, where 23 community leaders from Omaha and Lincoln shared their perceptions 
regarding the employment of the nation's reserve forces, as well as concerns and 
suggestions. Dinner with STRATCOM personnel followed. 

On 29 May, the Board received a STRATCOM RC employment brief from RADM Mark 
Feichtinger, Military Assistant to the Combatant Commander, a current MOB/DEMOB 
brief from Brig Gen Mark Pillar, Military Assistant to the Combatant Commander and a 
brief on 12/JIC/JRIC utilization from CAPT Shawn Smith. 

CMSgt Gail Paich hosted meetings with junior and senior enlisted Reservists mobilized 
to support STRACOM's J-2 mission. Chainnan Zapanta addressed both meetings. 

Finally, Board members received a RC Personal Reliability Program (PRP) update from 
RADM Feichtinger, followed by a roundtable with RC leaders to discuss issues of 
concern and proposals for resolution. 

ISSUES: 

1. Summary of issues raised during the STRA TCOM command briefings: 
• Cumbersome Service manpower and budgeting processes hampers optimal use of 

assigned Reserve personnel: 
o Rigid service, grade, skill specifications limit flexibility to fill billets 
o Peacetime manday funding from numerous accounts with different 

restrictions, controlling agencies, and lead times 
• Need to move toward flexible "purple" money 
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o Comprehensive automated joint manpower system is needed (DIMHRS) 

• STRATCOM does not have a requirement to utilize Reservists in the Personnel 
Reliability Program despite recent policy changes permitting Reservists to 
participate. 

• GWOT sustainment looms as a major challenge 
o Define steady state requirements and determining/meeting surge 

requirements 
o Few unmobilized personnel in certain critica1 specialties 
o AC may need to increase UMD/POM to meet outyear requirements 

• USSTRATCOM hosting test of NDU sponsored Reserve component JPME II: 
o 25 fie1d grade officers from STRATCOM & TRANSCOM 
o Distance )earning: JUL, AUG 02 
o Classroom exercise at Offutt AFB SEP 02 

2. Summary of issues raised during the STRA TCOM J2 Reserve intelligence 
support briefings: 

• Significant disparity exists between Air Force and Navy timelines for 
premobilization 

o Initial mobilization reporting date slippage - employer impact 
o Lengthy pre-mob processing • mora1e/pcrception issue with Reservists 

• Differences in per diem funding between Air Force and Naval Reserve programs 
creates possible inequity in the extent of reserve utilization 

o Services' funding differences became a consideration for selecting 
personnel for mobiHzation biUet assignment 

o Differences in per diem funding can result in morale and retention issues 
related to bi11eting and demobilization 

• Demobilization issues 
o Many reservists concerned about future mobilizations and further impacts 

on famihes and civilian jobs 
o Stop/loss in effect for USAFR intel personnel (not for USNR personnel) 

3. Summary of issues raised during enlisted forums with Reservists mobilized to 
support the STRA TCOM mission: 

CMSgt Paich met with approximately 20 senior and junior enlisted IMAs from the 
USNR and USAFR. They were all motivated to support the Operation Enduring 
Freedom mission. The major concern voiced by all was they were not currently 
peifonning duties directly associated with OEF and hadn't since December. They 
were concerned about the demobilization in light of the lengthy and cumbersome 
mobilization process. Many were reluctant to contact their employers about their 
return because the dates were considered unreliable. They also voiced concern about 
whether they were going to be recalled again in 90 days or 100 days for a second year 
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and then be subjected to an early release again. They feared their employers would 
begin to think of them as a detriment to the organization because of the uncertainty of 
mobilization. Chairman Zapanta joined the sessions during the last fifteen minutes to 
thank them for the job they were doing and assured them that their leadership was 
addressing their concerns about the mobilization and demobilization process. 

4. Summary of issues raised during Omaha/Lincoln Citizen Patriot Stakeholder's 
Forum: 

• Employers echoed the frustration raised by Reservists regarding the 
mobilization/demobilization processes 

o Unanticipated demobilization is a real employer hardship 
o Recommend federal funding to help employers with high demand RC 

employees 

• Traditional RC contract (two days per month, two weeks per year) needs to be 
reconsidered in Jight of projected mobilizations to support low intensity protracted 
conflict 

o Consider new flexible levels of Guard/Reserve participation 

• Participants concerned about lack of local involvement/buy-in for GWOT 
o No knowledge of new "Citizen Corps" program 
o Agree to need for civilian buy-in, i.e. war bonds, civil defense auxiliary 
o Washington has not mobilized civilian populace in any meaningful way 
o Elected representatives have not explained how ordinary people can help 
o PotentiaHy huge pool of untapped volunteerism 

• Need new vehicle beside traditional Guard/Reserve 
• Organize into a domestic response auxiliary? 
• Consider income tax credits or other benefits for employers 

• A vehicle is needed to focus the efforts of civilian volunteers 
o Need to define 2ls1 century Citizen-Patriot: 

• Education - Citizen-Patriot heritage 
• Define a new vision, new roles for Citizen Patriots 

RECOMMENDATIONS: 

1. Current DoD service-centric mobilization processes must do a better job of supporting 
the Combatant Commanders: 

• Convene a high-level task force to include representatives from all Reserve 
components as well as from the Joint Staff to review existing policy and make 
recommendations to address the challenges presented by the current mobilization. 
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• Conduct a business case analysis to identify requirements and potential 
costs/savings associated with the implementation of a joint m~bilization process 
as a longer-term fix. 

2. The Joint Reserve Inte11igence Connectivity Program (JRICP), currently at 27 
CONUS sites, provides a cost-effective, distributed, joint architecture for RC intelligence 
support to Combatant Commanders. Consider expanding the JRICP architecture to 
support emerging RC mission areas such as IO/IA. 

3. To ensure the support of the American people throughout the prosecution of a long
term, low-intensity Global War on Terrorism: 

• Maintain a dialog and continue to educate the American people on our Citizen
Patriot heritage. 

• Organize Citizen-Patriot volunteers to augment Guard/Reserve and first 
responders in certain DoD domestic support roles. 

ENCLOSURE: 

(1) Omaha/Lincoln Citizen Patriot Forum May 28th 2002 attendee roster 
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Ahlberg, Mr. Doug 
(also repr. Mayor Don Wesely) 

Reserve Forces Policy Board 
Citizen Patriot Forum Attendees 

28 May 2002 - Omaha, NE 

Lincoln/Lancaster Co. Emergency Manager 

Cohen, BriaGen (Ret) Paul G. Omaha Douglas County Civic Center 

Eckles, BG (Ret) Larry K. Administrator, Task Force for Building Renewal 

Erickson, LCDR John U.S. Navy Reserve 

Freeman, Mr. Glenn M. Special Assistant to Senator Chuck Hagel 

Friend, CPT Dave Omaha Police Dept. 
lreDr. Chief Don carevl 

Gates, Mr. Garv Vice-President, Omaha Public Power 

Johnson, COL Thomas DCSOPS, Nebraska Army National Guard 

Lee, Mr. Steve Manager, Douglas Co. Emergency Management 

LemDke, Major General Roger The Adjutant General 

Mollison, Mr. John Associate Executive Director 
Girls and Bovs Town 

Mudd, Ms. Mary Vice Chancellor of Student Affairs 
Universitv of Nebraska-Omaha 

Murphy, BG (Ret) James L. Universal lntormation Services, Inc. 

Nelson, Mr. w. Don State Director for Senator Ben Nelson 

Nesbitt, Colonel Tom ·Superintendent, Nebraska State Patrol 

Santos, Mr. Jose Commissioner, Mexican American Commission 

Schimek, Senator Diana Chair, Govt, Military & Veterans Affairs Comm. 

Soadt, Chief Mike Lincoln Fire Department 

Spencer, Mr. Richard President, Reserve Officers Association 

Weaner, Chief Paul Omaha Fire Department 

WIiiiams, Mr. Robert M. Air Force Association 

Yager, Major Robert Base Civil Engineer 
Nebraska Air National Guard 

Zink, BG Walt Assistant Adjutant General 
Nebraska Army National Guard 
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TO: 

FROM: 

Larry Di Rita 

Donald Rumsfeld \), 

SUBJECT: Poindexter 

December 7, 2002 9:12 AM 

Please have someone look up what Pointdexter,s legal situation was-was he 

convicted and then pardoned, or was he convicted and then overturned in a higher 

court on appeal. I need to know the specifics. 

Thanks. 

DHR:dh 
120702-4 
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Please respond by t-i / z,,o / o v 

U11228 /03 
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Snowflake 

TO: Larry Di Rita 
Col. Bucci 

FROM: Donald Rumsfeld ·~f\ 

SUBJECT: Afghanistan Meeting 

December 7, 2002 9:07 AM 

We should get Maren Stremecki in, and we should have whoever is doing 

Afghanistan there, Pace maybe, and probably Feith. IfWolfowitz is around, he 

can sit in, too. 

Thanks. 

DHR:dh 
120702,3 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by l'i j i. o / 6 v 

U 11 2 2 '~': I O 3 
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December 7, 2002 8:27 AM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld y 
SUBJECT: Article to Card 

Please fax over to Andy Card that Early Bird article about Karen Hughes trying to 

get conservatives fired. He wants to see a copy of it. 

Thanks. 

DHR:dh 
120702·1 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by p .. (9 { ov 

u112:;o 103 
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TO: 

FROM: 

DATE: 

l(b )(6) 

Donald Rumsfeld . J}t 
December 9, 2002 

SUBJECT: Ambassador Eagleton Email 

Send the following email to Ambassador Eagleton 

Dear Bill: 

~ .1617 P.3 

12:32 PM 

Thanks so much for your email. 'That's my ~ecollection as well. I appreciate your 

thoughtfa/ness. 

Best regard, 

Secrttary Donald Rumsfeld 

Thanks. 

DHR/azn 
120902.06 

Please respond by: _____________________ _ 

Ul 1231 /03 

11-L-0559/0SD/9631 
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1'1V . 11l ( l"'.b 

12:32 PM 

TO: LJ 
FROM: Dona.Id Rumsf eld YA 
DATE: December 9, 2002 

SUBJECT: 

You should mark down Crete on our places visited sheet that you keep for me so · 

that it is up to date and accurate, as well as these other countries. 

Thanks . . 

DHR/am 
120902...04 

1)\'3 Pita.st respond by: ____ ~J1-------------

Ul 1235 /03 

11-L-0559/0SD/9632 
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December 9, 2002 8:01 AM 

TO: 

FROM: 

Larry Di Rita 
Col. Bucci 

Donald Rumsfeld t/-
SUBJECT: More for Schedule Week of December 16 

When I am back., please make sure I have lunch in the cafeteria one day. Maybe I 

ought to get into a rhythm of having lunch with the Under Secretaries, like 

Aldridge, Chu, Zakheim and Feith, particularly the other ones if not Feith~ because 

l never see them. We ought to get into that rhythm and maybe try to do that 

sometime that week of December 16 also. 

I will need a private meeting with the President the week after I am back. 

Probably on December 19 or 20, l will want to walk around to a lot of the offices 

in the building, so save the better part of half a day. 

Thanks. 

DIIR;dh 
120902-4 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ I "'-'--+{_1_·:_, _( _u_'--__ _ 

DJ'02 
1;1 
··-· ···-. ·' 

U 112 36 
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sri8Wl*Re N0.017 P.7 - --· .. 
12:32PM 

TO: Larry Di Rita 

CC: Col. Bucci 

FROM: Donald Rumsfeld 911 
DATE: December 9, 2002 

SUBJECT: Calendar 

Set me up with. Gus Pagonis when I get back to go over the members of his board 

and maybe make some changes. 

Phil Marrow should be removed from that board as well. 

Thanks. 

DHR/azn 
120902.03 

Pleme respond by: _____ 1_~-+~-~-------------

Ul 1237 
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. ~ 
-· DEC.12.2002 9:06AM 

TO: 

FROM: 

· DATE: 

SUBJECT: 

LanyDiRita 

Donald Rumsfeld ~ 
December 91 2002 

, 1,N0.185 r ,P.2 
'\ 

12::l2PM 

Make sure you take Steve Friedman off of our Busin~s Prlittice.s Board. Take 

Phil Marrow off also. 

t)HlVUII 
120902,02 

~· Pltase respo11d 6)': __________ ------

\-eo~ \_~~~'~ 
tif z. 

/ ~ .e,01 f'e.,·s. 
-- J 

U11238 /03 
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TO: 
l(b )(6) 

FROM: Donald Rumsfeld )If\ 
SUBJECT: Methodist NGO Connection 

December 9, 2002 8:58 AM 

I want to know what they have found out about the Methodist non-governmental 

organization that Shaheen fellow was connected to. They have had plenty of time 

to run that down and see if it is real. 

I cannot imagine why they would have hired a guy like this or why they would 

have allowed him to transfer $77,000 that fast. He is a nut, at the minimum. 

Thanks. 

DHR:dh 
120902-12 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ ! ?---+-/ ?-c_ ..... /_~_v __ _ 

SEE ATTACHED 

U11239 /03 

11-L-0559/0SD/9636 



20 Dec 2002 
Sir, 

The United Methodist Committee on Relief (UMCOR) has apparently checked out 
as a legitimate organization. 

It was established in 1940 following a meeting of the General Conference of the 
Methodist church as a relief agency in response to violence of World War II. It has 
evolved into an institutionalized unit of the Church and a part of the General Board 
of Global Ministries. They have performed relief and recovery operations 
worldwide. UMCOR is a member of the International Service Agencies and as 
such, is eligible for Combined Federal Campaign (CFC) contributions. 

UMCOR-NGO was founded in 1993 and is one of five units that together form 
UMCOR. It is headquartered in Vienna, Austria & Washington, D.C. They 
currently work in 11 countries with a total operating budget of $38.4 million. 
Their relief work ranges from agricultural support, non-formal education, to 
reconstruction and relief operations. 

A check of criminal and intelligence databases have disclosed no derogatory 
information pertaining to UMCOR and links to terrorism. 

Preliminary contacts with personnel at UMCOR Hqs have disclosed that . ~b)(6) 

was hired as a consultant from Nov 01 until at least the spring of 2002 on a mont y 
contract, working with transporta tion and log,sitical isfues in Tajikistan. UMCOR 
pulled out of Tajikistan in Feb 02, although (b)(6) may have been involved in 
some transitional issues. UMCOR Employment and Personnel records are 
maintained at another site in the United States so a lead has been forwarded to the 
local FBI Office to ascertain further details from his records. 

(b)(6) 
In a follow-up interview on 5 D indicated that he worked for UMCOR 
from Nov 2001 until May 2002. (b)(6) ndicated that he had met Eric Blender, the 
director of the UMCOR Tajikistan mission while he was working with Counterpart 
International between Apr - Oct 2001. He was offered a position with UMCOR and 
noted that t~ salary was significantly better (from $1,500 to approx $3,200 a 
month). ~ indicated that money transfers for logistical operations were 
normal and that UMCOR tried to do business with vendors who could provide a 

(b)(6) 

V/R 

ount to transfer funds as they didn' t like to deal in large amounts of cash. 
tated that many of the vendors they conducted business with had accounts 

AE. 

-

11-L-0559/0SD/9637 



Snowflake 

TO: Larry Di Rita 
Col. Bucci 

FROM: Donald Rumsfeld ~ 

SUBJECT: Maren Stremecki 

December 9, 2002 8:54 AM 

As soon as I get t,ack, [ want to see Maren Stremecki to talk about Afghanistan, 

and I want to have the right people in the room. We can possibly do it on 

Saturday and maybe have Hoffmann come in for the same meeting. 

Thanks. 

DHR:dh 
120902-11 

••...............•••••••.•..............................••••.•••••.••.•• , 

U 11 2 ,:, 0 IO 3 
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TO: Gen, John Craddock 

FROM: 

DATE: 

D~nald Rurnsfcl'{J? 

December 9, 2002 

SUBJECT: Country Books 

11u ... o.1r t"'1'=9 

12:32 PM 

I have asked policy to have the population of the countries in these books and I 

don't see any of it this time. 

Thanks. 

OHJtlain 
120901.10 

Please respond by: ________ -_________ _ 

U112lt,1 /03. 

11"-L:.0559/0SD/9639 
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N0.017 P.B 

TO: 

FROM: 

DATE: 

Gen. John Craddock 

Donald Rumsfeld 7 

SUBJECT: Country Book 

12:32 PM 

This book is lousy. The photographs of the people aren't readable. They have 

been faxed. In the future tell the policy people that I want pictures I can see. I 

can't see any of these faces. It is just nuts. 

Thanks. 

DHR/am 
120902.09 

Please respond by: ____ r-____________ ~-

Ul124) /03 

11-L-0559/0SD/9640 



NU,l:jlf P,5 

12:32PM 
TO: ADM Vern Clark 

FROM: Donald Rumsfcld · z 
DATE: December 9, 2002 

SUBJECT: Eritrea 

Have we ever looked at Eritrea for a gunnery range? I notice that the President of 

Eritrea is interested in having us look at the development of the Dehala.k Island as 

a range for the navy and the use of Massawa as a port. 

Any thoughts? Is this a possible alternative to Vicques? 

Thanks. 

DHR/azn 
120902.08 

Please r.espon.d hy: _____ ___,\'-;i.-+~ Q_c,' _________ _ 

U1124J~. /03 

11-L-0559/0SD/9641 
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December 9, 2002 8:31 AM 

TO: Torie Clarke 

FROM: Donald Rumsfeld) l'-· 
SUBJECT: Sunday Shows 

I may want to do some Sunday shows-"Meet the Press" or something--on the 

weekend of December 21 and 22. Joyce wilt be out of town. It might be a good 

time to get some things set in people's minds. That is also true the week of 

December 16 when I am in town. 

Thanks. 

DHR:dh 
120902-B 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ l'l..--+-/ ...... 1 '>__._{ _ti_'?-___ _ 

11-L-0559/0SD/9642 



TO: 

FROM: 

DATE: 

Larry Di Rita 

Donald Rumsfeld J/l 
December 9, 2002 

SUBJECT: POTUS Briefmg 

NIJ.l!llf 1-'.4 

12:32PM 

I told the President that we would probably be briefing him on the 2 + 6 + 30 on 

Friday or Saturday. Is that correct? 

Thanks.· 

DHR/lltZI 
120902.07 

Please respo,rd by: ____ __._,l;).=-\t#-'\~------------

U11246 /03 

11-L-0559/0SD/9643 
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TO: Larry Di Rita 
Col. Bucci 

FROM: Donald Rumsfeld 

SUBJECT: Round Table and PDB 

December 9, 2002 8:29 AM 

For next year, I think we better try to keep the round table on the schedule and the 

PDB. I think it is a problem if I start missing those. 

Thanks. 

DHR:dh 
120902•7 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ P __ "f .... t-o_+-f _,_v __ _ 

Ul 124-7 /03 
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TO: 

CC: 

Powell Moore 

Gen. Myers 
Larry Di Rita 

December 9, 2002 11:09 AM 

FROM: Donald Rumsfe~ '' 

SUBJECT: Legislative Improvements 

Here are recommendations for legislative improvements from Admiral Fargo. 

Let's make sure they are included. 

Thanks. 

Attach. 
11/20/02 USP ACOM memo to SecDef re: Improving the Security Process 

DHR:db 
120902-28 

~,~:: ::~:: ~~-... ;~ ~-: / :·::.· ............................ ; -~ 1; tr 
f I 7 

. :::> i/J or {p ~ fo~ 
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COMMANDER, U.S. PACIFIC COMMAND 
{USP ACOM) 

CAMP H.M. SMITH, HAWAII 96861-4028 

20 November 2002 

To: Secretary of Defense, 1000 Defense Pentagon, Washington D.C. 20301-1000 

Subj: IMPROVING THE SECURITY ASSISTANCE PROCESS 

1. Mr. Secretary, at the Combatant Commanders' Conference, you asked for· 
recommendations to improve our processes. General Ralston and I expressed concern 
over inefficiencies in Security Assistance (SA) programs. Critical to supporting 
improvement of allied and friendly defense capabilities, the SA approval process is slow 
and unnecessarily bureaucratic. For example, allied foreign military sales requests 
consume up to six months from initiation to case implementation. Requests from non
allied nations typically require even more time. Portions of the process are conducted in 
a serial vice parallel manner. 

2. I recommend the following actions and will provide needed detail and rationale to 
USD policy: 

• Legislative Improvements 
- Amend the Arms Export Control Act (AECA) to increase monetary thresholds that 

trigger congressional notification and certification requirements. 
- Expand eligibility for the Hi-day AECA 36b notification requirement to include all 

countries party to a mutual defense treaty with the United States, with olher 
countries nominated as appropriate. With the exception of Japan, Australia, and 
New Zealand, the total notification requirement is 50 days. 

- Amend Title 1 O United States Code authorizing the Secretary of Defense to 
establish Regional Commander discretionary acco.unts for International Military 
Education and Training (IMET) and Foreign Military Financing (FMF) funds. This 
improvement would permit the Regional Commander to better meet emergent 
requirements of developing countries supporting the Global war on Terror. 

- Improve flexibility of Operation and Maintenance (O&M) funds to permit 
Secretary of Defense approval for use of O&M funds for defense articles. 
services, and training for developing countries involved in operations and 
exercises directly related to the Global War on Terror. 

• Procedural Improvements 
- Military departments identify and act on Exception to National Disclosure Policy 

(ENDP) and AECA 36b notification issues earlier in the process. 
- Simplify the procedures such that they can reasonably be accomplished within 

the training provided to Security Assistance Officers. 

11-L-0559/0SD/9646 



December 9, 2002 10:42 AM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld ~ 

SUBJECT: A wards 

Do you know anything about my being invited to receive the Anthony Wayne 

award in Pennsylvania? 

In the future, I think I ought to see all proposals for awards, honorary degrees or 

those types of things because a lot of them are coming from friends, and I seem 

not to know about them. 

Thanks. 

DHRdh 
I 20902-24 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ I _2--~/_13----L/_v_1..., __ _ 

U11249 /03 
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December 9, 2002 10:38 AM 

TO: Gen. Jones 

CC: Gen. Myers 

FROM: Donald Rumsfeld ~ 

SUBJECT: Force Rotations 

Thanks for your memo on force rotations. I understand that you folks are working 

those with the Chainnan and the Joint Staff. 

I was struck by how many times you used the word "requirements." I have come 

to believe that it is a word that can do us damage here in the Department. It tends 

to suggest that something is chipped in stone and is absolute, when in fact that 

tends not to be the case. 

Regards, 

DHR:dh 
120902-23 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by ____ -_____ _ 

11-L-0559/0SD/9648 



December 9, 2002 10:35 AM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld ~ 

SUBJECT: Holiday Routine 

Let's talk about the idea of folks getting some time off between December 21 and 

January 1, except for emergencies. 

Please come up with a proposal of how we could have a skeleton force of some 

kind and then have others be on call. 

Thanks. 

DHR,dh 
1 Z0902-22 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ l_?..._./......;1_i__,_/ 11_v_· __ 

u11252 103 
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December 9, 2002 2:13 PM 

TO: Larry Di Rita 

FROM: Donald Rumsf eld 

SUBJECT: More on Holiday Routine 

When I said we want to try to keep the crew light during the period from the 

weekend before Christmas to the day after New Year's, we better check with the 

lawyers and see if we have the legal right to give days off like that. It is not clear 

to me that we do. 

Thanks. 

DHR:dh 
[20902-33 

················································~~······················· 
Please respond by __ \_-i-...... (-1_::?_./ o_v __ _ 

U11?5) /03 
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December 9, 2002 10:31 AM 

TO: Larry Di Rita 

FROM: Dona]d Rumsfe14 .. 

SUBJECT: Hold on Pentagon Renovations 

Please talk to Ray DuBois and see if there is some way to stop all remodeling in 

the Pentagon in the areas that have yet to be renovated. 

I don't see any reason why the Joint Staff should be doing over the Legal Office 

when we know the whole place is going to have to be tom apart and renovated 

within the next two years. 

Thanks. 

DHR:dh 
120902·20 

....................................•••..•••••••••••••••••••••••.••.••.• , 

Please respond by __ 1-i..._/_u, _ _,/_o_v __ _ 

Ul 1251+ /03 
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TO: Doug Feith 

FROM: Donald RumsfeJd ryf\
SUBJECT: Meetings w/Ministers 

December 9, 2002 9:04 AM 

I need to see a list of all of the different countries we meet with every year, two 

ministers or one minister, at your level or Crouch's level. 

We need to look at the whole thing, get a scan of it and then set about changing it 

and fixing it the way we want it. There is no question we have too many of these 

meetings, and there has to be a way to fix it. We need to start doing no more 

where there are both ministers there all the time. We need to start getting them so 

it is three.quarters in the US and one.quarter elsewhere. Instead of meeting every 

year, we need to get it so they meet every other year, and then we keep lowering 

the level of these meetings. 

Thanks. 

DHR:dh 
120902-16 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by ___ l_-z..+/-Zo___,/,_,__"_"v'" ___ _ 

U11255 /03 
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TO: 

CC: 

FROM: 

Steve Cambone 

Larry Di Rita 
Torie Clarke 

Donald Rumsfeld 

SUBJECT: Characterization of Budget 

December 9, 2002 9:04 AM 

Wilson seems to already have an answer as to how to characterize what we are 

doing in the budget. 

I have been asking that we get some concepts and explanations of what we think 

we arc doing with respect to the budget. I haven't seen them yet. It is terribly 

impor1ant that we not be behind the curve again on these things. We need to have 

our concept of what we are doing put out there, so that it rebuts the Wilsons of the 

world before they ever get started. Unfortunately, we arc behind the curve. 

Please fax something to me on the road, so I can read it on the way home. 

Thanks. 

DHR:dh 
120902-14 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by I Z. ( 1 i. f o 7...--

U11256 /03 
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July 12, 2002 3:27 PM 

TO: Josh Bolten 

FROM: Donald Rums f eld Q)A. 

SUBJECT: Bill Grant 

Attached is some material from a fellow named Bill Grant, who used to be head of 

Smith Barney. I have known him for 20 or 30 years. He is a smart fellow. I 

thought you might want to see it. 

Regards, 

Attach. 
07/01/02 William R. Grant \tr to SecDef 
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GALEN ASSOCIATES 

~~ R. GAANf July 1, 2002 i-C&Dc....;.;;;;. ";.._--~ 

Tbc BonoTilble Donald H. Jt~d an 

l(b)(6) 

'--~---+.c:;;;;:::,,,....: 
Sccrcwy of Defense ~ USDP 
The Pentagon (Room 3E) !----~ , 
Washinitoo, D.C. 10301 1---------: 
Dear Do~ ~~C~AB~lE~CH~-i--=-=-; 

Toe CCOIIDIBY is in a M:oous change modality. You've~ some o!my concerns about a A-----
owr the last year (sec mcl05ed). ._· -------....: 

I'm still a dira:tor of five public companies alJd ~ to at least 30 CEOs {fi:llow Board memberi) 
quartmy. For example last 'wedt I 'Qli in Los Angd"' Columbus and Cbadeton and this~ off to Loadon. 

l..ct me be spccltlc. 

l) We arc: in a lOPt 1am beat markt:l (chart A shows it already). Note the eucloscd de5Cliptioat. Few 
have lived through such an expcrien.c:c iAcluding the majority of money IJJ8ftagcl"S (75 iDstitutiom 
cootrol 4.5% of U.S. cquilim 

2) My odds a.re for a "double dip" in the ccon,omy. I see no pickup in capital spending. Toe oomnmc:r 
is .. i,peot out" from low car priCCI, 1<1W rates. Now the &tock mirlcf:t will impact. 

Problems ahead: 

1) lnadequate pensiOll funding for many companies and exocuivc rctum assumptions fot the future. 
The 5tate and local fuodiJlg inadCquacy is even more serious. The Adminisuation better be prepared 
in advmlced for this "bl~'. 

2) Forcisn selling of lhe U.S. &ealritiu as the dollar contmlles down; ~ unden\'ay. 

My recommcndatiom: 

1) The Justice Department should immcdlately stn'e papers on the CBO and otben in !he aca>unting 
fral1d corporations that fill the newspapers. Also announce a freeze af the fundl Reeivcd by 16b 
office~ and directors on any Ab 4ix mm1hs prior to the annoUllCCmellt af accounting problems. 
Nothing else will 500tlle !he public. Ifl bad 1o bel now thls isaae could be a Dcmoa:atic windfall 
particularly as the pension problem hits tht media. What a prea frcllz)' we will have. 

l) Be vi:ry aggre.wve in .ruppon at vouchers. I attended a swall party last wcckcad for Sancb 
O'Connor and was delighted to sec the subsequent 5-4 vote. 

3) Note subtly that part o! the cunem financial distortions evolve ftom lbe last decade and the media 
focused on eropbasiz!ng press n.le&Se115 of corporati()JlS aud its promotcts rathc: than sean;:h for facts 
and balanced opinions. 

4) Appoint Feli" Rolwyn anrl Paul Volcker as co.Chairman of a cammi11cc to activate i:batigea in 
corporate governance. Would be: .e great political coup for the Adminisuation to ~ what 
the Democrats wowd do. Do 1his nowl 

Finally, l"vc coclosed a draft which auempti; to tie lhc circle of governance together. 

All the best. 

61 O Fifth Avenue . Rockefeller C enter, New York. NV 10020 

11-L-0559/0SD/9655 
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FYI this is a response I gave to an inquiry received last week. 

B'est regards, Bill 

- --------·--

... . 

BHl: Sentimmt is poor for reasons beyocd a. declining stock oiarlcet. The 
issu~ of trust and the ability of our financial system to operate with low 
cost equity has been greatly impaired. While the problem will fix itself, at 
least for a while I think, I fear the problem stays with us for awhile ... Or 
NOT because it was front cover of Business Week?! On a scale of 1 -10(10 
being most bullish), where are you at the moment? l know you've been 
bearish, but your tcXt seems more constructive. Thanks. 
-
J gues:i 1 am a S on a near-term basis and a 3 on an intennediate-tenn basis. 

I think the market's underlying trend remains down on an intermediate term 
basis. I think the fundamentals suggest intermediate• to loDger-tmn real 
carnings-per-shaie growth of 1.5% to 2.5%. This is less than the 3% to 3.5% 
probable future economic and total profits growth because of dilution from 
new sh.ate i~ucs and from new company formation. Note that the companies 
comprising the S&P 500 of 1970 did not enjoy tbe fu)l subsequent growth of 
total profits or the economy b ecause they did not include Intel, Micro.soft, 
Cisco, etc. Som e of the future earnings growth will also accrue to 

· companies not yet formed or not yet in our present concept of 'the marlc:et'. 
Over an extended time horizon, this dilution factor has been 1.5 %. The 
above calculation assumes l % to 1.5%. (See note below) 

When we add the current yield of 1.5% to t.bc potenti.aJ real earnings per 
share growth of I .!5% to 2.5%, we get a potc:ntial real tot.el return outlook 
of 3.0% to 4.0%. Compare this to the current interest rate on TIPS of about 
3% IIJlci the apparent forwaJd looking risk premium is 0% to 1 %. Assuming the 
inflation outlook (GDP deflator since we arc USllli GDP growth as a proxy for 
eunings growth) is 2%, the potential nominal equity return outlook is 5% t.o 
6%. 

For this argument, I am not considering whether the risk premium is too high 
or loo low. Rather J think tbat the above estimate of the potential return 
is well below the cum:nt consensus. Thus, as this return evolves, the 
consensus Vlill become increasingly disappointed to the dcmnient of equity 
prices and valuation. 

There was an article in the June 16 business section (page 7) of the New . 
York Times entitled ''Gearing Up for Lower Expectations''. lt discussed " .. an 
increasuigly ·widely held· assumption among investors: that the sock ma.ncet's 
long-term return.$ will be lower than expected a few years ago ... recent 
academic studies have bolstered that view ... " ExampJes of the latter ~ a 
study showing that expectations of portfolios of at least $100,000 dropped 
their expectations to 9.5% from 13.5% only a few months earliet. Roger 
Ibbotson was quoted as now expecting returns of 9.37% for the next 10 to 25 
years, down from the 10. 7% since 1926 and his prediction in 1999 of l l % for 
long term returns. T . Rowe Price is said to suggest that investors plan on 
8.4% in the years ahead, down from 11.2% realized by its model in the last 
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15. years. E\lgene F. Fama expects about 7.5% and it "could be considet~ly 
tower". E'ltcept for Fam.a, thi; return expectations cited here are still 

v outlandish and require 1) unpri:cedented real earnings and dividend growth 
and/or 2)a substantial pickup of inflation and/or 3) an ongoing rise of 
valuation. 

Note that I have issum1;d no change in valuation in my estimated return 
calculation. 1'be fact is that valuation has increased in the past to a 
still relatively high level at present (though down from 2 years ago) and 
this has accounted for a part of the historical return figures that are 
thrown about. V l!l.luation may continue to increase as a trend, as the authors 
of Dow 36.000 suggested. Indeed, were yields to drop to 0.5%, the market 
would tripk from here. But valuation may also go the other way, and I 
think tlutt is more likely without a ncm--term resumption of a preponderance 
of upside SllfPdses. It used to be that yield support would ultimately no]d 
stocks fsom ex.tending a down.tum. Today 1here is no yield support. The 
return potontial now is o;ri the come •• profit growth •• and th.at is 
incrc:A.Singly being called into question. I think the latter will continue 
on balance. 

In swn:rnary, my intcrmediau:rtcnn bearishness is based on the idea that 
return expectation today 11re still too high and that as they decline, market 
valuation will also decline. I do not know whether this will happcti. soon or 
whether it will be drawn out over another one to three or four years or so. 
In tho latteT ca.se, the market could .see continued interim rallies. I lean 
to the longer version at present. But, the longer we go without sorne 
respite the more likely the downside resolution will be sooner. Of course. 
the marke7t's retwn outlook will rise: as yields rise. 

I am more ambiva!t:nt on a Dca{•tc.r.m b11sis because the low sentirncnt at 
present for all of the obvious reasons makes the market trend vuh1erable (if 
you want to caU it that) to an upside surprise. r do not envision any such 
sw-prise as changing my intcnncdia.tc term outlook, but it (;OUld extend the 
process. Hcre~to-fore, OD a near-term basis I have thought that near-tenn 
(:&llllngs expectations have b~ too high and that declining earnings 
expectations would not be favorable for the market. Expectation have 
declined moderately so far this year. Early in the year the bottom-up S&P 
500 estimate was about $62.75. Curtently it is $61.07 (both are 
four-guartc:r totals). Some high-profile estimate drops have been 
co.nsidetably more severe. 

In addition. near· to i,uc:nnediote·tcrm micro valuation expec1ations ~e 
probably still too hlgb on balance. I ht:ar some analysts ~ling for lower 
multiples than two or three years ago, but sonic still think that multiples 
will go back to where 1hcy we~ once earnings get back on trc:nd. 

Also, I have been less sanguine that the economy will be as vigorous as the 
consem.us forecast seems to suggest, and if this thought ii correct, that 
will further depres:s expectations on a near-term basis. However, my 
conviction here is not high, in part because l no longer do the detailed 
number work. If near·tcnn expectations stabilize or begin to increase, this 
depressant would become a positive for a time. 

4 
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' In the mean1ime, however, the added depressants of declining tNst in 
corporate governance with ongoing instances of management malfeasance, a 
declining dollar, terrorist uncertainty, incmised political instability 
abroad etc. have added to the market's weakness. But. these havo all 
~ntributed to the fairly negative sentiment that exists at present and the 
resulting vulnerability to an upside surprise or a shift to a better ra1io 
,# upside/downside surprises, be they of an earnings nJ.tlll'C or an 
alleviation of one or more of the oilier depressants cited above. Interim 
sentiment shifts arc a reasonable C)l.pectation in both bull and bear markets. 
Henct my near~term ambi¥alenu. 

However, the Joi,.ger we go on the ncsative side, the greaW attention is 
likely to be given to 41 Jower prospect f'or intermediate-- to Jopgcr~term 
xetums. · 

NOTE: For a tune I tended to ignore this dilution hctor in view of the 
fact that that 1.herc has been negative dilution in recent years from 
extensive corporate share buybacks and reduction of shares through merger. 
However, the data sh.ow that more than all of retained c.ash flow of 
nonfinancial corporations has been used for capital e;rcpenditute$ and other 
non-buyback mte.mal uses. Thus, in the "Bgrc;ate. all of the: share 
repurchases have been fulanced with debt, and additional debt bas been 
tequired also to .fin~ce the excess of coJporatc fund uses over the internal 
:sources. Of course, this is not tiue for all individual companies. (Sec 
,attached chart) In addition, many companies who are big buyback companies 
'do so in order to obtain shares to satisfy the exercise of $lock optioll.$ . 
. They buy stock at the Imltket and sell it at beJow market, at tim~ well 
'below nuU"ket. There is no reverse dilution as a n,sult, but there is a 
) di9pcr:ial of cll$h. 

1 
Sony for the Jong windcdn~ when all you wanted was the first sentence, 
but that quantification is obviously approxim41e. Bven so, these thoughts 
are subject to refi.neme.tit. but 1his is what 1hey arc at ptcSent. 

Best reguds, Bill 
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A BltOAD HFISP£CTM ON 1<U1'ITlN<i, R.Ef()RTiffli CQBPQAA'l'E EARNIFC:i, SEgJRI!X 

~AI.Y§IS AND R!;GULATlONS THE VICIOUS CYCLE 

DR AFT 

@006 

The writer hu been a securities analyst, director of an investment tCSCaJdl dcpartmem, president or an 

inv~ benldnJ firm. a money manager and for the last decade chairman of a venture capital firm. During my 

carter I've bad tllc honor and rcsponsioility ofbci:ftg a boan1 member of a dozen poblic companies (large and small) 

and SCIVCd or chaired i;omc twenty board co.uuniuecs, includiJ>g alldil I'm still semng on five public boards. 

Toe al>diling and corporate reporting issues now under public diSC\ISSion an complicated. interrcl~ and 

have now developed into a swvmJ strugt,le among c:onstiluenQCS which activaies thc politicians agendas who seme 

wide publicity. All constituenciu ate U}'iaa to take advantage of Anb\Jr Andenon'.& serious problems and. now 

some politicians c11e i,c:t.ive pethaps with malice aforcl.hooght. 

Four years ago 1 wrote to the SEC (oopy enclosed) !lbout the danger of conflicu in auditing finns and the 

need fur carct\ll current reviev,,. The SEC DO(ed its reception but 11\Cl'e was 110 otbct rc.spon1e- It should haw been 

obvious to me that !ovemment regulators don't prevent problems but only Jddrcss damages that have already 

oc~ Usually and unfortuna1ely unilateral regulation i1 approved with little configural thought as to side 

effects. 

'the currenl breakdown of confidence in financial rq>0ru and .ID the presentation of quamrly n:sults by 

corporations and in rcporu by :.ome ncm-profit institutions, have seriously damaged investor confideuce and diluted 

contnbutiont to oon-proftt institutions. However there are it>nlC moderating actions that can be taen. 

A Auditing finns should have boards of dinctors that mclude a strong cxtcnial n:pmentarlon. The Oldaual 

~ should be experienced nocnt senior tctirecs from corporations, govemmcnt agencies, academia 

and la'W ~ 1l1ty should serve for ouly ouc ICrm, perhaps 1hree ~. and be wt.11 compcmatBd, to 

establish its serious purpose and resporuibility. Monthly meetings i;hould be required for the lle:\r fub'e. 

B. Auditing films should be required ID publish financill1 statements. The current peer review 'clearance' is 

WJacx:eptable in any objcc:tive review. If business must be tnwparCl\l, why not the auditora' f°\Jncti.Oll in the 

same SCll5e and &J)irit 

C. /ul independent oversight boml with public authority to mablish standards and~ auditors for 

misdemeanors is requited, but not in the fuJl'I\ of a,iolher government ~- Secondary responsibilities 

WDUld be to encourage tht aution of new auditing~ and to provide a seal of 1PJ)I"O'Vt) for m:b 

compa:nies to give comfort for t'Orpomtions hiring such new finru. Again, establish a tbrcc-year tema to 

prevent the birth of another hn.Raucracy. The directors would be ch~ from the group noted in A above. 

PauJ Volcker wouJd be an excdlem Oairman. 
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Whal can the coipOTatioo immediately do to ,cgain invest~· cxmfidcnee ailCI regulator approval? 

A. Same day reporting of all securities transactiom (purcha5e Of ~ ) by 5enior ~~ (165 officers) ml 

dirce1on:. Thert is no $CllSC in delaying S\lCh rcponing. The mec.hani~ arc aheady m place. DiR:dors and 

officers should inform the CFO Qi' their intended ~om prior to tmnsactiollS to avoid CQntlicis. 

B. 'The cmporatc audit committee should communicate diJectly and e:xtemaDy with !hi! auditing firms as a 

ecparatc event, not the usual tag oa to the quancny bwJd audit committee meetiJlg. The sea:ior audit 

partner should call the audil cooumttcc' chaiJman fll the ctld of~ mooth tt, note wbctber 'there llR 

serious in1JCS to bring to the committcc•s ane:ntion or uon-NC:b'. 

C. The auditmi mm ahould be re-evaluated no 1.onp:r 1han at the end of a five year term w.lth a lnas t0 

D. The conunittce should review ill fees paid to U,c auditon. Major fee proposals 6hould be pre-approved. as 

'With the normal auditine foe. Advisoly ~ ~ diff'em>t than coDSulting fees. Tbo5e that rdate to 1aXCI or 

accounting chaup to rcO~ new n:gul3tio115, ccc. arc dUrerent from major consulting contraccs for 

management rc:mucturine, operation, revcn\lle, infomwtioo technology, facility ovctbauJ. etc. In cmettl 

audit fce1 are too low and conniltin& ~ much too high. 

f##f## 

To introdlicc Con~ ill the arbltrat« of iood accountina is like bring!.ng the fox into the hen hou&c. One 

can wo.Dder wby govcnuncnt au;ounting lm't called to a public; bearing. Can you ima&ine If CongJCSS lac. bad an 

audit committee? WhAt a hearing it would be ro aJk the chainncn of the various committees such questions as: 

l) Wl>y was $350 billion of"l)Oric~ a&ted to the po~ 9/11 defense bills; including mu.seums, Cavoritc rc$C8I'Ch 

programs, chapels. gyms, Rlcctcd ~. favorite road pl"Ojccu. Citizens Against Governmem 

Waste rq,orts that "pork" projects have risen to 8,341 ft<JUl 2,143 during tJ\t last three years. 

2) If Socia1 Security is so secure why doesn't Congcss pay premiums like other Amcric:an.s? Why docs 

CooSless mrvc its owu bcaJlh ca,e plan IDd noid Mcdican taxes? COllgress has a IIQD.()()Dtributory plan 

that etmanlcc$ the last pay at retin:mcnt until dt.ath; of COUl5C, an inflalion adjlUted at no eo51; cmtaiDly 

bcncc and Jl$lc proof~ aloc:ic opciollS. Would a C.O.ogR.'S.Sl!WI trade his pe:rb fo:- IP1 optiOJS oa a US 

Goverwoent •ronunon stock"? 
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To tuin over the audlling of major compllllies to four major firms asks for a futun: problem of oligopoly jf 

DOt already so. CctporatiOJ1S should encouzage the formation of new firms which in 5-lOyws would return \0 a 

competitive 'BiJ 7. K or 9 ' . Doesn't the PTC hzl.t: any concen\$? 

Size at sOJTW point usually breeds protection of all bureaucracies ahead of clients, shareholders, emp~ 

and conttibuton to non-profits. In today's world one can quickly find example$ in govcmmc:nu, !oUDdatious, 

olilQPOI)' industries, corporation5, chU1Chcs and educational institutions. Arn1gancc usually l~ lO &elf-delusion, 

autocracy, secrecy, hubris and finally damage to all constiiucocics. lnrombcnts. elected or appointed, au prefer to 

remain in office and dislike tcnn limits. Eiacndcd time service b1eed:; many problem5. Why .not a 10 year term 

limit for CoJ1irCSS, boards of direttors, auditing Cums, CEO& of public co:rporalions, colle~ presidents, beads of 

foundations efal? We limit the term of the President of the Urtilod States to eigla years to pn:vtJlt moll81chal rule. 

Why should any public leader have a longer term7 

OPTIONS; 

A brief word on optiODs. Historically their impoltlnce originated in lhe 1986 Congras. which placed a 

limit 011 sa1aJy as a tax deducb'ble expense but unlimited compensatiOD could be tied to reaching &peeiaJ objectives 

wi.th rewards e)(J>mllCd ill cash and/or stock options. Unfortunately »obody fom;;ut the beginning of lll 18-year 

(from 1982) boll market; thus the comperuation exploded as stock: prices zoomed IIJld cveryooe wanted options. 

The peak was the irrallo.oality of the Interact craze and the CRalion of enonnws paper ~lh. If you could "Uie 

1he Net and call it a Stock" Wall Street would underwrite an offering. 

It options were reduced would compani~ suQ'cr significantly? Hardly, since most coxporate leaders would 

be CEOs under any conditions, call it the CEO r;enc or wbateve,. They would produce UDder any ~liOIJ 

S)'li'tem. Whal can/should be done to make options programs mon: balanocd? One simple step is to require a down 

payment by the optiQll receiver at 1hc time of the~ perhaps 1"..-10% of the award date price; the higher for 

5enio,r ex~. The grantee would have real money at stake and the auporation would ~ the funds to UliC fur 

tl'lc bcDcfit of all &harcholders. If the o~ou is a positive experience, the risk paid off. If not, the company has &0mc 

benefit The problem a( repricing options ~wld be red~ by i~ the clown payments with the stock at a 

mllch l~er price and/or increasing the VCQing stock pnce trigger_ Employee. who are at some pcnonal financial 

risk are mare productive. 
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0ptions should be a function of 1he positive dtlfm::nce of Ole price appreciation of a stock vcl'S\15 the 

pcrfonnance of the tnarkets (S&PSOO) and an industry list of co.mpanble <:0mpames. 

@009 

The major oplion package to the CEO should "est after his n:titemcnt The most important objective for a 

CEO in his last few ycan is the development af his successor and the strategic plan for the period ahead. Thm the 

option package should be pared to 1bc rctativl: performance af the company after the CEO' s retin:meU. 

If the govc111ment moves towards rc,gulalion of the sw: of option awards it will complicate tllc issue; not. ease 

towards 'fairnr.ss'. Small and 6tartup companies require a larger percentag¢ amDllllt (DIQR: dilution) to attntct 1hc 

needed executives and employees. Large companies need only minor dilution because of 'l\'\Orc stability of cxccu&lve 

staff and less job co~m by employees. 

Stock options prognm.s greater than a maximum of .2o/. dilution per )'W &h<:iuld be approved 'by 

.sharcbolden. Startup and smaller companica ne:M a higher percentage to attract employees to a higher risk 

company for the future. The largcsi ooJJ)()n'bcms need a smaller percentage btcaurc of a lower risk profile re job 

5ee\lrity. 

Options would have more incentive logic ifustd in all settings aod mt:aslD'Cd against \he pedom,anc:c of 

comparable stocb aJld its illdU$1J)' average. In. a major bull market (1982-2000) most sroc:ks rise in priQ: maldDg 

,no.u managcmcms ap}'RT to be worthy of added wmpc.ullion. The prosram ~ould also be tied to premium 

pc.rfor01am:e in dOWJI maritcts whcre ~ best managenlent5 really~ their keep. 

###I## 

TFlE FUNCIJON OF ANALYSTS: 

The bottom line for all the investigations is faimess to shareholders. It lakes more than det!.iled 1cnowlcdge 

al~ and minutia to make scc:urities recommendation. The analyst and money Jl\llnage.r DlOSt be able to 

understaod whll facts and fundamefltals are impllcd in the price of a &tock. Only when a nOJKQnsemus forecast 

(notjust an EPS guess) is made that pl'CNt$ to be mart accurate than UW of.the conscruus can the 8!llllytst be adding 

value. In today's in$1ant communications it req\m'CS a lot of courage to be differc.nL Few choose thil; IOl1d. 

The major J>rob'tm for inve6tiilg bankiJJi finn analym is that wir CQmpedSad.on today is not based on 

their profcssionali:r.m as mea5Uffil by their record in th¢ seJe;;tion (and rcjccuon) of seamlie$ ~ to relative 

appiwation (and depreciation). Compensation is based on their contribution to the profitable invatrocnr banking 

business~ bringing in dcal.s, publishing information and oovcrage on industries and compani~ and brokerage 

business pni:nited from clients. Nothing wrong with such efforts but the&e analysts sbO\lld work for the coIJ)Ol3le 

finanGe department not sec:urilks RSCarc:h. 
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Until jnstitutioni. and individual invffloJ$ Br( willing to pay "hard" dollars ror productive 

recommendations, the innate current system conllicts will pem5t, ,egard!Uf of promise$ to reform by partJclpants iJ\ 

the ~stem. At some point the independent reseiuch lmsed brokmge firms of the 1960-1980 era -,.ill be $b'uctured 

and paid for the performance of their ncommendauons. Ethics is a comc:rmme, wt when: it i!l placed on ihc 

priority r,cale depends (11nfortunately) upon the 50UICC of compensation. 

THE YJCIOUS CYCLE; 

Then: i• • vicious cycle ~ talc~ p'-oe bet"ecn: 

'The corpc;,n1.lion wanting to ~ "<imi:1.e its pension f\md performance wjth aggn:ssivc money managas. 

The consultants focussing on a few mana,ers with good recent relatJve performance tendiq to concentrate 

IIIOIIC)' mana&emeot into fewer bands. 

The c:xternal manap to buy stocks that do well. 

The analyst tl}'ins lo find compllllics that exceed the consensus estimate. 

The CEO trying to deliver superior rcsull.l to be cnhanoc the corponlliona appeal to analym and money 

rnanagCI'$. 

TWs intuchan1c rcsult11 in the mana1emcnt of earnings trying to avoid volatile results and exceed the 

analysu' collSCllS111. 

Overall a tight loop that enoouniges manipulation in quru1erly rq,orting and can le«I to dieOCit \ll'ldt.T 

eittRrne pressure to produce quarterly perfonnanc:e and vtl)' occasiOllAlly fraud. 

Only the CEO (supported by the ooard) can break the cycle and have the aoalysts mum to loop tmu 

outlooks. 

Co~ 1har. thrcatcn w si,c anlllyffl who have negative Ol)ittions or J)\Olish lhclrfirms with II toss of 

business ooly hlcrcase the fraplity of the vicious cycle. 

MISCE.LLANEOUS: 

Poison pill chaQ.ct'S in today's wol'IG arc used to buy time for boards and-ananagcmcnt to cvalu.111.e an 

aiJl'f,$SIYC m,prisc ,lt>Ck pric::c tcndt:r. Ycan ago "pill(': were often 1a~ u bc>,rd/managcrocnt pmtt;ctioD 

Ul&tr\lmen&s for cwrenchmen1 rcgatdless of lmpa(;1 on i.harch<ildus. Today', boatds cl~ly look to max1m1ze 

shareholder value and "pills .. provi&: the lin1c to so ~h for more value. If any dircctt'lrs I.ave any doubt about the 

primary objective, the legal liaoility lctep$ shareholder 'Vllac u 11\C primary concctn. 

11-L-0559>/0SD/9664 
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Special b9t1Jeficll1 awards to selrlor executives for completing an acquisition raises q~Ot\ about "why"1 

Any acquisition is pa,t of their nonnal responsibilities. lf shart:ho1das have truly benefited after 2-3 yean the 

compensation commiU.ec might ,onsidcr an increase in options or a cam bonus. 'fbere is some1hing tO be mid abOUI 

a battlefield reward for lhe bands on emplayca dow.n the lir.e who have to takll! on the iittcgtatlcm but not for the 16b 

executives. 

TI)c q.o)aen. parachutes in change of central agreements a.re :not always in r;ync with shareholder wrere.srs. 
There i& always the unspoken tendency by a fow exccull vcs to CllCOlll'8ge ~ ac.quire4 if il triggers a qiccial 

bonus. Especially sicnificanl utbc indusuy conditions an: diffic:uh and other compensation JX&ibiliti" (bonus and 

optiotlll) aren't meaninafu). Change: of con\J'Ol agreements are fair if given to executives thal become redundant but 

should be li.mjted to somwling like a two year's salary and a11 option rollo\lcr J.mo the acquirCl'' 5 stock unlil 

emp)ayr:d by another company. 

The general perks of 16b officers p.nd \he CEO in particulu shmild not be cittcndcd beyond one year of post 

retirement That is usually the maximwn time in which 1.bc retired CEO can make a n:at c:on1nlmdon. Then: is a 

case to be made for office $plCC and secretarial mppon but an other po\$ should disappear after one year. 

Among the CEO's rc:spon51l>ililics an the prcpar.llion af a suoccssor aod the soundnc.n of Ws stralegic plau. Both 

objcctlves can oo1y be meuurcd after tctitcment. 

Cash boJI\IJC,I should be tied to ~ IJ)Ccial annual rcvcn\2C and earnings ~. Options should be 

more: cJosdy t.l~ to an acUusted (remove ~ maoo::t impact) stock price; ratbcr than the c:urrcnt absolute prloc. 

The annual report and/or IQX could have a separate topic de:aling with all the forms of compell5ation by 

individual e,tecutivc relating to boous, options, pe,b, and dilllbOft. 

~gcmcnt sbmholdcn alwaya ful a stoclc decline which reduces the submntial paper wealth in 

opt.ionS. Corppcnsation committees should &e(. a maximum limit for employee reliaooe on ltock in 401Ks BDd direct 

ownership. At 1A5t I warning label of 1hc co.nce.naatcd ~Ith ri5lc ~d be communicated an a contil1\llllg ~ 

In theory it would be appropriate to pcnnit employees to choose between a defined benefit retirement 

pro:r.un and II dainod ooninootio.o .Pm~ The roechanics ate .not etU)' and not subject to it.ic:ting bctwc:ai them. 

# # fl # # # 

Rather1ban waiting IOJ THE ANSweR let us all be~n 1o ta'kc a few 'steps' in the riprt dim::tion. 

6/02 
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SECDEFCABLES 
DISTRIBUllCN 

WIUIAM It <.RANT 
CHAJIIMAN 

Thi: Honor.iile Donald H. R:unld.eld 
Secmary of'Defense 
The Pentagon (Room 3E) 
Washi.qton, D.C 20l01 

DcarDon, 

July 11, 2002 

SECDEF 
SPLASST 
~ 
DEPSECDEF 
r.&D 
(XD 

USDP 

CABLEOf 
Fll..E 

Unfommat~y my ltncr af July l" was IICCW'alc (copy Clldoaed). The ~ icknt's cowmncnts 
were di~ tor the securities market and the Republican Party. l don't know who wrocc bis apc:cch 
but it must have been some buttaucrat out aftoucli with the real world or Jinancial and corporate 
invcstJncnt 

The er11:losed mcmorandwn is the only one I know o! which inlegmcs the forces that have 
resulted in the 5tccp market decline and ooooomic con1\lsiOJ1 ahead and recomtncads a configunsl 
pro8l11ffl. 

I apin urge the Volc:kcr/llQhatyn C(>-(hahmen Committee be established. 

A double economic; dip is almost a cenalnty u corporate managcmems and boa.rds spend 
time lookirlg over lhtlr &boulders md not at the poteruials ahead 

rm just back from Europe and the world of 1slam extremislll ts claiming creclit !or 
dtstructiou of our markets; damaging oor ecxmomy: sicparadng our allies and publicitlng the 
lack of Integrity of our leadels. 

With all good wishes. 

~gards, 

~~~ .. / 
William R. Onmt 

D 610 Fifth Avenue. Rockefeller Center. New Yori(, NY 10020 
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December 9, 2002 5:43 Pl\tf 

TO: 

FROM: 

Larry Di Rita 

Donald Rumsfeld r& 
SUBJECT: International Outreach 

Some of these presidents, like the one of Tajikistan, have children and 

grandchildren here in Washington. I wonder ifwe ought to think about inviting 

the children of leaders, ministers of defense and presidents of countries, who live 

in the Washington area, into the Pentagon or have a party for them here-show 

them the Pentagon and be nice to them. 

Thanks. 

DHR:dh 
120902·56 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by _..:..::ll-a....,l"""'w"---,_/_o...,..v:....-__ 
t } 

U11257 /03 
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December 9, 2002 5:33 PM 

TO: Larry Di Rita 
Steve Cambone 

FROM: 

Rich Haver ~ 

Donald Rumsfeld ~· 

SUBJECT: Intelligence 

Some weeks ago I said we really do need to get our arguments marshaled as to 

what we think is the best thing for the inte11igence community. Suddenly now the 

Intelligence Committee is starting to propose this business of a non-CIA director 

of all intelligence in the Cabinet. I think that is a bum idea. 

I must get one or two pages on this fast. 

Thanks. 

DHR:dh 
120902-54 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by _....:.,.lv--+/_1_) ....... /_rJ_1,...--__ _ 

U11258 /03 
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Snowflake 

December 9, 2002 5:26 PM 

TO: 

FROM: 

Doug Feith y 
Donald Rumsfeld ~ . 

SUBJECT: lceland 

Colin Powell stopped me at the meeting in the White House this morning and 

talked to me about Iceland. He asked ifwe could have a rotation where 

occasionaHy F-15s could go in. I told him I thought it ought to be passed over to 

NATO as a NATO responsibility. He said he is worried we will lose the base. 

The first question is, do we need the base-if so, how badly? 

Second, if we do need the base, why don't we transfer it over to NATO 

responsibility for the search and rescue and the airplanes, and get four or five 

countries to rotate people in about every once in a while and create a presence. 

Please come up with a proposal like that if you can. 

Thanks. 

DHR:dh 
120902-S2 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by O I / D "3,. / I) 3 

Ul1259 /03 
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December 9, 2002 5:20 PM 

TO: Larry Di Rita 

.FROM: Donald Rumsfeld 

ASUBJECT: Carrier 

· Please get a piece of paper that tells me the infonnation on the new canier. I 

talked to the President about it today, and he said he is a little concerned that the 

one being named for his father is the relic. I said to him I thought the one being 

named for his father was going to be almost two-thirds new in terms of its 

approach. 

Please get me a piece of paper that shows that is the case if it is ~e that the one 
, 

we have just approved is going to be the one that is going to be named for 

President George Herbert Walker Bush. I want to send the President a note 

explaining that the new one is going to be different and not the last of the line, if 

that is true. So let me know on the road. 

Thanks. 

DHR:dh 
120902-51 

-



. July 12, 2002 5:49 PM 

TO: Newt Gingrich 

CC: Gen. Myers 
Gen. Kernan 
ADM Cebrowski 

FROM: Donald Rumsfeld yfl. 
SUBJECT: Transformation 

I appreciate the input you have been sending me on transformation. Could you 

please consolidate your thoughts on transformation DoD-wide, after discussion 

with General Myers, General Kernan and Admiral Cebrowski, and forward them 

tome. 

Thanks. 

DHR:dh 
071202-15 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 0_& __ /_1_& ........ /_0_2..-__ _ 

11-L-0559/0SD/9671 Ul 1261 / 0 2 



December 9, 2002 2:40 PM 

TO: 

FROM: 

David Chu Jf' / 
Donald Rumsf eld 

SUBJECT: Lengthen Tours, Time in Service 

Please tell me what we are going to do to lengthen tours and lengthen the amount 

of time people seive in the military. 

Thanks. 

DHRcdh 
120902-39 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ O_t_/ ..... o_~~/,_o_l __ _ 

U11261 
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MANAGING TO TIME IN JOB FOR 
FLAG AND GENERAL OFFICERS 

PRESENTATION TO THE SECDEF SECDEF HAS SEEN 
Blli'M9flllilfii77i•• 19 ti C I ;aperrmz 

SNOWFLAKE 

December 9, 2002 2:40 PM 

TO: David Chu 

FROM: Donald Rumsfeld 

SUBJECT: Lengthen Tours, Time in Service 

Please tell me what we are going to do to lengthen tours and lengthen the 
amount of time people serve in the military. 

Thanks. 

-- .. .. . ···--------------

11-L-0559/0SD/9673 
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CURRENT SYSTEM DOES NOT 
SET TOUR LENGTH BASED ON 

INHERENT ASSIGNMENT QUALITIES 
'-,~..,.' ':i;,"'· U ·~'._....:.,/ 1::.~: ,,~:~ .. : ·,1· ... r·, ,, ... ~ .. _:_ ... .:- l t .----,.. 1·,-.--.. ................ L ,~............. ~-71,~·-,- ... ::- ·.~;-~;. ,,,,:~.:._,... .-~·r~...'.· ..... 1:_:- ,.~~-.. 

• We should distinguish between "developing" 
and "using" assignments 

• Using assignments should be longer, but 
they need not "clog" the system 

• Indeed, properly managed, this approach 
could increase the promotion opportunity to flag 
rank and increase the number of candidates for 
senior positions. 

Hovv can vve do this? 

11-L-0559/0SD/967 4 
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THE PRIVATE SECTOR MANAGES FUTURE SENIOR 
EXECUTIVES' CAREERS DIFFERENTLY FROM 

CURRENT MILITARY PRACTICE 
.,_....:.co• ~/; ··~ \ ~·'.•-<" :.•• ,-: .. ,:-- ... '.\ '"'.." t.--:---. '1• P •, ,----_ i', . .,---·..... '> ,i, • .--------,, •,_.,---- • 1· •• r ~-,.·~·-:--~ 1'1•-::-•• ~·!·~.. 1• -~.~i_··~•-·j,~-~-""f 

• High-potential executives' job rotations typically last 
two to three years. 
- This is sufficient time for managers to learn a new 

job 
• Assignments for other executives are longer 

- Same research shows that knowledge, influence, 
and accountability aren't firmly established until 
three years and beyond 

• CEOs average more than eight years in job, many 
serve more than a decade. 

RAND 

11-L-0559/0SD/9675 
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WE DO NOT MEET THESE STANDARDS 

,_.,._,,.. r .. :.·'-:__••,. :---r-<· ., _ _,..,. ~'•~~'-+/ i· .. ~~·--_ta 10 ,'~.. ,·., 1 .,~·------~ ·_"::" 1 ,·\~,...: ..... :,r:.~:.· -~~_;..,...,: • i···- ... >---'""'"""r<' "•-_.---u~· ·-"'~·~--:-·• '..•;::: ... :_':'",-'•:.,..;. .... ~.•;'":,, 1 ,~~.,,·· 

• FY02 Average Line Flag Tour Length (Months) 
- 0-10: 31 - 0-8: 24 
- 0-9: 27 - 0-7: 22 

• RAND: 
- Data show that each Service has developmental 

positions and using positions 
- But assignment lengths do not vary with purpose 

11-L-0559/0SD/9676 
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AN ALTERNATIVE PARADIGM 

•· ......... "< >i; ••,.• ,-., ,~:. ,•,.:-f'"-··· . I"" -" iJ,~,-----t •• .,'...__'._: ·/_,._._ ,.,:,.....'.:_ , _ _..... .,.. ·~,._.1 -..-:--·•· '",·,-~...,'.".\•' ,.1-~~i....:~- :,•: r• • "-'.\,~r'.--,_,.-

• Identify developing and using positions explicitly at each 
grade 

• Set goals for time in position 
- Longer for using jobs, more senior jobs, non-line jobs 
- Ideally, minimum 4 years for using jobs, 2 years for 

developing jobs 
• Set goals for number and timing of developing positions 

- Three between 0-7 and 0-8, one at 0-9 
• Set goals for using positions 

- Two at 0-9 and 0-10 
- One at lower grades 

5 
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WHAT RESULTS MIGHT THE 

ALTERNATIVE* PARADIGM PRODUCE? 
-~··· ,•;~:. ·,:.~~ ..... ·· I'"'"'.._":", ... :-;-- .... ',1:~~-"'":__':\,\~ .... ~~.1;, 4_,-_... .-.- .... J:·\· ·-'"',,.,_......:.,-- -=-- .. r•/.- .. /'..i;·--- ""--~,-.~ .. T,i;,"'"'.~1'."1.,~·-r.:.--:1:·~·-·.·::~: ,-·~~~:-,~· 

Army Line 07 08 
Current Practice 
# Promoted 20.8 17.8 
Rate 86°/o 
Avg Job Length(Mos) 17.0 21.9 
Ava Career lenath(Yrs) 29.9 33.0 

Alternative 
# Promoted 22.3 18 
Rate 81°/o 
Rate for Developers 

100/0 60/40 
Ava Career lenath 29.0 31.8 

*This paradigm selected as best from 13 
alternatives designed to meet Secretary's criteria. 

09 

8.4 
47o/o 
25.8 
33.9 

7.1 
39o/o 
59°/o 
45/55 
35.6 

11-L-0559/0SD/9678 

010 07 to 010 

2.4 
28o/o 11.5°/o 
27.7 
35.5 

1.3 
18% 5.8°/o 
24°/o 
0/100 
40.4 

RAND 6 
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EVALUATION OF ALTERNATIVE 
(ALL SERVICES) 

·~--· ·,i; '"" r'.·:, . .-<t.-'t,~·.,. ,,'._,:-,- .. •I'"" - I~ . .....------<. ·.i; ,,_: .- I -4.--.... . ... l''I,.·-·· - .... , •• ...,.....'._. ,---._. ;•j,:-: • •+- •If • ....- •• - ¥ -.-~.,~·,~_...'. ':_.+ l''I~·._;. "'_'~1-'~~.,. 

• Distribution of tour lengths 
- Current practice: Central Tendency <2 years 
- Alternative: Bimodal (2 years; 4 years) 

• More promoted to 0-7 (except USMC) 
- Implies better selectivity 

• Equal (Army, Navy, USMC) or greater (AF) numbers 
reach 0-8 
- Implies equal or better selectivity 

RAND 7 

11-L-0559/0SD/9679 
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• Alternative can be implemented under 
current law. 

• But we should consider modest 
compensation changes to encourage 
stability and longer service. 

• Discuss with others? 

11-L-0559/0SD/9680 
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USING AND DEVELOPING EXAMPLES 

~ .----,>-<, 1' -::• ~ 1··•·I-·•· ~1;", ,,°':,"·-~" ",\ '"'.-." 1-,,:---< • JT•s- • 1·1_,--..,- '.-.,; -.~ ... - I',. .. • 't"t.....,--.---;, ,'. •• ~-----nr ,f; •:. ·":'"t.''l'T,--....,. ,,,~· r-.--o1,··.:.-1:, .. ~··· .... ,,..,·,~·.,_,: :,•:,:;,'' ,,,~··t·', 

0-7 

0-8 

0-9 

Developing 

All 

Div/Sub Grp Cmd 
Director of Operations 

Dir, Surface/Undersea/ Air 
Warfare 

Using 

Vice Cdr,NAF;Cdr, ALC 
NIMA;Legislative Affairs 

National War College 

Corps/Fleet/FMF/NAF Cmd USMNUSNA/USAFA Sup. 
HQ Staff DIA; First Army; IG 

Dir, Jt Staff National Defense University 
Sr Mil Asst to SECDEF Hqs Dep Cmdt 

0-10 I'"'''.: ... : .::, .. \ ,,:;i:-_.;::':.·:::· :_ .:. · · · I All 
!.a:.'" 

RAND IO 

11-L-0559/0SD/9682 
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WHAT RESULTS MIGHT ANOTHER 
ALTERNATIVE PRODUCE? 

~nf" r.u~·- 0 -'F•~·· .......... , .. ·-···-,,"-:"·.. · ..... ~- 1·•-;·, 1"t . ....--...... ~- .. _.......... ·~'\a/_,._...,,:-- -·~-:-• :.·;·:.·'..:: ... j;~:-J-'-.::.t;,>· 1 • .... ,·,ii:~..:..;-

Army Line 
07 08 09 010 07 to 010 

Current Practice 
# Promoted 20.8 17.8 8.4 2.4 
Rate 86°/o 47o/o 28°/o 11.5°/o 
Avg Job Length(Mos) 17.0 21.9 25.8 27.7 
Avg Career length(Yrs) 29.9 33.0 33.9 35.5 
Alternative (7 c) 
# Promoted 22.3 18 8.7 1.3 
Rate 81°/o 48°/o 15°/o 5.8o/o 
Rate for Developers 73%, 24°/o 
Job Length (0/o2/%4yr) 100/0 60/40 45/55 0/100 
Avg Career length 29.0 32.0 34.5 40.1 

RAND 11 

11-L-0559/0SD/9683 
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THESE ALTERNATIVES WERE 
ANALYZED 

,,~·~' ,1;,·"· ~---~··,1·•; ·-·~""' '11, . .--...,.·.1;··~ ... --- ~-- .... ·.1:··, , . ..---_ .,.:-:--- ··~-./.-------1,-~,1;·~-· .._ ... ,,~~ ... ·;,•;,~: '~'. ... ...__,-

Length of Job (yrs) Number of Jobs (per grade) 
Case Developing Using Developing Using 

1 2 4 1 I 
2 2 4 2 I 
3 2+1 4 I I 
4 2 + 1 4 0-8, 0-9; 6 for 0-1 Os 1 I 
4a 2 4 0-8. 0-9; 6 for 0-1 Os I I 
5 2+1 4 1 1 at 0-8, 0-9; 2 at 0-1 0 

5a 2 4 1 1 at 0-8, 0-9; 2 at 0-10 

6 2+1 4 1 1 at 0-8, 2 at 0-9,0-10 

6a 2 4 1 1 at 0-8, 2 at 0-9,0-10 

7a 2 4 2 at 0-7, 1 at 0-8, 0-9 1 at 0-8, 0-9; 2 at 0-10 

7b 2 4 2 at 0-8, 1 at 07, 0-9 I at 0-8, 0-9; 2 at 0-10 

7c 2 4 
_; oetw u-r ana U-lS; 

1 at 0-8, 0-9; 2 at 0-10 
1 :'.It O.Q 

7d 2 4 j Detw u-r ana u-~; 
I at 0-8; 2 at 0-9, P,-10 

1 ,;at o_a 

RAND 
11-L-0559/0SD/9684 
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WHAT RESULTS MIGHT THE 
ALTERNATIVE PARADIGM PRODUCE? 

,_/n ........ ,•;'"~,.-'"._ ,·~·-;""•>' ,i:,~:, ,"I'-~'-< ... :,..::• _ ,,.~~· ... • •,j; - ~- ... ~- .... -.., · • ...---.. ·~_ .. - .• -" j_·,,_".-i,-~·,.-~ ..... -.;.•;,:~ •. -• •- •• ~~'!'_:__•-< ',1;•;•1-:..- ,~ 0 ~,"'<i• 

Navy URL 
07 08 09 010 07 to 010 

Current Practice 
# Promoted 24.6 17.1 7.0 2.8 
Rate 70°/o 41°/o 39°/o 11.2°/o 
Avg Job Length(Mos) 19.6 22.4 25.3 30.1 
Avg Career length(Yrs) 31.3 33.8 34.3 35.7 

Alternative{7d} 
# Promoted 26 16.9 6.6 1.3 
Rate 65°/o 39o/o 20°/o 501o 
Rate for Developers 90°/o 27°/o 
Job Length (0/o2yr/%4yr) 100/0 35/65 40/60 0/100 
Avg Career length 30 34.7 36.8 42 

RAND 13 

11-L-0559/0SD/9685 
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WHAT RESULTS MIGHT THE 
ALTERNATIVE PARADIGM PRODUCE? 
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AF Line 
07 08 09 010 07 to 010 

Current Practice 
# Promoted 26.6 18.8 8.0 3.1 
Rate 70°/o 43°/o 39°/o 11.7°/o 
Avg Job Length(Mos) 19.3 20.3 22.2 25.3 
Avg Career length(Yrs) 29.0 31.9 33.6 34.6 

Alternative{? d} 
# Promoted 27 20.5 11.5 1.3 
Rate 76°/o 56% 11.3o/o 4.8% 
Rate for Developers 89% 12.4°/o 
Job Length (0/o2yr/%4yr) 100/0 56/44 72/28 0/100 
Avg Career length 27.4 31.8 33.7 39.6 

RAND 14 
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TO: 

FROM: 

Torie Clarke t 
Donald Rumsfeld /f9 

SUBJECT: Monitoring Hate Media 

December 9, 2002 2:30 PM 

I like this idea from Newt. Why don't we just do it here at the Pentagon? The 

more people who know what is going on, the better. 

Thanks. 

Attach. 
11119/02 Gingrich e-mail to SecDef re: Monitoring Hate Media in Arab Countries 

DHR:dh 
120902-36 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by t>I / D 3 / o 3 
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From: 

Cc·. L J}\lc\a SECll 
?. Llo "° w d z.; ~ HAs SEEN 

Thirdwave2@aol.com D 

l(b)(6) 
lc1v, oso 

Sent: Tuesday, November 19, 2002 8:58 AM EC 9 20()2 
To: !(b )(6) ~osd.pentagon.mil; Larry.DiRlta@osd.pentagon.mil; John.Craddock@OSD.Pentagon.mil 

Cc: Torie. Clarke@OSD .Mil; jaymie.durnan@osd.pentagon.ml1 

Subject: hate media In the arab world 

for secdef ,depsecdef, 
from newt 11 /19/02 
moniroting hate media in arab countries 

someone sent me the following analysis which I thought was quite powerful. 
Creating an office to monitor hate media and an annual report would be a useful 
step.If there was a dally posting on the internet of the most hateful activities and of 
planned hateful media it would educate western publics to the scale of the problem 
and begin to put heat on the dictatorships which encourage or allow this (sometimes 
with our foreign aid) 

"The most serious problem the U.S. faces in public diplomacy In Arab and 
Muslim countries, i.e, the poisonously anti-American and anti-Semitic 
messages which local and regional outlets, including the many 
government-owned outlets, disseminate on a regular basis. This is 
especially unfortunate, because the U.S. government currently has no 
office, bureau or system to monitor this poison and figure out how to 
fight it. At State, this is no one's job. 

One suggestion is something along the lines of what was done first 
with 
human rights abuses and later specifically with religious persecution, 
I.e., require: 

1) that an office be created at the State Department to monitor the 
hostile propaganda and recommend steps to discourage Arab world media 
from broadcasting it; 

2) require that the State Department issue regular public reports 
discussing the hostile propaganda and detailing what State is doing, 
on 
a country by country basis, to discourage and otherwise counter it. 

The mere existence of this office and the regular reporting will send 
a 
powerful message to the bad guys to clean up their act. This Is an 
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• idea 
long-overdue and that makes lots of sense." 

l l/19/2002 
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Snowflake 

December 9, 2002 2:17 PM 

TO: Gen. Franks 

CC: Gen. Myers ( f FROM: Donald Rumsfeld t 
SUBJECT: Common Soldier in the Field 

Please take a look at this, and then let's talk about it sometime when you are here. 

Thanks. 

Attach. 
12/6/02 reprint of an e-mail 

DHR:dh 
120902-34 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 1_2-_,,_(=--Z-D=---1-J_o_~---i ) 

-· ', 

U1126J /03 -..j\ 

\-,, 
S::,. 
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Friends and Family. 

Well, I don't have an abundance of news to share with you all aside from the mild events sU1Tounding 
our Thanksgiving Holidays here-described in previous e-mails. So... I guess I'll just share some of my 
thoughts and feelings on different things I see and hear. 

Primarily. my attention has been captured by a series of articles and news reports concerning 
Afghanistan, and especially the s2nd Airborne Division's actions here. It g~ts frustrating hearing the 
news as reported back home; so much of the story is left out, and quite often it's all the parts that are 
worth talking about-the parts that should not be ignored, lest the past mistakes we are allowing to occur 
once more become a continuing part of our policy. 

First, and foremost, the picture and image I see so many magazines and newspapers have saddled the 
82nd with. Almost every article I have read has portrayed these guys as naive, macho, young soldiers on 
a power trip-at best-but more often as culturally insulting bullies. I think only one article addressed the 
real issue at hand: the fact that these guys, mostly teenagers or in their early twenties. volunteered from 
the get-go to be part of a crack, elite unit trained to parachute behind enemy lines and cause havoc or 
capture and maintain an airfield for follow-on forces. These guys, naively or not. have trained 
gruelingly in anticipation for the day that they are called upon to perfomt the most strategically 
dangerous mission our armed forces could saddle a unit with. But because of our mentality ~ 
Americans-our reluctance to again see young lives sacrificed in abundance for war (111 leave it to you to 
decide the correctness of this viewpoint)-they know deep inside that the chance of them getting to live 
up the heavy yoke of their legacy is a slim one indeed. They have volunteered to be with arguably the 
most elite conventional division of the western world. but know that the odds of them getting that 
golden star on their wings, signifying a combat jump, are long... But still they train, and they always 
train/or a fight. For the most vicious sort of fight 

Before it seems like I am digressing from the subject at band, ask yourselves this: Is this the sort of unit 
that you would send to maintain an lU1easy peace within a country poised so precariously on a straight
edge, maintaining a frighteningly narrow balance above continued war and anarchy that bas plagued it 
for our known history? The vast majority of our news publications say ''No". In some cases, that 
answer is supported by some well-founded facts. But oveiwhelmingly, the answer is based on 
incredible exaggerations, and, in some cases, outright lies. 

12/6/2002 11-L-0559/0SD/9691 
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My favorite by far is the story in which paratroopers over here are said to be "shaming" and 
"humiliating" the locals by searching their women-an unpardonable act in a conservative Muslim 
society. Without sounding too vulgar or offensive, I would like to tell you that this is incredible 
bullshit. The "joes" here have gone through every compromise possible to bend their field regulations 
and conditions to allow for the integration of female military police soldiers to accompany search ops
simply so that the family patriarch does not have to suffer the indignity of soldiers searching their 
womenfolk and their quarters. But I believe the greater cause for outrage and humiliation is the fact that 
through our searches we catch so many of them in outright lies. It's not the fact that we're searching 
women that pisses them off-it's the fact that our female soldiers routinely find concealed grenades, 
rocket warheads, assault rifles, etc., stashed in their apparel. There is nothing world in the Muslim 
world than loss of face; stretching your morals by lying is nothing compared to getting caught lying. On 
just one search operation I was involved in, a village representative assured us that the single hunting 
rifle and single AK-47 he presented us with were the sole weapons possessed by his community. When 
our female soldiers went to search; in just the first house they found rocket-propelled grenades, land 
mines, and more rifles and ammunition. Our flustered vi11age rep. said that this was his brother in law's 
house, and as such he could not be held accountable for his sruff. But he assured us that there were no 
other weapons in any of the other houses. The next house yielded more of the same. This was his 
uncle's house. The same held true for the remaining two houses-both, as you may have guessed 
belonging to relatives of his. A small, secluded, clan-centered community, where everyone knows 
everyone, but apparently nobody knows about the other's stashed explosives? My ass. But did anyone 
get beaten? Threatened? No. We took their grenades and mines, joked around with their kids to keep 
them from worrying, and even shared our food and candy with them. When we left, almost all of the 
villagers seemed stunned, and probably from the fact that they were getting off so light. The only 
chagrined person seemed to be the headman-and he because he would have to explain how all their 
explosives disappeared to the other men when they returned from their "shopping trip". In every 
mission I have been on, I have taken pride in the fact that every adult Afghani I have had a conversation 
with-courtesy of our translators-has walked away with a handshake and a smile. Kids might be scared 
when we roll in, but they watch us leave with a sweet tooth-and with a smile as well. If we are supposed 
to be terrorizing people here and insulting their womenfolk, why is it that when we first arrived in the 
province of Gardez (for a week-long operation) you could not even spot a woman or girl-child outside a 
house, but by week's end they felt comfortable to come out and watch us and send their daughters to get 
their share of candy along with their sons? 

Are a11 the paratroopers here perfect gentlemen? No. A lot of them dislike being here; they hate being 
away from their families, babysitting a people they see as petty in their reluctance to restore their 
nation. Many of them are young and scared, and are getting more and more pissed off as the find out 
that so many of the rocket attacks on them may be coming courtesy of corrupt warlords eager to see us 
go so that they may continue their drug trade without the current restrictions our patrols impose on 
them. Many of them are, as a result, cold, short, and sometimes even miJdly rude with those locals who 
try to approach them. But regardless of how they act around adult Afghanis, I have yet to see the grunt 
who didn't pull out candy, a pencil, or a small toy when a pitiful wisp of a child came to him for a hand· 
out. They are not trained to be peacekeepers or policemen, or relief workers; they just want to do their 
job and get home. I've heard of two extreme cases where some paratroopers acted up, in one case 
beating up a guy who tried to run for it after his stash of "pyrotechnics" was discovered, and another 
where a team of them posed for their own cameras pointing their weapons at a prisoner. I don't know 
about you guys, but last I checked, the criminal rate among civilians in America was much greater than 
that provided by the dozen or so bad cases in the 82°d. Those guys got hit hard by the military book. 
Rea/hard. 

My other favorite story is the one that says we are losing momentum and can't get the job done. The 
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press makes the sznd out to be mildly incompetent, 1ike they ride aroWld all day aimlessly looking for 
mysterious terrorists in all the wrong places. Oh, believe me. they know exactly where they run to. But 
there's a problem with violating the sovereign soil of a totally different country. Poor Pakistan can't help 
it if their border guards let Afghani bad guys make the short sprint across their border but then bar us 
from crossing as well. It's a joke; it's the worst fonn of politics-the kind where, in order to appease 
someone who might end up playing ball for us (even though his people venomously hate us), we will 
pretend to be stupid enough to not notice everything that goes on in his back yard. It's Laos during the 
Viet Nam war, all over again. It stinks. Know why we can't catch as many bad guys in the interior? 
Probably because of a fundamental distrust bred by the fact that we won't do anything about regional 
governmental officials who reached their position through bribery, extortion, blackmail. assassination, 
and tyranny. They like us as people, don't get me wrong. and will take our food, water, candy, and 
medical supplies as offered, but at the end of the day we are rather useless to them. At the end of the 
day, we have to leave town to go to our camp, and then they go back to dealing with their corrupt 
governor, mayor, or police chief. They get to deal with the fact that there is no protection because 
Afghani soldiers true to their oaths never get paid by the local powers that be, and are thus forced to 
eventually desert or join their corrupt master. So why should they not tell someone who claims to be a 
patriot that we're coming to get him? Nothing against us; it's just that this guy also opposes the guy 
taking them for everything they're worth every season. He's often a local who has ties in the 
conununity. They can't very well let him get arrested. 

It's all very sad and frustrating. I'll continue this some other time, but for now believe me when I say 
that the guys here deserve cudos-not criticism. The media should get the guts to criticize suspect 
governmental policy grown in Capitol Hill instead. Love you all. and talk to you soon. 

Do you Yahoo!? 
Yahoo! Mail Plus - Powerful. Affordable. Sign up now 
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December 16, 2002 5:51 PM 

TO: 

,qFROM: 

Larry Di Rita 

/,1,\ 
Donald Rumsfeld /i £ SURJECT: Info on Countnes 

,~·; 1~lL\ 
1 Please give me the population, pa capila GDP, literacy rates, infant mortality rate 

and the life expectancy for Nonh Korea, Iran and Iraq. 

Thanks. 

DHRJh 
121602-39 

···························~····~·-······································ 
Please respond by ________ _ 
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COUNTRY COMPARISON AS OF 19 DEC 2002 

LIFE INFANT 
POP LITERACY EXPECTANCY MORTALITY GDP PER % 

( MILLIONS) RATE(") (YEARS) RATE CAPITA GROWTH 

MALE FEMALE MALE FEMALE 

IRAN 24 78% 66'% 69 71 28 / 1000 $6,400 5% 

IRAQ 66 71% 45% 66 69 5811000 $2,500 -5.70% 

NORTH KOREA 22 99% 99% 68 74 23 / 1000 $1,000 -3.00% 

UNITED STATES 280 97% 97% 75 BO 7 / 1000 $36,300 .3% 

n Literacy rate is defined as people over the age of 15 who can read and write 
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Snowflake 

TO: 

FROM: 

Bill Winkenwerder 

Donald Rumsfeld ~ 

SUBJECT: Midwifery Program 

December 16, 2002 6:01 PM 

How are we doing on the midwifery program? 

Thanks. 

DHR:dh 
121602-43 

.·' 

···················~··················· ••••••••••••••••••••••••••••••••• 

Please respond D •I .:>"5 o3 

........___ __ ..•.. ---···-· 

u11 ?66 103 
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Snowflake 

December 16, 2002 9:03 AM 

TO: Torie Clarke 

FROM: Donald Rumsfeld J)\ 

SUBJECT: Richard Perle 

Please tell the "Defense Department spokesman" that they shouldn't say that those 

were the views of "the Chairman of the Defense Policy Board." He was not 

speaking as Chairman of the Defense Policy Board. He was speaking as a private 

citizen, and you should make sure that your people understand that. That is 

exactly the wrong message we want to give. 

See the attached article. 

Thanks. 

Attach. 
" ... Adviser Blames France for Lack of Iraq Inspectors" 

DHR:dh 
121602-11 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by DI I 03 / o] 
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ie Jnited States also 
,teed Turkish bases if 1t 

a war against Iraq. 

1c penorman<.t: u 1u,11, 
. _, ... , oe plan marks the culmmati( 

.. ·' · of years of work to l,JD!ie the con ti• 
med nent after more than four decades 

.:Oviser blames France for lack of Iraq ~~-
JU 

"Why did Chirac oppose us?" he D ,....,.,. 'd-i A kf:Y ad~r 
____ ~ntagon sm nan mtemew 
1bwibed yesterday there were far 

few weapons inspectors in Iraq 
, to root out any weapons of mass de
struction and blamed French Pres-
ident Jacques Chirac. 

"We wanted a lot more inspectors. 
But ask ali.rac why there's such a re
duced number;• Richard Perle.head 
of ·the Pentagon's Defense Policy 
Board, was quoted as saying in the 
interview with the French newspa
per Le Figaro. 

Asked if France blocked moves to 
deploy a larger number of inspec
tors1 Mr. Perle was quoted as reply
ing, ':;ebt of course!' 

"France's constant strategy dur
ing the negotiations on [UN.) Reso
lution 1441 was to reduce the scope 
of inspections, to reduce the poten
tial efficiency of the inspectors on 
the ground:' he said. 

Mr. Perle, a conservative Repub
lican hawk and advocate of military 
action against Iraq, has blasted 
France in the past for refusing to 
back proposals for military strikes 
on Baghdad. 

In one interview in mid-Novem
ber Mr. Perle criticized Europe fbr 
having "lest its moral compass:· 

UN. weapons inspectors went to 
Iraq at the end of November after 
negotiations at the United Nations ' 

~~ 

insists it has no such weapons. 
Mr. Perle said France bad also op- · 

posed U.S. proposals that Iraqi offi
cials could be taken out of the coun
try for interviews on their work. 

'"llillingthe truth today.for an Iraqi 
scientist amounts to a death sentence. 
1bat:t: why the Umred States insisted 
so much on the principle that Iraqis 
should be able to be questioned in 
total securi.iy outside their territory;" 
he told the newspaper. 

"I could never have imagined a 
country like France would stigma
tize -as ifit were a sin rather than 
a good-willed action - the idea of 
providing security to essential wit
nesses," he said. 

11-L-0559/0SD/9698 

asked. S• 
"Frankly I have no idea. One of di 

my friends explained to me that w 
President Chirac was steeped all his 
life in the affairs of the Persian Gulf ir 
and that his relations with many n 
leaden in the region were almost as \\ 
good as family ties;• he said. sl 

Mr. Perle also said talk of Amer- p 
ican imperialism would end as soon 
as Saddam Hussein was no longer in p 
power, saying the Iraqi leader was o 
the main reason for U.S. presence in a 
the Gulf. t1 

"By destroying Saddam Hussein, e 
we will also destroy the myth of 
1unerican imperialism: " he said. I: 



December 16, 2002 8:56 AM 

TO: LTG Craddock 

FROM: Donald Rumsfeld 

SUBJECT: SecDef Coin 

Let's use the better SecDef coin, rather than the one you were using on the trip. 

Thanks. 

DHR:dh 
121602·10 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by _ __.1_2---+/_iv-=-+-/-=-o--=~:::;.__ __ 

c_ 1v/17 

Ull26S /03 
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December 16, 2002 8:35 AM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld "?r. 
/ SUBJECT: Caleb Carr 

Caleb Carr is a good writer and he is supportive. He is offering his assistance. I 

am wondering what we might do about that. Why don't you think about it and see 

me. 

Here is a portion of the manuscript of his latest book. 

Thanks. 

Attach. 
Carr, Caleb. The Lessons of Terror 

DHR:dh 
121602-7 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ r __ ,_\ _._[ ~~>"""'1.....,/_:>_J_~~-
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Snowflake 

December 16, 2002 8:20 AM 

TO: Larry Di Rita 

FROM: DonaJd Rumsfeld 

SUBJECT: Statistics 

I ]ooked at these Afghanistan numbers-they don't seem right. Who says the 

military has I 6,000 in Afghanistan? Who says there are 50,000 civil po]ice 

forces? It doesn't sound right to me. 

Thanks. 

Attach. 
Statistics comparing Chicago, Afghanistan, Bosnia, Kosovo 

DHR:dk 
1216(12.(1 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by 01 { 0 3 / oJ 
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Murders Shootings Population Military 

Chicago 666 7,626 2,900,000 

SECDEF HAS SEEN 
DEC I 6 2002 

Police Forces 

Civil Total Citizen to 
Officer 
Ratio 

13,683 13,683 212 

Afghanistan 26,800,000 16,256 50,000 66,256 404 

Bosnia 

Kosovo 

3,900,000 54,000 (SFOR) 20,000 74,000 

2,250,000 21,000 (KFORJ 5,700 26,700 

Notes: 
1. Chicago statistics do not include suburban Chicago and refer only to lhe 

City of Chicago 
2. 

3. 

4. 

Afghan military forces include U.S., Coalition and 1SAF. No Afghan 
National Forces are included. Civil forces are an estimate by State 
Department International Narcotics and Law Enforcement Bureau. No 
official counts have been conducted. 
Numbers for Bosnian and Kosovar civil forces provided by Department 
of Justice International Training Assistance Program 
Last Kosovar census was conducted in 1981 (1,956,000). Figure in 
table is statistical projection for 2001 
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Snowftake 

October 28, 2002 9:51 AM 

TO: Larry Di Rita 

FROM; Donald Rumsfeld ~ 

SUBJECT: Statistics 

PJease have someone find out for me how many murders there were in Chicago 

and how many shootings in Chicago, separately, in 2001. A]so, 1 would like to 

know the population of Chicago, Afghanistan, Kosovo and Bosnia. Then tell me 

the number of coalition forces in Bosnia and Kosovo at the present time. 

Thanks. 

DHR:dh 
102802-28 

-__;= 7 ;f/:;_:ll.j. -~~ '~~/; :::! " / 
-f-r, r- ., a"-1 /J ,/.A.c 
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TO: 

FROM: 

L TG Craddock 

Dona]d Rumsfeld ~ 

SUBJECT: CJCS Inte1ligence Update 

December 16, 2002 8: 16 AM 

Who prepares this "CJCS Inte11igence Update,, every day? 

Thanks. 

Attach. 
12/13/02 CJCS Intelligence Update 

DHR:dh 
121602-5 
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Please respond by __ l·i_. t-/ _;i......,_. __ /_o_L-_-__ _ 
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.. 

TO: 

FROM: 

SUBJECT: 

Larry Di Rita 
Col. Bucci 

Donald Rumsfeld 
cf\. 

Carlucci Event December 22 

December 16, 2002 8:02 AM 

Please make a note that the Carluccis are having a party on Sunday, December 22, 

at 6 p.m. Her number is l(b)(
5

) j Jfby Frias, 01 Stitttrday it looks like I 
\(J~f)+t 

can go, we can decide then. 

Thanks. 

OHR:dh 
121602-3 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ \_i -.,_/ -18~/ -#-/_u_·2., __ _ 

Ul 127~· /03 
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COME JOIN THE 

CARLUCCI C.HRISTMAS SING-ALONG 

SUNDAY,DECEMBER22 
6PM 

COCKTAILS AND CAROLS 
FOLLOWED BY BUFFET 

RSVP: 

1 . 07 

r·)(6) 



December 16, 2002 7:47 AM 

TO: Larry Di Rita 

FROM: Dona1d Rurnsfeld 

SUBJECT: Smallpox Vaccination 

P]ease arrange for me to get a smallpox vaccination sometime this week if it is 

available, or whenever it is first available or starting to be given to troops. 

Thanks. 

DHR:dh 
121602-1 

.......•................................................................ , 

Please respond by _..;..] 2---+-f-'1,,,0'----+/-o_i... __ _ 

Ul 127~ /03 

11-L-0559/0SD/9708 



December 16, 2002 5:42 PM 

TO: Larry Di Rita 

FROM: Donald Rurnsfeld V [\ 
SUBJECT: Export Controls 

Please have someone check and see what is going on with respect to export 

controls. I read in the paper that we 're not doing a good job. 

Thanks. 

DHR:dh 
121602-38 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by ol \ 0 J / b 3 

U11276 /03 

11-L-0559/0SD/9709 



December 16, 2002 5:01 PM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld ~. 

SUBJECT: 9/11 Commission 

Please give me the names of the Republicans who have been appointed to the 

Commission on Intelligence. I want to send them the intel side letter and the 

Woh1stetter fore\vord. 

Thanks. 

DHR:dh 
121602-36 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ \ _i..+J _2-lf_/ __ o_1---" ___ _ 

............ 

"' 
U1127'1 /03 ~ 

11-L-0559/0SD/9710 



Snowftake 

December 16, 2002 4:46 PM 

TO: Doug Feith 

FROM: Donald Rumsfeld \JI\ 

SUBJECT: Ivanov 

Please make sure we stay on top oflvanov's request and that State gets back to 

him and turns it off. 

Thanks. 

DHR:db 
121602-33 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by \1-· J J-y I 01,.....-

U11279 /03 

11-L-0559/0SD/9711 



December 16, 2002 4:45 PM 

TO: L TG Craddock 

FROM: Donald Rumsfeld LJ\, 

SUBJECT: Detainees 

I think the President of Eritrea raised an issue about two detainees. Do we know 

what that is about? V'} 

" ~~- ~ 

................................................ ~Cllf.F.JiA!l.SEEl1 • I.V. ..... 

IHIH.:Jh 
121(,01-32 

Please respond by o, ( a 3 /u"J f H [. ·J . .. 711Ui' 

Su,~d - fe tJtfrlx,;' Joor , 61 #-.u,_ ,~u(_ ) k7",., 
'5ui1,-< /~,-h (fsNJ) - ~--- 1!-i1,;..,..; -;/j~ ~ 
- --"-o - j,,<A,,44A.. ,lw_ ~ j~1 ~~ .. 

~/<V-.~· _/ .. /7 /-" ,, 1£ ;We "f)f f ~ .#- A<-<-~ 1 rt.. J ku Uj.ul. 
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SnowRake 

December 16, 2002 4:44 PM 

TO: LTG Craddock 

FROM: Donald Rumsfeld ·TJA 
/ SUBJECT: Meetings on Africa / 

When we were in Ethiopia, someone mentioned all the meetings DoD sponsors 

that aU the African leaders attend. I would like to know about that, and I would 

like to know who attends from DoD and what benefit we get out of it. 

I don't have the feeling we are taking the maximum advantage ofit. 

Thanks. 

DHR'.dh 
121602-31 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ o_,_/_.:>_3__,_/ _o_3 __ _ 

~E.~l>~St'.. 

11-L-0559/0SD/9713 
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INTERNATIONAL 
SECURITY 
AFFAIRS 

.i/-.. NI ... ·~ V \J (~~ 1 .. .'~ 

ASSISTANT SECRETARY OF DEFENSE ('tr" 
2400 DEFENSE PENTAGON ,A..\J.'-'.Y LJ. 

WASHINGTON, DC 2030\-2400 /~~v If' r I 
INFO MEMO i,' m·~- J.,...A--

USDP ~,- · • 1(.~ ,rf} 
I-02/018043-AFR 

TO: SECRETARY OF DEFENSE 

FROM: Assistant Secretary of Defense for International Securitm~s 
(Peter W. Rodman,1(b)(6) I V Y //l O 8 JAN 

20
c
3 

SUBJECT: Response to Your Question on DoD-Sponsored Meetings in Africa 

Following your Horn of Africa visit, you inquired about DoD-sponsored meetings 
attended by African leaders (TAB A). There are five seminars or bilatera)s held in 
Sub-Saharan Africa that DoD sponsors and attends annually. : 

Africa Center of Strategic Studies (ACSS): In accordance with the Security 
Cooperation Guidance goal of promoting African military professionalism, the 
mission of the Washington-based ACSS is: 

• building ties between US, African and European defense ]eaders. 
• promoting defense reform and accountability of civilian and military leaders. 

In 2003, ACSS will sponsor: 

Senior Leader Seminar scheduled for Addis Ababa, Ethiopia, in February. 
It is a two-week program designed for civilian policy makers and top 
military officers. 

Counter-Terrorism Conference in Bamako, Mali, in April. Selected North 
and West African civil and military leaders wilJ discuss regional efforts to 
control the spread oflslamic extremism. 

Sub-Regional Seminar in Dakar, Senegal, in May. This West African 
ministerial will discuss ways to fight terrorism in the region. 

DoD Participation: Representatives from OSD (DASD-1evel), EUCOM, 
CENTCOM and the Joint Staff. 

DoD Benefit: These events are designed to promote US views on civil-military 
relations, military professionalism, defense modernization, human rights, as well as 
improving cooperative security arrangements. 

C1-J~:-:.U 'r '/:J:.;. 1;; 



Defense Committee (US - South African Cooperative Forum) is an annual 
bilateral meeting now scheduled for June, that supports the Security Cooperation 
Guidance goal of strengthening regional defense organizations. To do so, it: 

• Builds the South African National Defense Forces (SANDF) capability for 
crisis management that eliminates/reduces the need for DoD intervention. 

• Promotes stability in southern Africa and beyond by encouraging South 
Africa's leadership in conflict prevention/resolution efforts. 

• Emphasizes democratic principles and civilian control of the military. 

• Develops mutually beneficial armaments and technology cooperation. 

• Identifies areas for cooperative approaches to security and policy issues. 

DoD Participation: OSD (DASD~level), EUCOM, and Joint Staff. 

DoD Benefit: Reliable, mutually beneficial defense/security ties. Strengthens 
cooperation in DoD procurement of South African 155mmwarti11ery ammunition 
and evaluation of SANDF weapons systems that may meet US Anny requirements. 

Golden Spear An annual CENTCOM - ACSS sponsored seminar, scheduled for 
August in Ethiopia, that is attended by East African civilian and military leaders in 
order to discuss prevention, management, and mitigation of humanitarian crises. 

DoD Participation: Sec Def invited. DASO attends, as do CENTCOM, EUCOM 
and the Joint Staff. 

DoD Benefit: Supports OSD's Africa strategy, i.e. capacity-building for crisis 
management that eliminates/reduces the need for DoD intervention. Relationships 
we have built over the last three years are invaluable today in the war on terrorism. 

COORDINATION: None 

~ 
Prepared by: Marc B. Powe,L___J 

~..;.._..,.5ASD T · \.iv~ .. ._..._.... PDASD _I'-'-'~ (L..:...5 _ _ 



December 16, 2002 4:41 PM 

TO: Larry Di Rita 
L TG Craddock 

FROM: Donald Rumsfel~ 

SUBJECT: Intel and Clips During Travel 

I finished the trip to the Hom of Africa and the Gulf, having not seen a single 

day's intel or read a single day's news clips. I guess it was because the schedule 

was too tight. What do you think? 

Thanks. 

DHR:dh 
121602-30 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by 1-"l- { 2.-o / O~ 

011282 

11-L-0559/0SD/9716 
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TO: Larry Di Rita 
Col. Bucci 

FROM: Donald Rumsfeld \)\ 

SUBJECT: George Shultz on January 23 

December 16, 2002 2:40 PM 

Joyce and I will take George and Charlotte Shultz out to dinner at a restaurant on 

Thursday, January 23. It should be on the calendar. 

I would like to include Allen and Andrea Greenspan if they are in town. Someone 

ought to invite them and see if they would like to do that. 

Thanks. 

DHR:dh 
121602-20 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by I 7-1 ..Lo / o "2--

U1128) 

11-L-0559/0SD/9717 
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December 16, 2002 2:35 PM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld Vrfl 
SUBJECT: Letter to CDR Waddle 

I wou]d like to write a note to Scott Waddle, if you think it is not inappropriate, 

thanking him for his visit to Japan and the efforts he has made to apologize to the 

fami]ies of those who died in the accident. 

I cannot imagine how anyone could have handled an exceedingly difficult 

situation any better. 

Thanks. 

DHR:dh 
121602-19 

........................................................................ , 

Please respond by _.:....I i-....1.f_·;..o..:=...+-/_
1 

~......:v;.....· __ _ 
~ r 

Ul 128:S /03 
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December 17, 2002 3: 14 PM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld ~ 

SUBJECT: SecNav 

Please get me the information on the people we looked at for Secretary of the 

Navy last time, including the Duke Cunningham package. CJay Johnson probably 

has it over there if we don't have it, but we probably ought to have it. 

Duke called and is interested in doing it. He has an interesting background-he is 

an ace, flew in Israel in 1973 and 1974, and has had 12 years in the House. He 

says he is a team player and that he has no real problems, although l wrote down a 

couple he mentioned that we ought to at least be aware of. 

With respect to another candidate, he recommended Dan McKinnon, who is at 

North American Airlines. [ have never heard of the airline or McKinnon, but we 

ought to get him out of "Who's Who" and see what he looks like. He called Duke 

and asked to be considered. 

Thanks. 

DHR:dh 
121702-7 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ [~_f_')r.._ ... .,_,_/_ov ___ _ 

Ul 1286 /03 
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TO: Larry Di Rita 

FROM: Donald Rumsfeld'y/l

SUBJECT: Concerns-Budget, Intel Message 

December 17, 2002 7:59 AM 

I have a couple of concerns-one is the fact that I still don't know how we are 

going to handle our budget on the Hill-what the message is. 

Second, I asked Steve Carnbone and Rich Haver some time back to marshal our 

arguments for why Scowcroft's intel approach is wrong and ours is right. 

Scowcroft is now making more and more speeches, and we are not doing 

anything. We simply have to get it puI1ed together. I just looked at this clipping 

where Scowcroft says, "It is unfair to ask Tenet to take responsibility for all the 

intelligence matters when he has authority over only some of them. I think it's 

time we give him al] the tools he needs to do his job." The exact reverse of that 

can be said, when you simply say, "I think it is unfair to ask the Secretary of 

Defense to take responsibility for all military matters unless he has authority over 

the intelligence necessary to conduct military operations. I think it is time we give 

him all the tools he needs to do the job." 

We have to get something going on this fast. 

Thanks. 

Attach. 
"Notebook" p. 18. 

DHR:dh 
121702-3 
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Please respond by O I/ 03 (o3 ----------
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VERBATIM 

"War may sometimes be 
a necessary evil. Butno 
matter how necessary, it 
is always evil." 

•MYCARTER, 
fO'l"l'Mr Jwsident, afta 
acceptingNobelPeacehw 

"There's no other 
purpose to the cross, 
no communication, no 
particular message. It 
was intended to cause 
fear and to terrorize 
a population." 

CLARENCETMOMAS, 
U.S. Supnmte CowtJwtiCII, 
arguing to uphold the 
con.stitutionality of a Vi,ginia 
law thatbaflll cross buming 

"I will receive the 
vaccine along with our 
military. " 

GEORGEW. BUSH, 
announcingplanllfor 
smallpoxuacci~; he 
added that neither huifamily 
nor his naff will get them 

"I went from nothing 
to a pile of money as high 
as the World Trade 
Center. And then.just 
like the World Trade 
Center-poqf!-itwas 
gone overnight." ~ 

TED TURNER, ~ 
mwiamogul, at the United 
Nations, about the decline in 
hisAOL1im4'Wamer~ 

"He and I were frien<ft\ 
when he was little. 
I watched him grow up, 
but, you know, you dangle 
a baby over a balcony, 
and that's it for me." 

CHER, 
on.tinger Michael Jac/csQn 

-· New York TUIIOJ (2), ""· Laos ~I r.,,... 
USA Today 

18 

NOTEBOOK 

WHEN HENRY KJSSINGER 
accepted President 
Bush's appointment last 

month as head of an independ
ent commission to investigate 
Sept.11,thelegendary 
diplomat declared that he 

would not bow to political 
pressure. And when it came 
to his lucrative consulting 
business, Kissinger refused 
Democratic demands that he 
publicly disclose the extensive 
list of clients that employ 

Now an ex-eoanmission chief: 
he wouldn't reveal Ns clients 

Kissinger Associates Inc. But 
last week the Senate Ethics 
Committee informed him 
that under congiessional 
financial-disclosure laws, he 
was required to reveal his 
international company's clients. 
Though the White House 
backed his attempts to keep the 
list secret, Kissinger resigned 
his post on Friday. While saying 
he would oompJy with 
whatever financial-disclosure 
rules were imposed on other 
members, Kissinger said he 
feared the controversy would 
dog his firm and tie up the 
commission's work. A frustrated 
Kissinger simply had had 
enough. Says a Republican with 
close White House ties: "He 
didn't look for this job. The job 
looked for him. He's 79; what 

does he need it for?" 
With Kissinger's 

departure, the com
mission is in disarray. 
1\vo days earlier, 
former Senate majority 
leader George 
Mitchell, vice chair
man of the panel, 
resigned rather than 
leave his law firm. 
Victims' families are 
lobbying for the 
appointment of former 
New Hampshire 
Republican Senator 
Warren Rudman to 
head the inquiry, but 
the White House is 
unlikely to tap him. 
Sources tell TIME that 
one of the Admin
istration's top choices 
to replace Kissinger is 
another Republican 
veteran, David M. 
Abshire,ambassador 
to NATO during the 
Reagan years. The 

~ White House, taken 
i aback by Kissinger's 
; abdication, has to make 
i sure this choice sticltS. 
~ -By,,_.,, Ralne,a,; 
f Malllew Cooper and 
; Mldreef WefsslqJi 



TO: 

FROM: 

Larry Di Rita 
Co1. Bucci 

Donald Rumsfeld 
·~ 

SUBJECT: Nuclear Weapons Conference 

December 17, 2002 7:59 AM 

P]ease set a meeting for me with Steve Cambone and J.D. Crouch to discuss this 

Chris Williams' memo. I am concerned about it. 

Thanks. 

Attach. 
12/03/02 Chris Williams memo to SecDefre: Nuclear Weapons Conference 

DHR:dh 
121702-2 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ u_· 1-+/_1_,:J-+-,/_(1_3 __ _ 
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~ 
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December 3, 2002 

MEMORANDUM FOR SECRET AR~ o: ~~ 
FROM: Chris Williams UffA} 
SUBJECT: Nuclear Weapons Conference 

---

~ '~ ou may be aware that plans are underway for a senior-level meeting of OSD, 
STRA TCOM, and NNSA officials early next year to discuss various nuclear weapons
related issues. The purpose of this memorandum is to apprise you of my thoughts on the 
potential value of such a conference and to suggest certain steps that could help ensure 
chat the meeting meets your priorities an<l purposes. 

I am convinced that 1/ done right such a conference could yield significant 
benefits. First, it could focus much-needed attention on nuclear weapons matters. While 
the Nuclear Posture Review (NPR) was a major success, both politically and 
substantively, there (understandably) has been a dearth of high-level attention paid to 
nuclear weapons issues since 9-11 and the onset of the global war on terror, planning for 
military operations against Iraq, etc. Second, it could help reenergize post-NPR 
implementation and settle open issues. I understand that many NPR-directed actions are 
now underway or have been completed; still, there are several important follow-up items 
that are hanging fire due to bureaucratic resistance and/or policy disagreements. And 
third, promoting a dialogue between the various staffs on these matters can serve to 
decrease misunderstandings and ensure that your agenda is being eff ective)y and 
efficiently implemented. 

To ensure a successful outcome from the conference, it is important that you place 
your imprimatur on the conference and drive the agenda. Some elements of OSD are 
already seeking to coopt the agenda for this conference. In particular, the Assistant to the 
SecDef for Nuclear, Chemical, and Biological Matters (A TSD/NCB) and his staff are 
trying to restrict the agenda to current technical issues/problems with the stockpile. 
While important, this is but a small subset of what the conference attendees should 
discuss. 

In order to jumpstart this process, I respectfully recommend that you task J.D. 
Crouch to prepare an agenda for the meeting for your consideration and make it known 
that J.D. is your representative to the conference, charged with ensuring that your vision 
and agenda for the conference is fulfilled. 1 am confident that J.D. will do a fine job in 
that capacity. 

Once again, if there is any way I might be of assistance to you or your staff on 
this or any other matter, please do not hesitate to contact me. Best regards, sir. 

11-L-0559/0SD/9723 
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December 17, 2002 7:19 AM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld J~ 
' 

SUBJECT: Carol Adelman 

Carol Adelman would like to have her name in for the AID Millennium Challenge. 

Thanks. 

DHR:dh 
121602-41 
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December 18, 2002 7: 21 AM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld 

SUBJECT: Invitation 

Here is an invitation that came in to me Tuesday afternoon, and I read it Tuesday 

night about 8:30, sitting at my table eating dinner. 

If there is something that time sensitive, I would think people would want to come 

in and ask me about it instead of just sticking it in my in box or letting it lie 

around. 

Thanks. 

Attach. 
Bahrain invitation 

DHR:dh 
121802-7 
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SnowRake 

December 18, 2002 7:42 AM 

TO: Marc Thiessen 

FROM: Donald Rumsfeld ''). (;~ 

SUBJECT: Qatar Remarks 

The remarks at Qatar were terrific-let's use that as a standard. 

Please see if you can get the tape, see what was actually said and then edit the 

prepared remarks so they more closely follow that. 

Thanks. 

DHR:dh 
121802-9 
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TO: 

FROM: 

Larry Di Rita 
Col. Bucci 

Donald Rumsfeld v~ 
SUBJECT: Barry Blechman 

December 18, 2002 7:05 AM 

I wou]d like to have lunch with Barry Blechman sometime in January. 

Thanks. 

DHR:dh 
121802-2 
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THE SECRETAH!Y OF DEFENSE 

WASHINGTON 

Dr. Barry M. Blechman 
CEO and President 
DFI International 
1717 Pennsylvania Ave., NW 
Suite l 300 
Washington, DC 20006 

Dear Barry, 

Thanks for returning the tape and giving me a DVD 
version. 

lf you think you were young, think how young I was! 

I would very much enjoy a visit, and I will have the 
office give you a call so we can sit down and have a cup of 
coffee or lunch sometime in January . 

. ---~ 

Regard~. 
' 

11-L-0559/0SD/9729 



D 1: I I N T [ ll N "'. ·1 I 11 N A L 

The Honorable Donald R. Rumsfeld 
Secretary of Defense 
The Pentagon 
Washington, DC 20301 

Dear Mr. Secretary, 

l-1<11-r, fl-1. IHer.hman 
' . '·~ ~ ,.111' J }, · f. '1 U, 

December 9 1 2002 

SECDEF HAS SEEN 
DEC 18 2002 

Thanks very much for the allached video tape containing news clips covering 
your public service in the 1970s and, for some inexplicable reason, the interview with me 
(as a child) commenting on one of your policies. lt was a real walk down memory lane 
to see the various pieces on the tape and relive my years at Brookings. I was so sure of 
my opinions in those days, despite the absence of relevant experience, as I guess younger 
people tend to be. 

I'm also enclosing a DVD version of the tape, which you might find easier to use 
if you want to view it again. All the dead spaces are cut out. and there's a table of 
contents that permits you to view any one piece without cyc1ing through all the previous 
ones. 

We had a good meeting of the Policy Board last week. The next six months look 
like very important ones for the administration and for the nation. If you ever have the 
time and would enjoy an opportunity to talk them over with an older and, I like to think, 
wiser, Barry Blechman, I'd certainly be happy to accommodate myself to your schedule. 

Enclosures 

Yours trnly, 
.,,..-7 

ct'd···· ,,,-
- . ..- l~(,/2-·;1 

__ ./ 
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December 18, 2002 7:12 AM 

TO: Dov Zakheim 

FROM: Donald Rumsfeld \J 
SUBJECT: Weekly Repon 

This weekly report is helpful. 

Thanks. 

Attach. 
12113/02 LISD(C) memo to SecDdre: Weekly Report 12/13/02 [Ul9594-02) 

DHR:dh 
121802-5 
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UNDER SECRETARY OF DEFi~~,..;;::,' C :> .. ,:~ :::~ 
1100 DEFENSE PENTAGON 

WASHINGTON oc 20301-11~2~ rSfCDl!f l,JAS 

COM..-rROLLER 

FOR: SECRETARYOFDEFENSE 

FROM: Dov S. Zakheim ~ 
SUBJECT: Weekly Report 12/13/02 

INFO MEMO 

December 13, 2002, 1 :30 PM 

• We have reached a tentative agreement on a FY 2004 topline of $378 billion. 0MB 's 
passback had proposed a topline of $373.8 billion. Based on our appeals, 0MB 
restored most of its original reductions. W.e do not have agreement on the military 
pay raise. 0MB insists on a 2 a ai · icaf t v he 
President. The plus .5% formula currently in law results in a pay raise of 3.7%. 
W'e reached a compromise on the shipbuilding program. 0MB agreed to our proposal 
to allow the first ship of a class to be incrementally funded in the R&D account. 
However. they insisted on full funding of the Virginia~class submarine. This results 
in a bill of around $1.2 billion in FY 2004. There may also be other bills that we wil1 
have to resolve with 0MB; FIA is one prime - unresolved- example. 

• The budget review process is nearly complete. The PDM is signed; all the major 
decisions have been made. The job now is to close out all the remaining budget 
issues and balance to the FY 2004 topline of $378 billion, as well as the outyears. 
The Services' greatest concern is the size of the bills they have been asked to finance 
within their topJines. We wiU try to ameliorate those bilfs as much as possible, but the 
Services do have a diallenge to balance their programs within the guidance they have 
received in the PDM and the budget decisions. 

This week I received and was briefed on the final financial statements of both the 
Components and defense agencies. No ComptrolJer / CFO has ever persona11y 
received and been briefed on financial statements. We identified many needed 
improvements to processes and policies. The OIG, GAO, and 0MB participated in 
the meetings, and are working with my staff to incorporate these improvements and 
resolve remaining issues. We will conduct these reviews again at mid-year. 

• We are continuing to work with the Services to scrub the projected costs of the on
going war on terrorism. We have invited the 0MB staff to join us in the review of the 
requirements so they have a better understanding of the magnitude of the costs. The 
Service requests exceed $33 bilJion. We should have a more definitive number within :~:-r.~ 

'. ,.,.·,~ ... /•~/ .. _., MA BUCCI 0 
EXECS1:C wtlTMORE 
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• I am working with State, NSC, and soon 0MB, to identify FY03 resources to make 
available to Jordan. I will provide you more detail next week. 

• On December 7, the President signed the Presidential Determination to allow DoD to 
use the remaining $92 million of the $97 million drawdown authority included in the 
Iraqi Liberation Act to train and equip indigenous forces. We are working with the 
Joint Staff and the Defense Security Cooperation Agency to determine the allocation 
of the drawdown authority by Component. The Joint Staff is will brief you in the near 
future to get approval to proceed with this mission. 

• I hosted a working luncheon on Wednesday with Treasury's Under Secretary for 
International Affairs John Taylor, State's Afghan Coordinator David Johnson and 
Under Secretary Alan Larson, Dr. Zal Khalilzad from the NSC, and Joe Collins from 
Policy. This is the core working group formed to develop a coordinated 
reconstruction and security plan for Afghanistan, and evaluate progress. Among other 
topics, we discussed potential Anny Corps of Engineers (CoE) Program Management, 
Afghan Judicial issues and their Customs effort, and the feasibility of engaging China 
for coalition support. 

I met with World Bank President James Wolfensohn on Thursday to discuss the status 
of road construction in Afghanistan. I broached with him the feasibility of using the 
CoE to aid them in the reconstruction of the road they are funding. I am also looking 
into the possibility of split funding of CoE participation between the DoD and the 
World Bank. 

• Bill Reed, Director of DCAA, reports that DCAA's Minneapolis Branch Office is 
currently performing an incurred cost audit on NCS Pearson's time and material 
contract for the Transportation Security Administration. The contract scope includes 
the hiring of 40 thousand passenger screeners at 429 airports. To date, the $103 
million contract is in a substantial overrun status with invoiced costs.standing at 
$567.4 million through October, and with a current estimated final contract cost of 
$640 million. TSA is withholding $200 million of the contract billings until DCAA's 
fully reimbursable audit is complete. 

COORDINATION: NONE 
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TO: 

FROM: 

Larry Di Rita 
Col. Bucci 

Donald Rumsfeld1} 

SUBJECT: Joint Education 

December 19, 2002 7:58 AM 

I need a meeting with David Chu plus Gen. Franks, Gen. Pace, and maybe 

Gaffney, ADM Giambastiani, and three or four other people to talk about how we 

get education so we are joint. 

Thanks. 

DHR:dh 
121901-l 

........................................................................ , 

Please respond by __ 1_·~_1-t-/ _1 _> If-/_, 3 ___ _ 

/ 
U 112 9L:. / 0 3 
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TO: 

FROM: 

Larry Di Rita 
Col. Bucci 

Donald Rumsfeld --v;'.,. 
SUBJECT: McLaughlin Briefing 

December 19, 2002 8:00 AM 

I need a briefing with John McLaughlin of the CIA. I would like Gen. Pace to be 

there with me. John McLaughlin knows what it is about. I think we should try to 

have it at 8 am tomorrow, Friday, so Gen. Franks can see it with us. 

P1ease try to set it up. 

Thanks. 

DHRdh 
121902-4 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 1_1··+-f !'-cl'-+[_' o_·i_,,,-___ _ 

p 
U1129] /03 ~ 
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December 19, 2002 8:27 AM 

TO: Larry Di Rita 

FROM: DonaldRumsfeld0 

SUBJECT: GDP Comparison 

What is the GDP per capita in South Korea compared to North Korea? How many 

times difference? 

Thanks. 

1)1-llhlh 
l11'JO!-o 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by ( -:.1 ~ 
7· 

\ t,~ 
\/// 

---···----------
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Snowflake 

December 19, 2002 8:27 AM 

TO: Larry Di Rita 

FROM: Donald RumsfeldcJ. 

SUBJECT: GDP Comparison 

What is the GDP per capita in South Korea compared to North Korea? How many 

times difference? 

Thanks. 

DHR:dh 
121902-6 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Pleaserespondby Ol~ 
7 

\~\ 
\/]/ 
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NORTH KOREA 

CIA WORLD STATE WORLD 
DIA FACT BOOK DEPARTMENT BANK 

POP (MILLIONS) 21.2 22.2 21.2 21 

LITERACY RATE 96% 99% 99% 98% 

LIFE EXPECTANCY 51.3 71 51.5 70 
MALE 48.8 68 49 67 
FEMALE 53.8 74 54 73 

INFANT 
MORTALITY RATE 67 I 1000 23 / 1000 88 / 1000 8 / 1000 

GDP (BILLIONS) 25 21.8 21.8 22 

GOP PER CAPITA $1,100 $1,000.00 $900.00 $1,000.00 

%GROWTH 0 -3.00% -1% 1% 

SOUTH KOREA 
CIA WORLD STATE WORLD 

DIA FACT BOOK DEPARTMENT BANK 

POP (MILLIONS) 48.3 48.3 47.5 47.6 

LITERACY RATE 98% 98% 98% 98% 

LIFE EXPECTANCY 74.8 75 75 73 
MALE 71.2 71 71 
FEMALE 79 79 79 

INFANT 
MORTALITY RATE 7.5/1000 7 / 1000 8 / 1000 8/ 1000 

GOP {BILLIONS} 865 865 434 422 

GDP PER CAPITA $18,000.00 $18,000.00 $9,000.00 $10,000.00 

%GROWTH 3.30% 3.30%, 3% 5% 
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Snowflake 

TO: Paul Wolfowitz 
Doug Feith 

FROM: Donald Rumsfeld"\)f\. 

SUBJECT: Israel 

December 19, 2002 2:36 PM 

Everything I said to the Israeli MoD was in the Israeli press yesterday. I just don't 

think we probably ought to meet with those folks much anymore. It is just 

irresponsible. We are going to have to cut the meetings down and scrub 

somebody's head and be careful what we say. 

Thanks. 

DHR:db 
121902-10 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by Pl { U 3 / iJ 7. 

Ul 1297 /03 
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December 20, 2002 10:12 AM 

TO: John Stenbit 
Ken Krieg 

FROM: Donald Rumsfeld ~ 
SUBJECT: Defense Security Service 

I just read Paul's memo on restructuring the Defense Security Service. It sounds 

to me like a good news story. Congratulations. 

Thanks. 

Attach. 
11/26/02 DepSecDef memo re: Restructw-ing the Defense Security Service (DSS) 

OHR:dh 
122002-8 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by ________ _ 

u1129B 103 
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Information 

Memorandum For: 

From: 

Subject: 

November 26, 2002 

SECOEf HAS SEEN 
uc.( SO 2001 

As part of its ongoing review of defense business agencies, the Senior Executive 
Council recommended and I decided to approve the divestiture of personnel 
background security investigations and the purchase of those services through the 
Office of Personnel Management (OPM). This is the first implementation of a 
series of efforts on Defense Agencies that I expect we wilJ develop over the next 
twelve months. 

Background - The Defense Security Service (DSS) is a defense agency with 
approximately 2,400 employees. The largest segment of DSS ( employing 
approximately 1,800) conducts background investigations for DoD. Several years 
ago. OPM spun a similar investigative services unit out as a private corporation. 
After a start-up curve, the private company and the market competitors around it 
have begun to perfonn well. Over the same period, DSS struggled to modernize 
its processes and keep up with demand. Today, DoD splits its investigative needs 
between DSS and private companies who operate through OPM contracts. 

Proposal-- With the support of the SEC, John Stenbit and his organization have 
redesigned the business process of investigations and concluded that DoD adds 
little value in maintaining this capability in-house. Working with OPM, DoD has 
developed an approach in which we will divest the roughly 1,800 investigative 
positions and OPM will, in tum, hire those workers who want to remain in 
government service. We expect that some portion of the employees will opt to 
retire and, instead, join one of several private companies now providing such 
services to the federal government through OPM. 

This approach will leverage the success OPM and the private sector have had over 
the last several years in this area. It will also give most of the current employees 
several career options. It will get DoD out of the business of managing this 
function and allow it to concentrate more effort on security functions where we 
can add value (counter-intelligence and allocation of clearances among others). 
Lastly, committing to a greater use of private services over time will pe.nnit the 
continued development of a competitive market. 

11-L-0559/0SD/97 41 



Timeframe - We anticipate announcing this move in early December. The 
announcement timing is tied to the need to inc1ude fee for service funding vs. 
appropriated funding in the FY'04 budget submission to the President. 
Implementation of the approach would take place in FY'03 with completion by 
early FY'04. This would be a quicker implementation pace than similar 
alternatives - creating an employee owned company (which would require 
legislation) and outsourcing the effort ourselves (which would require either an A-
76 study- 2-3 years) or the much longer time frame of outsourcing as people 
retire. 

We can provide a briefing on this subject if you would like. 
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TO: Deputy Secretary of Defense 

FROM: 

DATE: 

Secretaries and Under Secretaries of the Military Departments 
Chairman of the Joint Chiefs of Staff 
Vice Chairman of the Joint Chiefs of Staff 
Service Chiefs and Vice Chiefs 
Undersecretaries of Defense 
Assistant Secretaries of Defense 
Steve Cambone 
Larry Di Rita 
Andy Marshall 
Admiral Giambastiani 

Donald Rumsfeld ;..-· ... ~ vf ---~ 
July 16, 2002 

SUBJECT: Priorities 

9:09AM 

With the "sense of urgency" memo in mindt please think through what you believe 

to be the top ten priorities the Department ought to have for the next 6 - 18 

months. 

Be prepared to discuss when we next meet on the "way ahead" memo. 

Thanks. 

DHR/azn 
071602.07 

Please respond by: _______ '1-----'\_&_'S_,_o_~ ________ _ 
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December 20, 2002 10:26 AM 

TO: L TG Craddock 

FROM: Donald Rumsfetal) [\ 

SUBJECT: Map 

I wou]d like to see a map oflraq superimposed on a map of the US. 

Thanks. 

DHR:dh 
122002-13 

•••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 0_r_(_v_?J.../ o....;.j __ _ 
~\':> \~ ~Cl 11,,jC.,. 

~~ ~e1...l (;::, ~61,...~ I~ 

~ 
~ 

U11299 /03 ~ 
~ 

}J 
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TO: 

FROM: 

SUBJECT: 

Larry Di Rita 
L TC Craddock 

Donald Rumsfeld <'1)'(\.. 

Hurricanes 

December 20, 2002 7:27 AM 

You know we do that hurricane-watching business off Mississippi for Trent Lott 

with a bunch of airplanes and troops and things. I guess it is the kind of thing that 

c1early ought to be done by NOAA. It seems to me now is the time to move it. 

Please find out who knows what to do, and let's talk about it and get it done. 

Thanks. 

DHR:dh 
122002-2 

.......................................................................• , 
. I Please respond by __ (_.·, 1___,_( _1 _:;~_;;_:::; __ _ 

((_, 

c:, 

U 11 '.·~ ;"' 0 / 0 3 ~ 
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TO: 

FROM: 

DATE: 

Larry Di Rita 

Donald Rumsfel~ 

December 21, 2002 

SUBJECT: Sec Def Gifts 

8:46AM 

Here is the gift book. I am concerned about it. J wonder about a few things: 

1. I would like the thank you notes in appreciation for all these gifts in 

the book with them so I can look at the thank you notes and see if they 

are appropriate when I look at the gifts. I notice that a number are 

not in the book, and I notice that of the ones that are in the book, 

some seem not appropriate. 

2. I would like you to find out why we can't pay the Department of 

Defense cash instead of the US Government. J would rather have the 

Pentagon get the money I am paying that I don't need to be paying, 

and since it is voluntary on my part, I can't see that anyone can say 

that I shouldn't be paying it to the Pentagon instead of the US 

government. 

Let me know what you think. 

Thanks. 

DHR/azn 
122102.01 

Attach: Gift Book 

Please respond by: ________ IJ._J_a_J_. ----------

u, 1 ·;,101 ~ ·- ., 
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TO: Larry Di Rita 

FROM: 

DATE: 

Donald Rumsfeld V~ 
December 21, 2002 

SUBJECT: Gifts 

9:10AM 

The gift from Doc Fogelsong, ·who gave me a western wreath I've never written 

him a thank you. The gift from Joe Ralston, a bottle of red wine, and a book 

from Judith Miller I never thanked them for. 

I am concerned about how the gift stuff is being handled. 

See me. 

Thanks. 

DHRlazn 
122102.06 

I ! 

Please respond by: _______ 1 .-,-J_: f-j o_;. _________ _ 

\J11302 /03 
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TO: Larry Di Rita 

FROM: 

DATE: 

SUBJECT: 

Donald Rumsf eld '1)}\ 

December 21 , 2002 

10:58 AM 

~tells me that in reference to my checking accounts, anyone who sees a 

check and knows the number can access it and find out what my balances are 

and what I am doing. 

Last night at the hospital, one doctor asked if I was in under an anonymous 

name and Baxter said no. He mentioned that all of this stuff goes on the 

internet. I think we better start taking a look and seeing how the privacy issue is 

being handled for me. I think it is a little risky to not know. We at least ought to 

have some understanding. 

Please have someone take a look at it. 

Thanks. 

DHR/azn 
122102.12 

Please respo11d by: _______ 1 ... l '-1 o_.l __ o_~-----------
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Snowllake 

December 23, 2002 5:03 PM 

TO: Doug Feith 

CC: Paul Wolfowitz 
Gen. Myers 

FROM: Donald Rumsfeld \} 
SUBJECT: Israel 

I don't think you acting as the link with Israel is right. I think we need someone at 

the political level in Israel in the event something is to happen. Someone there 

simply having your phone number isn't going to do it. 

Please see me and let's get a new plan to supplement the two-star who is going to 

be there. 

Thanks. 

DI-IR:dh 
122302-58 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 0_1 ...... /-'-!-''/'-'l/c..;:;' J_1~---

U1130h /03 
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12:36 PM 

TO: Honorable Colin Powell 
Honorable Condoneezza Rice 

FROM: Donald Rumsfeld f}ll. 
DATE: July 16, 2002 

SUBJECT: FYI 

I thought you would both find the attached article from The Washington Post 

interesting. 

Thanks. 

DHR/azn 
071602.21 

Attach: "Wobbly Words", by David S. Broder, The Washington Post (7/15/02) 
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·TH.t: WASHINGTON PoST 

· David S. Broder 

Wobbly Words 
The confidence crisis that has over

taken the Blllh admiruatration has many 
dimensions, but at bottom, it comes 
down to a single question: C.an you take 
this president's words seriously? . 

For moat of his presidency and, in
deed, his political career, George Bush 
has enjoyed the reputation of saying 
what he mearui and meaning what he 
says. But now uncertainty is infecting 
both foreign policy and domestic is.,ues 
and stretching from the Middle F.ast to 
wan Street. While his personal approval 
scores remain very high in the polls, he 
is building a catalogue of policy contra
dictions and retreats that threaten to 
undennine his leadership. 

Presumably, at 90me point the stock 
market will recover, but the first returns 
on Bush's efforts to restore confidence 
in wan Street were anything but en
couraging. In the first two days after 
Bush journeyed to the heart of the fi. 
nancial world on a aeU,as.qned mis.,ion 
to banish the world's worries about the 
integrity of corporate America, the Dow 
Jones indllStrial average fell more than 
400 points and the Nasdaq market index 
hit its lowest mark since 1997. 

This was not what Bullb had in mind 
when he opened hill Tuesday monung 
address on Wall Street with five suc
cessive paragraphs setting forth all the 
reasons that confidence in the American 
free enterprise system •is well-placed.• 

"We can be confident,• he declared, 
not only becauliC of ·the amazing 
achievements of American workers and 
entrepreneurs~ but because ·America is 
taking every neces.wy step to fight and 
win the war on terror" and because iast 
year, we passed the biggest tax cut in a 
generation~ to spur economic growth. 

Whether this was juat rhetoric or was 
meant to be taken seriously, Bush's 
words clearly linked confidence in him 
and his policies with trust in fJnancial 
markets and the cotpOnte culture from 

which he sprang. 
But a CNN/USA 

Today/Gallup Poll re
leased soon after Bush 
spoke shOMd only two 
out of live Americina 
think the United 
States and ita allies are 
winning the· war on 
terrorism. fewer than 
those who think it a stalemate. 

A(UJ(fl5 

And Friday, the president's budget of- · alive." When asked about the elusive 
fice announced that instead of runnillJ a terrorist last week, Bush pretended he 
small surplus this year, the government hardly matters, answering a question on 
is headed for a deficit of as much as$165 bin Laden with the remark that "the war 
billion, a warning signal about the ew, on terrorism is a lot bigger than one per· 
nomic future. son: 

BU9h's personal performance hu Three month8 ago, Bush i11Sued an uJ. 
. added to the wobble in confidence. The timatum to Ariel Sharon to withdraw Is· 

last-minute news conference in which raeli forces from Palestinian territories 
he retumed to the public stage from his in the West Bank "without delay." Last 
Independence Day holiday was the . week, with the Israelis still there, he 
weakest, most inarticulate showing he aaid, he will *call upon the Israelis, as se
has made since the early months of his · curity improves, to allow for more free
presidency. Asked repeatedly about ~ · dom of movement by the Palestinian 
sale of stock in Harken. Energy Corp., , people.• 'That's quite a difference. 
where he was a director, shortly before In the real world, where presidents 
it had to revise upward its reported log. must operate, friends and foes are con-
es for the year, he responded eight tima stantly testing and assesBing how seri-
with variations on the words, "It. haa oualy they must take the words of any 
been looked at by the SEC; the Securf. . leader. We do ilot know how Sharon or 
ties and El[change Commission, which Yasser Arafat (who's been told by Bush 
found no reason to challenge the legality to take a hike) or Saddam Hussein or 
ofhisaction. bin Laden gauge this American presi-

When Bush is feeling defensive. he dent. 
seems to think that reiteration is as ef- But last week, America's allies in the 
Cective as explanation or persuasion. It United Nations defied a Bush adminis-
is not, but it is better than outright con- tration threat to end U.S. participation 
tradiction. And it turns out that, as a in the Bosnia peacekeeping operation 
Harken director, Bush received two low- unless our troops were given blanket im, 
interest loans from the corporation to fi. munity from possible prosecution by 
nance his purchase of company stock- lhe new International Criminal Court. 
the very kind of transaction that he con- Instead, the United States will seek a 
demned in.his Wall Street speech. temporary exemption,, leading one WI· 

The problem is deeper. It involves named diplomat to tell The R,st, "the 
policy reversals as well as personal con- American8 blinked." · · 
tradictions. Nine months ago, Bush said Too 11WlY back~ in too short a 
he wanted Osama bin Laden "dead or time. · 
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Snowllake 

TO: 

CC: 

FROM: 

Gen. Myers 

Doug Feith 
Steve Carnbone 
Larry Di Rita 

'(oei" (tM,U: 

Donald Rumsfeld 'Qf\. 
SUBJECT: Changes to Special Operations 

December 23, 2002 

.. ~·' 
/,.,.,/ 

/ 
i,.1· ,. 

When and how should we announce the changes in Special Operators? We have 

made a package of dedsions. Have the instructions been issued? Has the 

g~idance been made? Has the budget been adapted? 

Steve Cam bone, you probably ought to be the one to pull together what we ought 

to do here. 

Thanks. 

DHR,dh 
!2lJO"-:'-

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
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Please respond by ,;, I i ' ._. I .. ":~~ 
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Presenter: Secretary of Defense Donald 11. Rumsfcld Tuesday, January 7, 2003 

DoD News Briefing - Secretary Rumsfeld and Gen. Myers 

(Also participating was Gen. Richard B. Myers, Chairman, Joint Chiefs of 
Staff) 

Rumsfcld: Well, good morning. and happy New Year. 

Ever since the global war on terrorism began, ,.,e have pointed out that it is a war unlike any 
other war that our country has ever fought, and that victory will require new ways of thinking, 
new ways of' fighting, as well as a good deal of patience and resolution. 

In the 20th century. for the most part our country faced armies, navies and air forci.::s. And 
today we face adversaries that do not engage us on traditional fields of battle; rather, they 
target innocent men, \l.'Omcn and children. The challenge we face in the global v.·ar on terror is 
to root out those terrorists and terrorist networks that threaten our people; to find them, 
dismpt them, capture, drive them from their safo havens, and prevent them from murdering 
more of our citizens. 

Over the past year. men and women in uniform have done a truly remarkable job, 
notwithstanding the fact that the Department of Defense is, for the most part. still organized, 
trained and equipped to fight armies. navies and air forces, not to target small cells or even 
individual terrorists. One of our most important goals, then, is to transform for the 21st 
century, and one of the key areas where we're doing so is in the U.S. Special Operations 
Command. In Afghanistan and elsewhere, we've seen the indispensable role that Special 
Operation Forces have and are currently playing. 

Today we're taking a number of steps to strengthen the U.S. Special Operations Command so 
it can make even greater contributions to the global war on terror. In the 2004 budget, we arc 
requesting an increase in Special Operations Command's budgets; that added funds arc 
needed to pay for equipment losses that occurred in Afghanistan and elsewhere, and for 
additional equipment as well as additional forces. Some of those new troops will be assigned 
to the Army's 160th Special Operations Aviation Regiment, which specializes in flying 
combat forces behind enemy lines. 
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Others are needed for operntional planning and will be assigned to the Special Operations 
Command and the regional theater command headquarters. 

Special Operations Command will function as both a supported and a supporting command. 
Since 1987 the Special Operations Command has been organized as a supporting command, 
meaning it provides warriors and materiel to the various regional combat.ant commanders, 
who then plan and direct missions. By organizing at SOCOM headquarters in Tampa, as well 
as at smaller theater Special Operations commands in regional theaters, the Special 
Operations Command will have the tools it will need to plan and execute missions in support 
of the global war on terror. This expanded operational role will be in addition to the current 
role it plays as a supporting command. 

The Special Operations Command will also continue its efforts to work with the various 
geographic unified combatant commands and U.S. allies to disrupt and dismantle terrorist 
networks. To assist it in its expanded mission, over time, the Special Operations command 
will be divested of various missions, such as routine foreign military training and civil 
support, that can be successfully accomplished by other forces, U.S. forces and/or agencies. 

The global narure of the war, the nature of the enemy and the need for fast, efficient 
operations in hunting down and rooting out terrorist networks around the world have all 
contributed to the need for an expanded role for the Special Operations forces. We are 
transfonning that command to meet that need. 

General Myers? 

Myers: Thank you, Mr. Secretary, and good morning. 

As we begin the new year, our military forces arc poised around the world, ready lo meet any 
threat. 

Specific to the Persian Gui f. the tlo\v of forces to the region continues. You've seen a few 
units depart for the Gulf and can expect that deliberate force flow to continue. And while 
there has been no decision about Iraq, we want to ensure that we arc prepared to provide the 
president as much flexibility as possible. 

In Afghanistan, I'm pleased to announce that today the 5th Battalion of the Afghan National 
Anny graduated 452 newly trained members. Meanwhile, the 6th Battalion. with over 700 
participants, is conducting its seventh week of training. 

And I think I'll stop there, and we'll take your questions. 

Rumsfold: I should add that at the conclusion of our briefing, we have a couple of senior 
Defense of1icials who will be available on a background basis to discuss the Special 
Operations Command and various changes that will be undertaken as a result of the 
comments I just made. 

Charlie's not here? 

Yes? 
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Presenter: Senior Detense Official~ Tuesday, January 7, 2003 

Backgrounder with Senior Defense Officials on Special Operations 

(Backgrounder with Senior Defense Officiab on Spccial Operations) 

Staff All right, thanks for joining us for this continuation, background briefing, is what we 
this afternoon for you. Most of you know at least our senior defense official. who will be 
talking to you this afternoon. We also have a senior military official. And those are the two 
ways you can refer to them in your stories, tl,c attribution for this. 

This briefing will go for 29 minutes. since it's one mmu1c after 12-00. We do huvc to clear out 
at I 2·JO. 

So with that, I'm going to let both our officiab come up here and get this going. 

U S · 1 Senior Defen~e Official: Afternoon. everybody. How are you'' _ peci1;1 _RQPorts 

-_.J Search 
Di<l you really get fi,,,e in the last one? 

_ Q:(Off mike.) 

CJ News Archive 
Senior Defense Official: Gee, that\ prcny good. 

~~ Ne.w$ by_~mail 

Other News 
Sources 
Updated: 07 Jan 2003 

Q: Four and a half 

Q: That's w·hat happens when people don't answer questions. (Laughter, cross talk.) 

Q: That's not going lo happen today. though, is it? 

Senior Defense Official: No, because I'm going to start out with two noes. No operational 
details -- None. Zero. Zip. "Nada" -- about the Special Operations forces, about their missions 
and activities. We're not talking operations, okay? That's -- we can just get that off the table. 

The other is the budget, as you know, is the president's where he's got it. They're shipping it 
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over there in the next few days, in fact today, and they will decide in the next few days on 
what the final numbers arc. So you use numbers and percentages at your own hazard on those. 

Let me set some context for you. This is-· this decision about giving the Special Operations 
Command new responsibilities is of a piece with the broader adjustments that have taken 
place with respect to the unified commands over the last year or so. 

You'll recall we have stood up Northern Command. We have created a new command by 
merging the old Strat Command and the old Space Command into a new Strategic Command 
in order to provide the wherewithal for the president to have at his disposal the means to 
operate on a global scale with stmtcgic capabilities. We made adjustments in Joint Forces 
Command and its assignments. And then we have worked with the Special Operations 
Command to adjust it as well. In all four cases, wc have been trying to arrange those 
commands and give them the kinds of responsibilities anJ authorities that match the needs of 
the environment we arc in and the one wc anticipate. 

So this is not an odd thing that has taken place, it is of a piece. It is particular with respect to 
the current war, to be sure; that is to say they have an Jmmcdiate role to play, and so it has an 
impact. But it is nf a piece with the larger restructuring of the command relationships. 

Special Operations Command itself·- just a word on that. There is a unified headquarters, 
Special Operations Command. There is a Joint Special Operations Command, which is their 
training and integration command. And then Special Operations Command docs have, in each 
of the thcalcrs out there in the region -- in the regions what is called a TSO(\ a Theater 
Special Operations Command. And it has·· those commands arc historically the ones who arc 
involved in much of the planning that takes place within the theater. And they have 
historically been in the role of supporting the regional combatant commanders. So whether 
that's CENTCOM or PACOM or ElJCOM, Southern Command and so forth, those Theater 
Special Operations Commands have been in a supporting role to that combatant commander. 

The essence of what is being asked here is that in the future, those TSOCs [Theater Special 
Operations Command], again working back through the unified command at Tampa, through 
Special Operations Command, could be in a position that they would he supported by the 
regional combalant commander in a military operation. And that is a significant changes in 
relationships and gives the Special Operations Commands a bit more t1cxihili1y. 

What docs that mean in practical terms? What it means in practical tcnns is that the Theater 
Special Operations Command would have access to Marine units in the region, air units, 
naval units, Army units and so forth, which would act in response to its direction and control. 

In terms of what we've done here -- and I'll gi vc you sort of broad outlines of what we have 
proposed forward in the budget process and as a result of some of the internal work that has 
been ongoing since the summer -- we have proposed giving the Special Operations Command 
an increase in its headquarters staff at Special Operations Command for the purposes of 
complementing its acquisition capabilities. That is, that command has both an acquisition 
capability that is related to the acquisition of those material items that are specifically of 
interest to Special Operations Command and not to other military commands, so they have 
down there at that command headquarters an acquisition force, but we thought they needed as 
well an operational planning staff, an expanded operational planning staff in order for the 
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headquarters to be able to do the kind of global planning that is no\\' being expected of it. 

We have also managed to add some personnel to the command so that they arc able to 
conduct a wider range of activities simultaneously. I've made mention of the Theater Special 
Operations Commands. They have been pulsed up a bit as well, in the Pacific Command and 
in Central Command and elsewhere, again for the purposes of allowing them to he able to do 
a broader range of planning. And associated ·with those changes, both at the Tampa 
headquarters and in the theaters, we've also arranged to provide for the kinds of command and 
control communications equipment that is needed to be able to plan and execute operations in 
the kind of time frame and with the level of detail that is necessary in the present day. 

We have also made arrangements to repair some of the damage that the command and its 
clements have suffered to date and to provide something of a, if you will, an attrition reserve, 
anticipating that there arc going to be other-- other losses over the course of the next few 
years, and in the meanwhile that those forces will augment the forces that presently exist. We 
have also, I think as the secretary said to you in his earlier comments, looked to divest the 
command of a numher of missions that they arc now operating and to free up some of those 
resources then to devote to the planning and the execution of operations. So broadly, those arc 
the kinds of changes that we have proposed structurally. 

And so we can -- (lo other official) -- unless you want to make an opening comment or 
correct anything -- we can take some questions and comments. 

Q: Repair w·hal damage? Repair what damage? Lots of people lost equipment, things like 
that? 

Senior Defense Official: Exactly. We've lost several helicopters that you're aware of: and 
some other equipment as well as some people, so this will help us reconstitute those losses. 

Q: Give us a ballpark in the numbers here. ls it roughly 4,000'! That's the number we've seen. 
And also a ballpark on the budget increases here. 

Senior Defense Official: As I say, there arc numbers in the press. and you're free to make usc 
of those numbers. Until I get a firm number on the wall, I'm not going to be --

Q: Well. I'd rather not rely on someone else's reporting. I mean, can you give us -- is roughly 
4,000 -- is that a good number to use? And as far as the budget numbers, is it several billion'! 
Is that at all right'! 

Senior Defense Official: We have pulsed them up over the course of the FYDP [Fiscal Year 
Defense Planl, and we have done so in the coming year and those percentages are roughly the 
same for both; and we've added some people. 

Q: But, can't you just tell us what you're asking for? And then, we understand budget realities, 
and at some point, it might have to be rolled back and things traded off Why can't you give 
us the upper end of here's what we'd like, and we might not hit that, but --

Senior Defense Official: If I could give them to you, I'd give them to you. 
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Q: But you can. (Laughter.) I mean, that's the beauty of being a senior military official. 
(Laughter.) 

Q: Can I ask a question of the gentleman with the copious fruit salad .. (laughter) -- who is 
not to be identified. Sir, it used to be that an assignment to the Special Operations Command 
was considered a career-ender for a career military officer. I take it thaes no longer the 
situation. 

And the second part of the question is, arc you getting the type of recruit that you want in the 
quantity that you want to fulfill this new mission of yours? 

Senior Defense Official: You know, that's a great question. First of all, it is not a career~ 
ender anymore. You know, one of the Title 10 authorities that Special Operations Command 
got when it stood up was the ability for monitorship of its people and its training and the 
career progression of those people throughout the services. So, we1ve done that and we've 
been very successful in keeping the good-talented people and allow them to grow in our 
command. 

Secondly, the quality of the recruits we're getting is excellent. One of our soft truths is that 
humans are more important than hardware, and we still believe that. We spend a lot of time 
and energy in ensuring that we get the right people. The quality of the people that are coming 
into our force right now are tremendous, and I think we've shown that in the --

Q: (Off mike) -- your needs? 

Senior Defense Official: We will in some -- it depends upon what area. We've gol a lot of 
variety and different kinds of units and capabilities throughout Special Operations Command. 
In some areas, it is harder to get folks than others. But we also have a very critical selection 
and assessment program, and so we will get the right number of people through those 
assessments. It will also keep us a little bit short of people most of the time. 

Q: In what area is it harder to get folks? Can you say? 

Senior Defense Official: Well, right now we're --1 think my context was that it's harder to 
get fo]ks through that selection and assessment process. You know, we gain most of our folks 
-- like~ for instance, in Army Special Operations Command -- from the big service. So as we 
recruit these people, getting the right number and then getting them through the entire very 
lengthy, very difficult course will always keep us a little shorter. We also have some 
shortages in our MH-47 pilots that we're taking some actions to fix. 

Q: Has the quality of the recruits increased significantly since September 11th, 200 I? 

Senior Defense Official: I --

Q: Or the people who are seeking to be recruited? 

Senior Defense Official: I would say that -- I probably shouldn't answer that question. I 
really don't have that kind of a definition on the exact recruits we're getting --
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Q: How about a greater percentage of people trying to get into the Special Operations'! 

Senior Defense Official: Recruiting is very healthy right now. There arc a --

Q: Are you seeing it ramp up at all, or is it steady or --

Senior Defense Official: We1ve got a steady flow of recruits that are coming into all of our -
even the SEA Ls, the SF guys, the aviators. And so we're in --

Q: But has it increased, decreased, stayed the same, do you think? 

Senior Defense Official: I don't know the statistics, quite frankly. 

Q: Sir, is the boost in your headquarters staff really going to improve your ability to manage 
acquisition programs? SOCOM traditionally hasn't managed too many large acquisition 
programs. The ASDS [ Advanced SEAL Delivery System] is probably the best example of a 
large, ambitious one. How will this increase in staff help you with things like cost overruns 
that we've seen in --

Senior Defense Official: Well, we intend to do the same things that we're doing now and -
down at Special Operations Command. This boost in staff will give us the ability to plan at 
the strategic level, so most of the people that we will be growing will be planners and 
operations-type people for doing strategic planning. 

Q: Sir, you mentioned that the -· the senior Defen~e official mentioned that the command 
would be in a position where its actions would be supported by the regional commander. That 
seems to be really significant at the heart of the changes that you're talking about. Could you 
elaborate a little bit on that'? 

Senior Defense Official: Why don't you --

Senior Defense Official: Well, it is significant. Once again. going back to when we were 
established, we are a train, organize and equip command. We were a resource provider. Okay. 
The regional combatant commanders, as you all know, were the guys that were out there to 
prosecute the missions. 

With this change -- although we've always had it in our charter that we1ve been able to be a 
supported commander, it1s actually been used very seldom. So with this change, we will have 
built the connectivity, the headquarters planning and the ability to go out and be a supported 
commander vice a supporting. It is significant. 

Q: You're dropping one of what has been a traditional, very labor-intensive requirements, and 
that is to train other militaries. specialists, around the world. Part of what you do is to gather 
intelligence when you do that training. Who picks up the ball there'? And docs the U.S. 
military lose something by taking the kind of specialists who had been doing that and 
replacing them with others who may have a slightly different set of qualifications? 

Senior Defense Official: I think you're more absolute in your phrasing of it than is the case. 
They do training around the globe. I don't remember the last count; I mean, it's a lot of places. 
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TO: Newt Gingrich 

FROM: Donald Rumsfeld I/'\ 
SUBJECT: Meeting/Memo 

Your meeting on Saturday was enormously helpful. Thanks. 

Your memo on Korea is right on the mark-I agree completely. As a matter of 

fact, I had already initiated that approach with both Policy and the combatant 

commanders. 

Keep them coming-they're helpful! 
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December 23, 2002 5:38 PM 

TO: Doug Feith 

FROM: Donald Rumsfeld 

SUBJECT: Eritrea 

Please take a look at this letter from Human Rights Watch on Eritrea and please 

handle it. 

Thanks. 

Attach. 
12/20/02 Human Rights Watch \tr to President 
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December 20, 2002 

Thi: Tlonorahle r:eorge W. nu!lh 
'lhc While House 
1600 J'cnnsylv:mia Aw.NW 
Washington, nc 20500 

Dear .Mr. l'n:shlcnl, 
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,ir.: h..:hl i.n ~<.:(;"rcl pri~uns. Their <.:.\,11.: I numbcn, ;m: un1.m,wn 1'ul an: hclicveJ Iv number severnl 
~core. Many hav,c h,cen 111.~ld incommunicJdo for more thJn ;i yur, without acce!ls to legal 
coun~,cl or bmily memhcr~. None h:ive hten r.hargcd wilh any c1imi11al oftcnr1e, much le1111 
hrnughl lo llial. fvcn it they had hecn, the liktlihood of 3 hir trial would he klim. Edtn:at1 
C<>Ufl:'! an.; do!idy cunlrnlleu t,y lh1,; gvvi:mmrnL Lll!>l y.;ar, lhc ducf jusl.icc of th.: rnpremc euurl 
was lli~mii,;ell af11;r h(;" '-ri1i1,;i'-cd gun;mmrnl in11.:,forrncc with the j111lidary. 

Among thmic dc1Ji11ed arc two U.S. Emhassy employees of F1itrea11 natior1ality all"e!!ttd more 
llwn .i yc,1r .igo, on Oclvbcr 11. 2lllll, ;i kw 1l;i~·5 ;1fkr lhe U.S. Embassy prolcsl,al the 
gvv.:mmcnl's human righl!i ,1l,11scs. Twv munlhs ;1g.v lhc bilrc;m governnu:nl rcjcclcu 11 p11blie 
n.:quctol by the U.S. Ocp;1rlmcnl uf S t..1ti; for lhdr rdc.,~i; or for ;i fair and open lriaL and ins lead 
accused the U.S. Cc111ral I11tcllige,1ce Aeency of ::1t1em1)ting to ove1throw the a,0venm1c11t d\11ing 
Eiitl't.a' ~ war wit II Ethiopia hctwc:en 19911: and 2000. 

No priv.ilc newspilp(;"fb or mai;1iliws h;1vi.: t>.:i:n alluwi.:il lu p11hlish in Erilrca since Scpt1:mb.:r 
2001. The govennncnl cm1trol~ all ;iccer1~ to infom1atio11 i11 the cou11try, r3dio, tckvisfon, and 
ptint. A rcce111 survey hy tht nm1-govemme111:il mganizatio11 Rtportern Without nordcrs 
classified Eritrea a~ I J211d i11 ir~ index of pre .. ~ ti"~cdom of the 139 countrie11 sutvcyed, below 
even Iraq. 

During the past year, rhe govc111n1rnt implem,mted si:verc restriction!. 011 the 1ight to freedom of 
1~1igion. Churche11 and rtligiou~ m·g;:mirJtiom :itti!i.ated with evangelical Cl11i~tian ~ect!\ have 
been b:umcd. khovah's Wilnc1-n:s h;,w t,,.,,;n h,umcd from receiving govcrnmcnl scrviccs, 
induding drivers licenses. 

11-L-ossg1oso19752 
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12/28/02 17:lB To:Donald Rumsfeld Fro1:Tom Malinowski Page 9/3 

No 11atfonal elcelions have been hdd since J::rilrcan inllepcmkncc in 1991. l\.n clcc1fon law en.iclcd in January 
2002 prohibits poliLical p,u·tics oilier thiln the govcrnmcnl parly, lhc Pfl)J, from eon1pcting if a m1tlonal clcetiun 
were to he ,ailed. 

1hc Unilcd Slalcs 01!ghl 10 be parlicuhirly conccrnoo lhal lhc J:::riln:an govcmn1cn1 has tried lo associalc ils 
crackdown on lcgilinlitlc ,lisscnl with lhc U.S. led war againsl lcrrurism. Rcgrell.tbly, ::iecrelary Runufeld 
appeared tn hutfT·ess that view during his vi~it to Asmara, when he said that "this cnuntry hu bett1 dealing with the 
J)rohlem ofteTTnrism as our cour1try hu." Secretary Ruinsteld wa!I the n1ost setiior U.S. official to viRit Tiritrca i11 
recent memory, yet in his public comment!! he made ,10 effort to pres!! the govemment t() e11d ;1, repre!lsive 
policies. 

The visit rei11forced 01.11· cm,cem~ th:it deepe11i11g military tie!I could underc.ut U.S. efforts to 111·omote respect fnr 
human 1ight!I itt Eritrea. The Titit1·ea11 g,oven11ne11t could well become cn11vi11ced tl1at its t1ew 11tratee,ic itt1pC'lrta11ct 
10 the Unih.:d ~lah;s i.hklds ii from ll.S. prei.surc in olher .ircai. of vilal concern. Indeed, we bclkvc lh.il lhis is one 
reason why the .l:::riLrcnn govcnuncnl is 5eclJng a closer ntllil.iry n:fotionship in 1hc fml place. The Unite,1 Slate& 
must continue to press .faitrea to rclco1sc political prisoners. lo rcspecl lhc rights lo freedom of expression and 
beliet; and to build a more opet1, democratic society - makint clear that a hetter relation!lhip depend!! on prOQl'C!IR 
i11 addre!lsi11g these U.S. concern!!. 

l\.s you have rightly arg11Cll, political repression 1m,lcrmines lhe struggle against terrorism. by denying people: 
peaceful avenues for exp1·essit1S dis~e,111 and fueling iiupport for violent movemet1ts. FM this a11d coUlltleu C'lther 
reasons, the .:ippea1"a11ce of U.S. suppot1 tor an hicrea11ingly abu1;ive g,ovemment in the Tlom of Anica would not be 
in lhe Unile(l Slates' lung lcrm inlcrcsl, or ,myonc else's . .l:::sealaLing r.:prcssion in J::ritrc:a shuu.ld be mi.:l nul wilh a 
c1os~-r, less critical rdaliomship with thal counLry's government., but with stepped up preS&urc for human righll. 
imprc.>vcmi;nL 

~incerely, 

Ir/ 

Tom Malinowski 
Washi11gt0t1 Advncacy Director 
HumanRights Watch 

r:c: TI1e Honorable Colin Powell, Secretary of State 
TI1e Honorable nonald Ru,mrteld, Secretary ofDeteme 
Ur. Comlolcc:t:l..'l Rice, No11iunal Security Advisor 

Isl 

Peter Takiramhudde 
nxecutive nirector, Atiica DiviRion 
Human ltighLs Walch 

11-L-0559/0SD/9763 
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Donald Rumsfeld 

l(b')(~) Deoactroeot ct Defeo, 

Tom Malinowski 
Washington Advocacy Director 
Human Rights Watch 
1630 Connecticut Ave., N.W., #500 
Washington , DC 20009 
USA 
202-612-4333 
202-612-4358 
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December 23, 2002 5:40 PM 

TO: Paul Wolfowitz 

FROM: Donald Rumsfeld (A. 
SUBJECT: A-12 

Please take a look at this background sheet on the A-12. I hope you are paying 

attention to it. I must say I am not big on litigation as a general principle, although 

in this case I don't know anything about the siruation. If you want to visit with 

me, give me a call. 

Thanks. 

Attach. 
12/02/02 A-12 background paper 

DHR:dh 
122302-64 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by or / 2- 1/ / o 3 ---t,-----------

U11309 /03 

11-L-0559/0SD/9765 
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SECOEF HAS SEEN 
Ut.L 2 3 2002 

December 2, 2002 
11 :15 a.m. 

A-12 BACKGROUND FOR PUBLIC AFFAIRS 

In August, 2002, the Navy issued a demand Jetter seeking repayment from General Dynamics and 
Boeing of approximately $2.3 Billion owed the Government as a result of the termination for 
default of the A-12 aircraft development and production contract. The letter also advised that if 
the companies failed to pay the amount owed, the Government would initiate collection of the 
debt. 

Because the Department of Defense and the Department of Justice continued to engage in what 
we had hoped would be productive settlement negotiations with the companies, DoD did not 
begin any collection efforts behveen August and November. 

Since it now appears that an equitable settlement will not be reached in the near term, the Under 
Secretary of Defense (Comptroller) today instructed the Defense Finance and Accounting Office 
Q)F AS) to begin offsetting against payments due on existing contracts with the companies. 

The amount to be collected will be approximately $66 Million per month from payments due 
each company over the course of the next 18 months. 

JC( 

/J 
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TO: Paul Wolfowitz 

FROM: Donald Rumsfeld ·-rJ' 
SUBJECT: Stryker 

December 23, 2002 5:42 PM 

Please look at this note from Newt on the Stryker. I think he is right. Why don't 

you talk to the people in the Army about it this week while I am gone, and tell me 

what they say. 

Thanks. 

Attach. 
11/04/02 Gingrich e•mail to SecDefre: Further Army Disinformation on Stryker 

DHR:dh 
122302-6S 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ f~_z. _/ 3_,_f_.J_v_· __ _ 

U 11 3 .!. U / 0 3 

11-L-0559/0SD/9767 
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Page 1 of 1 

SECDEF HAS SEEN 
Nestel, Arlene, CIV, OSD 

DEC 2 3 2902 
From: Thirdwave2@aol.com 

Sent: Monday, November 04, 2002 12:52 PM 

To: !(b)(6) @osd.pentagon.mil; Larry.DiRita@osd.pentagon.mil; John.Craddock@OSO.Pentagon.mil 

Cc: stephen.cambone@OSD .. mil; jaymie.durnan@osd.pentagon.mil: g iambastiani@jfcom.mil 

Subject: furrther army disinformation on Stryker 

for secdef, depsecdef 
from newt 
further Army disinformation on Stryker. 

The following assertion is so factually false it is incomprehensible. The fact is the operations 
requirement is both for 1000 nautical mile C-130 transportability and for an assault landing 
capability. Stryker can do neither. 

I am prepared to publicly engage the Army on its continuing disinformation if necessary but 
I prefer to just cap the three brigades and move on to other topics. 

However the continuing barrage of one sided disinformation is infuriating. 

By Erin Q. Winograd 
Inside The Army 
November 4, 2002 
Pg. 1 
The Army disputes whether a 1,000 NM range was ever required. Service 

spokesmen last week pointed to an Oct. 15 roundtable discussion during which an 
Air Force official indicated Stryker would not be sent via C-130 for strategic 
deployment. 

11/4/2002 11-L-0559/0SD/9768 
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TO: 

FROM: 

Steve Cambone 

Donald Rurnsfeld ~ 

December 23, 2002 5:46 PM 

SUBJECT: JFCOM Response on Training and C2 

Please talk to Gen. Myers about the matter in this 25 November memo, and then 

get back to me with a report. 

Thanks. 

Attach. 
11/25/02 Cambone memo to SecDefre: JFCOM Response on Training and C2 

DHR:dh 
122302-66 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by O ! / i.. lf' { J 1 

~ 
\,\) 

~ U 1 1 3 J 1 / 0 3 ~~ 

11-L-0559/0SD/9769 
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11/25/02 4:06 PM , 

MEMORANDUM FOR THE SECRETARY OF DEFENSE 

~ FROM: Steve Cambon~ "/ 
SECDEF HAS SEEN 

DEC 2 3 200l 

1/~\ll)I SlfflJECT: JFCOM Response on Training and C2 

ADM Giambastiani's reply to your memo of September 9 is attached. 

You asked me if we are properly arranged with respect his reply. 

We are. 

Ed will control a considerable amount of trainjng money over the 
coming FYDP. He will be able to support joint training. 

As he points out, however, getting component commanders_ to free for 
joint training the forces assigned to the Combatant Commanders is the key. 
I'd suggest you explore with Gen. Myers how to effect the change Ed 
identifies. 

I would expect both the Joint and component commanders will be 
unenthusiastic about a change. The joint commanders would become more 
responsible for training. The component commander will be reluctant to 
surrender the time of his Service forces for joint training. 

On C2 suites, in the program we are proposing Ed would gain control 
over the development of the Deployable Joint Command and Control suite. 
It is to be the basis for the SJFHQ. 

11-L-0559/0SD/9770 



' . 

.. 

TO: 

FROM: 

Steve Cambone 

Donald Rumsfeld Dtl 

November 23, 2002 3:47 PM 

SUBJECT: JFCOM Response 

Here is a memo I sent to ADM Giambastiani, and here is his response. 

Please take a ]ook at it, and tell me whether or not you think we are proper]y 

arranged. 

Thanks. 

Attach. 
I0/25/02 COR, JFCOM memo to SecDefre: Follow Up from Combatant Commanders Conference 

DHR·dh 
112]02.l(J 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
Please respond by ___ l_~ ... l .... 1 __ :,_,/ .... o_"V _______ _ 

11-L-0559/0SD/9771 
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TO: 

CC: 

FROM: 

ADM Giambutimi 

Oen. Myers 

Donald Rumsfelcl 
{It ' 

SUBJECT: Follow-Up from ClNC. ConflftllcD 

September 9, 2002 9:lt AM . 

What do you think about pullin1 toacther the budget inronna1iOll I mcnlioncd. in 

the m.eetins with the combatant eommanders--with respect to exaciSCI lmd 

training? Please sec ifwe cm cate1ori2e ii u service-centrlc.join.t and combined. 
~ 

Another i11tcrestinJ qu11:Stion thar came up there was that each command bad thti!' -- \ 

own distinctively dift'amt mite. That is worrisome. 

Someone a1so said that they don·t tram on their 011¥11 auhe. and that it should be ......._ 

trea1,d u a weapon •Ylt.m. whid!. ii im't. 

Tbank:1. 

···························································~············· 
Pletue.resporid by rol,~/o-z.,.. /D/.:J.S/t!)z_ 

SE.c/>E=F-

~13.5~Dl\fjE- TcO 

47 7 fl!"....Jt-Eb 

tJ ... 
!I 
~ --- TOTFL P,e.! 

11-L-0559/0SD/97l'~.:irsn 



.... 
.... I •1 

I • • 

To: 

CC: 

Secretary of Defense 

Gen Myers 

( 

October 25, 2002 
' ' 

From: ADM Giambastiani I// f!._ CJ' /) 

Follow-Up From Com{~tant~ndem Conference SUBJECT: 

A. Exercises and Training Budgets. The short answer to part (A) for exercises is 
listed below (source JCS 18). 

Service-Sponsored ($11) Joint ($11) 

FYOl FY02 FY03 FY01 P'Y02 l'Y03 

Major Exercise Costs 433.3 450.4 462.7 567.8 568.0 608.8 

For training, we've found it's too hard to cull out the relevant information without 
applying a significant effort due to the way lhe services have the data coded. The 
ability to capture dollan spent on the various types of training may provide a 
useful .. Jointness" metric. However, building on my Navy experience, a change 
in the mindset of our component commanders in building their exercise and 
training plans may be a useful method of approaching the problem. Service force 
providers typically meet service training requirement.5 fu!t using remaining 
assets to populate Joint exercises. A better cons'b'uct may be to reverse this 
priority- meeting Joint training requirements first. Services would then look for 
ways to meet some portion of their unit level training requirements, where 
feasible, in the context of Joint eJtercises. Remaining training a.nets could then be 
placed against whatever additional service-centric training is considered 
necessary. General Larry Ellis, the Commanding General of U.S. Army Forces 
Command and my Army Component Commander, ha.s given just such intent to 
his exercise planners. l plan on exploring this initiative with my other component 
conunanders. While I'm not sure it will work across the board, I think it's a path 
to explore. 

B. Command and Control Suites. To no one's surprise, combatant commanders 
have developed distinctively different command and control suites or stand-alone 
capabilities because of the lack of any joint system of meeting their needs -
something we recognize is a priority to fix. 1 agree that command and control 
suites should be treated as weapons sys1ems and battle staffs need to be trained on 
them. The Standing Joint Force Headquarters (SJFHQ) initiative -· with 
concurrently developed personnel, procedures, and materiel -- will provide the 

I 

11-L-0559/0SD/97~3 =1rsn 
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core solution. A prototype has been stood up, and we are moving out on 
developing the SJFHQ. The Deployable Joint Command And Control (DJC2) 
system will provide a significant pan of the sustained material and tec:hni~al 
solution. Funding is approved for DJC2 and its program office will open in 
January 03. The Joint Emoute Mission Planning and Rehearsal System 
developed by the JFCOM Joint Battle Center demonstrated an interoperable and 
robust, end·to-end comm.and and control system easily integrated yet adaptable to 
commander's unique requirements. The Joint Enroute Mission Planning and 
Rehearsal System shows what we can do today with innovation and technology • 
this is the s9rt of thing that we need. Right now it is being tailored for use by 
General Franks and his staff and used on his recent flight to the,t.'l,.~f· We will 
transition this capability to the other combatant coIJllllanders m>•, as well as 
put it in the SJFHQ and at the Joint Communications Support Element (JCSE) in 
Tampa, FL -- your on-call JTF commander's command and control provider. 
Additionally, LTG McNeill is using the training and procedures he received·in 
prepuation for MilJennium Challenge for Joint Task Force l 80's cUITent mission 
in Afghanistan. I expect we will be able to provide all future JTF commanders 
with these capabi1ities prior to deployment, in addition to providing the requisite 
training. 

2 

11-L-0559/0SD/97J¢l.:1t'sn 



TO: 

OM: 

· Larry Di Rita 

Donald Rumsfeld~ 

Trip Log 

December 23, 2002 12:44 PM 

Let's get this persona] security trip log straightened out, so that it gets Cohen off 

and starts with me when I first arrived. I would also like domestic travel totals 

separate from international totals. You can keep it all in a line chronologica11y, 

but then have separate totals on the far right that show the hours flown 

domesticalJy and the hours flown internationa11y. Then you can do a tab for 2001 

and one for 2002, and then start the Jog for 2003. 

Thanks. 

Attach. 
Persona) Security Trip Logs 

DHR:dh 
122302·31 

........... ............................................................. , 

Please respond by O I / , ..J / o 3 

1k') Sir, 13 Jan 2003 
({"" 

This is our product. We've created 
& attached a new version which reflects 
the information that the Secretary wants. 

V/R 

U1131? /03 
11-L-0559/0SD/9775 ~ 

I \ /1 



Trip D 
1 28-29 

Jan 
2 2-4 Feb 
3 5 Feb 
4 9-10 

Feb 
5 12 Feb 
6 13 Feb 
7 14 Feb 
8 17-18 

Feb 
9 4 Mar 

10 17 Mar 
11 3-9 Jun 

12 29 Jun-
4Jul 

13 27~31 
Jul 

14 2-3 Aug 
01 

15 11-14 
Aug 

16 21 Aug 
17 24Aug 

~3 Sep 
18 2-6 Oct 

I -

Personal Security 2001 Tri Lo 

Local' 
Chicago, IL 

Munich, Germany 
New York City 
Chicaco, IL 

Ft Stewart, GA (with POTUS) 
Norfolk, VA (with POTUS) 
Charleston, WV (with POTUS) 
Taos, NM 

Newport News, VA (with 
POTUS) 
New York City 
Ankara & lncirlik, Turkey; Kiev, 
Ukraine; Skopje, Macedonia; 
Cp Bondsteel, Kosovo; 
Thessalonki, Greece; Brussels, 
Belqium; Turku, Finland 
Offutt AFB, NE & Taos, NM 

Canberra, Australia (Refuel: 
Hickam AFB} 
Chicago, IL 

Moscow, Russia 

Columbia, SC 
Crawford, TX & Taos, NM 

Riyadh, S.A.; Muscat, Oman; 
Cairo, Egypt; 
Tashkent, Uzbekistan; Ankara, 
Turkey 

Length of Trip 
Days D I Total H w 

2 2 2 3+15 

3 3 5 19+00 
1 3 6 2+05 
2 5 8 3+00 

1 6 9 3+00 
1 7 10 1+10 
1 8 11 1+50 
2 10 13 7+00 

1 11 14 1+20 

1 12 15 1+35 
7 10 22 29+45 

6 18 28 8+35 

5 15 33 39+45 

2 20 35 3+05 

4 19 39 20+05 

1 21 40 2+15 
11 32 51 7+55 

5 24 56 39+50 

1 1-1 ... Qf; ~9/0~ 

Hours Flown 
D I 

3+15 

19+00 
5+20 
8+20 

11+20 
12+30 
14+20 
21+20 

22+40 

24+15 
48+45 

32+50 

88+30 

35+55 

108+35 

38+10 
46+05 

148+25 

,n/97· 76 

D - Domestic I - International 

Miles Traveled 
Total Miles D I 
3+15 1058 1058 

22+15 7798 7798 
24+20 364 1422 
27+20 1058 2480 

30+20 1090 3570 
31+30 264 3834 
33+20 512 4346 
40+20 2,740 7086 

41+40 264 7350 

43+15 364 7714 
73+00 11,962 19,760 

81+35 2,796 10,510 

121+20 17,022 36,782 

124+25 1,048 11,558 

144+30 8438 45,220 

146+45 714 12,272 
154+40 2968 15,240 

194+30 13,312 58,532 

Total 
1058 

8856 
9220 

10,278 

11,368 
11.632 
12,144 
14,884 

15,148 

15,512 
27,474 

30,270 

47,292 

48,340 

56,778 

57492 
60,460 

73,772 



.,,. ...... ....,._._.., 
19 19-21 

Oct 
20 2-5 Nov 

21 14 Nov 
22 16-18 

Nov 
23 21-25 

Nov 
24 27 Nov 
25 14-19 

Dec 

26 22-26 
Dec 

27 28 Dec-
2 Jan 

Personal Securit 2001 Trip Lo 

----·---- -

Whiteman AFB; Taos, NM 3 

Moscow, Russia; Dushanbe, 4 
Tajikistan; Tashkent, 
Uzbekistan; Islamabad, 
Pakistan; New Delhi, India, 
Sioonella NAS 
New York City 1 
Great Lakes NTC & Chicago, IL 3 

Pope AFB, Ft Bragg, NC; Taos, 5 
NM 
MacDill AFB, FL 1 
Shannon, Ireland; Baku, 6 
Azerbaijan; Yerevan, Armenia; 
T'bilisi, Georgia; Karshi AB, 
Uzbekistan, Kabul, 
Afghanistan; Brussels, Belqium 
Taos, NM 5 

Taos, NM 6 

Length of Trip Hours Flown 
·- Total H D I 

35 59 7+10 53+15 

28 63 34+35 183+00 

36 64 1+35 54+50 
39 67 3+15 58+05 

44 72 7+45 65+50 

45 73 4+00 69+50 
34 79 33+20 216+20 

50 84 7+05 76+55 

56 90 7+05 84+00 

11-L-0559/0SD/9777 

D- Domestic / - International 

Miles Traveled 
Total Miles D I 

201+40 2,849 18,089 

236+15 13,967 72,499 

237+50 364 18,453 
241+05 1090 19,543 

248+50 2907 22,450 

252+50 1430 23,880 
286+10 12,965 85,464 

293+15 2,740 26,620 

300+20 2,740 29,360 

T 
76,621 

90,588 

90,952 
92,042 

94,949 

96.379 
109,344 

112,084 

114,824 



1 27 Jan 
2 9 Feb 
3 16-20 

Feb 
4 22 Feb 
5 27 Mar 
6 4 Apr 
7 18-19 

Apr 
8 24Apr 
9 25-29 

Apr 

10 24-29 
Mav 

11 4-14 
June 

12 3-7 July 
13 29 Julv 
14 3~4 Aua 
15 21 Aug -2 

Seo 
16 26-27 

Aua 
17 6-7 Sep 

-

Personal Securit 2002 Tri Lo 

Length of Tri11 Hours '.Hown 
Davs D I Total H D I 

Guantanamo Bay, Cuba 1 1 1 6+30 6+30 
NYC 1 1 2 1+35 1+35 
Taos, NM; Chicago, IL; Salt 5 6 1 10+30 12+05 
Lake Citv, UT; Nellis AFB 
USNA, Annapolis, MD 1 7 8 0+30 12+35 
Chicago, IL 1 a 9 3+15 15+50 
Ft Meade, MD 1 9 10 0+20 16+10 
Scott AFB, IL & Ft Lewis, 2 11 12 10+40 26+50 
WA 
Houston, TX 1 12 13 5+45 32+35 
Bishkek, Kyrgyzstan; Kabul 5 6 18 38+55 45+25 
& Heral, Afghanistan; 
Ashgabat & Turkmenbashi, 
Turkmenistan: Astana, 
Kazakhstan; Moscow, 
Russia 
Taos, NM; Colorado Sprgs, 6 18 24 7+35 40+10 
co 
London, England; Brussels, 11 17 35 41+30 86+55 
Belgium; Geilenkirchen AB, 
Germany; Tallinn, Estonia; 
Kuwait City, Kuwait; 
Manama, Bahrain; Doha, 
Qatar; New Delhi, India; 
Islamabad, Pakistan 
Chicago, IL & Taos, NM 5 23 40 7+35 47+45 
Suffolk, VA 1 24 41 2+00 49+45 
Kent, CT 2 26 43 1+45 51+30 
Crawford, TX & Taos, NM 11 37 54 7+45 59+15 

Ft Irwin, San Diego, & Cp 2 39 56 4+10 63+25 
Pendleton, CA 
Cp David, MD 2 4.1 58 1+00 64+25 

11-L-0559/0SD/9778 

D -Domestic I - International 

Miles Traveled 
Total Mil D I 
6+30 2,274 2,274 
8+05 364 364 

18+35 3,938 4,302 

19+05 80 4,382 
22+20 1,076 5,458 
22+40 70 5,528 
33+20 4,160 9,688 

39+05 2,168 11,856 
78+00 15,494 17,768 

85+35 2,814 14,670 

127+05 15,361 33,129 

134+40 2,796 17,466 
136+40 264 17,730 
138+25 468 18,198 
146+10 2,954 21,152 

150+20 1,324 22,476 

151+20 150 22,626 

Total 
2,274 
2,638 
6,576 

6,656 
7,732 
7,802 
11,962 

14,130 
29,624 

32,438 

47,799 

50,595 
50,859 
51.327 
54,281 

55,605 

55,755 



Trio D - -
18 22-25 

Sep 
19 27 Sep 
20 2 Oct 

21 25-27 
Oct 

22 17-23 
Nov 

23 27 Nov-
1Dec 

24 9-13 Dec 
02 

25 24 Dec 
02-1 
Jan 03 

Personal Security 2002 Trip Lo 

Length of Trip Hours l•'lown 
Local' Davs D I Total H D I 

~ 

Warsaw, Poland 4 21 62 18+15 105+10 

Atlanta, GA 1 42 63 2+55 67+20 
Norfolk, VA (JFCOM 1 43 64 2+00 69+20 
Change of Cmd) 
Chicago, IL 3 46 67 3+10 72+30 

Santiago, Chile; Prague, 7 28 74 40+25 145+35 
Czech Republic; Bratislava, 
Slovakia; Ljubljana, Slovenia 
Big Sky, Montana 5 51 79 7+20 79+50 

Asmara, Eritrea; Addis 5 33 84 37+45 183+20 
Ababa, Ethiopia: Djibouti, 
Djibouti; Doha, Qatar 
Taos, NM 9 60 93 7+05 86+55 

11-L-0559/0SD/9779 

D - Domestic I - International 

Miles Traveled 
Total Mil D I 

169+35 7746 40,875 

172+30 958 23,584 
174+30 264 23,848 

177+40 1,076 24,924 

218+05 16,562 57,437 

225+25 3,130 28,054 

263+10 13,483 70,920 

270+15 2,740 30,794 

Total 
63,501 

64,459 
64,723 

65,799 

82,361 

85,491 

98,974 

101,714 
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December 23, 2002 1 :47 PM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld~ 

SUBJECT: Letter to the Editor 

Please give me a copy of the letter to the editor we sent to the Chicago Tribune on 

the Molly Ivins article. 

Thanks. 

DHR:dh 
122302·33 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ i_'l-_7_· _____ _ 
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radars and other sensors.These 
initial capabilities may be 
improved through additional 
measures.Because the threats 
of the 21st century also 
endanger our friends and allies 
around the world, it is essential 

. that we work together to meet 
these threats. The program will 
be structured in a manner that 
promotes international 
missile-defense cooperation 
and also encourages industrial 
cooperation by friends and 
aJlies, consistent with overa11 
U.S. national security.The 
deployment of missile defenses 
is an essential element of our 
overall national-securiry policy 
to transfonn U.S. defense and 
deterrence capabilities to meet 
emerging and evolving threats. 
The evolutionary approach to 
missile defense provides 
near-tenn capability as we 
continue to pursue a robust 
research and development 
program against ballistic 
missiles of all ranges. 

Washington Post 
December 20, 2002 
Pg.43 
3S. Iraq: The Decade 
After 
By Joseph R. Biden and Chuck 
Hagel 

The United Slates will face 
enormous challenges in a 
post-Saddam Hussein Iraq, as 
well as broad regional 
questions that mus1 be 
addressed. These are both 
matters that members of the 
Senate Foreign Relations 
Committee have been focusing 
on for some time. During a 
week-long trip to the region. 
we came away with a better 
understanding of the 
possibilities and perils that lie 
ahead. 

In northern Iraq we saw 
lhe extraordinary potential of 
Iraqis once they are out from 
under Saddam Hussein's 
murderous hand. New 
hospitals, schools, roads and 
lively media are testimony to 
the detennination of Iraqi 
Kurds and to the bravery of 
coalition air crews pa1rolling 
the no-fly zone. 

Just a few hours' drive 
from the oppressive rule in 
Baghdad, a freely elected 
regional government and 
legislature (which we were 
honored to address) are 
embarked on a path of 
clear-eyed realism. While 
neighboring countries fear an 
independent Kurdistan, 
Kurdish leaders appear 
committed 10 working together 
for a united Iraq. They realiu 
they could lose everything they 
have built in the past decade by 
pursuing independence. 

Although no one doubts 
our forces will prevail over 
Saddam Hussein's, key 
regional leaders confinn what 
the Foreign Relations 
Committee emphasized in its 
Iraq hearings last summer: The 
most challenging phase will 
likely be the day after -· or, 
more accurately, the decade 
after -- Saddam Hussein. 

Once he is gone, 
expectations are high that 
coalition forces will remain in 
large numbers to stabilize Iraq 
and suppon a civilian 
administration. That presence 
will be necessary for several 
years, given the vacuum there, 
which a divided Iraqi 
opposition will have trouble 
filling and which some new 
Iraqi military strongman must 
not fill. Various experts have 
testified that as many as 75,000 
troops may be necessary, at a 
cost of up 10 $20 billion a year. 
That does not include the cost 
of the war itself, or the effort to 
rebuild Iraq. 

Americans are largely 
unprepared for such an 
undertaking. President Bush 
mus1 make clear to the 
American people the scale of 
the commitment. 

The nonhem Iraqi city of 
Kirkuk is an example of 1he 
perils American forces may 
encounter. It sits atop valuable 
oil fields and is home to a 
mixed population of Arabs, 
Turkmen and Kurds. In recent 
years, Saddam Hussein has 
expelled Turkmen and Kurds 
as pan of an "Arabization," or 
ethnic cleansing, campaign. 
We toured a refugee camp 

housing 120,000 displaced 
people and heard countless 
stories of brutality and the loss 
of loved ones. Kirkuk could 
become the Iraqi version of 
Mitrovica, the volatile city in 
Kosovo where the U.N.-led 
administration has faced the 
dilemma of forcibly reseuling 
people from various ethnic 
communities who have been 
evicted from their homes. 

This is one reason why we 
will need our allies to help 
rebuild Iraq. Cementing a 
broad coalition today will keep 
the pressure on Hussein to 
disann, build legitimacy for the 
use of force if he refuses, 
reduce the risks to our troops 
and spread the burden of 
securing and reconstructing 
Iraq. Going it alone and 
imposing a U.S.-led military 
government instead of a 
multinational civilian 
administration could tum us 
from libera1ors into occupiers, 
fueling resentment throughout 
the Arab world. 

Iraq cannot be viewed in a 
vacuum. Disamung and 
stabilizing that country will be 
all the more difficult because 
of the unseuled regional 
environment, in particular the 
Israeli-Palestinian conflict. 
While it is essential that the 
United Stales aggressively 
pursue Israeli-Palestinian peace 
on its own merits, doing so has 
ancillary benefits for 1he 
disannament of Iraq. Simply 
put, we will make it easier for 
Arab governments to 
participate in, or at le 
support, our actions in I if 
they can show their le we 
are engaged 
process. 

Meetings Israeli 
officials and Palestinian 
refonners led us 10 believe new 

ra!!~ :'' 
majority have no confidence in 
Y asser Arafat. 

The key .is to empower 
Palestinian reformers and 
encourage Arab moderates. 
President Bush should lose no 
time in publicly endorsing the 
"road map" developed by the 
Quartet -- an infonnal group of 
media1ors on the Middle East 
from the United States, the 
United Nations, the European 
Union and Russia. The road 
map provides for a series of 
reciprocal steps to jump-start a 
renewed peace process. That 
would give hope to Palestinian 
refonners and send a clear 
message to the Arab world that 
the United States remains 
deternuned to pursue an 
Israeli-Palestinian settlement 
even as we deal with Iraq. 

Working on multiple 
fronts poses a difficult test for 
American leadership, but there 
is no escaping the fact that we 
face several related, 
interlocking crises in the 
region. As the bulwark of 
freedom and democracy, the 
United States faces the need to 
disarm Saddam Hussein and 
set the stage for a stable Iraq, 
win a protrac1ed war on 
terrorism and engage fully on 
the Israeli-Palestinian conflict. 
Working with our friends and 
allies, it is a challenge we can, 
and must, meet. 

Sen. fl R. Biden Jr. 
(D-Del is cha 
Chu Hagel (R· b.) a senior 

ber of the Sen e Foreign 
elations Committee. 

Chicago Tribune 
December 19, 2002 
36. The Offensive Art 
Of S Lies 

opportunities exist for -""'l:~~Bt-==-"'tl'i1s hard to 
American diplomacy. Recent kill a bad idea. And this one is 
polling shows that nearly so rank that if Osama bin 
three-quarters of Israelis and Laden had come up with it, 
Palestinians seek reconciliation we'd be forced to admit ii was 
and a two-state solution. For a stroke of genius: how to 
the first time since the violence infuriate our allies, cause an 
began, a majority of explosion of anti-American 
Palestinians support a paranoia and encourage 
crackdown against terrorism as terrorism, all in one swe11 
pan of a peace process. A large "foop," as one of our old Texas 

11-L-0559/0SD/9781 



. l 

... 
' .. 

pols used to say. 
Unfortunately, lhis idea is 
Donald Rumsfeld's. 

The concept of a Pentagon 
disinfonnation office is back. 
"The Defense Department is 
considering issuing a secret 
directive to American military 
to conduct covert operations 
aimed at influencing public 
opinion and policymakers in 
friendly and neutral nations," 
reports The New York Times. 
"The proposal has ignited a 
fierce battle throughout the 
Bush administration over 
whether the military should 
carry out secret propaganda 
missions in friendly nations 
like Germany .... " This is the 
same stupid idea that wlls 
beaten back last February when 
the Penta.!Jon had to disband its 
Office of Strategic Influence 
when ii was poimed ou1 thal 
the thing was }!Uarameed 10 

backfire. 
Lei's do tha1 simple old 

thing where we put the shoe on 
the 01her foot and see how it 
feels, substituting "China" for 
"United S1a1es" and using the 
e.11ac1 plan oullined by lhe 
Times: "The Chinese 
!!O"emment is considering a 
secret prripai;anda program tlm 
would indude, for e.11ample, 
effons to discredit and 
undermine evangelical 
Christian churches and 
religious schools that have 
become breeding grounds for 
militant anti-Chinese sentirnenl 
because of China's abor1ion 
policies and human-rights 
issues. It might even include 
seuing up schools with secret 
Chinese financing to teach a 
more moderate Christianity, 
laced with sympathetic 
depictions of how the religion 
is practiced in China. The plan 
also includes secret Chinese 
payments 10 American 
journalists to write articles 
favorable to China, and paying 
citizens' groups to organize 
rallies in support of Chinese 
policies," 

No, not a good idea. This 
country already has a 
credibility problem around the 
world--why set up an official 
propaganda office to tell lies, 

when the truth works much 
better? 

II is both unnecessary and 
counterproductive 10 have a 
secret propaganda campaign. 
The most effective weapon in 
any information campaign is a 
reputation for lellini the truth. 
And the only way to ge.t that 
reputation is to earn ii. The 
BBC is listened to worldwide 
precisely because it does not 
spin the news. 

When the "Office of 
Strategic Lies" was killed off 
earlier this years, Rurnsfeld 
was qui1e iesry at the press 
conference. "The office is 
done," he snapped. "It's over. 
Wl1a1 do you wanl, blood?" 
No, we want it 10 be over. 

rresident Bush promised 
at the time, "We'll tell 1he 
American people the truth." 
Then last week, 1he 
administra1i.:m lc.:iked a 
painfully obvious fake stol)' 
about how Saddam Hussein 
had .11iven chemical weapons to 
Al Qaeda. That one was shot 
down so fas1--from inside the 
govemmen1--if you blinked, 
you missed it. What's next? 
Iraqi soldiers 1ossini babies out 
of Kuwaiti incuba1ors ai:ain? 
R.ipe of che Belgian nuns? 

This administration has 
such a problem wi1h ob~essive 
secrecy, such a compulsion lo 
control information and such a 
low re@ard for the public's ri8ht 
to know wh:11 is being done: in 
their mime, with their money 
and with their children's lives 
that it's seriously alanning. The 
administration is clearly 
stocked with people who 
regard the press a5 a pain 10 be 
manipulated and public 
opinion as something tha1 
needs 10 be shaped by the 
govemmem. 

To review the record: 
. One of the first things 

Bush did in office was rescind 
the provision that gives access 
lo a president's records 12 
years after he left office. 

· They're sti II sitting on the 
information about who shaped 
Dick Cheney's energy policy, 
as though we couldn't figure 
that out. 

• Secret de1entions without 

charges, without lawyers. 
The administration 

requested that the television 
networks censor tapes from 
Or.ama bin Laden under the 
odd pretext that they might 
comain some coded messa1ie. 
Since you could see them in 
full on Al Ja2.eera, that was 
uuerly poimless. 

- ln October, after a leak 
1he White House didn't like, the 
adminiMra1ion announced only 
eigh1 members of Congress 
1Vould be pmnilled to hear 
imelliEencl' bril'fings. 
Congress made them back 
down. 

Out of room and barely 
~,aned. 

Ted Gup, au1hor of 'The 
Book of Honor," abou1 1he 
~ecret lives of CIA agents, 
quo1es the British scholar F.M. 
Cornford: "Propaganda is tha1 
branch of the an of lying which 
consists in very nearly 
deceiving you, friends wi1hout 
quire deceiving your entm.ies." 

Molly Ivins is a 1pidirn1td 
c-olum11is1 based in A1min, 
T,:,,,as. 

USA Today 
Decemi'>er 20, 2002 
Pg.26 
37. Donald Rumsfeld: 
Demanding Boss 

''AnonymC1uS sources" in 
USA TODA Y's anicle on 
Defense St'.'netary Donald 
Rumsfeld allege rampant 
prnfessional "aliena1ion" in the 
Pentagon. I thought the 
newspaper's readers might be 
inll'1ested in my ,·iews on my 
boss and his impacl on at least 
one par1 of lhe Defense 
Depanment ("Rumsfeld's 
abrnsi"e style sparks conflict 
with military command. 
Complaint: He doesn't listen 10 

the generals," Cover S1ory, 
News, Dec. IO). 

ls Rumsfeld a demanding 
boss who a~ks tough questions 
and e,.pects excellence 
routinely? You bet. 

Does his management 
style deliver results? A small 
sampling of recenl 
Rumsfeld-inspired m111atives 
with 1he Air Force delivers a 

11-L-0559/0SD/9782 

resounding "yes" as well. 
*Rumsfeld directed the 

Air Force to review our 
flagship stealth fighter, the 
F-22 Raptor, in light of currenl 
conditions. We took a "clean 
sheet" look at its capa bili lies, 
coslS and benefits. In the 
course of this exercise, we 
identified new technologies 
and expanded roles fo, 1he 
Raptor thal dramatically 
increase its value in lhe air and 
in support of units on the 
ground. Result: We now have a 
newly designated "F/A-22," 
and Rumsfeld suppons our 
having sufficient numbers to 
conduct a wide range of joint 
operations for decades to 
come. 

•Last year, we were asked 
by Rumsfeld to find 
cos1-e:ffec1ivc, innovative 
approaches to modernizing 
aging aircraft. Result: We've 
,educed our B-1 bomber force 
by one-third and plowed the 
savings back inlo improving 
the remaining two-thirds. 
We're currenlly evalua1ing a 
potential lease arrangement for 
new tanken Iha! will replace 
our Eisrnhow,r-era aircrafl and 
&et 1hem imo lhl' hands of our 
war firh1ers ~0C1ntr than 
previously planned. 

*Rumsfdd prodded us to 
examine new technologies, 
such as space systems and 
unmanned vehicles (UAVs), 
and how they migh1 change 
warfare. Result: We employed 
UAVs and sa1ellite guidance 
systems to great effect in 
Afghanistan. This allowed us 
10 conduct real-world 
experimentation before we 
commit taxpayer dollars to 
expensive but untested ideas, 
and pennitted meaningful 
debate on legacy designs. 

Change is always 
disruptive, and adapting large 
bureaucracies to new eras 
requires an unusual amount of 
focus, energy, creativity and 
some occasional sharp elbows. 
In other words, leadership. 
Rumsfeld has it and, in spite of 
anyone's real or imagined 
feelings, our nation's armed 
forces are better off for it. 

James G. Roche, 
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December 23, 2002 l: 59 PM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld ·i)\. · 

SUBJECT: Country Comparison 

I think this table on Iran, Iraq and North Korea is wrong. I don't think that is the 

population oflran. I knmv the literacy rate in North Korea is not 99%. I just can't 

believe it is that much higher than Iran. I think the life expectancy cannot be as 

high as it is shown in North Korea. 

I would like someone to do a better job on that if they could> with some 

information that I can take a look at. 

Thanks. 

Attach. 
Country Comparison as of 19 December 2002 

DHK:dh 
122302-34 
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IRAN 

CIA WORLD STATE WORLD 
DIA FACT BOOK DEPARTMENT BANK 

POP {MILLIONS) 68.9 66 66 64.7 

LITERACY RATE 54% 72% 73% 77% 

LIFE EXPECTANCY 68.25 69.5 70.7 69.1 
MALE 66.8 68 
FEMALE 69.7 71 

INFANT 
MORTALITY RATE 49/1000 26/ 1000 26/ 1000 33 / 1000 

GDP (BILLIONS) i 14 426 413 119 

GDP PER CAPITA $1,740 $6,400.00 $6,300.00 $1,836.00 

%GROWTH 4.30% 5.00% 3% 5% 

IRAQ 

CIA WORLD STATE WORLD 
DIA FACT BOOK DEPARTMENT BANK 

POP (MILLIONS) 24 24 23.3 23.8 

LITERACY RATE 60% 58% 58% 57% 

LIFE EXPECTANCY 67.4 67.5 67 s, 
MALE 66.3 66 
FEMALE 68.5 69 

INFANT 
MORTALITY RATE 57 / 1000 58 / 1000 60 I 1000 93 / 1000 

GOP (BILLIONS) 26 59 57 32.6 

GOP PER CAPITA $1,100 $2,500.00 $2,500.00 $1,390.00 

% GROWTH 7% ·5.70% 15% -9% 
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NORTH KOREA 

CIA WORLD STATE WORLD 
DIA FACT BOOK DEPARTMENT BANK 

POP (MILLIONS) 21.2 22.2 21.2 47.6 

LITERACY RATE 96% 99'l'., 99% 98%, 

LIFE EXPECTANCY 51.3 71 51.5 73 
MALE 48.8 68 49 
FEMALE 53.8 74 54 

INFANT 
MORTALITY RATE 8711000 23 / 1000 88/ 1000 8/1000 

GDP (BILLIONS) 25 21.8 21.8 422 

GOP PER CAPITA $1,100 $1,000.00 $900.00 $1,000.00 

%GROWTH 0 -3.00% -1% 1% 
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Snowlake 

December 23, 2002 3:02 PM 

TO: Bill Luti 

FROM: Donald Rumsfeld ~ 

SUBJECT: Afghanistan Meeting 

Please make sure you invite whoever the CIA wants to send to the meeting with 

Marin Stnnecki on Afghanistan. 1 wou]d kind ofJike to have two or three of their 

people here. Please include Denny Watson if she is in town. 

Thanks. 

DHR:dh 
122302-43 
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Please respond by o I ) -1 ~ / :.l) 

U 113 l i; 
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Snowlake 

December 23, 2002 4:48 PM 

TO: Doug Feith 

FROM: Donald Rumsfeld 1} 
SUBJECT: List of Countries 

The President wants a list of the countries that will be ready to go on the following 

basis: 

1. Those countries that will go without any additional action by the UN. 

2. Countries that will go if there is a second UN resolution. 

3. Countries available to hdp in a coalition after lraq is rid of Saddam 

Hussein. 

4. Countries not willing to help. 

Thanks. 

DHR:dh 
122302-55 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 0_1_.}_1 .::>--+-/_a_-.i_;;. __ _ 

U1131G /03 
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TO: 

FROM: 

Larry Di Rita 
Torie Clarke 

Donald Rumsfeld t'\_) 

SUBJECT: Jeffrey Goldberg 

December 23, 2002 7:38 AM 

I am not sure I want to talk to Jeffrey Goldberg from The New Yorker. If you 

really believe I should, please see me. 

Thanks. 

DHRdh 
122302-4 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by _n_, _/ _.)_1_j_:J_~_' __ _ 

,_ ,, . 

U 1131 '/ 
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December 23, 2002 7:40 AM 

TO: 

FROM: 

/.SUBJECT: 
!\\ 
'\ 

Public Affairs 

Donald Rumsfeld Tl\ 
Photos 

I would like these two photos enlarged to 8 x 10, please. 

Thanks. 

Attach. 
Photos 

DHR,dh 
122302-6 
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Please respond by __ 0_1_/_1 _:>;._/ _) _1 __ _ 

U11318 /03 
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TO: 

FROM: 

DATE: 

SUBJECT: 

s/!/ 
Tori~ Clarke I __ .•. -

; 

January 7, 2003 

Photos 

Here are the photos you asked for. 

11-L-0559/0SD/9790 
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TO: 

FROM: 

Larry Di Rita 

Donald Rumsfeld 1) J 

SUBJECT: Coordination with POTUS 

December 23, 2002 9:13 AM 

We need to think through what kind of an arrangement we want with the President 

in the event there is a conflict with Iraq-how frequently I should meet with him, 

should we have a regular phone call each day, etc.-and then we need to get 

agreement on it with him. 

Thanks. 

DHR:dh 
122302-13 
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Please respond by __ o_,f_...,_3_/_o"---"-!) __ _ 

U113l9 /03 
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Snowflake 

December 23, 2002 9:19 AM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld 

SUBJECT: Cable to Karzai 

The Policy shop should draft a note from me to Karzai to be sent today on his first 

anniversary as head of the interim government. I would like to edit it myself after 

it has been drafted, and we can send it by cable. 

Thanks. 

DHR:dh 
122302-15 

......•••.••..•..•..•••.• , .............................................. . 

Please respond by __ 1 :-+/_i_1.1-i/'--, _7--_· __ _ 

U113~'iJ /03 
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TO: 

FROM: 

Gen. Myers 
Doug Feith 

Donald Rumsfetl'A\ 

SUBJECT: Grid 

December 23, 2002 9:57 AM 

I talked to Condi and Colin this morning. They have both okayed the grid for the 

A] Qaida leadership project, so we can put that in place just as we briefed it to the 

President. 

Thanks. 

DHR:Jh 
122302-17 
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December 23, 2002 10:03 AM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld yf\. 
SUBJECT: Mess Expenses 

I think someone ought to talk to the person who heads the OSD mess. The 

Christmas party cost $4,000 or $5,000. That sounds like a lot to me. I think they 

ought to be careful about flowers and quantities and so forth. lf it is my money, 

they ought to be careful, but they also ought to be careful if it is the taxpayers' 

money. In an effort to do it the best, they probably spend more money than is fair 

to the taxpayers, and possibly to me when lam paying. 

Let's see what we can do about it. My guess is that l could have done that at a 

restaurant for roughly the same amount of money. and the restaurant has to pay 

insurance, salaries, taxes, rent and a whole host of things that our people are not 

paymg. 

Thanks. 

DHR:dh 
122302-18 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 0 _• ___ /_1_0 __ / _.')_3 __ _ 
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December 23, 2002 10:55 AM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld\} 
SUBJECT: Honors 

I want to see all the things I have been offered to be honored at in the last two 

years, and J would like to see any future honors before we decide against them. 

Thanks. 

DHR:dh 
!22302-25 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Pl ease respond by __ 1_-:_! _._. ,_· .,_·. ~;-~~"'-----
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December 23, 2002 7:30 AM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld l)"-
SUBJECT: State Department Fund Citations 

Are you going to be able to get closure on the outstanding fund citations held by 

the Department of State before the end of the year? 

Thanks. 

DHR:db 
l2200l-12 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
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December 24, 2002 6:55 AM 

l
(b)(6) 

TO: . 

FROM: Donald Rumsfeld '1:-· 
SUBJECT: Material for Midge Deeter 

Somewhere there is a file of oral histories I have done and transcripts of 

interviews. Please see if you can find those, and then make them available to 

Midge Deeter. 

Thanks. 

DHR:dh 
122402-4 
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Snowflake 

TO: 

FROM: 

Paul Wo]fowitz 

Donald Rumsfetd1 f\-
SUBJECT: Iraqi Opposition 

December 24, 2002 6:51 AM 

You may have to call the NSA and CIA and ask them to speed up on vetting these 

Iraqi people for the training for the opposition. 

Thanks. 

DHR:dh 
122-402-J 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ U_'~(_' u____,; ....... /_;JJ_· __ _ 
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December 27, 2002 t:18 PM 

TO: L--l(b)-(6)____. 

FROM: Donald Rumsfeld 
·:;) 

;/. SUBJECT: Gifts 

~'\ . · Did somebody get all the names and people we should thank for those gifts I 

looked at the last day I was in the office? I sure hope someone sent thank you 

notes to all those people. 

Thanks. 

DHR dh 
122701-9 (Ls compultr) 
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TO: 

FROM: 

Paul Wolfowitzb 

Donald Rumsfeld '\/ ft,.. 

SUBJECT: PC Notes 

December 27, 2002 3:02 PM 

Please give me your notes from the PC on 12/27. I would like to have a record. 

Thanks. 

DHR:dh 
122701,JO (ts aimputcr) 
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December 27, 2002 1:35 PM 

TO: Doug Feith 

FROM: Donald Rumsfeld 1)\. 

SUBJECT: Detainees 

Please take a look at this article on the detainees. Do we actually know where we 

stand on those? ls someone with some sense working the problem'? 

Thanks. 

Attach. 
Miller, Greg, "Many Held at Guantanamo Not Likely Terrorists," Los Angeles Times, December 22, 

2002, p. I. 

DHR:dh 
122701-13 (ts computer) 
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' Thal's because there arc so 
many places to hide. Despite 
bcin& ou1numbcred 5 10 I by 
the 10th Mountain soldiers, the 
opposition troops were able to 
inflict heavy damage on the 
at1ackin& fora:. But 1he most 
important pan of the exercise 
takes place after the shooting 
s1ops, when the soldiers are 
briefed about what went right 
and wrong in 
Shughart-Gordon. The brigade 
earned high marks for 
breaching enemy defenses and 
gaining a foothold in the city, 
but when c:lcaring individual 
buildincs, squads often stacked 
100 many soldiers near 
doorways, making lhcm easy 
targets. 

Pentagon officials arc 
officially mum on whether the 
10th Mountain might sec 
action in Iraq, but most of the 
young men playing war here 
arc convinced they will. 
Histol)' is their guide. The 
division that fought on skis in 
the mountains of Italy during 
the S"ond World War and at 
the Chosin Reservoir in Korea 
has bt.cn the force of choice 
over the past dr.cade for both 
war fighting and nation 
building-dispatched to 
Somalia, Haili, Bosnia, 
Kosovo, and Afghanistan. At 
one point lut year, the division 
of 8,000, based at Fon Drum, 
N.Y., was deployed in eight 
countries around the wor1d, 
givina rise to an outfit joke that 
"the sun never sets on the 10th 
Mountain." Many of those 
fighting at Fon Polk were just 
10 months ago engaging al 
Qaeda troops in the Shah-e Kot 
Valley in Afghanistan during 
Operation Anaconda. Nine 
years earlier, many of them 
were sent in 10 rescue the 
Army Rangers pinned down in 
Mogadishu, the Somali capital. 
It was the U.S. military's 
bloodiest urban battle since 
Vietnam. 

Flex city. Staff Sgl. J 
Young remembers that night 
Mogadishu. Growing up in ny 
Knob Noster, Mo. ("If you 
blink, you11 miss it"), the 
mortarman was just 17 when 
he shipped out to Somalia with 

the 10th Mountain. The night 
the Rangers took on thousands 
of armed Somali militiamen, 
he Jeuned the hard way that 
!he best-laid military plans can 
disimegrate in the chaos of 
streeMo-st:reet fighting. Taking 
a break before the attack on 
Shughan-Gordon, he offen a 
foot soldier'& advice to U.S. 
military planners: "If you are 
not flexible, you're going to get 
yoW" ass handed to you." 

Which is why the 
Pentagon began changing its 
doctrine several years ago to 
teach urban combat skills. "Our 
training bas made a very 
dramatic shift toward fighting 
in cities," says Col. Burke 
Garren, commander of l 0th 
Mountain's 1st Brigade combat 
team. Young offi~rs were 
once instructed to avoid urban 
conflict, as it only bogged 
down an advancing army and 
produced political fallout. But 
today's enemies are unlikely to 
challenge lhe world's most 
advanced mitituy in open 
1errain. The shift in focus is 
also based on demographics: 
Military officials cite data that, 
by 2010. thrr.e quarters of the 
world's population will be 
living in urban areas. Cities, in 
other words, are the banleficlds 
of the furure, 

If the war games at Fort 
Polk are a window on what lies 
ahead, then a nation that has 
grown comfortable with 
antiseptic conflic11 could be in 
for a janing awakening. Capt. 
David Kirkpatrick's . Alpha 
Company was the fmt into the 
breacb at Shugban-Gordon, 
and after the battle, the wii:y 
distance runner. who once 
narrowly missr.d qualifying for 
the Olympic trials, was 
beaming with ride over the 
10th Mountain's ' uccess." Yet 
with cccss ca sobering 
rea • alion: Most o is men 

't survived the nigh 

Los Angeles Times 
December 22. 2002 
Pg.I 
30. Many Held At 
Guantanamo Not Likely 

Terrori 
Dozens Of Detainees Pase No 
Real Threat, But U.S. Policies 
Mah It Nearly Impossible To 
Gel Names OJI Usu, 17iere's 
Al.so Fear Of Freeinl '21st 
Hijacur.' 
By Greg Miller, Times Staff 
Writer 

' The United States is 
holding dozens of prisoners at 
Guantanamo Bay who have no 
meaningful conn~tion to Al 
Qaeda or the Taliban. and were 
sent 10 the max.imum-securil)' 
facility over the objections of 
intcllisence officen in 
Afghanistan who had 
recommended them for release, 
according to military source,; 
with direct knowledge of the 
mauer. 

Al least 59 detainees •• 
nearly 1 O*I of the prison 
population al the U.S. Navy 
base at Ouantanamo Bay, Cuba 
•• were deemed to be of no 
intelligence value after 
repeated interrogations in 
Afghanistan. All were placed 
on ''recommended for 
repatriation" lists well before 
they were transfcrml to 
Guantanamo Bay, a facility 
intended to hold the most 
hardened terrorists and Taliban 
suspects. 

Dozens of the detainees 
an: Afghan and Pakistani 
nationals described in 
classified intelligence reports 
as farmers, taxi driven, 
cobblers and laborcn. Some 
were low-level lighten 
conscripted by the Taliban in 
the weeks before the collapse 
of the roting Afghan regime. 

None of the 59 met U.S. 
screening cntena for 
determining which prisonen 
should be sent to Guantanamo 
Bay. rnilituy sources said. But 
all were transferred anyway, 
sources said, for reasons that 
continue to baffle and frusttate 
intelligence officers nearly a 
year after the fim group of 
detainees anived a1 the facility. 

"There ~ a lot of guilty 
[people] in theae,• said one 
officer, "but then:'s a 101 of 
fanncrs in there too." 

The sources' accounts 
point 10 a previously 

11-L-0559/0SD/9803 

p.ige30 

undisclosed Sbugle within the 
milituy over the handlin1 of 
the detainees. Evm senior 
commandm were said to be 
troubled by lhe problemt. 

Maj. Gen. Michael E. 
Dunlavcy, the operational 
commander al Guantanamo 
Bay uolil October. traveled to 
Afghanistan in the sprins to 
i;omplain thal too many 
"Mickey Mouse" detainr.a 
were bcin1 sent to the already 
i;rowdcd facility, sources said. 

One senior Anny officer 
described Dunl1vey'1 visi1 u a 
·fa.ct-findins" mission. But 
another who met with 
Dunlavcy said the general's 
purpose wu mo~ diffl:t: '11e 
came over to chew us out," the 
officer said. Dunlany, an 
Anny reservist. declined to 
comment. 

The sources blafl!Cd • hall 
of problems, including flawed 
screening guidelina, policies 
that made it almost impossible 
to 11kt prisoners off 
Guantanamo flight manifesll 
and a pervasive fear of letting 1 

valuable prisoner ao fRe by 
mistake. 

·No one: wanted to be the 
guy who releaaed the 2111 
hijacker," one officer said. 

While lhat cona:ra 
remain, a legitimalc one, the 
fa.;1 that dozem « the 
detainees arc still in custody a 
year or more after their captun: 
has become a source of deep 
concern to mililuy officen 
engaged in the war OD 
tcnorism around the globe. 

Many fear that dciainina 
innocents, and providina no 
legal mechanism for appeal. 
can only tned distrust and 
animosity toward the U.S. -
not only in the home countries 
and governments of the 
prisoners but also among the 
inma1e1. 

"We're basically 
condcmnin1 thcae guys to 
Jong•term imprisonment," said 
a mililary official who was • 
senior intenogator at 
Guantanamo Bay. 

"If Ibey weren't WTOriSU 
before, they certainly could be 
now." · 

Mo~ver, he said, even f 
0 
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December 27, 2002 2:34 PM 

Di Rita 

Non-Military Defense Spending 

Please take a look at this McCain material in this file. Is there something we 

ought to be doing about fixing some of that? Why don't you get Ken Krieg 

working on it, or ask Arnold Punaro. 

Thanks. 

Attach. 
12/12/02 PA&E memo 10 SecDefre: D1>D Budget Graphic 

DHR·dh 
122701-21 (ts ~ompulcr) 
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F~ CE OF THE SECRETARY OF DEFENSE 

l'"O<.RAM ANAL Y515 
AND EV.O.L.IJAT10N 

1800 DEFENSE PENTAGON 
WASHINGTON, D .C . 20301 · 1800 

FOR: SECRETARY OF DEFENSE 

. <:>sJ'f FROM: Stephen A. Cambo~ 

DEC 1 2 ?:C2 

SECOEF HAS SEEN 
Ot:C 2 7 2002 

~<;:It / '~/ ('v'\ \A SUBJECT: DoD Budget Graphic Snowflake dated November 13, 2002 
I 

• Via Tab D you asked for the DoD budget as a percentage of gross domestic 
product (GDP) on a graph, the absolute numbers since 1970, the percentage of the 
DoD budget and the absolute dollars for non-military items. 

• The graphic with the Dod Budget Authority (BA) as a percentage of GDP and a 
table with the absolute number are at Tab A. 

• Tab B compares the Office of Management and Budget's (0MB) and the 
Congressional Budget Office's (CBO) forecasts of the Federal Budget surplus for 
FY02·FY09 with the effects of a $10B increase to DoD in FY08 and 09. 

• Tab C itemizes non-military defense spending in FY03. It includes Senator 
McCain's annual pork barrel projects press release that details DoD appropriations 
added by Congress but not requested by DoD. 

COORDINATIONS: NONE 

Attachments: 
As stated 

f b)(6) 
Prepared by: Richard P. Burkel ____ __ 

11-L-ossiso19aos 
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December 27, 2002 1:44 PM 

TO: L TC Craddock 

FROM: Donald Rumsfeld 1A'-
SUBJECT: Time Management 

Let's try to get a redo of this time management chart. I think we need to go back 

and do it for a period of four, five or six months, so that it has a mix in it. 

I also think we need to change some of the categories. I would think local travel 

time should be assigned to NSC, if that is where I am going, or to Capitol Hill, if 

that is where I am going, or to the President, if that is where I am going. I don't 

know what is different between NSC and interagency-I would combine them. 

1 don't know what the difference is between Chainnan/JS and Round Table. It 

seems to me those are of a kind. The thing 1 would separate out is CENTCOM. 

Furthermore, I don't think "social time,, is social time. I bet I don't spend one 

percent social time. If social time is when 1 go to a Uzbekistan reception or 

something, then I would think that is Policy. 

Thanks. 

Attach. 
Undated "Secretary of Defense Time Management Chart, Last Quarter of2002" 

DHR:dh 
122701-lS (Is comp11U:r) 
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December 27, 2002 2:36 PM 

TO: Torie Clarke 

FROM: Donald Rumsfeld Th 
SUBJECT: Employers of Guard and Reserves 

At the Qatar town hall meeting, someone asked about a credit for employers who 

give training to Guard and Reserves that benefits them in the military. I would 

like to get an answer to that. Why don't you talk to Personnel and Readiness. 

Thanks. 

DHR:dh 
122701-22 (ts computer) 
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TO: 

FROM: 

Paul Wolfowitz 

Donald Rumsfeld ~ 

SUBJECT: Detainees 

December 28, 2002 12:40 PM 

Please get with Jim Haynes and pull together a briefing on how we have handled 

all detainees: 

- In tenns of transferring them to the Agency 

- Transferring them to other countries 

- What procedures we use in interrogations 

- What safeguards we impose when we transfer them to CIA. 

Also, I would like an update on the investigation into the two deaths in Bagram. 

Thanks. 

DHR:dh 
122701-27 (Is oompu1t:r) 
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TO: 

FROM: 

Doug Feith 
Larry Di Rita 

Donald Rumsfeld g/l 
SUBJECT: MoD Group 

December .28, 2002 3:09 PM 

Should we develop a Ministers of Defense group that would include people like 

Portugal, Spain, ltnly, Norway, Japan, UK, Australi1:, Poland, Turkey, Romania, 

Qatar, Uzbekistan, Colombia and 8 or 10 others? 

Doug and Larry, what do you think? 

Thanks. 

DHR:db 
122801-8 (Is computer} 
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TO: 

FROM: 

Larry Di Rita 

Donald Rumsfeld 

SUBJECT: Total Infonnation Awareness 

December 28, 2002 3 :09 PM 

Should this article on Total Infonnation Awareness be moved around to people? 

Should I return Senator Byron Dorgan 's call? 

Thanks. 

Attach. J'l,./1,/ 'Pl i.ca ~6'- ~ JtfC,l')eF 
Taylor, Stuart Jr., "Big Brother and Another Overblown Privacy Scare," National Journal, 12/07/02 

DHR:dh 
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National Journal Magazine Archive Page 1 of3 

4 of 30 results Previous Story I Next Story I Back to Results List 

12-0, .. 2002 

COLUMN: Big Brother and Another Overblown Privacy Scare 

Editorial writers and other guardians of privacy have had a field day with 
the reports that former Reagan National Security Adviser John M. 
Poindexter has come back as a cross between Dr. Strangelove and Big 
Brother. Poindexter is watching you, or soon will be, his detractors 
suggest, as they lovingly detail his 1990 convictions (later reversed on 
appeal) for his lies to Congress about the lran-Contra affair. The Web 
site for Poindexter's "Total Information Awareness" program at 
the Pentagon foolishly fans such fears, featuring the slogan 
"Scientia Est Potentia"-Knowledge Is Power-complete with an 
ominous, all-seeing eye atop a pyramid. 

Poindexter is ttgetting the 'data-mining' power to snoop on every 
public and private act of every American," hyperventilated William 
Satire of The New York Times, in a November 14 column that helped touch 
off a frenzy of similar stuff. The Romeland Security Act, claimed Safire, 
would put Poindexter in control of a vast government database, containing 
"every purchase you make with a credit card, every magazine 
subscription you buy and medical prescription you fill, every Web site you 
visit complaints from nosy neighbors to the FBI,n and much 
more. 

Blather, nonsense, piffle, and flapdoodle. Poindexter has no more (and 
probably less) power to compile a computer dossier on you than I do. He 
has no more power to invade your privacy than the Pentagon procurement 
officer for a new machine gun has to shoot you with it. He might like to 
create a grand central database in which to fish through billions of 
transactions and other records for clues on possible terrorists. But he 
got no such authority from the homeland security bill and-given his 
Iran-Contra baggage-he never will get it. 

The job of the brainy, technologically adept Poindexter is to develop 
technology, not set policy. He hopes (says his program's Web site) to 
"revolutionize the ability of the United States to detect, classify, 
and identify foreign terrorists-and decipher their plans.• The 
goal-one to which many privacy guardians seem stunningly indifferent-is to 
thwart terrorist attacks and thus to save lives. 

Poindexter is a high-level official of the Defense Advanced Research 
Projects Agency, which helped create the Internet. His office is working 
on what he calls a "prototype system," using "synthetic 
transactions" and other, mostly simulated data to test the capacity 
of computer-based pattern-recognition techniques known as 
~data-mining" to home in on people who might be terrorists. His 
office vaguely acknowledges that it is already providing technology to 
military intelligence agencies for use in analyzing data these agencies 
have legally obtained. Because of the possible effect on privacy of these 
current activities, and because any broader system could ultimately work 
well only by continuously monitoring all of us-or at least all 
foreigners-Congress should do some continuous monitoring of its own and 
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explore whether to strengthen protections such as the Privacy Act. 

Underneath the flap about Poindexter, a well-meaning patriot cursed with 
abysmal judgment, lie important questions that have been glossed over as 
though inconsequential. How can we identify future Mohamed Attas before 
they murder hundreds, thousands, or even hundreds of thousands of us? What 
kinds of data-mining might penetrate their plans before it is too late? 
What exactly would be the risks to privacy, and how can we minimi~e them? 
Might this be the only way "for us to survive as a 
civilization," as Stanford University computer scientist Jeffrey 
Ullman suggested in an interview with Salon's Farhad Hanjoo? 

"By looking at all kinds of information about citizens and visitors, 
we would know who's renting Ryder trucks or buying fertilizer for bombs or 
fermenters to make biological warfare agents, or who is visiting Internet 
Web sites to find instructions for designing a nuclear weapon." 
That's not Poindexter talking. That's Ashton Carter, a former Clinton 
Defense Department official who is now a professor at Harvard's John F. 
Kennedy School of Government, as quoted in the Carnegie Reporter. Carter 
is one of 44 members of a high-powered task force sponsored by the Markle 
Foundation, which explored the potential uses (and abuses) of data-mining 
in a thoughtful October 7 report titled "Protecting America's Freedom 
in the Information Age." 

Data-mining and analysis can mean anything from a simple Google search of 
a known suspect's name to constant sifting by supercomputers through vast 
private and governmental databases to identify people with purchasing, 
travel, or behavioral patterns that experts consider to be shared by 
terrorists. The Markle report describes how "the use of watchout 
lists •••• and access to quite modest forms of data" could have 
thwarted the September 11 attacks. 

For starters, running the names of all airline ticket purchasers through 
the government's nwatch list" of suspected terrorists would have 
flagged two of the 19 hijackers-to-be in August 2001. Checking their 
addresses could have led to three more, including Mohamed Atta. His phone 
records could have led to another five, An 11th had used the same frequent 
flier number as one of first two. Checks on recent flight-school 
attendees, expired visas, and other data might have led to the 
rest. 

Future terrorists using false names, the Markle report notes, "can 
still be identified ••• with a biometric algorithm derived from a 
photograph of the face" or fingerprints, which "can go into a 
government database when ... someone applies for a visa, or is arrested, 
or receives a driver's license, for instance." Such'data, together 
with intelligence about suspected terrorists and their "networks of 
contacts and support," could be used to screen people seeking access 
to dangerous pathogens, extremely hazardous materials, or critical 
electronic networks. 

Should we bar this sort of thing because it would subject some innocent 
people to unwelcome scrutiny? Or because some rogue officials might be 
willing to risk exposure and disgrace by leaking or threatening to leak 
information about pornographic video rentals, extramarital adventures, or 
the like to harass or blackmail political dissidents? Should we eschew 
fishing expeditions through Ryder truck rental records and fertilizer 
purchases'? 

Not if we want to prevent terrorist mass murders. And I, for one, am a lot 
less worried about the government snooping through my credit card bills 
and psychiatric records than about being anthraxed in the subway or killed 
by a nuclear explosion in my downtown Washington office . 
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We should, of course, minimize the risks of abuse, error, and invasion of 
privacy. The Markle task force compiles page after page of suggestions, 
including "tools that create audit trails of parties who carry out 
searches, that anonymize and minimize information to the greatest extent 
possible, and that prevent ... dissemination of irrelevant information to 
unauthorized persons or entities." 

The important question is whether the risks to privacy posed by any 
particular data-mining proposal outweigh the hope that it might save 
lives. The answer, in every case, will depend on careful cost-benefit 
analysis. For now, rather than running screaming from the room or lobbying 
Congress to "shut down" DARPA's work on this potentially 
life-saving technology-as The New York Times idiotically demanded-we 
should remedy the government's current inability even to •make sense 
of the prodigious amounts of information it already has," in the 
words of Philip Zelikow, executive director of_ the Markle task 
force. 

Far from emulating Big Brother, the government has so far failed even to 
pull together widely available, not-very-private data that could be useful 
in screening airline passengers, transporters of extremely hazardous 
materials, and so on. Indeed, a Senate Appropriations subcommittee 
recently killed a $20 million program to research such modest forms of 
data analysis, says Zelikow, who is also the director of the University of 
Virginia's Miller Center of Public Affairs and a member of President 
Bush's Foreign Intelligence Advisory Board. 

The Markle report expresses skepticism about the effectiveness of the more 
exotic-and scarier-approach of "endless mining of vast new government 
data warehouses to find intricate correlations," especially those 
based on psychological profiles. By generating large numbers of false 
positives, Zelikow says, that approach could lead to intrusions on 
innocent people, ill will, lawsuits, and a political backlash against even 
the most effective and least intrusive forms of data-mining. Those who are 
serious about saving lives understand the need for safeguards to allay 
concerns about privacy. 

And "the greatest danger to American privacy," Zelikow says, 
"would arise after another major terrorist attack. Those who pose 
privacy and security as warring goals may thus end up getting neither. The 
emerging center on these issues will be made up of people in both parties 
who see privacy and security as complementary goals that have to be 
achieved together and in balance." 

Stuart Taylor Jr. 

National Journal 

Need A Reprint Of This Article? 
National Journal Group offers both print and electronic reprint services, as weJl as 
pennissions for academic use, photocopying and republication. Click here to order, or 
call us at 202-266-7230. 
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December 28, 2002 3:09 PM 

TO: Ken Krieg 

FROM: Donald Rumsfeld P/l. 
SUBJECT: The DoD Challenge 

Could you please take a look at this memo, check it for accuracy and edit it so it is 

accurate? Maybe Arnold Punaro could help. 

Thanks. 

Attach. 
The DoD Challenge, 06/25/01 

DHR:dh 
122801.(i (ts computer) 
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SUBJECT: The DoD Challenge 

\/ 

(j)w~ ~~' v~ 
June 2S, 2001 

What is the biggest change in the Pentagon over the past 25 years? Almost 
without notice, the reservoir of trust-the glue that makes relationships work-has 
been drained. The answer is that there has been an erosion of confidence between: 

• The senior military leadership and their subordinates, as seen in the 
increase in resignations of junior officers, those who could be the 
military leaders of the future. 

• Political leadership and the Armed Forces due to under funding that has 
left the impression that our government undervalues military service. 

• The Department of Defense and Congress, leading to a layering of 
restrictions ~d requirements that have reduced the DoD's ability to 
manage the Department. 

The Defense establishment is tangled in its anchor chain. To manage DoD 
efficiently and to transform the Anned Forces for the 21st century we need to first 
transfonn the Department-how it operates intema11y, how it deals with its 
industrial suppliers, and how it interacts with the Congress. 

The Anned Forces have been fortunate in attracting and retaining truly 
outstanding men and women, who voluntarily put their lives at risk to perfonn the 
noble work of defending our country. But government too often provides training 
and equipment that are more appropriate for the Cold War than for the coming 
decades. 

DoD is one of the largest entetprises on earth, but its leadership has little 
control over the resources, personnel, and operations of the Department. DoD: 

• Is unable to reallocate savings to more effective ends, so managers at all 
levels have no incentive to save dollars. 

• Can't account for millions of transactions valued at more than $2.6 
trillion. 

• Is required by law to submit 905 reports to Congress per year, many of 
which are of marginal value and probably little read, despite the 
hundreds of trees sacrificed. 
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• Has to respond to some 2,500 to 3,000 inquiries of concern or complaint 
from Members of Congress each week. 

• Has a backlog of some 150,000 security clearances. 

• With a $300 billion budget, needs Congressional approval to build a 
$500~000 building and is required to maintain some 20-25%+ more 
facilities than are needed. 

• Is monitored closely by the General Accounting Office, more than eight 
Inspectors General and a testing organization that report to Congress, 
with the result that the Department has so many auditors and 
inspectors-some 24,000-that they approximate the number of U.S. 
Anny "trigger pullers" that can be deployed at any one time. 

• Has overhead that has grown to the point where it is estimated that only 
14% of the DoD manpower is directly related to combat operations. 

• Has antiquated personnel policies, many of which were designed to 
manage a conscript force of single men, but now manage a volunteer 
force with families. 

• Has several different personnel systems that enlist their workforces for 
four-year tours, as opposed to bringing them onboard for a career. 

• Has policies that uproot personnel and families every few years to move 
them to new assignments, and then, after training them and benefiting 
from their fine services, shove many out while still in their 40's. 

• Has policies that commission officers, train them, and then bounce them 
and their families from assignment to assignment every two to three 
years:, to the point that the most successful officers skip across the tops 
of the waves so fast that they can't learn from their own mistakes 
because they are seldom in an assignment long enough to see what they 
were; and then we ease them out to retirement between the ages of 45 
and 55, while still in their prime. 

• Has benefit and assistance programs for military personnel that some 
critics say emulate the failed Soviet model of centralized systems for 
housing, commissaries, and healthcare, rather than using private sector 
competitive models that are the envy of the world. 

• Has three separate Post Exchange systems, and a law prohibiting DoD 
from consolidating them without the approval of Congress. 
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• Is faced with a process where in the year 2000 54% of the President's 
DoD R&D programs were changed by Congress and 32% of its 
procurement programs. 

• Has three or four different health systems and three or four surgeons 
general, rather than a single service that an efficient, large-scale 
enterprise would fashion. 

• Grade and rank systems more than 100 years old and which were 
rejected years ago by the for-profit sector in favor of flatter, more 
nuanced organizations and compensation arrangements. 

• Financial management and information systems designed to report to 
Congress and comply with the maze oflaws, amendments and 
requirements that have grown geometrically and accumulated over 
decades, rather than systems designed to provide the financial 
information managers need to manage. 

• Rules, regulations and approval requirements that guarantee the Defense 
establishment infrastructure remains decades behind in recapitalization, 
rather than the more efficient models most companies use, including 
outsourcing, sale/lease back arrangements, and privatizing. 

• Organizations and practices that perpetuate separateness, as we talk of 
')ointness," causing many dedicated, well-organized, able people to 
work hard doing things that need not and/or should not be done. 

• Despite some 128 DoD acquisition refonn studies, an acquisition 
system that since 1975 has doubled the time it takes to produce a 
weapon system, while the pace for new generations of technology has 
shortened from years to 18 months, guaranteeing that DoD's newest 
weapons will be one or more technology generations old the day they 
are fielded. 

• Processes and regulations so onerous that many commercial businesses, 
developing needed military technologies, refuse to do business with 
DoD. 

• A U.S. defense industrial base that has declined from 20+ companies in 
1976 to 5 major £inns today, with the 6th a foreign firm. 

• Seeks a warrior culture, but slides from what some estimate to be in the 
neighborhood of a 55/45 teeth-to-tail ratio to a 45/55 ratio (percentages 
depend on classification categories). 
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• Statutory requirements that include some $7 billion of non-traditional 
defense programs that run the gamut of non-defense interests from 
education, drugs and the environment to snakes, fossils and cancer 
research. 

• Metrics more focused on inputs, efforts and intentions than on outputs 
and results. 

• A pattern of legal and/or Congressional cha1lenges to most major 
program decisions. 

• A Defense Authorization Bill that in 1962 was one page; in 1975 totaled 
75 pages; today. packed with requirements, prohibitions, stipulations, 
entitlements and mandated organizational structures, it has ballooned to 
988 pages, during a time when the number of men and women in the 
anned forces has dropped from 2.1 million to 1.4 million. 

This situation has undoubtedly evolved over the past decades as a result of 
a series of instances that caused distrust between the Congress and the 
Department. Unfortunately, the result has not been improved oversight. Quite the 
contrary, each new layer of control and micromanagement has compounded the 
problem of accountability. From a practical standpoint, DoD no longer has the 
authority to conduct the business of the Department, and, as a result, its 
performance is deteriorating. 

The maze of constraints on the Department forces it to operate in a manner 
that is so slow, so ponderous and so inefficient that whatever it ultimately does 
produce is late, wasteful of taxpayer dollars, and has the unintended result of 
leading to still more letters of complaint and calls of criticism from Congress, 
more critical hearings and more condemnation in GAO reports, to be followed by 
a still greater number of amendments, restrictions and requirements to try to 
correct the seeming mismanagement. 

Transforming the U.S. Armed Forces for the tasks ahead is important. 
However, transforming how DoD functions and its relationship with Congress 
may be even more important. Without transforming the Department, the 
transfonnation of the armed forces may not be possible. What may be needed is 
an "omnibus process" to overhaul this relationship and a "compact" so controls, 
requirements, reports and regulations in future years wiJI have a sunset provision 
and do not again compound over time. 

Notwithstanding the fact that there are outstandi~g people who care about 
our country both in Congress and working throughout the Defense Department, 
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none of whom would knowingly damage national interest, that is our 
circumstance. 

Our country functions smoothly today because of the rule of law. If all 
contracts in our society had to be adjudicated or were subject to constant 
oversight, the system would break down completely. Fortunately, that is not the 
case. Almost all of our business and personal relationships are based not on 
oversight, inspections, audits, adjudication or micromanagement. Rather, they are 
based on trust. 

Today that is not true. Over time, the regulations and requirements that 
have been laid on are so onerous that, over time, they are smothering incentive, 
innovation and risk taking. 

The late Senator Everett Dirksen used to tell the story about how to cook a 
frog. He said if you put a frog into a pot of boiling water, it will jump out. But, if 
you put a frog in cool water, it will be comfortable in its new surroundings. Then, 
if you slowly tum up the heat, the frog will not notice. Eventually the water will 
boil, and you wiJI have a cooked frog. 

That is what has happened. It has taken decades of small, logical, or at 
least understandable, individual acts to create a situation where in the aggregate 
they prevent the Department from serving the national interest. 

No large institution willingly reforms itself. Resistance to change is great. 
To accomplish the task will take the best efforts of the President, the civilian and 
military leadership in the Department, and, importantly, the leaders and Members 
of the House and Senate. 

During his term each President has available only the Defense capabilities 
left by his predecessors. So, too, the decisions he makes and the capabilities 
invested in during his term will be available not to him, but to his successors. 

So it is our responsibility to get about the task of transfonning this great 
national asset, the Department of Defense, that is so needed to preserve peace and 
stability in our still dangerous, untidy and dynamic world. 

The country and the men and the women of the Anned Forces who put their 
lives at risk deserve no less. 

DHR:dh 
SRll:urrmt MFIWChallenge 
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U TO: Ray DuBois 

FROM: 
L.> ~ ~ -J:.,J- , 

SUBJECT: Puerto Rico A..tr,.,u { f ~~ ~ ;,f µ.,1.t· 

;U:J;~ .r1J;L 'r µv _V 
When we look at'\,ase elssHFe!", I want to look very hard at Puerto Rico. +hat is Re-

,,.lengu an envirom tte1tt bo~pitttble t& US mi !itary. ).4y iRstil'i;: t i G m t!:1lte tt got'ilt,:;;;..' 

chard leek at it in the t:onte'.ltt 0f base clGsing. 

Thanks. 
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December 28, 2002 12:46 PM 

TO: L TC Craddock 

FROM: Donald Rurnsfeld ~ 

SUBJECT: Puerto Rico 

Please find out all the US miJitary has in Puerto Rico. 

Thanks. 

DHR:dh 
122801,3 (Ii compwt) 

·············································~·-·· 
Please respond by DJ J J o / tJ 3 , 

* ACTIVE Duty Military Personnel Strength in Puerto Rico by Service: 

Total Anny Navy 

2,525 804 1642 

*Numbers from Defense Almanac 

I) I i Y->~-"-", 

Marine 
Corps 

23 

Air 
Force 

56 
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., . . ' . · ~Autho_pd · '7\uthorized ',·.·· ·:·'ll'. .. 
Svc Com·p \:'.., 

i:lnstallation Name MIL·:: ' . CIV . -. ,')",:. 

Army Active Fort Buchanan 2348 1722 

Navy Active NAVSECGRUACT Sabana Seca 135 107 
NAVCOMTELSTA Roosevelt Rds Rq 61 20 
NAVST A Roosevelt Roads PR 2236 390 

Air Force Active Lajas Radar Site (TARS #16) 

Ramev AF Solar Observatory 9 

Army Guard Carolina 118 

Juan Ponce De Leon Armory 188 

Spc Angel L. Hernandez 131 
Bayamon 118 

Maj. Carlos Rafael Cruz Torres 118 

Yauco Armory 

SFC Adolfo Rivera-Ortiz 
Cayey 406 
Fort Allen Coe#43177 947 
Arecibo 182 
MTA Camp Santiago 429 
Utuado 131 

Ponce Armory 120 
Ramey Base 242 

Sgt Angel G. Martinez 131 
Cpt Alejo Rivera- Morales 188 
SFC Rodolfo Velez 131 
Hangar No. 21 96 
Gen Luis R. Esteves 158 
Fort Buchanan 

Army Aviation Support Facility 
Vega Baja Armory 277 
Penuelas 115 
Cpt Ruben Acosta 275 
PFC Arcadia Alagarin 131 
Israel Vargas Armory 

Cpt. Antonio R. Rocafort 146 

Pvt Raul M. Burgos 

PFC Jorge Figueroa 131 
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1 Sg Pedro A. Roig 131 
CSM Jose (Pepe) Diaz 177 

Army Reserves LTC H.G. Pesquera/Ft Allen 580 
Fort Allen USARC/Prang 
Cpt E. Rubio Jr./Puerto Nuevo 1130 
1 Lt P. Lavergne/Bayamon 424 
MSG D. Claudio/Caguas 169 
AMSA #161 (G) 
Roosevelt Rds Nav Sta USARC 497 
Cpt P.J. Parra/Ponce 172 
Ramey USARC/Aquadilla 636 
PFC S.C. Aviles/Salinas 120 
PFC LG. Oliveras/Yauco 120 
Cpl J.G. Rosario/Aquadilla 120 

Air Force Guard Camp Santiago Range {ANG) 
Fort Allen ANG 
Punta Borinquen Radar Site 
Luis Munoz Marin Intl Airport 916 
Punta Salinas Radar Site 212 

USMC Reserves Hdqtrs 4th MAROIV (Multi-Sites) 
15102 2239 
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December 30, 2002 7:02 PM 

TO: 

FROM: 

/ SUBJECT: 
./ 

Bill Luti 

Donald Rumsfeld 1.\,. 

Stnnecki 's Bric fin a e, 

I would like to get the top Afghanistan people briefed by Strmecki and see what 

they think about his briefing. Also, I think we ought to get McNeill and 

Eikcnberrv brieted bv him on a SVTC som 1· • J • e 1me soon. 

1 1ec I smce we hrst Please give me a report as lo what we have done with Str l k' . -

heard the briefing and f left town. 

Thanks. 

DIIR :1lh 
I ZJOI} 1-19 (Is ~1,mpmcr J do, 
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December 30, 2002 7:21 PM 

TO: ~ 
FROM: Donald Rumsfeld \)~ 

SUBJECT: Response to Tom Opfennan 

Please e-mail Tom Opferman: 

"Thank you and Happy New Year. 

Yes, please send Nick a copy of the judgment and decree and also send it to Jim 

Denny as trustee of the Rumsfeld Family Trust and the Nicholas Rumsfeld Trust, 

so that he will have that as part of the file. '' 

Thanks. 

DHR.dh 
123002-24 (ts computer) doc 
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Please respond by ___ O_..f...., ...... /_u_3-1-/_0_3 _____ _ 
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December 30, 2002 11:51 AM 

TO: 

CC: 

FROM: 

David Chu 

Dov Zakheim 
Steve Cambone 

Donald Rumsfeld J) ~ 
SUBJECT: Reserve v. Active Duty Tasks 

Attached is a note I sent to Dov Zakheim and his response to me. 

Would you please look into the subject and then schedule a briefing for me 

sometime in mid.January. l don't think I am satisfied with the approach it looks 

like the Services intend to talce. 

I have trouble seeing why we have to have a reserve call·UP anytime we want to 

engage in conflict. lt simply tips off the fact that that is what we are going to do 

months before we are able to do it. From the standpoint of strategic surprise, I 

think that is foolish. 

Thanks. 

Attach. 
11/01/02 SecDefmemo to USD(C) and PA&E re: Tasks-Reserve v. Active Duty [110102-19} 
11/ 14/02 USD(C) memo to SecDef 

DHR:dh 
123001 ·3 (ts computcr).doc 
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Please respond by ______________ _ 
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TO: ,•~,. 

·steve Carnbone 

FROM: Donald Rumsfeld 1 "'
SUBJECT: Tasks-Reserve v. Active Duty 

November 1, 2002 2:47 PM 

Today we had a briefing on Reserves and active duty personnel. It is very clear 

that there are some distinctive tasks only found in the Reserves that are not found 

on active duty, which means if you want to do those things you have to activate 

Reservists. That seems to me to be unwise. 

I would like a list of what those things are, and then an indication of what the 

various Services are doing to put those critical skills back on active duty, rather 

than in the Reserves. This has to be reflected in the budget in some way. 

Please advise. 

Thanks. 

DHR;dh 
110102-1!1 
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Please respofl!l by __ I_\ .._}_I ~___,/ .... o_"l.-___ _ 
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UNDER SECRETARY OF DE~l!NSE·.f Ci= tJ G,:SE 

1100 DEFENSE PENTAGON 
w•sHINGToN oc 20301-1 ,~2 xcv r 5 P!i l 03 

INFOMEMO 
November 14, 2002. 5:00 PM 

FOR: SECRETARY OF DEFENSE 

FROM: Dov S. Zakheim~NOV 1 5 2002 

SUBJECT: Tasks - Reserve vs. Active Duty 

• You noted that some distinctive tasks are found only in the reserves and not in the 
active duty force. You asked what these tasks are, what the Services are doing to 
put these skills on active duty, and how this is reflected in the budget~. 

• Tab B lists capabilities in each Military Service that are found nearly exclusively 
(-80- 100 percent) in the Reserve Components. It notes which capabilities will 
be reallocated during the ongoing FY 2004 - Fi 2009 program/budget review to 
bring more of them into the active force. 

• The Services will bring some capabilities into the active force because demand for 
these skills has increased. For example, the Anny plans to increase its active Civil 
Affairs units because all recent mobilizations have required this capability. 

• The Services are keeping many of the capabilities shown in Tab B in the Reserve 
Forces because they are never used except during war. Examples include Navy 
cargo handJing units and Anny water supply units. Other capabilities are kept in 
Reserve Forces because they exist in small, specialized conununities and are 
needed on an intermittent basis. Large numbers are nQ! needed for mobilization. 
Examples include Air Force polar ski aircraft, Anny Alaska scout battalions, and 
Navy and Marine Corps adversary squadrons. The Services judge that it is far less 
costly to keep units used intennittently in the Reserve Forces than on full.time 
active duty. 

• Other capabilities are simply in short supply, requiring reserves to be mobilized 
when these are needed. For example, the reserves contain only 35 percent of the 
Air Force's security forces, but demands since 9-11 have caused the Air Force to 
mobilize 90 percent of its reserves in this career field. Moving more of these 
capabilities to the active side would not be sufficient to solve the problem. 

• The Services plan to increase capabilities in the active force for shortage skills in 
the Fi 2004 - 2009 program. Only modest ~ 

0 
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More significant adjustments are planned by all of the Services beginning in 
FY2005. 

• Within constant end strength levels, adding capabilities to the active force would 
require offsets. The Quadrennial Defense Review~directed "Review of Reserve 
Component Contributions to National Defenset perfonned by the USD (P&R), 
suggests options for making these offsets: convert lower-demand structure inside 
the active force and reallocate capabilities from the active force to the Reserve 
Forces. The review also identifies options for maximizing key capabilities held in 
Reserve Forces but needed intermittently: convert lower demand structure inside 
the Reserve Forces, and change reserve personnel management to enhance 
volunteerism and diminish involuntary mobilization. 

• The next Defense Planning Guidance can add additional direction to ensure such 
force changes are made. 

COORDINATION: TabC. 

Attachments: 
As stated 

(b)(6) 

Prepared By: John M. Evans, 

11-L-0559/0SD/9830 



MimonAna RC RC % of Total Description FY 04-09 Budget Cbanga 
Personnel Units Force 

Marine Con>S 
Civil Affairs 242 2 100% Intermittent surge None 

requirements, using civilian-
based skills. 

Adversary Squadrons 28 1 100% Steady-state, predictable None 
requirement, using aircraft 
not assiimed to war Dlans. 

Air Naval Gunfire Liaison 494 2 100% Active component capability Reorganization of existing 
Companies will provide MAGTF MEF assets to establish new 

Commanders enhanced AC capability. RC assets 
capability for fire support stay the $a1Ile. 

liaison and coordination with 
allies. 

Air Force 
Weather Reconnaissance 203 I 100% Steady-state requirements None 

well suited lo lhe Reserves. 
Air Defense Interceptor 2,674 4 100% Vacillating threat levels since None 

9/11 may r.;quire intermittent 
AC sunoort. 

Aerial Spraying 409 4 100% Steady-state peacetime None 
aircraft requirement managed by RC 

in AEF construcL 
Polar Ski Aircraft 218 10 100% Reimbursable program None 

aircraft funded by National Science 
Foundation. 
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Mission Area RC RC "'1 of Total Desedptloa FY l4-G9 Budget Cbaaps 
Personnel Units Fon:e 

Armv 
Civil Affain 6.064 40 959(, Civilian acquired stiUs needed to rebuild Added AC sttuceure IO support 

infrastrucnm:. Increased requirements in later ongoing increased demand. 
obases of small scale conlin2encies. 

Public Affairs 1,412 64 92% Limited peacetime rcquimnent; RC provides Inctt.ased RC capability 
wartime SUN"e. 

Division Institutional 23,883 s 100% Supports CONUS training base expansion during None 
Training mobilization. Runs peacetime training for active & 

reserve units. 
Training Support 11,480 7 79% Multi-component units to provide training evaluation None 
Divisions for RC units; improve readiness. Validates units for 

denlovment. 
Water Sunnlv 3.610 49 92'16 Limited 

. no.nuuement. None 
AJasb Scouts 945 3 100% World War D, Cold War derived capability; now None 

Conuessionallv suDllOll:ed. 
Weapons of Mass 692 32 100% By Jaw. National Guard support of on-site situational None 
Destruction Civil Support assessments to civil authorities for WMD incidents 
Teams within CONUS. 

Navv 
Mobil Inshore Undersea 2,898 4S 100% Additional AC Sll'UC:lme requiftd. After USS $99M RC F.quipment; no fon:e 
Warfare eo1e. 24n demand increased. ch,on ...... 

Naval Embarked 87 3 100% Low peacetime demand None 
AdviRnrV Teams 
Harbor Defense 413 14 I~ Low demand None 
Port Cargo Handling 3,087 14 100% Low peacttime demand None 
Snnnnrt 

Logistics Support Airlift 3,800 15 88% Steady state, predictable requirements manageable None 
with non-mobili7.ed Reserves. 
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December 30, 2002 12:03 PM 

TO: Steve Cambone 

FROM: Donald Rumsfeld 

SUBJECT: Oen. Kadish and Missile Defense 

Here is a memo from Chris Williams on Kadish. Is any of that true? If so, my 

instinct is to get a hold of him and make sure he stays on. What are your 

thoughts? 

Thanks. 

Attach. 
12/21/02 Chris Williams memo to SecDcf re: Missile Defense 

DHR:dh 
123001-1 (U computer).doc 
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December 21, 2002 

.A'ool 'O~ORANDUM FOR SECRETARY RUMSFELD 

~ 1FROM: CluisW-illiams~ 

- \1k SUBJECT: Missile Defense 

Congratulations to you, J.D. Crouch, L TG Ron Kadish and of course the President 
on the umouncement earlier this week of U.S. plans to begin fielding limited ballistic 
miiwle defenses in late 2004. This marks an historic accomplishment, made possible not 
only by American technical ingenuity but also by the vision, determination, and foresight 
of the new administration. Well done! 

The President's decision ends once and for all the debate that had been raging in 
certain quarten (including within the mid-level ranks in 1he Missile Defcme Agency) 
about whether the purpose of the U.S. missile defense program should be the pursuit of 
scientific research or instead whether it should focus on fielding capabilities in an 
incremental, .. spiral" fashion. The new programmatic and policy guidance is based on a 
solid policy foundation that effectively integrates wrious international, domestic, and 
technical factors. 

With the program now aimed at accomplishing clear policy goals set by the 
President, the emphasis will be on technical prog:t&w development and maturation. 
Recent test successes in the Ground-Based Midcourse Defense and the Navy Upper Tier 
programs bode well in this regmd. However, you should be aware that "rumor mill" is 
rife with suggestions that LTG Kadish is about to retire, widl the tacit (or CXJRSS) 
approval of senior leaders of the Depa lmei.it. 

Sir, I have bad the pleasure of working closely with each and every missile 
defense agency director - military and civilian alike - starting with LTG Jim 
Abrahamson in 1983 right up through Ron Kadish. I am impressed by Ron Kadish's 
program management skills and, equally important, his willingness to '"'stay in bis lane" 
and not meddle in policy matters and to follow yom and the President' a guidance. He 
bas done a fine job as "trailblazer'' for the Department's streamlined acquisition process 
and "capabilities-based" planning. The few concerns I have beam expressed by your 
staff ·in OSD or program supporters on the Hill about missile defense program 
management issues have been targeted on the MDA staff and not at LTO Kadish directly. 

I understand that you are (or may soon be) considering whether to extend Ron 
Kadish for another stint as director, MDA, or possibly to allow him to reme and then re• 
hire him as a civilian. For what it's worth, I believe that Ron bas done a superb job and 
should remain in that position ( either in uniform or as a civilian) at least through the end 
of the President's first term. Such continuity, 1 am convinced, would benefit the program 
and the overall missile defeme enterprise. Best reprds. 
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December 30, 2002 11:59 AM 

TO: Chris Williams 

FROM: Donald Rumsfeld V1'.-.. 

SUBJECT: Missile Defense Memo 

Thanks for your memo on missile defense. I will look into the question on Ron 

Kadish. I quite agree that he has done an outstanding job. 

Thanks. 

DHR:dh 
123001-7 (ts computer).doc 
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December 30, 2002 12:03 PM 

TO: Jim Haynes 

FROM: Donald Rumsfeld 

SUBJECT: Anticipatory Self-Defense 

Why don't you move this anticipatory self-defense memo around to some of the 

people in DoD as well as to the General Counsels at the State Department, White 

House and CIA. 

Thanks. 

Attach. 
08/02/02 GC memo to SecDef re: "Anticipatory Self-Defense" 

DHR:dh 
12300 I• I I (ts c;omputcr).doc 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
Please respond by __ o"""'t-fo/............a.i o---j.J._o_3a......,. _____ _ 

u1, ·;;L,,7 
"""- ; I ~ 
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GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE 
1600 DEFENSE PENTAGON 

WASHINGTON, D. C. 20301-1800 

INFO MEMO 

GICNEM.L COUN81CL. August 21 20021 10:30 AM 

FOR: SECRET ARY OF DEFENSE 

FROM: William J. Haynes II, General Counsel JJ~ 
SUBJECT: Anticipatory Self-Defense 

• Self-defense has been a fundamental right recognized in the customs and practices of 
nations. These practices are sometimes called the .. law of nations" or "customary 
international law." The UN Charter-the most important codification of those 
customs and practices-did not create the right, nor does it limit it. 

• The 1837 "Caroline Case" is generally cited as establishing the right of "anticipatory 
self-defense" under customary international law. 

o The steamer Caroline had been supplying armed insurgents against British rule in 
Canada with reinforcements of men and materiel from the United States. In 
response to the threat of more activity of this sort, a British force from Canada 
entered U.S. territory at night, seized the Caroline, set the ship on fire, and sent it 
over Niagara Falls, kiJling two U.S. citizens in the process. 

o The British claimed they were acting in self-defense. In an exchange of 
diplomatic notes, Secretary of State Daniel Webster called upon the British to 
show that the "necessity of self-defense [was] instant, overwhelming, leaving no 
choice of means, and no moment of deliberation .... " 

o Webster's articulation of the justification needed for use of force in that 
circumstance supports the legitimacy of anticipatory self-defense. 

o The Caroline case has been distilled into two principal requirements for using 
force in anticipatory self-defense: 

• The use of force must be necessary because of both the imminent nature of the 
threat and the absence of peaceful alternatives, and, 

• The response to the threat must be proportionate. 

0 
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• Recent U.S. practice can be seen to demonstrate that the custom among nations (i.e., 
customary international law) is in accord: 

o Cuban Missile Crisis - nuclear missile bases in Cuba labeled an "immediate 
threat'' and imposition of a blockade a justifiable act of self.defense. 

o 1986 air strikes on Libya justified in large part as anticipatory self.defense. 

o 1989 military action in Panama - President Bush explained the action was 
necessary to protect American lives in imminent danger. 

o 1993 attack on Iraqi Intelligence Headquarters in response to compelling evidence 
Iraq had attempted to assassinate President Bush justified as se]f.defense. · 

o 1998 cruise missile strikes in Afghanistan in response to U.S. embassy bombings 
in Kenya and Tanzania justified as "a necessary and proportionate response to the 
imminent threat of future terrorist attacks against U.~. personnel and facilities." 

• With the advent of nuclear and other sophisticated weapons and the potential for 
terrorists to obtain such weapons, the degree of imminence required to justify using 
force in anticipatory self-defense arguably should be seen differently: the threat need 
not be as demonstrably imminent if there is an increased risk of occurrence and an 
increased magnitude of hann. 

• Taking those changed circumstances and the practice among nations into account, the 
appropriate analysis might be stated as follows: 

o Anticipatory self-defense is justified if a state: 

• Reas«mably believes that it will be the subject of attack by WMD or terrorism; 

• Pursues nonmilitary remedies to no avail; 

• Waits until further delay would unreasonably increase the chances of 
significant harm ; and 

• Uses force proportional to the threat. 

COORDINATION: None 

cc: CJCS 
. USD(P) 
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TO: 

ti';~~: 
"'\"V 

;()'' 

~~:: 
Marc Thiessen 

Jim Haynes 

Donald RumsfeJd JR_ 
Anticipatory Self.Defense 

July 29, 2002 9:13 AM 

I saw this. piece in the Early Bird that refers to "anticipatory seJf.defense'' and 

references the UN charter and customary international law doctrine. I like the 

phrase. 

Jim, please look into this and see if there is such an "international law doctrine of 

anticipatory self.defense." 

Thanks. 

Attach. 
David B. Rivkin Jr. and Lee A. Casey. "No Declaration of War Needed," Wall Street Journal, 

07/26/02 

DHR:db 
071902-6 
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Please respond by_. _ 0_~ ..... J_o_e.,_J_~----
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December 30, 2002 12:32 PM 

TO: Steve Cambone 

FROM: Donald Rumsfeld Vtt, 
SUBJECT: Millennium Challenge 

Please take a look at this memo on Millennium Challenge and tell me if you think 

we ought to go ahead and implement some of the suggestions. 

Thanks. 

Attach. 
Undated SccNav memo: "Lessons Learned from Millennium Challenge 2002 (and others) and 

Reconunendations for Change" 

DHR:dh 
123001-12 (ts computcr).doc 
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Please respond by ___ D_1_/_2_'i __ }_o_3 _______ _ 
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SECA/AV~~ 
~ ::fFC...~fa? ~ 

Ll!SSONS LEARNED FROM MIW!NN: CHALLENOE2002 (AND 011IERS) I J1 
• RECOMMENDATIONSFORCHANOE / d'°(t"3 

1. Modeling and simulation can provide an analytical basis for weapon system 
decisions, thereby making these decisions less subjective. 

• Expand JFCOM charter to include evaluation of major weapon systems• 
acquisitions/improvements in a joint warfighting environment. 

2. Millennium Challenge 2002 (MC02) provided an environment for people to 
excel, to innovate, to be excited, committed and effective, to do things 
quickly, to be proud of their accomplishments, etc. However, when programs 
developed by MC02 transition to mainline DoD, they will be smothered by 
the bureaucracy, and we will be fortunate to have these programs operational 
in 3-S years. 

3. 

4. 

• Reduce confusion and frustration within DOD by defining clear lines of 
authority and responsibility. Clarify the Secretary of Defense's .. as be may ? 
designate" responsibilities to remove ambiguities and conflicts regarding ... 
Title 10 authorities. Use this organization clarification to rationally reduce 
staffs and duplications. 

MC02 utilized a large amount of off-the-shelf commercial equipment and a 
large number of contractor personnel. 

• Revamp the procurement system in DoD to incorporate commercial 
procurement practices to facilitate the procurement of both military-unique 
and commercial equipment ( differentiate between buying commercial and 
buying with commercial practices). Further. rely on the commercial and 
defense companies to perform functions that are not government core 
competencies. 

MC02 integrated various service specific training and test ranges around the 
country via data networks. This is similar to how our services will organize 
and fight in the joint environment yet oi &E is stiU pursing a physical 
integration. 

• The tendency in DoD appears to be one of centralization vice 
decentralization, most evident by the training and test example, and by the 
defense agencies that perfonn highly centralized functions for DoD. 
Adopt decentralization as a matter of policy and cen1ralize by exception 
only. Start with the test and training decision. Reduce and/or outsource 
Defense Agencies per recommendations of ongoing studies (Ken Krieg 
lead). 

11-L-0559/0SD/9841 
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5. Unwieldy financial and acquisition rules and regulations and their 
interpretations increase costs and delay programs. The DoD rules and 
regulations empower the bureaucracy to sustain the organization. The rules 
and regulations are so numerous and complex that any program can be 
delayed by almost anyone who cares to do so. 

• Immediately zero base and simplify all DoD financial and acquisition 
rules, regulations and procedures. This is also an issue of authority and 
responsibility. The organizations that are responsible to execute the 
programs do not have the authority to implement. 

11-L-0559/0SD/9842 
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July 17, 2002 1:58 PM 

TO: 

FROM: 

Honorable Andrew H. Card, Jr. 

Donald Rumsfeld ·7~ 
SUBJECT: Broder Article 

I thought you might find this of interest. 

Attach. 
David Broder, "Wobbly Words," The Washington Post, 07/14/02 

DHR:dh 
071702-6 
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THE WASHINGTON Posr 

· David S. Broder 

1 Wobbly Words 
I The confidence crisis that has over- which he sprang. 
1 taken the Bush administration has many But a CNN/USA 
1 dimensions, but at bottom, it comes Today /Gallup . Poll re-

down to a single question: Can you take leased soon after Bush 
this president's words seriously? , spoke showed only two 

For most of his pre$idency and, in- out of five Americana 
deed, his political career, George Bush think the - -United 
has enjoyed the reputation of saying States and itB allies are 
what be means and meaning what he winning the war on 
says. But now uncertainty is infecting terrorism, fewer than 
both foreign policy and domestic issues those who think it a stalemate. 
and stretching from the Middle East to And Friday, the president's budget of, 
Wall Street. While his personal approval fice announced ~t instead of~ a 
scores remain very high in the polls, he small surplus this year, the government 
is building a catalogue of policy contra- is headed for a deficit of as much as $165 
dictions and retreats that threaten to billion, a warning signal about the eoo-
undennine his leadership. nomic future. • 

Presumably, at some point the stock Bush's personal performance has 
market will recover, but the first returns added to the wobble in confidence. The 
on Bush's efforts to restore confidence last-minute news conference in which 
in Wall Street were anything but en- he returned to the public stage from his 
couraging. In the first two days after Independence Day holiday wu the . 
Bush jow-neyed to the heart of the fi. weakest, most inarticulate showing he 
nancial world on a sell-assigned mission has made since the early months of his 
to banish the world's worries about the presidency. Asked repeatedly about his 
integrity of corporate America, the Dow sale of stock in Harken, Energy Corp., 
Jones industrial average fell more than where he was a director, shortly before 
400 points and the Nasdaq RW'ket index it had to revise upward its reported loss-
hit its lowest mark since 1997. es far the year, he responded eight times . 

This was not what Bush had in mind with variations on the words, "It. has 
when he opened his Tuesday morning been looked at by the SEC; the Securi-
address on Wall Street with five sue- ties and Exchange Commission, which 
cesaive paragraphs setting forth all the foWld no reason to challenge the legality 
reasons that confidence in the American o!his action. 
free enterprise system "is well-placed.· When Bush is feeling defensive, he 

"We can be confident." he declared, seems to think that reiteration is as ef-
not only because of "the amazing fective as explanation or persuasion. It 
achievements of American workers and is not, but it is better than outright con· 
entrepreneW's" but because "America is tradiction. And it turns out that, as a 
taking evert necessary step to fight and Harken director, Bush received two low• 
'wlin the war on terror· and because "last interest loans from the corporation to fi. 
year, we passed the biggest tax cut in a nance his purchase of company stock-
generation» to spur economic growth. the very kind of transaction that he con• 

Whether this was just rhetoric or waa demned in hi& Wall Street speech. 
meant to be taken seriously, Bush's The problem is deeper. It involves 
words dearly linked confidence in him policy revel'Slls as well as personal con· 
and his policies with trust in financial tradictions. Nine months ago, Bush said 
markets and the corporate culture from he wanted Osama bin Laden -dead or 

11-L-0559/0SD/9844 

' alive.• When asked about the elusive 
terrorist last week, Bush pretended he 
hardly matters, answering a question on 
bin Laden with the remark that "the war 

· on terrorism is a lot bigger than one per· 
IIOl1." . 

Three months ago, Bush issued an uJ. 
timatum to Ariel Sharon to withdraw Is
raeli forces from Palestinian territories 
in the West Bank ".'without delay.~ Last 
week, with the Israelis still there, he 
said, he will "call upon the Israelis, as se
curity improves, to allow for more free, 
dom of movement by the Palestinian 
people.• That's quite a difference. 

In the real world, where presidents 
must operate, friends and foes are con· 
stantly testing and assessing how seri
ously they must take the words of any 
leader. We do not know how Sharon or 
Yasser Arafat (who's betn told by Bush 
to take a hike) or Saddam Hussein or 
bin Laden gauge this American presi· 
dent. 

But last week, America's allies in the 
United Nations defied a Bush admims
tration threat to end U.S. participation 
in the Bosnia peacekeeping operation 
unless our troops were given blanket im· 
mWlity from possible prosecution br 
the new International Criminal Court. 
Instead, the United States wiU seek a 
temporary exemption, leading one Wl· 
named diplomat to tell The Post, -the 
Americans blinked.• 

Too many back-downs in too short a 
time. 



October 16, 2002 10:17 AM 

TO: Gen. Myers 
L TG Craddock 

FROM: Donald Rumsfeld vf\ 
SUBJECT: Dates on Papers 

If you could please find ways to date every document that comes into me, I would 

appreciate it. I get so many documents, and they seem to be successive 

documents, that I never know which one is first. 

Please ask the Joint Staff to date things, and tell everyone else to date things. 

Thanks. 

OHRdh 
101602-25 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by----------

Ull393 /03 
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Snowtlake 
~,q1w v~ 

or:J. / oo '133 -:;-- - o 5 n r? 
June 20, 2002 10:42 AM 

TO: Doug Feith 

FROM: Donald Rumsfetd)) 

SUBJECT: Letter to Afghanistan 

Please draft a congratulatory letter from roe to Hamid Karzai, which includes 

something along the lines of: "My warm congratulations on your selection by the 

loya jirga as . Please know that I look fotward to working with 

you in the weeks and months ahead." 

Thanks. 

DHR:dh 
062002-8 
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Please respond by Ot, {2$ f fl tl.: 
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THE SECRETARY OF DEFENSE 
1000 DEFENSE PENTAGON 

WASHINGTON, DC 20301-1000 

The Honorable Sabahattin Cakmakoglu 
Minister of National Defense 
Republic of Turkey 
Ministry of National Defense 
Ankara, Turkey 

Dear Minister Cakmakoglu: 

JUL 2 S 2002 

I want to thank you and tell you how pJeased we are that the Republic of Turkey 
has taken over as lead nation for the International Security Assistance Force (ISAF) in 
Afghanistan. 

Turkey's leadership of this important mission underscores its valuable 
contributions as a NATO partner committed to international peace and security. ISAF 
has been an important stabilizing force in Kabul and we are confident that the able 
leadership of Major General Zorlu and the Turkish armed forces will build on the success 
of Major General McCall's efforts. 

The Department of Defense looks forward to working with you in the weeks and 
months ahead on these and other important matters. 

Sincerely, 

cc: 
Ambassador, Embassy of the Republic of Turkey 

UI1439-02 
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THE SECRETARY OF DEFENSE 
1000 DEFENSE PENTAGON 

WASHINGTON, DC 20301-1000 

General Huseyin Kivrikoglu 
Commander, Turkish Armed Forces 
Republic of Turkey 
General Staff 
Ankara, Turkey 

Dear General Kivrikoglu: 

JUL 2 3 2002 

I am very pleased that the Republic of Turkey has taken over as lead nation for the 
International Security Assistance Force (ISAF) in Afghanistan. 

There is much work ahead as we continue the war on terrorism and assisting in 
Afghanistan's transition to a stable government. ISAF is an important stabilizing force in 
Kabul and we are confident that the able leadership of Major General Zorlu and the 
Turkish armed forces will build on the success of Major General McColl's efforts. 

The Department of Defense looks forward to working with you in the weeks and 
months ahead on these and other important matters. 

Sincerely, 

cc: 
Ambassador, Embassy of the Republic of Turkey 

11-L-055QSD/9848 
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Drafter's Name MUSTAFAP ~O~P~AL~~~~ 
Office /Phone ISA/NESA~!(~b)~(6~)...._~~....1 

Rel ea ser's Info DONALD H. RUMSFELD, SECDEF 

Action Pree ROUTINE 

From: 
To: 

Info: 

Info Pree ROUTINE 
Specat 

SECDEF WASHINGTON DC 
AMEMBASSY ANKARA 
USDAO ANKARA TU 
SECSTATE WASHINGTON DC 
JOINT STAFF WASHINGTON DC 

TEXT FOLLOWS 

UNCLASSIFIED 

SUBJECT: SECDEF LETTERS 

1. REQUEST YOU DELIVER THE FOLLOWING LETTERS FROM SECRETARY RUMSFELD 
TO MI NISTER SABAHATTIN CAKMAKOGLU A.NP GENERAL HUSEYIN KIVRIKOGLU AT 
YOUR EARLIEST CONVENIENCE. 

A. QUOTE: 

THE HONORABLE SABAHATTIN CAKMAKOGLU 
MINI STER OF NATIONAL DEFENSE 
REPUBLIC OF TURKEY 
MINISTRY OF NATIONAL DEFENSE 
ANKARA, TURKEY 

DEAR MINISTER CAKMAKOGLU: 

(PARA) I WANT TO THANK YOU AND TELL YOU HOW PLEASED WE ARE THAT THE 
REPUBLIC OF TURKEY HAS TAKEN OVER AS LEAD NATI ON FOR THE 
INTERNATIONAL SECURITY ASSISTANCE FORCE (ISAF) IN AFGHANISTAN. 

(PARA) TURKEY'S LEADERSHI P OF THIS I MPORTANT MISSION UNDERSCORES ITS 
VALUABLE CONTRIBUTIONS AS A NATO PARTNER COMMITTED TO INTERNATIONAL 
PEACE AND SECURITY. ISAF HAS BEEN AN I MPORTANT STABILIZING FORCE IN 
KABUL AND WE ARE CONFIDENT THAT THE ABLE LEADERSHIP OF MAJOR GENERAL 
ZORLU AND THE TURKISH ARMED FORCES WILL BUILD ON THE SUCCESS OF MAJOR 
GENERAL MCCOLL'S EFFORTS. 

(PARA) THE DEPARTMENT OF DEFENSE LOOKS FORWARD TO WORKING WITH YOU 
IN THE WEEKS AND MONTHS AHEAD ON THESE AND OTHER I MPORTANT MATTERS . 
• • 
SINCERELY, DONALD H. RUMSFELD 

END OF QUOTE. 

UNCLASSIFIED 
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UNCLASSIFIED 

DTG: 181645Z JUL 02 PAGE 02 of 02 

B. QUOTE: 

GENERAL HUSEYIN KIVRIKOGLU 
COMMANDER, TURKISH ARMED FORCES 
REPUBLIC OF TURKEY 
GENERAL STAFF 
ANKARA, TURKEY 

DEAR GENERAL KIVRIKOGLU: 

(PARA) I AM VERY PLEASED THAT THE REPUBLIC OF TURKEY HAS TAKEN OVER 
AS LEAD NATION FOR THE INTERNATIONAL SECURITY ASSISTANCE FORCE (ISAF) 
IN AFGHANISTAN. 

(PARA) THERE IS MUCH WORK AHEAD AS WE CONTINUE THE WAR ON·TERRORISM 
AND ASSISTING IN AFGHANISTAN'S TRANSITION TO A STABLE GOVERNMENT, 
ISAF IS AN IMPORTANT STABILIZING FORCE IN KABUL AND WE ARE CONFIDENT 
THAT THE ABLE LEADERSHIP OF MAJOR GENERAL ZORLU AND THE TURKISH ARMED 
FORCES WILL BUILD ON THE SUCCESS OF MAJOR GENERAL MCCOLL'$ EFFORTS. 

(PARA) THE DEPARTMENT OF DEFENSE I,OOKS FORWARD TO WORKING WITH YOU 
IN THE WEEKS AND MONTHS AHEAD ON THESE AND OTHER IMPORTANT MATTERS . 
•• 
SINCERELY, DONALD H. RUMSFELD 

END OF QUOTE. 

2, HARD COPIES TO FOLLOW, 

UNCLASSIFIED 
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ASSLST ANT SEC R ET ARY OF DEFENSE 

.- . .. 2400 OEFENSE PENTAGON 
WASHINGTON, DC 20301-2400 

• . I • I • ~~~ i"i I,.. 
l .. \ , Lo ...., 

ACTION MEMO INTERNATIONAL 
SECURITY 
AFFAIRS I-02/009341 

FOR: SECRETARY OF DEFENSE DepSec Action. ___ _ 

FROM: Assistant Secretar~ of Defense lrtemational Security Affairs 
(Peter W. Rodman1 .... (b_)(_

6
> __ ____._ 

SUBJECT: Letters to Turkish MOD and Commander of Armed Forces 

• Attached for your review and approval are letters to the Turkish MOD and the 
Commander of the Armed Forces applauding Turkey's co1runitment to lead the JSAF. 

RECOMMENDATION: Sign letters to Turkish MOD and Commander of Armed Forces 
(Next under). 

COORDINATION: Tab A 

Atta(;hments: 
As stated 

(b)(6) 

Prepared by: Mustafa Popat NESA, 

DASO (/Jt/,&-, 

SPl ASSISTANT DI RfTA 
SA MA GIAMBASTIANI 

MA BUCCI 
EXECSEC WHITMORE 

_11 

I ! ·I~ l~-J ·' . 
. / 

#~ 
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THE SECRETARY OF DEFENSE 
1 QOO DEFENSE PENTAGON 
WASHINGTON CC 20301-1000 

Ambassador 
Embassy of Turkey 
2525 Massachusetts Ave NW 
Washington DC 20008 
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June 20, 2002 10:41 AM 

TO: Doug Feith 

FROM: Donald Rumsfeld ~ 
SUBJECT: Letter to Turkey 

Please draft a letter from me to the Defense Minister of Turkey and the Chief of 

Staff of Turkey, saying how pleased we are that they have taken over the ISAF __.. 
and that we look forward to working with them. 

Thanks. 

DHR:dh 
062002-15 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
Please respond by 

Jfu- '< ,u,)_ -t ~ 

,~ ... 1U J (IA+ 

~ ~-r ~vi,. .. +. 
fL!-. 

~ 

::: o 6 - ·/ 1 - o ~ 1 ~~ = n . .., i : 1 
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f"ERSONNEL AND 
READINESS 

FOR: 

FROM: 

UNDER SECRETARY OF DEFEIQSEE C~ 'f:·:: 
4000 DEFENSE PENTAGoQECP.ET/C:'1 r-:: ,,-:r~;:, -::: 

WASHINGTON, D.C. 20301*4000 .. - , __ , -· •·~-

2ffi2 JUL I 9 A:f If: 16 

INFO MEMO 

July 18, 2002 - 2:00 PM 

SECRETARY OF DEFENSE 

DAVIDS. C. CHU, UNDERn.S!~~ARY OF D~F8.NSE . 
(PERSONNEL AND READ1~,,e,-...2/. f. c:"11-?L- ,,,._.f,_,.,.~-fJ .. ·: "--' 

SUBJECT: Proposed Top Ten Priorities for the Department of Defense 
-- SNOWFLAKE 

My nominees for the top ten priorities would be: 

1. Maintain-indeed, improve--our success in attracting, retaining and 
motivating quality people, military and civilian. Without such people 
our equipment and organizational structures are oflittle value. The 
strategic plans we have developed for our military and civil personnel 
will do this; our challenge is to follow through. I am less sanguine 
about attracting and motivating the best in contract personnel under 
current federal procurement policies, however. 

2. Rethink how we employ and deploy these people to meet contemporary 
needs. We still use a draft-era approach to the employment of people, 
viewing them as "cheap" and "expendable." (Our effort to design a new 
"social compact" with our people begins to address this issue.) 
Likewise, many of our deployments are infonned more by history, and 
the reluctance of our allies and other constituencies to contemplate 
change, than by current military demands. We have too much "just in 
case," not enough "just in time." 

3. 

4. 

Manage personnel costs strategically-not by chintzing on 
compensation, but by reconceiving our approach to manpower 
"requirements," such that "doing more with less" is no longer a slur, but 
a compliment. 

Foster a spirit of experimentation, shaping new ideas into successful 
innovations, encouraging imaginative rethinking. 

011459 .. 02 
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5. Counter growing anti-Americanism by rethinking how we use our 
forces overseas-less static presence. with its heavy burden on the host 
nation, more collaborative engagement, building our knowledge of the 
local situation and our ties to the progressive elements of indigenous 
society. (Translation: End pennanent stationing of forces, move to 
intermittent presence focused on joint exercises.) 

6. Provide some capability against a wide spectrum of possibilities, rather 
than focusing on just one or two, but be ready to expand that capability 
rapidly as the situation might dictate. This implies: 

a. Less emphasis on target destruction as our war aim, more on 
controlling population behaviors (mobile infantry? constabulary 
capabilities? irregular forces? civil affairs? public diplomacy? 
foreign area detachments?) 

b. Less emphasis on fighter aircraft as our principal investment. 
more on other means of identifying and destroying targets 
(bombers-"trucks"? unmanned vehicles? electromagnetic 
energy devices? non-lethal mechanisms?) 

c. Less emphasis on classic power projection platfonns, more 
experimentation with other means (e.g., less forward stationing, 
forward deployment, more intennittent presence; launching Joint 
Strike Fighters from amphibious ships, not just carriers; trying 
out Admiral Owens' floating island; more Army use of afloat 
prepositioning) 

d. Rethinking the role of the reserves as the basis of expansion 
(despite your skepticism, the reserves remain a relatively 
inexpensive way to store human resources-and may be the only 
way to access some capabilities in the civil sector); the active
reserve mix study you directed provides a start. 

e. Preparing for unconventional attacks (e.g., biological warfare). 

7. Developing a wider range of investment choices to support the wider 
range of capabilities we need. Now under development is a 
distressingly narrow set of platforms, a high fraction designed in the 
Cold War, or at its end (F-22, V-22, Virginia class submarines, Nimitz 
class carriers, etc.) We should initiate more design efforts-and at the 
same time make clear that not all designs will be taken into production. 

11-L-0559/0SD/9856 2 
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8. Use existing service exercises to begin transforming our training to the 
joint/combined focus that will characterize future operations. This can 
start in FY 2003 (we will be presenting the Deputy Secretary in early 
August with options to do so). 

9. Translate all this into a vibrant, bold FY 2004-09 Defense Program and 
a Planning Guidance for the following cycle that drives the 
Department's agenda for the next decade. 

10. One slot reserved for future use, since we will surely discover at least 
one major challenge we can' t now anticipate .... 

RECOMMENDATION: None 

COORDINATION: None 

l(b)(6) 
Prepared by: Captain Stephen Wellockt"-____ _. 

11-L-0559/0SD/9857 
3 



!ffl8WlffiRe U f K 
1 ,.,iC'v 9:09AM 

1 \ 11 

TO: Deputy Secretary of Defense 
Secretaries and Under Secretaries of the Military Departments 
Chairman of the Joint Chiefs of Staff 

FROM: 

Vice Chainnan of the Joint Chiefs of Staff 
Service Chiefs and Vice Chiefs 
Undersecretaries of Defense 
Assistant Secretaries of Defense 
Steve Cambone 
Larry Di Rita 
Andy Marshall 
Admiral Giambastiani 

Donald Rurnsfeld / ~A.t Jr1 ~ 
DA TE: July 16, 2002 

SUBJECT: Priorities 

With the "sense of urgency" memo in mind, please think through what you believe 

to be the top ten priorities the Department ought to have for the next 6 - 18 

months. 

Be prepared to discuss when we next meet on the "way ahead" memo. 

Thanks. 

DHR/azn 
071602.07 

Please respond by: _______ '1_~.l_s_\.:...o_a.. ________ _ 
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Mr. J. William Leonard 
Director 

THE SECRETARY OF DEFENSE 
1000 DEFENSE PENTAGON 

WASHINGTON. DC 20301-1000 

Information Security Oversight Office 
700 Pennsylvania Avenue NW 
Room5W 
Washington, DC 20408 

Dear Mr. Leonard: 

JUL 2 3 2002 

Pursuant to Section 5.4(a) of Executive Order 12958, "Classified National 

Security Information," the Deputy Assistant Secretary of Defense, (Security and 

Information Operations) (DASD(S&IO)), Office of the Assistant Secretary of Defense 

(Command, Control, Communications and Intelligence) (0ASD(C31)) is appointed as my 

representative to the Interagency Security Classification Appeals Panel. The Director of 

Security (DASD(S&IO)) will serve as the alternate. Incumbents of these positions will 

continue to serve on the ISCAP until further notification. 

Sincerely, 

0 
11-L-0559/0SD/9859 
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COMMAND, CONTROL. 
COMMUNICATIONS, ANO 

INTIELLJGl!:':'CI! 

FOR: 

ASSISTANT SECRETARY OF DEFENSE 
6000 DEFENSE PENTAGON ( · · ·· 

WASHINGTON, DC 20301-6000 r,r--- ,-... -
~L.,\,1.·.i..:;: ,; .: ' ' 

ACTION MEMO 
2ffi? Jl!I J ':'i r·i !-· no 
~- ~- ,I J II -0 

Ju)y 3, 2002 12:00pm 

DEPSECDEF Action ---

FROM: JOHNP.STENBIT, AS~:l.-~ ;,/I? 
~r""' w~i..A 12. 

SUBJECT: lnteragency Security Classification Appeals Pane] (JSCAP) M,embership 

• TAB A appoints the Deputy Assistant Secretary of Defense(S&IO) as the DoD 
ISCAP member and reaffinns the Director of Security{S&IO) as the alternate DoD 
member. The DoD representative, Principal Director(S&IO), has departed the 
organization for a position in another agency, requiring the Secretary to appoint a 
new member. 

• Executive Order I 2958, "Classified National Security Infonnation" (TAB B) 
established the ISCAP as the forum to decide final classification and 
declassification decisions. The Secretaries of State and Defense, the Attorney 
General, the Director of Central Intelligence, the Archivist of the United States 
and the Assistant to the President for National Security Affairs each appoint a 
senior level representative to serve as a member of the Panel. The representative 
is authorized to speak on behalf of their principal. The ISCAP meets monthly. 

RECOMMENDATION: That you sign TAB A. ~ --,..._-7 I, J 
COORDINATION: None required. / / / . 

I ~/,/\ II fi 
. / -1/i. ~ r, jU~ 

.r 

SPL AS818TANT Of RrTA 
SR MA GIAMBASTIANI 
MA BUCCI 

~ Prepared by: C. Bromwelll_J 
EXECSEC WHITMORE 

U11472-02 
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Federal Register 

Vol 60. No. 76 

Thursday, April 20. 1995 

Title 3-

The President 

Presidential Documents 

Executive Order 12958 of April 17, 1995 

Classified National Security Information 

19825 

This order prescribes a uniform system for classifying, safeguarding. and 
declassifying national security information. Our democratic principles require 
that the American people be informed of the activities of their Government. 
Also, our Nation's progress depends on the free flow of Information. Never
theless, throughout our history. the national interest has required that certain 
information be maintained in confidence in order to protect our citizens, 
our democratic institutions, and our participation within the community 
of nations. Protecting information critical to our Nation's security remains 
a priority. In recent years. however, dramatic changes have altered. although 
not eliminated, the national security threats that we confront. These changes 
provide a greater opportunity to emphasize our commitment to open Govern
ment. 

NOW, THEREFORE, by the authority vested in me as President by the 
Constitution and the laws of the United States of America, it is hereby 
ordered as follows: 

PART I-ORIGINAL CLASSIFICATION 

Section 1.1. Definitions. For purposes of this order: 
(a) "National security"means the national defense or foreign relations of 

the United States. 

(b) "Information" means any knowledge that can be communicated or 
documentary material, regardless of its physical form or characteristics, that 
is owned by, produced by or for, or is under the control of the United 
States Government. "Control" means the authority of the agency that origi
nates information, or its successor in function, to regulate access to the 
information. 

(c) "Classified national security information" (hereafter "classified informa
tion") means information that has been determined pursuant to this order 
or any predecessor order to require protection against unauthorized disclosure 
and is marked to indicate its classified status when in documentary form. 

(d) "Foreign Government Information" means: 
(1) information provided to the United States Government by a 
foreign government or governments, an international organization 
of governments, or any element thereof, with the expectation that 
the information, the source of the information, or both, are to be 
held in confidence: 
(2) information produced by the United States pursuant to or as 
a result of a joint arrangement with a foreign government or govern
ments, or an international organization of governments. or any ele
ment thereof, requiring that the information, the arrangement, or 
both, are to be held in confidence; or 
(3) information received and treated as "Foreign Government Infor
mation" under the terms of a predecessor order. 

(e) "Classification" means the act or process by which information is 
determined to be classified information. 

(t) "Original classification" means an initial determination that information 
requires, in the interest of national security, protection against unauthorized 
disclosure. 

11-L-0559/0SD/9862 
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(g) "Original classification authority" means an individual authorized in 
writing, either by the President, or by agency heads or other officials des
ignated by the President, to classify information in the first instance. 

(h) "Unauthorized disclosure" means a communication or physical transfer 
of classified information to an unauthorized recipient. 

(i) "Agency" means any "Executive agency," as defined in 5 U.S.C. 105, 
and any other entity within the executive branch that comes into the posses
sion of classified information. 

0) "Senior agency official" means the official designated by the agency 
head under section 5.6(c) of this order to direct and administer the agency's 
program under which information is classified, safeguarded, and declassified. 

(k) "Confidential source" means any individual or organization that has 
provided, or that may reasonably be expected to provide, information to 
the United States on matters pertaining to the national security with the 
expectation that the information or relationship, or both, are to be held 
in confidence. 

(1) "Damage to the national security" means harm to the national defense 
or foreign relations of the United States from the unauthorized disclosure 
of information, to include the sensitivity, value, and utility of that informa
tion. 
Sec. 1.2. Classification Standards. (a) Information may be originally classified 
under the terms of this order only if all of the following conditions are 
met: 

(I) an original classification authority is classifying the information; 
(2) the information is owned by, produced by or for. or is under 
the control of the United States Government: 
(3) the information falls within one or more of the categories of 
information listed in section 1.5 of this order; and 
(4) the original classification authority determines that the unauthor
ized disclosure of the information reasonably could be expected 
to result in damage to the national security and the original classi
fication authority is able to identify or describe the damage. 

(b) If there is significant doubt about the need to classify information. 
it shall not be classified. This provision does not: 

(I) amplify or modify the substantive criteria or procedures for 
classification; or 
(2) create any substantive or procedural rights subject to judicial 
review. 

(c) Classified information shall not be declassified automatically as a result 
of any unauthorized disclosure of identical or similar information. 
Sec. 1.3. Classification Levels. (a) Information may be classified at one of 
the following three levels: 

(1) "Top Secret" shall be applied to information, the unauthorized 
disclosure of which reasonably could be expected to cause exception
ally grave damage to the national security that the original classifica
tion authority is able to identify or describe. 
(2) "Secret" shall be applied to information, the unauthorized disclo
sure of which reasonably could be expected to cause serious damage 
to the national security that the original classification authority 
is able to identify or describe. 
(3) "Confidential" shall be applied to information. the unauthorized 
disclosure of which reasonably could be expected to cause damage 
to the national security that the original classification authority 
is able to identify or describe. 

(b) Except as otherwise provided by statute, no other terms shall be 
used to identify United States classified information. 

(c) If there is significant doubt about the appropriate level of classification, 
it shall be classified at the lower level. 
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Sec. 1.4. Classification Authority. (a) The authority to classify information 
originally may be exercised only by: 

(1) the President: 
(2) agency heads and officials designated by the President in the 
Federal Register: or 
(3) United States Government officials delegated this authority pursu
ant to paragraph (c), below. 

(bl Officials authorized to classify information at a specified level are 
also authorized to classify information at a lower level. 

(c) Delegation of original classification authority. 
(1) Delegations of original classification authority shall be limited 
to the minimum required to administer this order. Agency heads 
are responsible for ensuring that designated subordinate officials 
have a demonstrable and continuing need to exercise this authority. 
(2) 'Top Secret" original classification authority may be delegated 
only by the President or by an agency head or official designated 
pursuant to paragraph (a)(2), above. 
(3) "Secret" or "Confidential" original classification authority may 
be delegated only by the President; an agency head or official des
ignated pursuant to paragraph (a) (2), above; or the senior agency 
official, provided that official has been delegated "Top Secret" origi
nal classification authority by the agency head. 
(4) Each delegation of original classification authority shall be in 
writing and the authority shall not be redelegated except as provided 
in this order. Each delegation shall identify the official by name 
or position title. 

(d) Original classification authorities must receive training in original clas
sification as provided in this order and its implementing directives. 

(e) Exceptional cases. When an employee, contractor, licensee, certificate 
holder. or grantee of an agency that does not have original classification 
authority originates information believed by that person to require classifica
tion, the information shall be protected in a manner consistent with this 
order and its implementing directives. The information shall be transmitted 
promptly as provided under this order or its implementing directives to 
the agency that has appropriate subject matter interest and classification 
authority with respect to this information. That agency shall decide within 
30 days whether to classify this information. If it is not clear which agency 
has classification responsibility for this information, it shall be sent to the 
Director of the Information Security Oversight Office. The Director shall 
determine the agency having primary subject matter interest and forward 
the information, with appropriate recommendations, to that agency for a 
classification determination. 
Sec. 1.5. Classification Categories. 

[nformation may not be considered for classification unless it concerns: 
(a) military plans, weapons systems, or operations; 
(b) foreign government information: 

(c) intelligence activities (including special activities), intelligence sources 
or methods, or cryptology; 

(d) foreign relations or foreign activities of the United States, including 
confidential sources; 

(e) scientific, technological, or economic matters relating to the national 
security; 

(l) United States Government programs for safeguarding nuclear materials 
or facilities; or 

(g) vulnerabilities or capabilities of systems. installations, projects or plans 
relating to the national security. 
Sec. 1.6. Duration of Classification. (a) At the time of original classification, 
the original classification authority shall attempt to establish a specific date 
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or event for declassification based upon the duration of the national security 
sensitivity of the information. The date or event shall not exceed the time 
frame in paragraph (b), below. 

(b) [f the original classification authority cannot determine an earlier spe
cific date or event for declassification, information shall be marked for 
declassification 10 years from the date of the original decision, except as 
provided in paragraph (d). below. 

(c) An original classification authority may extend the duration of classi
fication or reclassify specific information for successive periods not to exceed 
10 years at a time if such action is consistent with the standards and 
procedures established under this order. This provision does not apply 
to information contained in records that are more than 25 years old and 
have been determined to have permanent historical value under title 44, 
United States Code. 

(d) At the time of original classification, the original classification authority 
may exempt from declassification within 10 years specific information. the 
unauthorized disclosure of which could reasonably be expected to cause 
damage to the national security for a period greater than that provided 
in paragraph (b), above. and the release of which could reasonably be ex
pected to: 

(1) reveal an intelligence source, method, or activity, or a cryptologic 
system or activity; 
(2) reveal information that would assist in the development or use 
of weapons of mass destruction; 
(3) reveal information that would impair the development or use 
of technology within a United States weapons system: 
(4) reveal United States military plans, or national security emer
gency preparedness plans; 
(5) reveal foreign government information; 
(6) damage relations between the United States and a foreign govern
ment, reveal a confidential source, or seriously undermine diplo
matic activities that are reasonably expected to be ongoing for a 
period greater than that provided in paragraph (b), above; 
(7) impair the ability of responsible United States Government offi
cials to protect the President, the Vice President, and other individ
uals for whom protection services. in the interest of national security. 
are authorized: or 
(8) violate a statute, treaty, or international agreement. 

{e) Information marked for an indefinite duration of classification under 
predecessor orders, for example. "Originating Agency's Determination Re
quired," or information classified under predecessor orders that contains 
no declassification instructions shall be declassified in accordance with 
part 3 of this order. 
Sec_ 1.7. Identification and Markings. (a) At the time of original classification, 
the following shall appear on the face of each classified document. or 
shall be applied to other classified media in an appropriate manner: 

(1) one of the three classification levels defined in section 1.3 of 
this order: 
(2) the identity, by name or personal identifier and position, of 
the original classification authority; 
(3) the agency and office of origin, if not otherwise evident; 
(4) declassification instructions, which shall indicate one of the 
following: 

(A) the date or event for declassification, as prescribed in section 
l.6(a) or section 1.6(c): or 

(B) the date that is 10 years from the date of original classification, 
as prescribed in section 1.6(b): or 

(C) the exemption category from declassification. as prescribed 
in section l.6(d); and 
(5) a concise reason for classification which, at a minimum, cites 
the applicable classification categories in section 1.5 of this order. 
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(b) Specific information contained in paragraph (a). above. may be excluded 
if it would reveal additional classified information. 

(c) Each classified document shall, by marking or other means, indicate 
which portions are classified, with the applicable classification level. which 
portions are exempt from declassification under section 1.6(d) of this order, 
and which portions are unclassified. In accordance with standards prescribed 
in directives issued under this order, the Director of the Information Security 
Oversight Office may grant waivers of this requirement for specified classes 
of documents or information. The Director shall revoke any waiver upon 
a finding of abuse. 

(d) Markings implementing the provisions of this order, including abbrevia
tions and requirements to safeguard classified working papers, shall conform 
to the standards prescribed in implementing directives issued pursuant to 
this order. 

(e) Foreign government information shall retain its original classification 
markings or shall be assigned a U.S. classification that provides a degree 
of protection at least equivalent to that required by the entity that furnished 
the information. 

{f) Information assigned a level of classification under this or predecessor 
orders shall be considered as classified at that level of classification despite 
the omission of other required markings. Whenever such information is 
used in the derivative classification process or is reviewed for possible 
declassification, holders of such information shall coordinate with an appro
priate classification authority for the application of omitted markings. 

(g) The classification authority shall, whenever practicable. use a classified 
addendum whenever classified information constitutes a small portion of 
an otherwise unclassified document. 
Sec. 1.8. Classification Prohibitions and Limitations. (a) In no case shall 
information be classified in order to: 

(I) conceal violations of law, inefficiency, or administrative error: 
(2) prevent embarrassment to a person, organization, or agency: 
(3) restrain competition; or 
(4) prevent or delay the release of information that does not require 
protection in the interest of national security. 

(b) Basic scientific research information not clearly related to the national 
security may not be classified. 

(c) Information may not be reclassified after it has been declassified and 
released to the public under proper authority. 

(d) Information that has not previously been disclosed to the public under 
proper authority may be classified or reclassified after an agency has received 
a request for it under the Freedom of Information Act (5 U.S.C. 552) or 
the Privacy Act of 1974 (5 U.S.C. 552a), or the mandatory review provisions 
of section 3.6 of this order only if such classification meets the requirements 
of this order and is accomplished on a document~by-document basis with 
the personal participation or under the direction of the agency head. the 
deputy agency head, or the senior agency official designated under section 
5.6 of this order. This provision does not apply to classified information 
contained in records that are more than 25 years old and have been deter
mined to have permanent historical value under title 44, United States 
Code. 

(e) Compilations of items of information which are individually unclassi
fied may be classified if the compiled information reveals an additional 
association or relationship that: 

(1) meets the standards for classification under this order: and 
(2) is not otherwise revealed in the individual items of information. 

As used in this order, "compilation" means an aggregation of pre-existing 
unclassified items of information. 
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Sec. 1.9. Classification Challenges. (a) Authorized holders of information 
who. in good faith, believe that its classification status is improper are 
encouraged and expected to challenge the classification status of the informa
tion in accordance with agency procedures established under paragraph 
(b), below. 

(b) In accordance with implementing directives issued pursuant to this 
order, an agency head or senior agency official shall establish procedures 
under which authorized holders of information are encouraged and expected 
to challenge the classification of information that they believe is improperly 
classified or unclassified. These procedures shall assure that: 

(1) individuals are not subject to retribution for bringing such ac
tions; 
(2) an opportunity is provided for review by an impartial official 
or panel; and 
(3) individuals are advised of their right to appeal agency decisions 
to the Interagency Security Classification Appeals Panel established 
by section 5.4 of this order. 

PART 2-DERlVATIVE CLASSIFICATION 

Sec. 2.1. Definitions. For purposes of this order: 
(a) "Derivative classification" means the incorporating, paraphrasing. restat

ing or generating in new form information that is already classified. and 
marking the newly developed material consistent with the classification 
markings that apply to the source information. Derivative classification in
cludes the classification of information based on classification guidance. 
The duplication or reproduction of existing classified information is not 
derivative classification. 

(b) "Classification guidance" means any instruction or source that pre
scribes the classification of specific information. 

(c) "Classification guide" means a documentary form of classification guid
ance issued by an original classification authority that identifies the elements 
of information regarding a specific subject that must be classified and estab
lishes the level and duration of classification for each such element. 

(d) "Source document" means an existing document that contains classified 
information that is incorporated. paraphrased, restated, or generated in new 
form into a new document. 

(e) "Multiple sources" means two or more source documents, classification 
guides, or a combination of both. 
Sec. 2.2. Use of Derivative Classification. (a) Persons who only reproduce. 
extract, or summarize classified information, or who only apply classification 
markings derived from source material or as directed by a classification 
guide, need not possess original classification authority. 

(b) Persons who apply derivative classification markings shall: 
(1) observe and respect original classification decisions; and 
(2) carry forward to any newly created documents the pertinent 
classification markings. For information derivatively classified based 
on multiple sources. the derivative classifier shall carry forward: 

(A) the date or event for declassification that corresponds to the 
longest period of classification among the sources; and 

(B) a listing of these sources on or attached to the official file 
or record copy. 

Sec. 2.3. Classification Guides. (a) Agencies with original classification au
thority shall prepare classification guides to facilitate the proper and uniform 
derivative classification of information. These guides shall conform to stand
ards contained in directives issued under this order. 

(b) Each guide shall be approved personally and in writing by an official 
who: 

{1) has program or supervisory responsibility over the infonnation 
or is the senior agency official; and 
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(2) is authorized to classify information originally at the highest 
level of classification prescribed in the guide. 

(c) Agencies shall establish procedures to assure that classification guides 
are reviewed and updated as provided in directives issued under this order. 

PART 3-DECLASSIFICATION AND DOWNGRADING 

Sec. 3.1. Definitions. For purposes of this order: 
(a) "Declassification" means the authorized change in the status of informa

tion from classified information to unclassified information. 

(b) "Automatic declassification" means the declassification of information 
based solely upon: 

(I) the occurrence of a specific date or event as determined by 
the original classification authority; or 
(2) the expiration of a maximum time frame for duration of classifica
tion established under this order. 

(c) "Declassification authority" means: 
(I) the official who authorized the original classification, if that 
official is still serving in the same position: 
(2) the originator's current successor in function: 
(3) a supervisory official of either; or 
(4) officials delegated declassification authority in writing by the 
agency head or the senior agency official. 

(d) "Mandatory declassification review" means the review for declassifica
tion of classified information in response to a request for declassification 
that meets the requirements under section 3.6 of this order. 

(e) "Systematic declassification review" means the review for declassifica
tion of classified information contained in records that have been determined 
by the Archivist of the United States ("Archivist") to have permanent histori
cal value in accordance with chapter 33 of title 44, United States Code. 

(t) "Declassification guide" means written instructions issued by a declas
sification authority that describes the elements of information regarding 
a specific subject that may be declassified and the elements that must 
remain classified. 

(g) "Downgrading" means a determination by a declassification authority 
that information classified and safeguarded at a specified level shall be 
classified and safeguarded at a lower level. 

(h) "File series" means documentary material, regardless of its physical 
form or characteristics, that is arranged in accordance with a filing system 
or maintained as a unit because it pertains to the same function or activity. 
Sec. 3.2. Authority for Declassification. (a) Information shall be declassified 
as soon as it no longer meets the standards for classification under this 
order. 

(b) It is presumed that information that continues to meet the classification 
requirements under this order requires continued protection. In some excep
tional cases, however, the need to protect such information may be out
weighed by the public interest in disclosure of the information, and in 
these cases the information should be declassified. When such questions 
arise, they shall be referred to the agency head or the senior agency official. 
That official will determine, as an exercise of discretion, whether the public 
interest in disclosure outweighs the damage to national security that might 
reasonably be expected from disclosure. This provision does not: 

(1) amplify or modify the substantive criteria or procedures for 
classification; or 
(2) create any substantive or procedural rights subject to judicial 
review. 

(c) If the Director of the Information Security Oversight Office determines 
that information is classified in violation of this order, the Director may 
require the information to be declassified by the agency that originated 
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the classification. Any such decision by the Director may be appealed to 
the President through the Assistant to the President for National Security 
Affairs. The information shall remain classified pending a prompt decision 
on the appeal. 

(d) The provisions of this section shall also apply to agencies that, under 
the terms of this order, do not have original classification authority, but 
had such authority under predecessor orders. 
Sec. 3.3. Transferred Information. (a) In the case of classified information 
transferred in conjunction with a transfer of functions, and not merely 
for storage purposes, the receiving agency shall be deemed to be the originat
ing agency for purposes of this order. 

(b) In the case of classified infonnation that is not officially transferred 
as described in paragraph (a), above, but that originated in an agency that 
has ceased to exist and for which there is no successor agency. each agency 
in possession of such information shall be deemed to be the originating 
agency for purposes of this order. Such information may be declassified 
or downgraded by the agency in possession after consultation with any 
other agency that has an interest in the subject matter of the information. 

(c) Classified information accessioned into the National Archives and 
Records Administration ("National Archives") as of the effective date of 
this order shall be declassified or downgraded by the Archivist in accordance 
with this order. the directives issued pursuant to this order, agency declas
sification guides, and any existing procedural agreement between the Archi
vist and the relevant agency head. 

(d) The originating agency shall take all reasonable steps to declassify 
classified information contained in records determined to have permanent 
historical value before they are accessioned into the National Archives. 
However, the Archivist may require that records containing classified infor
mation be accessioned into the National Archives when necessary to comply 
with the provisions of the Federal Records Act. This provision does not 
apply to information being transferred to the Archivist pursuant to section 
2203 of title 44, United States Code, or information for which the National 
Archives and Records Administration serves as the custodian of the records 
of an agency or organization that goes out of existence. 

(e) To the extent practicable, agencies shall adopt a system of records 
management that will facilitate the public release of documents at the time 
such documents are declassified pursuant to the provisions for automatic 
declassification in sections 1.6 and 3.4 of this order. 
Sec. 3.4. Automatic Declassification. (a) Subject to paragraph (b), below, 
within 5 years from the date of this order, all classified information contained 
in records that (1) are more than 25 years old, and (2) have been determined 
to have permanent historical value under title 44, United States Code, shall 
be automatically declassified whether or not the records have been reviewed. 
Subsequently, all classified information in such records shall be automatically 
declassified no longer than 25 years from the date of its original classification, 
except as provided in paragraph (b), below. 

(b) An agency head may exempt from automatic declassification under 
paragraph (a). above, specific information, the release of which should be 
expected to: 

(1) reveal the identity of a confidential human source, or reveal 
information about the application of an intelligence source or meth
od, or reveal the identity of a human intelligence source when 
the unauthorized disclosure of that source would clearly and demon
strably damage the national security interests of the United States; 
(2) reveal information that would assist in the development or use 
of weapons of mass destruction; 
(3) reveal information that would impair U.S. cryptologic systems 
or activities; 
(4) reveal information that would impair the application of state 
of the art technology within a U.S. weapon system; 
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(5) reveal actual U.S. military war plans that remain in effect; 
(6) reveal information that would seriously and demonstrably impair 
relations between the United States and a foreign government, or 
seriously and demonstrably undermine ongoing diplomatic activities 
of the United States; 
(7) reveal information that would clearly and demonstrably impair 
the current ability of United States Government officials to protect 
the President, Vice President, and other officials for whom protection 
services, in the interest of national security, are authorized; 
(8) reveal information that would seriously and demonstrably impair 
current national security emergency preparedness plans; or 
(9) violate a statute, treaty, or international agreement. 

(c) No later than the effective date of this order, an agency head shall 
notify the President through the Assistant to the President for National 
Security Affairs of any specific file series of records for which a review 
or assessment has determined that the information within those file series 
almost invariably falls within one or more of the exemption categories 
listed in paragraph {b), above, and which the agency proposes to exempt 
from automatic declassification. The notification shall include: 

(1) a description of the file series: 
(2) an explanation of why the information within the file series 
is almost invariably exempt from automatic declassification and 
why the information must remain classified for a longer period 
of time: and 
(3) except for the identity of a confidential human source or a 
human intelligence source, as provided in paragraph (b), above, 
a specific date or event for declassification of the information. 

The President may direct the agency head not to exempt the file series 
or to declassify the information within that series at an earlier date than 
recommended. 

(d) At least 180 days before information is automatically declassified under 
this section, an agency head or senior agency official shall notify the Director 
of the Information Security Oversight Office, serving as Executive Secretary 
of the lnteragency Security Classification Appeals Panel, of any specific 
information beyond that included in a notification to the President under 
paragraph (c), above, that the agency proposes to exempt from automatic 
declassification. The notification shall include: 

(1) a description of the information; 
(2) an explanation of why the information is exempt from automatic 
declassification and must remain classified for a longer period of 
time; and 
(3) except for the identity of a confidential human source or a 
human intelligence source, as provided in paragraph (b), above, 
a specific date or event for declassification of the information. The 
Panel may direct the agency not to exempt the information or to 
declassify it at an earlier date than recommended. The agency head 
may appeal such a decision to the President through the Assistant 
to the President for National Security Affairs. The infonnation will 
remain classified while such an appeal is pending. 

(e) No later than the effective date of this order, the agency head or 
senior agency official shall provide the Director of the Information Security 
Oversight Office with a plan for compliance with the requirements of this 
section, including the establishment of interim target dates. Each such plan 
shall include the requirement that the agency declassify at least 15 percent 
of the records affected by this section no later than I year from the effective 
date of this order, and similar commitments for subsequent years until 
the effective date for automatic declassification. 

(t) Information exempted from automatic declassification under this section 
shall remain subject to the mandatory and systematic declassification review 
provisions of this order. 
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(g) The Secretary of State shall determine when the United States should 
commence negotiations with the appropriate officials of a foreign government 
or international organization of governments to modify any treaty or inter
national agreement that requires the classification of information contained 
in records affected by this section for a period longer than 25 years from 
the date of its creation. unless the treaty or international agreement pertains 
to information that may otherwise remain classified beyond 25 years under 
this section. 
Sec. 3.5. Systematic Declassification Review. (a) Each agency that has origi
nated classified infom1ation under this order or its predecessors shall estab
lish and conduct a program for systematic declassification review. This 
program shall apply to historically valuable records exempted from automatic 
declassification under section 3.4 of this order. Agencies shall prioritize 
the systematic review of records based upon: 

(1) recommendations of the Information Security Policy Advisory 
Council, established in section 5.5 of this order, on specific subject 
areas for systematic review concentration; or 
(2) the degree of researcher interest and the likelihood of declassifica
tion upon review. 

(b) The Archivist shall conduct a systematic declassification review pro
gram for classified information: (1) accessioned into the National Archives 
as of the effective date of this order; (2) information transferred to the 
Archivist pursuant to section 2203 of title 44. United States Code; and 
(3) information for which the National Archives and Records Administration 
serves as the custodian of the records of an agency or organization that 
has gone out of existence. This program shall apply to pertinent records 
no later than 25 years from the date of their creation. The Archivist shall 
establish priorities for the systematic review of these records based upon 
the recommendations of the Information Security Policy Advisory Council; 
or the degree of researcher interest and the likelihood of declassification 
upon review. These records shall be reviewed in accordance with the stand
ards of this order. its implementing directives. and declassification guides 
provided to the Archivist by each agency that originated the records. The 
Director of the Information Security Oversight Office shall assure that agen
cies provide the Archivist with adequate and current declassification guides. 

(c) After consultation with affected agencies, the Secretary of Defense 
may establish special procedures for systematic review for declassification 
of classified cryptologic information. and the Director of Central Intelligence 
may establish special procedures for systematic review for declassification 
of classified information pertaining to intelligence activities (including spe· 
cial activities), or intelligence sources or methods. 
Sec. 3.6. Mandatory Declassification Review. (a) Except as provided in para
graph (b), below, all information classified under this order or predecessor 
orders shall be subject to a review for declassification by the originating 
agency if: 

(1) the request for a review describes the document or material 
containing the information with sufficient specificity to enable the 
agency to locate it with a reasonable amount of effort: 
(2) the information is not exempted from search and review under 
the Central Intelligence Agency Information Act; and 
(3) the information has not been reviewed for declassification within 
the past 2 years. If the agency has reviewed the information within 
the past 2 years. or the information is the subject of pending litiga
tion, the agency shall inform the requester of this fact and of the 
requester's appeal rights. 

(b) Information originated by: 
(I) the incumbent President; 
(2) the incumbent President's White House Staff: 
(3) committees, commissions, or boards appointed by the incumbent 
President: or 
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(4) other entities wi1hm the Executive Office of the President that 
solelv advise and assist the incumbent President is exempted from 
the provlsians of paragraph (a). above. However. the Archivist shall 
have the authom_y to review. dmvngrade, and declassify information 
of former Presidents under the control of the Archivist pursuant 
to sections 2L07.2111. 2111 note. or 2203 of title 44. United States 
Code. Review procedures developed by the Archivist shall provide 
for consultation with agencies having primary subject matter interest 
and shall be consistent with the provisions of applicable laws or 
\awful agreeme111s that pertain to the respective Presidential papers 
or records. Agencies with primary subject matter interest shall be 
notified promptly of the Archivist's decision. Any final decision 
by the Archivist may be appealed by the requester or an agency 
ta the lnti>rJgency Securi1y Classifirnuon Appeals Panel. The infor
mation shall remain classified pending a prompt decision on the 
appeal. 

(c) Agencies conducting a mt1nda1ory review for declassification shall de
classify infarmatton that no longer meets the standards for classification 
under this order. They shall release this information unless withholding 
is otherwise au1horized and warranted under applicable law. 

(d) ln accordance with directives is<,ued pursuant to this order, agency 
heads sha! l develop procedures 10 process requests for the mandatory review 
of classified information. These procedures shall apply to information classi
fied under this or predecessor orders. They also shall provide a means 
for administratively appealing a df'nial of a manda1ory review request, and 
for notif_vmg the requester of the righl to' appe.il a final agency decision 
to the lnteragency Securi1y Clas.sification Appeals Panel 

(e) After consulta1ion with affec1ed agencies. the Secretary of Defense 
shall develop special procedures for 1he review of cryptologic information. 
the Director of Central Intelligence shall develop special procedures for 
1he review of informalion pertaining to intell1gence activities (including 
special activitie5). or intelligence sources or methods, and the Archivist 
shall develop special procedures for !he review of information accessioned 
into the National Archives. 

Sec. 3, 7. Processing Requrst_s and Re~'iews. In response to a request for 
information under the Freedom of Information Act. the Privacy Act of 197 4, 
or the mandatory review provisions of this order. or pursuant to the automatic 
declassification or sys1ematic rev1t>w provisions of this order; 

(al An agency may refuse 10 confirm or deny the e;,,:istence or nonexistence 
of requested information whenever the fact of its existence or nonexistence 
i"i itself classified under !his order. 

(bl When an agency receives any request for documents in its custody 
that contain information that was originally classified by another agency, 
or comes across such documents inthe process of the automatic declassifica
tion or systematic reviev, provisions of this order, it shall refer copies 
or any request and the pertment documents to the originating agency for 
processing. and may. after consultation with the originating agency, inform 
any requester of the referral unless such association is itself classified under 
this order. In cas(•s in which the originating agency determines in writing 
that a respome under paragraph {a). above. is required, the referring agency 
shall respond to the requester in accordance with that paragraph. 

Sec. 3.8. Declassification Database. (a) The Archivist in conjunction with 
the Director of the Information Security Oversight Office and those agencies 
that originate classified information, shall establish a Government\vide 
database of information that has been declassified. The Archivist shall also 
explore other possible uses of technology to facilitate the declassification 
process. 

(b) Agency heads shall fully cooperate with the Archivist in these efforts. 
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(c) Except as otherwise authorized and warranted by law. all declassified 
information contained within the database established under paragraph (a). 
above, shall be available to the public. 

PART 4-SAFEGUARDING 

Sec. 4.1. Definitions. For purposes of this order: (a) "Safeguarding" means 
measures and controls that are prescribed to protect classified information. 

(b) "Access" means the ability or opportunity to gain knowledge of classi
fied information. 

(c) "Need-to-know" means a determination made by an authorized holder 
of classified information that a prospective recipient requires access to spe
cific classified information in order to perform or assist in a lawful and 
authorized governmental function. 

(d) "Automated information system" means an assembly of computer hard
ware, software, or firmware configured to collect, create. communicate. com
pute, disseminate, process, store, or control data or information. 

(e) "Integrity" means the state that exists when information is unchanged 
from its source and has not been accidentally or intentionally modified, 
altered. or destroyed. 

(f) "Network" means a system of two or more computers that can exchange 
data or information. 

(g) 'Telecommunications" means the preparation, transmission, or commu
nication of information by electronic means. 

(h) "Special access program" means a program established for a specific 
class of classified information that imposes safeguarding and access require
ments that exceed those normally required for information at the same 
classification level. 
Sec. 4.2. General Restrictions on Access. (a) A person may have access 
to classified information provided that: 

(1) a favorable determination of eligibility for access has been made 
by an agency head or the agency head's designee; 
(2) the person has signed an approved nondisclosure agreement; 
and 
(3) the person has a need-to-know the information. 

(b) Classified information shall remain under the control of the originating 
agency or its successor in function. An agency shall not disclose information 
originally classified by another agency without its authorization. An official 
or employee leaving agency service may not remove classified information 
from the agency's control. 

(c) Classified information may not be removed from official premises 
without proper authorization. 

(d) Persons authorized to disseminate classified information outside the 
executive branch shall assure the protection of the information in a manner 
equivalent to that provided within the executive branch. 

(e) Consistent with law, directives, and regulation, an agency head or 
senior agency official shall establish uniform procedures to ensure that auto
mated information systems, including networks and telecommunications sys
tems. that collect, create, communicate, compute, disseminate, process, or 
store classified information have controls that: 

(l) prevent access by unauthorized persons; and 
(2) ensure the integrity of the information. 

(f) Consistent with law, directives, and regulation. each agency head or 
senior agency official shall establish controls to ensure that classified informa
tion is used, processed, stored, reproduced, transmitted. and destroyed under 
conditions that provide adequate protection and prevent access by unauthor
ized persons. 
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(g) Consistent with directives issued pursuant to this order, an agency 
shall safeguard foreign government information under standards that provide 
a degree of protection at least equivalent to that required by the government. 
or international organization of governments that furnished the information. 
When adequate to achieve equivalency, these standards may be less restrictive 
than the safeguarding standards that ordinarily apply to United States "Con· 
fidential" information. including allowing acce5s to individuals with a need
to-know who have not otherwise been cleared for access to classified informa
tion or executed an approved nondisclosure agreement. 

(h) Except as provided by statute or directives issued pursuant to this 
order, classified information originating in one agency may not be dissemi
nated outside any other agency to which it has been made available without 
the consent of the originating agency. An agency head or senior agency 
official may waive this requirement for specific information originated within 
that agency. For purposes of this section, the Department of Defense shall 
be considered one agency. 
Sec. 4.3. Distribution Controls. (a) Each agency shall establish controls over 
the distribution of classified information to assure that it is distributed 
only to organizations or individuals eligible for access who also have a 
need-to-know the information. 

(b) Each agency shall update. at least annually. the automatic, routine, 
or recurring di5tribution of classified information that they distribute. Recipi
ents shall cooperate fully with distributors who are updating distribution 
lists and shall notify distributors whenever a relevant change in status 
occurs. 
Sec. 4.4. Special Access Programs. (a) Establishment of special access pro
grams. Unless otherwise authorized by the President, only the Secretaries 
of State. Defense and Energy. and the Director of Central Intelligence, or 
the principal deputy of each. may create a special access program. For 
special access programs pertaining to intelligence activities (including special 
activities. but not including military operational, strategic and tactical pro
grams). or intelligence sources or methods. this function will be exercised 
by the Director of Central Intelligence. These officials shall keep the number 
of these programs at an absolute minimum, and shall establish them only 
upon a specific finding that: 

(l) the vulnerability of. or threat to, specific information is excep
tional; and 
(2) the normal criteria for determining eligibility for access applicable 
to information classified at the same level are not deemed sufficient 
to protect the information from unauthorized disclosure; or 
(3) the program is required by statute. 

(b) Requirements and Limitations. (I) Special access programs shall be 
limited to programs in which the number of persons who will have access 
ordinarily will be reasonably small and commensurate with the objective 
of providing enhanced protection for the information involved. 

(2) Each agency head shall establish and maintain a system of 
accounting for special access programs consistent with directives 
issued pursuant to this order. 
(3) Special access programs shall be subject to the oversight program 
established under section 5.6(c) of this order. In addition, the Direc
tor of the Information Security Oversight Office shall be afforded 
access to these programs, in accordance with the security require
ments of each program. in order to perform the functions assigned 
to the Information Security Oversight Office under this order. An 
agency head may limit access to a special access program to the 
Director and no more than one other employee of the Information 
Security Oversight Office: or, for special access programs that are 
extraordinarily sensitive and vulnerable, to the Director only. 
(4) The agency head or principal deputy shall review annually 
each special access program to determine whether it continues to 
meet the requirements of this order. 
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(5) Upon request. an agency shall brief the Assistant to the President 
for National Security Affairs. or his or her designee, on any or 
all of the agency's special access programs. 

(c) Within l80 days after the effective date of this order, each agency 
head or principal deputy shall review all existing special access programs 
under the agency·s jurisdiction. These officials shall terminate any special 
access programs that do not clearly meet the provisions of this order. Each 
existing special access program that an agency head or principal deputy 
validates shall be treated as if it were established on the effective date 
of this order. 

(d) Nothing rn this order shall supersede any requirement made by or 
under LO USC I 19 
Sec. 4.5. Access by Historical Researchers and Former Presidential Ap
prnncees. (al The requirement in secnon 4.2(a) (3) of this order that access 
to classifled information may be granted only to individuals ,vho have 
a need co know the information may be waived for persons who: 

(L) are engaged in historical research projeets: or 
(2) previously have occupied policy-making positions to which they 
were appointed by the President. 

(b) Wa1vers under thir, section may be granted only if the agency head 
or senior agency official of the originating ilgency: 

(l) decermines m writing that access is consistent with the interest 
of national security: 
(2) takes apprnpriatf:' steps to protect clar,sified information from 
unauthorized disclosure or compromise, and ensures that the infor
mation is safeguarded in a rnannPr consi'itenc with this order, and 
(3) limits the access granted to former Presidential appointees to 
items that the per,;on originated, reviewed, signed. or received while 
serving as a Presiden11al appointee. 

PART 5-IMPLEMENTATlON AND REVIEW 

Sec 5. l. Detinirions For purposes of this order (a) "Self·inspect10n" means 
the internal review and e\'alua1 ion of individual agency activities ,md th~ 
agency as a whole with respect lo the irnplementatmn of the progr.irn estab
lished under this order and its implementing directives 

(bl "Viola!ion" means 

(l) any knowing. willful. or negligent action that could reasonably 
b(' expected to result in an unauthorized disclosure of classified 
information: 
(2) any knowing. willful. or negligent action to classify or continue 
the clilssification of i nformafion contrary to the requirements of 
this order or its implementing directives: or 
(3) any knowing, \\"illful. or nl.'g!igent action to create or continue 
a special access program rnntrar_v \o the requirements of this order. 

(c) .. Infraction" means any knowing. willful. or negligent action contrary 
to the requirements of this order or its implementing directives that does 
not compri:-ie a "violation." as defined above. 
Sec. 5.2. Program Direction (a) Tht> Director of the Office of Management 
and Budget. in consultation with tht> Assistant to the President for National 
Security Affairs and the co-chairs of the Security Policy Board. shall issue 
such directives as are necessary lo implement this order. These directives 
shall be binding upon the agencies. Directives issued by the Director of 
the Office of Management and Budget shall establish standards for: 

(I) classification and marking principles; 
(2) agency security education and training programs: 
(3) agency self.inspl'Ction programs: and 
(4) classification and declassification guides. 

(b) The Director or the Office of Management and Budget shall delegate 
the implementation and monitorship functions of this program to the Director 
of the Information Security Overslght Office. 
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(c) The Security Policy Board, established by a Presidential Decision Direc
tive, shall make a recommendation to the President through the Assistant 
to the President for National Security Affairs with respect to the issuance 
of a Presidential directive on safeguarding classified information. The Presi
dential directive shall pertain to the handling, storage. distribution. transmit
tal, and destruction of and accounting for classified information. 
Sec. 5.3. Information Security Oversight Office. (a) There is established within 
the Office of Management and Budget an Information Security Oversight 
Office. The Director of the Office of Management and Budget shall appoint 
the Director of the lnformatlon Security Oversight Office, subject to the 
approval of the President. 

(b) Under the direction of the Director of the Office of Management and 
Budget acting in consultation with the Assistant to the President for National 
Security Affairs, the Director of the Information Security Oversight Office 
shall: 

(1) develop directives for the implementation of this order: 
(2) oversee agency actions to ensure compliance with this order 
and its implementing directives: 
(3) review and approve agency implementing regulations and agency 
guides for systematic declassification review prior to their issuance 
by the agency; 
(4) have the authority to conduct on-site reviews of each agency's 
program established under this order. and to require of each agency 
those reports, information, and other cooperation that may be nec
essary to fulfill its responsibilities. If granting access to specific 
categories of classified information would pose an exceptional na
tional security risk, the affected agency head or the senior agency 
official shall submit a written justification recommending the denial 
of access to the Director of the Office of Management and Budget 
within 60 days of the request for access. Access shall be denied 
pending a prompt decision by the Director of the Office of Manage
ment and Budget. who shall consult on this decision with the 
Assistant to the President for National Security Affairs; 
(5) review requests for original classification authority from agencies 
or officials not granted original classification authority and, if 
deemed appropriate. recommend Presidential approval through the 
Director of the Office of Management and Budget; 
(6) consider and take action on complaints and suggestions from 
persons within or outside the Government with respect to the admin
istration of the program established under this order; 
(7) have the authority to prescribe, after consultation with affected 
agencies. standardization of forms or procedures that will promote 
the implementation of the program established under this order: 
(8) report at least annually to the President on the implementation 
of this order: and 
(9) convene and chair interagency meetings to discuss matters per
taining to the program established by this order. 

Sec. 5.4. Interagency Security Classification Appeals Panel. 
(a) Establishment and Administration. 

(1) There is established an Interagency Security Classification Ap
peals Panel {"Panel"). The Secretaries of State and Defense, the 
Attorney General, the Director of Central Intelligence. the Archivist 
of the United States. and the Assistant to the President for National 
Security Affairs shall each appoint a senior level representative 
to serve as a member of the Panel. The President shall select the 
Chair of the Panel from among the Panel members. 
(2) A vacancy on the Panel shall be filled as quickly as possible 
as provided in paragraph (1), above. 
(3) The Director of the Information Security Oversight Office shall 
serve as the Executive Secretary. The staff of the Information Security 
Oversight Office shall provide program and administrative support 
for the Panel. 
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(4) The members and staff of the Panel shall be required to meet 
eligibility for access standards in order to fulfill the Panel's func
tions. 
(5) The Panel shall meet at the call of the Chair. The Chair shall 
schedule meetings as may be nec~ssary for the Panel to fulfill its 
functions in a timely manner. 
(6) The Information Security Oversight Office shall include in its 
reports to the President a summary of the Panel's activities. 

(bl Functions. The Panel shall: 
(1) decide on appeals by persons who have filed classification chal
lenges under section 1.9 of this order; 
(2) approve, deny, or amend agency exemptions from automatic 
declassification as provided in section 3.4 of this order; and 
(3) decide on appeals by persons or entities who have filed requests 
for mandatory declassification review under section 3.6 of this order. 

(c) Rules and Procedures. The Panel shall issue bylaws, which shall be 
published in the Federal Register no later than 120 days from the effective 
date of this order. The bylaws shall establish the rules and procedures 
that the Panel will follow in accepting. considering, and issuing decisions 
on appeals. The rules and procedures of the Panel shall provide that the 
Panel will consider appeals only on actions in which: (I) the appellant 
has exhausted his or her administrative remedies within the responsible 
agency: (2) there is no current action pending on the issue within the 
federal courts; and (3) the information has not been the subject of review 
by the federal courts or the Panel within the past 2 years. 

(d) Agency heads will cooperate fully with the Panel so that it can fulfill 
its functions in a timely and fully informed manner. An agency head may 
appeal a decision of the Panel to the President through the Assistant to 
the President for National Security Affairs. The Panel will report to the 
President through the Assistant to the President for National Security Affairs 
any instance in which it believes that an agency head is not cooperating 
fully with the Panel. 

(e) The Appeals Panel is established for the sole purpose of advising 
and assisting the President in the discharge of his constitutional and discre
tionary authority to protect the national security of the United States. Panel 
decisions are committed to the discretion of the Panel, unless reversed 
by the President. 
Sec. 5.5. Jnformation Security Policy Advisory Council. 

{a) Establishment. There is established an Information Security Policy 
Advisory Council ("Council"). The Council shall be composed of seven 
members appointed by the President for staggered terms not to exceed 4 
years, from among persons whohave demonstrated interest and expertise 
in an area related to the subject matter of this order and are not otherwise 
employees of the Federal Government. The President shall appoint the Coun
cil Chair from among the members. The Council shall comply with the 
Federal Advisory Committee Act, as amended, 5 U.S.C. App. 2. 

(b) Functions. The Council shall: 
(I) advise the President, the Assistant to the President for National 
Security Affairs, the Director of the Office of Management and Budg
et, or such other executive branch officials as it deems appropriate, 
on policies established under this order or its implementing direc
tives, including recommended changes to those policies; 
(2) provide recommendations to agency heads for specific subject 
areas for systematic declassification review; and 
(3) serve as a forum to discuss policy issues in dispute. 

(c) Meetings. The Council shall meet at least twice each calendar year, 
and as determined by the Assistant to the President for National Security 
Affairs or the Director of the Office of Management and Budget. 

{d) Administration. 
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(1) Each Council member may be compensated at a rate of pay 
not to exceed the daily equivalent of the annual rate of basic pay 
in effect for grade GS-18 of the general schedule under section 
5376 of title 5, United States Code, for each day during which 
that member is engaged in the actual performance of the duties 
of the Council. 
(2) While away from their homes or regular place of business in 
the actual perfonnance of the duties of the Council, members may 
be allowed travel expenses. including per diem in lieu of subsistence, 
as authorized by law for persons serving intermittently in the Gov
ernment service (5 U.S.C. 5703(b)). 
(3) To the extent permitted by law and subject to the availability 
of funds, the Information Security Oversight Office shall provide 
the Council with administrative services, facilities, staff, and other 
support services necessary for the performance of its functions. 
(4) Notwithstanding any other Executive order, the functions of 
the President under the Federal Advisory Committee Act, as amend
ed, that are applicable to the Council, except that of reporting 
to the Congress, shall be performed by the Director of the Information 
Security Oversight Office in accordance with the guidelines and 
procedures established by the General Services Administration. 

Sec. 5.6. General Responsibilities. Heads of agencies that originate or handle 
classified information shall: 

(a) demonstrate personal commitment and commit senior management 
to the successful implementation of the program established under this 
order; 

(bl commit necessary resources to the effective implementation of the 
program established under this order; and 

(c) designate a senior agency official to direct and administer the program, 
whose responsibilities shall include: 

(1) overseeing the agency's program established under this order, 
provided, an agency head may designate a separate official to oversee 
special access programs authorized under this order. This official 
shall provide a full accounting of the agency's special access pro
grams at least annually; 
(2) promulgating implementing regulations, which shall be published 
in the Federal Register to the extent that they affect members of 
the public; 
(3) establishing and maintaining security education and training 
programs; 
(4) establishing and maintaining an ongoing self-inspection program, 
which shall include the periodic review and assessment of the 
agency's classified product; 
(5) establishing procedures to prevent unnecessary access to classi
fied information, including procedures that: (i) require that a need 
for access to classified information is established before initiating 
administrative clearance procedures; and (ii) ensure that the number 
of persons granted access to classified information is limited to 
the minimum consistent with operational and security requirements 
and needs; 
(6) developing special contingency plans for the safeguarding of 
classified information used in or near hostile or potentially hostile 
areas; 
(7) assuring that the performance contract or other system used 
to rate civilian or military personnel performance includes the man
agement of classified information as a critical element or item to 
be evaluated in the rating of: (i) original classification authorities; 
(ii) security managers or security specialists; and (iii) all other per
sonnel whose duties significantly involve the creation or handling 
of classified information; 
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(8) accounting for the costs associated with the implementation 
of this order. which shall be reported to the Director of the Informa
tion Security Oversight Office for publication; and 
(9) assigning in a prompt manner agency personnel to respond 
to any request, appeal. challenge. complaint, or suggestion arising 
out of this order that pertains to classified information that originated 
in a component of the agency that no longer exists and for which 
there is no clear successor in function. 

Sec. 5.7. Sanctions. (a) If the Director of the Information Security Oversight 
Office finds that a violation of this order or its implementing directives 
may have occurred. the Director shall make a report to the head of the 
agency or to the senior agency official so that corrective steps, if appropriate, 
may be taken. 

(b) Officers and employees of the United States Government, and its 
contractors. licensees. certificate holders, and grantees shall be subject to 
appropriate sanctions if they knowingly, willfully, or negligently: 

(I) disclose to unauthorized persons information properly classified 
under this order or predecessor orders: 
(2) classify or continue the classification of information in violation 
of this order or any implementing directive; 
(3) create or continue a special access program contrary to the 
requirements of this order; or 
(4) contravene any other provision of this order or its implementing 
directives. 

(c) Sanctions may include reprimand, suspension without pay, removal. 
termination of classification authority. loss or denial of access to classified 
information. or other sanctions in accordance with applicable law and agency 
regulation. 

(d) The agency head, senior agency official, or other supervisory official 
shall. at a minimum, promptly remove the classification authority of any 
individual who demonstrates reckless disregard or a pattern of error in 
applying the classification standiirds of this order. 

(e) The agency head or senior agency official shall: 

(I) take appropriate and prompt corrective action when a violation 
or infraction under paragraph {b). above. occurs; and 
(2) notify the Director of the Information Security Oversight Office 
when a violation under paragraph (b)(l). (2) or (3), above, occurs. 

PART 6-GENERAL PROVISIONS 

Sec. 6.1. General Provisions. (a) Nothing in this order shall supersede any 
requirement made by or under the Atomic Energy Act of 1954, as amended, 
or the National Security Act of 1947. as amended. "Restricted Data" and 
"Formerly Restricted Data" shall be handled, protected, classified, down
graded, and declassified in conformity with the provisions of the Atomic 
Energy Act of 1954. as amended. and regulations issued under that Act. 

(b) The Attorney General. upon request by the head of an agency or 
the Director of the Information Security Oversight Office. shall render an 
interpretation of this order with respect to any question arising in the 
course of its administration. 

(c) Nothing in this order limits the protection afforded any information 
by other provisions of law. including the exemptions to the Freedom of 
Information Act, the Privacy Act, and the National Security Act of 1947, 
as amended. This order is not intended, and should not be construed, 
to create any right or benefit. substantive or procedural. enforceable at law 
by a party against the United States. its agencies, itsofficers, or its employees. 
The foregoing is in addition to the specific provisos set forth in sections 
I .2(b), 3.2(b) and 5.4(e} of this order. 
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(d) Executive Order No. 12356 of April 6. 1982. is revoked as of the 
effective date of this order. 
Sec. 6.2. Effective Date. This order shall become effective 180 days from 
the date of this order. 

THE WHITE HOUSE, 
April 11. I 995. 
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PERSONNEL A.NO 
READINESS 

UNDER SECRETARY OF DEFENSE · .· .-
4000 DEFENSE PENTAGON ..: ., . .. 

WASHINGTON, O.C . 20301-4000 

INFO MEMO 

July 19, 2002, 4:00PM 

"' 6 -, .. . . : ) .. 
r.. I 

FOR: SECRETARY OF DEFENSE 

FROM: David S. C. Chu, USD(P~ (!, CA-.. /fV~ 
(signature and date) 

SUBJECT: Flexibility--SNOWFLAKE 

• You asked (Tab A) what Senator Voinovich and we have been doing to get greater 
flc!xibility in the management of defense civilians. DoD agreed with the Office of 
Management and Budget to send legislation to Congress modeled on the President's 
Managerial Flexibility Act (MFA). It allows D0D1 with Office of Personnel Management 
(OPM) approval, to implement an alternative personnel system (APS) for its white collar 
General Schedule workforce. It focuses on the best practices in hiring and compensating 
civilians from ten DoD demonstration projects currently covering 40,000 DoD civilians 
with some lasting as long as twenty years. APS would not impact current procedures/laws 
on merit system principles, veterans' preference, equal opportunity, political activity, 
prohibited practices, and ethics. 

• Senator Voinovich had hoped to offer our legislation as a Floor amendment to the FY03 
National Defense Authorization Act but did not have bi-partisan support. On June 20, he 
instead introduced S. 265 l which provides for unlimited personnnel demonstration projects 
and other changes from the MF A.1 While we support many of its concepts, the legislation 
does not provide us with the desired APS authority. The Senate Governmental Affairs 
Committee may mark up this bill next week, producing something even less ambitious, but 
it isn't likely to move in the House. 

• Our focus now shifts to the Administration's Homeland Security Department legislation. It 
seeks a broad grant of personnel management flexibility consistent only with "merit" and 
"fitness." We advised OPM that as the legislation advances, and if personnel flexibilities 
are afforded the new Department, DoD should be included in order to maintain a level 
playing field for talent among national security organizations. The word in the human 
resources community, however, is that this part of the legislation will not obtain support of 
the Democratic leadership. We are therefore exploring other possibilities, including using · 
existing authority that would allow us to demonstrate APS practices for the acquisition 
workforce (approximately 120,000), with the objective of moving forward in the fall if 
Congress fails to act. 

COORDINATION: TabB ~ 

Prepared by: Steve Ramp, CPP A 
i~OSD/9881 
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Jun~ 28, 2002 7:23 AM 

TO: David Chu 

FROM: Donald Rumsfeld ·r; 1--
SUBJECT: Flexibility 

Please give me a one-page memo telling me what Voinovich has been doing and 

._what you are trying to do by way of getting greater flexibility. 

Thanks. 

DHR:dh 
062802-5 

···································································~····· 
Please respond by f.Y6 i O 7.- / O 2.-
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Coordination Sheet 

Deputy Assistant Secretary of Defense for 
Civilian Personnel Policy 

Principal Deputy General Counsel 

Principal Deputy Assistant Secretary of Defense 

Ginger Groeber 7-9w02 

Daniel Dell'Orto 7-9-02 

for Legislative Affairs Richard McGraw 7-10-02 

Principal Deputy Assistant Secretary of 
Defense for Force Management Policy 

1\.ssistant Secretary of Defense for 
Force Management Policy 

~ 1 /i'l../0 '1-
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UNDER SECRETARY OF DEFENSE .- ..-,--
1
, 

1 1 oo DEFENSE PENTAGON s~coEF HJ\!, s ~;C''f 
WASHINGTON, DC 20301-1100 ' If::. 

;1 n i:...,/~ WO? 
INFO MEMO 

COMPTROLLER July 16, 2002, 9:00AM 

FOR: SECRETARY OF DEFENSE 

FROM: Dov S. Zakheim t~ 
SUBJECT: Wasteful Spending 

• You wrote to the Service Secretaries and Under Secretaries on the misuse of contingency 
operations funds noted in the press. You also asked for recommended courses of action. 

• As soon as I became aware of the situation described by the General Accounting Office, 
I directed my staff to take immediate action to ensure that this misuse of contingency 
funds would not occur again. 

• Some of the misuses of contingency funds (as noted in the news article that you sent to 
me) were the result of Air Force abuse of the purchase card in Southwest Asia (e.g., 
decorative furniture and furnishings, cappuccino machines, golfing equipment and 
memberships, palm pilots). As you know, I established the DoD Charge Card Task Force 
to strengthen the controls of the Purchase Card and Travel Card programs. We are in the 
process of implementing the recommendations it outlined in its recently published report. 
These should help eliminate the misuse of government purchase and travel cards. For 
example, 

t 'l''"" ~ ti..::. 
~\"t 

We have legislation pending to permit us to hold DoD accountable officials (including 
purchase cardholders) financially liable for improper or incorrect purchases. Currently, 
if the charge card transaction is wasteful or abusive but is not fraudulent or for personal 
gain, we can punish the cardholder (or other charge card officials) administratively, but 
DoD does not have the authority to hold them pecuniarily" or financially liable. 

• By the end of the fiscal year, we will implement automated tools to detect potentially 
abusi'ie transactions for review. 

• I also have directed my staff to strengthen our procedures regarding resources provided 
for contingency operations: 

• Provide further clarification of the costs that can be financed with funds made 
available for contingency operations; 

• Provide guidance to eliminate funding of duplicative efforts; and 

• Add a section to the DoD Financial Management Regulation on fiduciary responsibility 
to strengthen both financial stewardship and accountability. 

• In addition, I directed my staff to meet with the senior financial managers within the 
Service and Defense Agency Comptroller organizations to communicate the importance of 
establishing appropriate oversight and controls to eliminate abuses such as these. 

COORDINATION: Nofte 
Prepared By: John Evans,[b)(

5
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TO: Service Secretaries 
Under "Secretaril':S 

,,..-,,<::~~,FROM: 

.. '_ ... /'//1 Dona]d Rumsf e]d ·91{\
Wasteful Spending ;/ / SUBJECT: 

./ 

June 3, 2002 l :26 PM 

]~Ii~ This recent report about wasteful spending bothers me and I know it does you, too. 

J sure hope that when you have all investigated the problems here, that we don't 

decide there is no one to be held accountable. These sound like very poor 

decisions, and we are never going to change the culture around here without 

imparting the appropriate sense of urgency about our responsibilities as stewards 

of taxpayer money. 

Please look into this and into our spending practices generally and let me know 

what course of action you recommend. 

Thanks. 

Attach. 
Hoffman, Lisa; Scripps Howard News Service, "$24,000 Sofa Among Luxuries Bought by 

Army and Air Force," Seallle Post-lmelligencer, 05/30/02 

DHR:dh 

·-
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}241000 Sofa Among Luxuries Bought By Anny And Air Force 
... 

.Seattle Post-Inte11igencer 
May 30,2002 

Page 1 of2 

$24,000 Sofa Among Luxuries Bought By Army And Air Force 

By Lisa Hoffman, Scripps Howard News Service 

WASHING TON -- A $24,000 sofa and annchair. An $1,800 pillow. And $45,800 in silver and china. 
Such accoutrements wouJd cause little surprise if found in the abodes ofthe wealthy and weJJ-known. 

But government auditors discovered these pricey items -· and many more -- not in a mansion but at Air 
Force and Anny bases in Saudi Arabia, the rest of the Persian Gu1f, Europe and the Balkans. 

In a just-released report, the General Accounting Office infonned Congress that its auditors found a 
number of "seemingly unneeded expenditures" made by the Air Force and Anny in 2000 and 2001. 

"As much as '$101 million in contingency operations funds were spent on questionable expenditures" -
a smaJJ fraction ofthe estimated S2.2 billion examined by the investigators, but troubling nonetheless, 
the report said. 

Among those were $4,600 worth of "white beach sand" for an air base in the Arabian desert and a 
$3,400 Sumo wrestling suit for another. 

The Anny came in for criticism for duplicating purchases of computers ·and office equipment at its bases 
in Bosnia to the tune of$2.3 million. 

Rather than using equipment already ther,e or sharing new ilems, four successive Anny units heading for 
Bosnia bought their own sets of ~quipment, the GAO said. 

That struck the auditors as panicularly wasteful. given that the Anny has stocked more than 2,000 
computers, 865 printers, 91 copiers and "a multitude of other office equipment" in the area. However, 
Army officials 'Said that differences in missions and training of the various units serving in Bosnia 
necessitat.ed "Some of the equipment purchases. 

The auditors blamed Pentagon and Anny superiors for failing to provide the clear guidance and strict 
oversight noeded to rein in such practices. 

The Air Force was also criticized for an array of what the GAO deemed unjustified and excessive 
spending, including: 

At al Dhafra Air Base in the United Arab Emirates, the service bought a $2,200 coffee table. 

At Prince Sultan Air Base in Saudi Arabia, it bought a $24,000 foveseat and ann chair and S9,800 worth 
of Halloween decorations. 

At al Jaber Air Ba"Se in Saudi Arabia, the questionable spending included an $1,800 "executive high
back" piJ1ow, a $3,000 computer tutorial titled "The Intelligent Investor11 and $19,000 worth of 
decorative "river rock." 

http://ebird.dtic.mil/M ay2002/e2001d5'3~-Ja5~/0 S D/9886 6/3/2002 
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At various Air Force insta11ations in the P-ersian Gulf r-egion, the service bought a $35,000 golf cart, a 
$1-6,000 corporate golf membership and $S,333 in golf passes. 

Military experts claim that such recreational items can be a useful tool for building good relations with 
officials of a host country, whom base officers -can invite for, say, a fti.endly round or two of golf. 

The GAO report said Pentagon officials generally agreed that better oversight is needed to prevent 
wasteful spending. 
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UNDER SECRETARY OF DEF~~E. . .. · · 
4000 DEFENSE PENTAGON 

WASHINGTON, D .C . 20301 ·400Q 
- : fl ' / ""Ii ·") 

~ _·. •. - - /.. ~ 

INFO MEMO 

'l! 11 · 16 ~ , . ; . 

JULY 19, 2002 - 6:30 PM 

FOR: SECRETARY OF DEFENSE 

FROM: DA YID S. C. CHU, UNDER SECRE{ ARY OF DEFENSE 
(PERSONNEL AND READ1Nt'SS~1-1i:,d v <._1 _ l/i..-c.._ 

···-- . ..,. 

SUBJECT: Role of the Reserve Component - SNOWFLAKES 

• You have questioned the usefulness of reserve elements that take a long 
time to prepare for use, and asked whether we should maintain all 
capabilities in the active force. 

• Last year's Defense Planning Guidance directed my office to address these 
issues in a review of the Active-Reserve mix. We are completing that 
review, and should have the results ready to brief you shortly. 

• I believe they provide a basis for "transfom1ing" the reserve components to 
meet your standard, i.e., so that they are reasonably ready for prompt use. 
But we also conclude the reserves may be a very cost-effective way to draw 
certain skills from the civil sector (e.g., information technology, linguists), 
so that we maintain a "just in time" not a larger, more expensive "just in 
case" manpower inventory. They can also be a very good place to "store" 
extra crews for aircraft, as the Air Force now does so effectively. 

• We will schedule a briefing for you; I believe you will be intrigued by the 
ideas we are ready to present. 

RECOMMENDATION: None 

COORDINATION: None 

l(b )(6) 
Prepared by: Captain Stephen Wellock,._ ___ ____, 

11-L-os4so19aaa 
U11529 /02 



April 8, 2002 7:51 AM 

TO: David Chu 

FROM: Donald Rumsfeld ~ 
SUBJECT: Availability and Mobilization of Reserves 

Here is a note I sent Steve Cambone. On reflection, it seems to me it is up your 

alley. 

Would you please take a look at it and let me know what you think? 

Also attached is a second memo I sent Steve Cambone that l would appreciate 

your looking into. 

Thanks. 

Attach. 
04/0 I /02 SecDef memo to PDUSD(P), "Availability of Reserves" [040 l 02-54] 
04/01/02 SecDef memo to PDUSP(P), "Mobilization of Reserves" [040101-53} 

DHR;dh 
040802-11 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ D_. _1 __ /_2_r,_(_J ·_i.--_· __ 
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TO: Steve Cambone 

CC: Gen. Myers 

FROM: Donald Rumsf eld \fr 

SUBJECT: A vai1ability of Reserves 

April 1, 2002 6:53 PM 

(L 

I think we also ought to look into that subject that came up about the Guard and 

Reserve, and whether we even want Guard and Reserve available only after 120 or 

1 80 days. I would rather have fewer forces capable of responding faster, not more 

not capable of doing anything for six months. 

Thanks. 

DHR:dh 
04010M4 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 1 
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TO: 

FROM: 

Steve Cambone 

Donald Rumsfeld }b\ 

SUBJECT: Mobilization of Reserves 

April 1, 2002 6:51 PM 

Don't you think the DPG ought to address the subject that the Army is currently 

arranged so that they have to mobilize to do an::,-1hing, since they have put some 

critical elements into the Reserves and Guard? I think they said the Navy or the 

Air Force did the same thing. 

We have to get that fixed. Now is the time to put it in the DPG. 

Thanks. 

DHR·dh 
040102-53 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 0_4_/ _1_2-_/_a_·,._ __ _ 
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TO: David Chu 

FROM: 

DATE: 

SUBJECT: 

Donald Rumsfeld r fl 
April 15, 2002 

8·18AM 

Attached is a note from Dick Myers to me. I think we need to make sure \VC have 

all the people we could conceivably need in specific skills as part of the active 

force rather than some of them in the reserve, as it is currently arranged. 

Second, we need to make a decision as to how many people we think need to be 

first deployers. 

Please screw your head into it and get back to me with a proposal. 

Thank you. 

DHR/azn 
041502.31 

Attach: 3/4/02 Info Memo to SD from Gen. Myers re: 2/12 SVTC 

Please respond by: _______ ..... _/ ..... d_·:,-'j.-(}_2" _________ _ 
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Jun~ 28, 2002 i:23 AM 

TO: David Chu 

FROM: Donald Rumsfeld ·v ~ 
SUBJECT: Flexibility 

Please give me a one-page memo telling me what Voinovich has been doing and 

... what you are trying to do by way of getting greater flexibility. 

Thanks. 

DHR:dh 
062SOM 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by ryg / 02-/ 02--

'--J -C .. -
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Snowllake 

July 22, 2002 7:48 AM 

TO: Honorable George Tenet 

FROM: Donald Rumsfeld ~ 

SUBJECT: Improvements 

How do we improve both the intelligence gathering and the analysis on Iraq? 

Thanks. 

DHR:dh 
072202-4 
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TO: Gen. Handy 

CC: Gen. Myers 
Pete Aldridge 
Steve Cambone 

FROM: Donald Rumsfeld 1)0. 
SUBJECT: DLA 

July 20, 2002 2:42 PM 

Please come back to me with a proposal as to how you think we ought to handle 

DLA. 

One thought \vould be to have you take a look at it and tell me what portions ought 

not to be transferred to TRANSCOM. I need to get my head into it to see if I 

really think it is a good idea. But, at least at the moment, with a minimum of 

infonnation, it strikes me that it might make sense. 

Please let me know what you think. 

Thanks. 

DHR:dh 
072002-17 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ o_._,_v_/_l 1-_· /_0_.__._' __ _ 
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UNITED STATES TRANSPORTATION COMMAND zmz w~ ? J P-'l '?· 2 ~ !i08 SCOTT DR - " -- · ) 
SCOTT AIR FORCE BASE IL 62225-5357 

MEMORANDUM FOR THE SECRETARY OF DEFENSE 

FROM: TCCC 

SUBJECT: USTRANSCOM/DLA Integration 

12 August 2002 

1. You asked for my thoughts on how we should handle the issue of USTRANSCOM/DLA 
integration. As you know, this has proven to be an emotional issue in some quarters. In 
our discussions during your visit to USTRANSCOM, I highlighted the progress on global 
distribution achieved by partnering with DLA on Strategic Distribution. With the current 
organizational structure, we've made some good strides improving customer wait time, 
location of stocks, and improved velocity to the warfighters. 

2, In tackling the integration issue, I see three possible courses of action. First, stay the 
course, status quo, with the proposed study. However, I see problems with this approach. 
The contract for the study was just signed 6 August essentially leaving only seven weeks to 
conduct the study and provide recommendations. That said, I doubt we'll receive the out
of-the-box thinking we seek based on the time constraints as well as the complicated 
technical details of a transformation issue of this magnitude. 

J. The second option is an evolution of our current efforts with DLA. We could integrate 
certain pieces of DLA into USTRANSCOM. Key would be identifying where the 
efficiencies can be gained for a global distribution chain. This course of action, while 
immediate, remains evolutionary and may not provide the true transformation change of 
business practices, maximizing resources, and exploring the full potential of possibilities 
within the two organizations. 

4. The third course of action is the most aggressive, deliberate, transformational, and is the 
one I recommend. The following series of actions would help us shape the final end state as 
well as make immediate improvements to the current system. As a first step, realign DLA 
under USTRANSCOM, with no other organi:zational or resource changes to either 
organization. Two immediate benefits: it would bring DLA under a command structure 
(emphasizing the critical warfighting aspects of global distribution); and it would remove 
much of the external influences/interferenc:es currently surrounding any discussion of the 
two organizations. I believe change to the customer would be transparent, in fact, I 
guarantee it. 

S. Once realigned, the TRANSCOM and DLA staffs will work together to determine the 
best way to truly meld DLA and USTRANSCOM core competencies, processes, and 
organizations. To achieve this, some missions/resources might require divestiture or 
realignment. Our assessment will be focused on transforming DO D's global supply chain 

11-L-.Q5~/0SD/9897 
Ul3748 /02 
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using best commercial practices, while integrating it into our force deployment processes. 
We will provide you with quarterly updates on our progress, and develop the supporting 
business plans for our proposals. 

6. In summary, the third option advocates taking concrete actions now vice continued, 
laborious study and piecemeal change. It allows the experts in the two organizations, 
under a sing]e commander, to sort out the attendant details with a common focus and 
direction. Most of all, it aligns with our warfighting strategy of integrated and 
simultaneous force projection and sustainment in support of the warfighting commanders. 

7. I look forward to working this effort aggressively and am ready to discuss further at 
your convenience. 

cc: 
CJCS 
USO (AT&L) 
Dir, PA&E 

JOHNW.:A~ 
General, USAF 
Commander in Chief 

11-L-0559/0SD/9898 



June 25, 2002 8:01 AM 

TO: Paul Wolfowitz 
Gen.Myers 
Gen. Pace 
Larry Di Rita 
V ADM Giambastiani 

CC: Col. Bucci 

FROM: Donald Rumsfeld 

SUBJECT: Prisoners 

Please take a look at this note from Newt Gingrich on lessons from the prisoner 

stories. I think he has a point. 

Larry, please set a meeting for the six ofus to discuss this. 

Thanks. 

Attach. 
01/26/02 Gingrich e-mail to SecDefre: Lessons of the Prisoner Stories 

DHR:dh 
062502-16 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ o_-, ___ ( ___ ,_, __ ( ___ 0_1--_-__ 
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ASSISTANT SECRETARY OF DEFENSE -
6000 DEFENSE PENTAGON 

WASHINGTON, DC 20301-6000 

COMMAND. CONTROL, 
COMMUNICATIONS, AND 

INTEL.L.IGENCE 
INFO MEMO 

FOR: SECRETARY OF DEFENSE 

FROM: JOHN P. STENBI~ 

SUBJECT: Priorities vv ( 

July 23, 2002 

This is in reply to your request for a quick look at the list of what the 
Department's priorities should be for lhe next 6 - 18 months. 

• I continue to believe that an emphasis on information technology to move to a 
net-centric system of operations is the enabling factor for at least six items on 
the list, namely: 

o Speed of deployment 

o Shortening DoD processes 

o Improving the interagency process 

o Getting the Services joint at Jower levels 

o Fostering new relationships and faster decision processes on issues 
like alliances, basing, etc. 

o And most importantly, delivery of precision weapons. 

• To achieve speed, everybody has got to have access to information in parallel 
instead of in series. Network centric organization models are ideal for that 
basis. 

• I believe that it would be a serious mistake not to include emphasis on 
movement toward a network centric organization among the Department's top 
priorities. 

Prepared by: CAPT Craig Hanson, C31D 

0 
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TO: Deputy Secretary of Defense 
Secretaries and Under Secretaries of the Military Departments 
Chairman of the Joint Chiefs of Staff 

FROM: 

Vice Chainnan of the Joint Chiefs of Staff 
Service Chiefs and Vice Chiefs 
Undersecretaries of Defense 
Assistant Secretaries of Defense 
Steve Cambone 
Larry Di Rita 
Andy Marshall 
Admiral Giambastiani 

Donald Rumsfeld / ~_A."1 r1 ~ 
DA TE: July I 6, 2002 

SUBJECT: Priorities 

9:09AM 

With the "sense of urgency" memo in mind, please think through what you beHeve 

to be the top ten priorities the Department ought to have for the next 6 - 18 

months. 

Be prepared to discuss when we next meet on the "way ahead" memo. 

Thanks. 

DHR/azn 
071602.07 

Please respond by: _______ ri_\i.....°&_'S_\_o_~_, --------

11-L-0559/0SD/9901 
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TO: Doug Feith 
Gen. Myers 

FROM: Donald Rumsfeld ~ 
SUBJECT: Intel 

January 14, 2002 9:10 AM 

Do you fee] anyone in either of your shops is making any progress on how we can 

use intel with respect to the war on terrorism and alter behavior by increasing 

intrusiveness? 

I continue to believe we need an entirely SRO intel approach, given the war on 

terrorism. 

Please let me know where we stand . 

Thanks. 

DHR:dh 
011402-17 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 0 _• _/_z.._,_/_o_i,. __ _ 
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~ ' . 
24-JUL-2002 14:05 FRO'I SA~ FH)'11N TO r b)(6) 

COMMANDER IN CHIEF 
UNITED STATES EUROPEAt,.J COMMAND 

ECCC 

MEMORANDUM FOR Secretary of Defense 

SUBJECT: Responsive Transportation Support 

202 JUL 2 LJ PH ~: I 2 

24 July 2002 

1. 1 appreciate the opportunity to share w~h you some examples of the steps we ere 
taking in EUCOM to save taxpayer dollars while supporting the War on Terrorism. 
Along with that, I would like to highlight what we see as an increased opportunity for 
further efficiencies and savings. 

2. We are transforming our logistics capabilities by leveraging off the good 
relationships we have developed with our Eastern European neighbors via our Theater 
Security Cooperation activities. Together, we have jolntly developed a cooperative 
transportation network through Eastem Europe and Russia to both sustain EUCOM out
of-area operations and support ongoing operations in the CE.NTCOM area of 
responsibility. This network has also served us well in delivering capabilities and donor 
nation equipment in support of the current Georgia Train and Equip Program. 

3. We began using the Russian ran network to ship some supplies in order to reduce 
the strain on our airlift system and simultaneously reduce costs. We have now shipped 
over 380 containers at a cost of $1.4M thereby saving $6 .1 M over the equivalent airlift 
c;osts of nearly $7.5M. Additionally, our excellent relationship with Bulgaria allowed the 
Air Force to use the airfield at Burgas for aerial refueling operations supporting 
humanitarian flights into Afghanistan, extending the operational reach of our air drop 
missions and allowing other operations to continue unhindered. We also tested the 
seaport of Burgaa on a recent unit rotation in the Balkans with great success. 

4. As we continue our support to CENTCOM, one area with potential for further cost 
reductions is to expand the current list of commodities that we ship through Russia via 
road and rail. We anticipate substantial savings by being able to ship expanded 
classes of supplies and eventually retrograde through Russia. We are working with the 
Joint Staff and OSD to facilitate support from DOS in negotiating any necessary 
agreements. 

UNCLASSIFIED 

11-L-0559'10SD/9903 
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\ . . 24-JLL-2002 14:0£, FR01 SACEUR Al)'IIN TO l(b)(6) 
P.03 .... .. 

ECCC 
SUBJECT: Responsive Transportation Support · · 

5. We will continue to look for other examples of savings resulting from our 
transformed business pmcesses. collaborative working arrangements, and commitment 
to prudent stewardship of the taxpaye(s dollar. 

CF: 
CJCS 

q1,~· 
JOSEPH W. RALSTON 
General, USAF 

2 
UNCLASSIFIED 
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TO: 

CC: 

FROM: 

June 28, 2002 10:36 AM 

Gen. Ralston, SACEUR, USCINCEUR 
Gen. Eberhart, USCINCSPACE/CINCNORAD 
Adm. Ellis, CINCSTRAT 
Adm. Fargo, USCINCPAC 
Gen. Franks, USCINCCENT 
Gen. Kernan, CINCUSJFCOM 
Gen. Holland, USCINCSOC 
Gen. Laporte, CINCUNC/CFC/USFK 
MG Speer, USACINCSO 

Gen. Myers 
Gen. Pace 

Donald Rumsfeld 

SUBJECT: Saving the Taxpayers' Money 

Attached is a memo from Gen. John Handy. It strikes me that there are many 

opportunities for these types of savings. If you have any other examples, I would 

appreciate your sending them along. 

It is important that we all focus on moving doJlars from waste to warfighting. 

Thanks. 

Attach. 
06/03/02 Memo from CINC1RANS 

DHR:dh 
062602,16 

11-L-0559/0SD/9905 
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June 17, 2002 2:18 PM 

TO: Jim Haynes 

Donald Rumsfeld ~ 

, (v I just read this Ruth Wedgwood piece. l think it is terrific. I am no lawyer, but I p 1 / 0 must say she impresses me. 

Do you agree with it? 

Is she a person we could just bring in to the Pentagon, to be in charge of all of this 

in some way, if we end up with people doing the commissions? 

Thanks. 

Attach. 
Wedgwood, Ruth. "The Enemy Within," Wall Street Journal, June 14, 2002. 

DHR:dh 
061702·41 

~ ,·~ 
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Wall Street Journal 
June 14, 2002 

The Enemy Within 

By Ruth Wedgwood 

Al Qaeda has championed asymmetric warfare. Donning civilian garb permits its suicide bombers to 
travel across borders in pursuit of soft targets. Ever inventive, it is now attempting to gain an advantage 
from the most sacred symbol of the American union -- the Constitution. 

The leadership of al Qaeda has realized that the easiest way to avoid American watch lists and visa 
precautions is to recruit U.S. citizens for the jihad. The added strategic benefit is the special protections 
that Americans enjoy in a liberal democracy. 

Our obvious dilemma is how to reconcile the values of the Constitution and the safety of the Republic. 
The matter has been put before us by the activities of an American citizen named Jose PadilJa, a former 
Chicago gang member who converted to Islam, went to Pakistan and Afghanistan, and conferred there 
with al Qaeda super-operative Abu Zubaydah about exploding a radiological "dirty bomb" in the U.S. In 
May, Padilla was snared at O'Hare Airport, on his return. Federal authorities sought Padilla's testimony 
as a material witness before a grand jury in Manhattan. He refused to cooperate and, last Sunday, was 
transferred to a military brig in South Carolina. 

Padilla was not charged criminally in New York because of restrictive rules of evidence that govern 
what a trial jury can hear. Much of the information about him comes from his co-conspirator Abu 
Zubaydah, now in custody abroad. But Zubaydah is a hostile interlocutor1 and the details of the "dirty 
bomb" scheme have been gleaned obliquely, in the course of extended interrogations. There is little 
chance, at present, that he would act as a govenunent witness in a criminal prosecution against Padilla. 

Thus the conundrum of reconciling safety and law. There is, of course, an important difference between 
corroborated intelligence and admissible trial evidence. The purpose of criminal justice is to punish, as 
well as prevent further crime. So its mies are particularly restrictive. 

So far, Congress has not acted to adapt any of the rules of evidence in federal district courts to the 
tlueats of catastrophic hann posed by al Qaeda. Going to trial also means opening the sources of 
sensitive information to inspection -- a particular problem when a defendant chooses to represent 
himself, as the trial of Zacarias Moussaoui is making clear. Thus, the U.S. chose to detain Padilla as a 
combatant, rather than as a defendant, arguing that under the laws of war he is, in every real sense, an 
"enemy combatant." 

Jn 1942, the Supreme Court ruled that the same designation -- "enemy combatant" -- applied to Nazi 
saboteurs who landed by submarine on American shores to blow up industrial plants. The eight men 
were tried before a military commission. One of them had a plausible claim of American citizenship. 
The Supreme Court ruled this to be irrelevant, for "citizens who associate themselves with the military 
arm of the enemy government, and with its aid, guidance and direction enter this country bent on hostile 
acts" qualify as "enemy belligerents." 

In thinking through the new hybrid form of war waged by al Qaeda, few ofus wanted to anticipate the 
problem of American recruits. But a president determined to prevent future attacks has to solve the 
problem, even if provisionally. The international law of anned conflict permits the victim of aggression 

http://ebird.dtic.mi J/Jun2002/e200206 l 4enemy .htm 6/17/2002 
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• ~ :~- detain enemy combatants until hostilities are over. The purpose of the detention is not punitive, but 
rather to keep the enemy's operatives from returning to the fight. 

Libertarians must ask what would restrain runaway use of such power. Habeas corpus remains available 
in our courts, even in this unorthodox war. Congress has not taken the extraordinary step of suspending 
it, and the president has not asked them to. Habeas corpus allows a court to inquire into the authority by 
which any American citizen is detained, even an al Qaeda recruit. The courts will have occasion to 
confinn whether the president enjoys a constitutional power to detain American combatants in this new 
kind of war waged by nonstate actors. 

To be sure, the need to forestall attacks against innocent Americans with weapons of mass destruction 
may seem self-evident, even when criminal trial witnesses are not available. Most judges will 
appropriately decline to second-guess a military decision of the commander-in-chief based on reliable 
intelligence, especially when the stakes are so high. No writ or injunction will deter aJ Qaeda from 
carrying out acts of mass violence. 

But to bolster its case, and to allay concern about error, the president might consider several options. 
First, the certification of a combatant should give a statement of reasons. Even if the underlying 
infom1ation cannot be made public in the near tem1, this will give a court additional reason to credit the 
basis of the decision. 

Second, the president may wish to empower the recently created military commissions to take on the 
task of reviewing the basis for a "combatant'' designation. The commissions' procedures admit a broad 
range of evidence, yet guarantee combatants lhe right to challenge the government's account. A 
battlefield judgment of combatancy has never required the criminal standard of "beyond reasonable 
doubt,° but the case of American citizens in this unusual war makes it appropriate to think hard about an 
apt standard of proof. 

Third, and in the alternative, the president could give the "second look" to a panel such as the Foreign 
Intelligence Surveillance Act court. This is a panel of judges who have gained experience in protecting 
intelligence, and have come to understand that the foreign affairs power deals with problems different 
from domestic criminal justice. In the context of wiretap applications, the FISA court has had to look at 
whether there is probable cause to believe that someone is acting as the agent of a foreign power. This 
option would probably require the consent of Congress. 

Employing a structured basis for the designation of al Qaeda recruits will strengthen the confidence of 
the courts and the public that this awesome power will be appropriately employed in the fight against al 
Qaeda's terrorism. We have a government oflaws, not of men. But as Justice Robert H. Jackson 
remarked, the Constitution is not a suicide pact. It should be possible to reconcile the problems of 
prevention with the careful processes of liberal government. 

Ms. Wedgwood, a former federal prosecutor, is a professor of law at Yale and Johns Hopkins. 

http://ebird.dtic.mil/Jun2002/e20020614enemy.htm 6/17/2002 
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GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE 
1600 DEFENSE PENTAGON 

WASHINGTON, D. C. 20301·1600 

INFO ME\10 

FOR: SECRETARY OF DEFENSE 

.:• r i .• i ~•1i1"J . • . ~ -~ ~ tJ,1 

July 15, 2002 5 p.m. 

FROM: William J. Haynes II, General Counsel~1/lf-'i,. 

SUBJECT: Wedgwood Editorial 

• You asked about Professor Ruth Wedgwood's Wall Street Journal editorial, which 
analyzed the propriety of Jose Padilla's military detention and recommended 
several options to bolster the justification for such detention. tr"1!C~ 

• I concur with Professor Wedgwood's analysis. Some commentators have wrongly 
applied traditional criminal justice concepts to wartime operational issues. Our 
actions in detaining Padil!a and others are consistent with long-established legal 
authority (including U.S. Supreme Court precedent) and military imperatives. 

• I do not concur with Professor Wedg\vood's recommendations on ways to 
"bolster" our case for the detention of cn~my combatants. 

o A "statement of reasons'' for determining a person to be a combatant is 
unnecessary and sets a dangerous precedent. During habeas litigation such 
a statement may be needed. but it can be derived from current screening 
criteria being used for transfers to Guantanamo Bay. 

o Using military commissions to re\'iew a "combatant" detennination would 
further confuse criminal justice and military security interests. Status as a 
combatant should not be viewed as related to potential criminal culpability 
under the law of armed conflict. 

o Using a court or panel similar to the Foreign Intelligence Surveillance Act 
to review status determinations would undermine a traditional military 
function. 

• It would be inappropriate to develop a "one size fits all" policy for making initial 
enemy combatant dctenninations. 

o DOD initially takes control over enemy combatants in a variety of ways
including capture on the battlefield, transfer from other Federal agencies or 
allies, and interdiction in other countries-making it difficult and 
impractical to establish a single process for such determinations. 

o In future conflicts, DOD could be required to detain hundreds of thousands 
of enemy combatants, as \Vas the case during World War JI. Establishing a 
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centralized process for all enemy combatant detenninations would be 
impractical under those circumstances. 

o Decisions involving DOD detentions of persons apprehended within the 
United States may warrant a centralized process. however. 

• Centralized, periodic review of the status of all detainees under DO D's control 
may be appropriate (e.g., annually). I plan to develop such a review policy. in 
coordination with Doug Feith. 

\ 

· • Regarding your question about putting Professor Wedgwood "in charge" of 
military commissions, I believe it would be more appropriate to have an 
appointing authority with a substantial military background. We will, however, 
continue to solicit her \'Cry helpful ad\ icl' as circumstances warrant. 

COORDl~J\ TION: None 

cc : Under Secretary of Defense for Policy 

Prepared by: Lt Col William K. l.ietzau. I.SMC. DoD oGcL] 

1/, 7 
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GEl'IERAL COUNSEL 

GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE 
1600 DEFENSE PENTAGON 

WASHINGTON, D. C. 20301 ·1600 

INFO MEMO 

July 15, 2002 5 p.m. 

FOR: SECRETARY OF DEFENSE 

FROM: William J. Haynes ll, General Counse\~1flf-'i, 

SUBJECT: Wedgwood Editorial 

• You asked about Professor Ruth Wedgwood's Wall Street Journal editorial, which 
analyzed the propriety of Jose Padilla's military detention and recommended 
several options to bolster the justification for such detention.~~ 

• I concur with Professor Wedgwood's analysis. Some commentators have wrongly 
applied traditional criminal justice concepts to wartime operational issues. Our 
actions in detaining Padilla and others are consistent with long-established legal 
authority (including U.S. Supreme Court precedent) and military imperatives. 

• l do not concur with Professor Wedgv .. ·ood·s recommendations on ways to 
"bolster" our case for the detention of enemy combatants. 

o A "statement of reasons" for determining a person to be a combatant is 
unnecessary and sets a dangerous precedent. During habeas litigation such 
a statement may be needed, but it can be derived from current screening 
criteria being used for transfers to Guantanamo Bay. 

o Using military commissions to review a .. combatant" determination would 
further confuse criminal justice and military security interests. Status as a 
combatant should not be viewed as related to potential criminal culpability 
under the law of anned conflict. 

o Using a court or panc1 similar to the Foreign Intelligence Surveillance Act 
to review status detenninations would undermine a traditional military 
function. 

• It would be inappropriate to develop a "one size fits aJ1" policy for making initial 
enemy combatant determinations. 

o DOD initially takes control over enemy combatants in a variety of ways
including capture on the battlefield. transfer from other Federal agencies or 
allies, and interdiction in other countries-making it difficult and 
impractical to establish a single process for such determinations. 

o In future conflicts, DOD could be required to detain hundreds of thousands 
of enemy combatants, as was the case during World War II. Establishing a 
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centralized process for all enemy combatant determinations would be 
impractical under those circumstances . 

o Decisions involving DOD detentions of persons apprehended within the 
United States may warrant a centralized process, however. 

• Centralized, periodic review of the status of all detainees under DOD' s control 
may be appropriate ( e.g., annually). I plan to develop such a review policy, in 
coordination with Doug Feith. 

!
·: • Regarding your question about putting Professor \Vedgwood "in charge" of 

military commissions, I believe it would be more appropriate to have an 
appointing authority with a substantial military background. We will, however, 
continue to solicit her Ycry helpful ad\ ice as circumstances \Varrant. 

COORDINATION: None 

cc: Under Secretary of Defense for Policy 

Prepared by: Lt Col William K. Lictzau. CSMC', DoD OGC'r._b_)_(

6
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Snowflake 
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June 17, 2002 2:18 PM 

TO: Jim Haynes 

Donald Rumsfeld ~ 

, (v I just read this Ruth Wedgwood piece. l think it is terrific. I am no lawyer, but I p 1 / 0 must say she impresses me. 

Do you agree with it? 

Is she a person we could just bring in to the Pentagon, to be in charge of all of this 

in some way, if we end up with people doing the commissions? 

Thanks. 

Attach. 
Wedgwood, Ruth. "The Enemy Within," Wall Street Journal, June 14, 2002. 

DHR:dh 
061702·41 
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Wall Street Journal 
June 14, 2002 

The Enemy Within 

By Ruth Wedgwood 

Al Qaeda has championed asymmetric warfare. Donning civilian garb permits its suicide bombers to 
travel across borders in pursuit of soft targets. Ever inventive, it is now attempting to gain an advantage 
from the most sacred symbol of the American union -- the Constitution. 

The leadership of al Qaeda has realized that the easiest way to avoid American watch lists and visa 
precautions is to recruit U.S. citizens for the jihad. The added strategic benefit is the special protections 
that Americans enjoy in a liberal democracy. 

Our obvious dilemma is how to reconcile the values of the Constitution and the safety of the Republic. 
The matter has been put before us by the activities of an American citizen named Jose PadilJa, a former 
Chicago gang member who converted to Islam, went to Pakistan and Afghanistan, and conferred there 
with al Qaeda super-operative Abu Zubaydah about exploding a radiological "dirty bomb" in the U.S. In 
May, Padilla was snared at O'Hare Airport, on his return. Federal authorities sought Padilla's testimony 
as a material witness before a grand jury in Manhattan. He refused to cooperate and, last Sunday, was 
transferred to a military brig in South Carolina. 

Padilla was not charged criminally in New York because of restrictive rules of evidence that govern 
what a trial jury can hear. Much of the information about him comes from his co-conspirator Abu 
Zubaydah, now in custody abroad. But Zubaydah is a hostile interlocutor1 and the details of the "dirty 
bomb" scheme have been gleaned obliquely, in the course of extended interrogations. There is little 
chance, at present, that he would act as a govenunent witness in a criminal prosecution against Padilla. 

Thus the conundrum of reconciling safety and law. There is, of course, an important difference between 
corroborated intelligence and admissible trial evidence. The purpose of criminal justice is to punish, as 
well as prevent further crime. So its mies are particularly restrictive. 

So far, Congress has not acted to adapt any of the rules of evidence in federal district courts to the 
tlueats of catastrophic hann posed by al Qaeda. Going to trial also means opening the sources of 
sensitive information to inspection -- a particular problem when a defendant chooses to represent 
himself, as the trial of Zacarias Moussaoui is making clear. Thus, the U.S. chose to detain Padilla as a 
combatant, rather than as a defendant, arguing that under the laws of war he is, in every real sense, an 
"enemy combatant." 

Jn 1942, the Supreme Court ruled that the same designation -- "enemy combatant" -- applied to Nazi 
saboteurs who landed by submarine on American shores to blow up industrial plants. The eight men 
were tried before a military commission. One of them had a plausible claim of American citizenship. 
The Supreme Court ruled this to be irrelevant, for "citizens who associate themselves with the military 
arm of the enemy government, and with its aid, guidance and direction enter this country bent on hostile 
acts" qualify as "enemy belligerents." 

In thinking through the new hybrid form of war waged by al Qaeda, few ofus wanted to anticipate the 
problem of American recruits. But a president determined to prevent future attacks has to solve the 
problem, even if provisionally. The international law of anned conflict permits the victim of aggression 

http://ebird.dtic.mi J/Jun2002/e200206 l 4enemy .htm 6/17/2002 
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. 
• 

• ~ :~- detain enemy combatants until hostilities are over. The purpose of the detention is not punitive, but 
rather to keep the enemy's operatives from returning to the fight. 

Libertarians must ask what would restrain runaway use of such power. Habeas corpus remains available 
in our courts, even in this unorthodox war. Congress has not taken the extraordinary step of suspending 
it, and the president has not asked them to. Habeas corpus allows a court to inquire into the authority by 
which any American citizen is detained, even an al Qaeda recruit. The courts will have occasion to 
confinn whether the president enjoys a constitutional power to detain American combatants in this new 
kind of war waged by nonstate actors. 

To be sure, the need to forestall attacks against innocent Americans with weapons of mass destruction 
may seem self-evident, even when criminal trial witnesses are not available. Most judges will 
appropriately decline to second-guess a military decision of the commander-in-chief based on reliable 
intelligence, especially when the stakes are so high. No writ or injunction will deter aJ Qaeda from 
carrying out acts of mass violence. 

But to bolster its case, and to allay concern about error, the president might consider several options. 
First, the certification of a combatant should give a statement of reasons. Even if the underlying 
infom1ation cannot be made public in the near tem1, this will give a court additional reason to credit the 
basis of the decision. 

Second, the president may wish to empower the recently created military commissions to take on the 
task of reviewing the basis for a "combatant'' designation. The commissions' procedures admit a broad 
range of evidence, yet guarantee combatants lhe right to challenge the government's account. A 
battlefield judgment of combatancy has never required the criminal standard of "beyond reasonable 
doubt,° but the case of American citizens in this unusual war makes it appropriate to think hard about an 
apt standard of proof. 

Third, and in the alternative, the president could give the "second look" to a panel such as the Foreign 
Intelligence Surveillance Act court. This is a panel of judges who have gained experience in protecting 
intelligence, and have come to understand that the foreign affairs power deals with problems different 
from domestic criminal justice. In the context of wiretap applications, the FISA court has had to look at 
whether there is probable cause to believe that someone is acting as the agent of a foreign power. This 
option would probably require the consent of Congress. 

Employing a structured basis for the designation of al Qaeda recruits will strengthen the confidence of 
the courts and the public that this awesome power will be appropriately employed in the fight against al 
Qaeda's terrorism. We have a government oflaws, not of men. But as Justice Robert H. Jackson 
remarked, the Constitution is not a suicide pact. It should be possible to reconcile the problems of 
prevention with the careful processes of liberal government. 

Ms. Wedgwood, a former federal prosecutor, is a professor of law at Yale and Johns Hopkins. 

http://ebird.dtic.mil/Jun2002/e20020614enemy.htm 6/17/2002 
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Snowflake ff1'B1' 
5:09 PM 

TO: Doug Feith -v-z/ao 100£; _.u.stJf'. 

ROM: 

SUBJECT: 

Donald Rumsfeld /<] 
June 13, 2002 

Someone in NA TO mentioned that the Czech Republic I believe, has offered 

special forces and an NBC unit to be deployed to Pakistan, and they haven't heard 

anything. 

Can you figure it out and see ifthere is an answer? 

Thanks. 

DHR/azn 
061302.13 

Please respond by: _________ 0_~,_d-_l ....... l c_~-------
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TO: Marty Hoffmann 

FROM: 

DATE: 

SUBJECT: 

Donald Rumsfeld ~ 

July 23, 2002 

Attached is the brief on "Sense of Urgency." Please edit it and send it back to me 

personally. 

Thanks. 

DHR/azn 
072302.03 

Attach. Paper on Sense of Urgency 

Please respond by: _____ ~_\_, _lo_~----------

-
0 

\ 
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DRAFT 

Need for Urgency & Teamwork: 
Building Multiple Leadership Centers 

7/19/2002 10:30 AM DRAFT 0 
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DRAFT 

The First 18 Months-Highlights 
Accomplishments 

• War on Terrorism-Removed Taliban 

- Risk Taking 
- Innovative 
- Transformational Mindset Change 

• Improved Readiness 
Funding Increases 

- Combat Capability Strengthened 

- Global Posture Adjusted 
- Rapid operational response 

• Quadrennial Defense Review 
- New Defense Strategy 
- New Force Sizing Construct 

New risk balancing focus 

• Nuclear Posture Review 
New Triad 

- Offensive Reductions 

7/19/2002 

• Restructured Missile Defense R&D 
Program/ ABM Treaty Withdrawal 

• Space Commission Recommendations 
Implemented 

• Realistic budgeting/cost estimates 
• Program/Budget Process consolidation 
• Key Program Decisions 

• 

Crusader to FCS/Precision 
B-1 Modernization 
Acceleration of UAVs/UCAVs 
SBIRS Restructuring 
DD-21 to DD-X 
SSBN to SSGN 

- Navy "Area-Wide" Restructuring 
- "Ship Swaps" 

- Laser Comms 
- C4ISR Funding 

____ (seepage lA) 
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DRAFT 

The First 18 Months-Highlights 
Initiatives 

New Unified Command Plan • Quality of Life Improvements 
- Northern Command - Targeted Pay Raises 
- JFCOM-Focus on Transfonnation - Housing programs/Privatization 

- New Space/Strat Command - Personnel policy Reviews 
- NA TO command structure review • New Focus on stewardship of taxpayer 

New Strategic Direction dollars 
DoD role in new political military strategy - Improved Readiness Standards 

Defense Planning Guidance - Acceleration of Acquisition, Spiral 
Contingency Planning Guidance Improving Development Technique 

Speed/Relevance of Plans - Navy/Marine TAC Air Consolidation 

Reserve Component Roles/Missions HQs Realignment/Staff reductions 
Examination - BRAC 

New Strategic Relationships - Adjust footprint for future 

- Russia - New system to balance risks 

South Asia • Fiscal management initiatives 
- Central Asia/Caucasus • Joint training initiative 
- Missions determining Coalitions 
- Poland 
- NATO 

7/19/2002 

11-L-0559/0SD/9920 
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DRAFT 

The Next 6 Months: 
A Sense of Urgency and Teamwork 

• Long Term Global war on Terrorism provides impetus for change 
• Critical window of opportunity to transform to more agile, lethal, and 

responsive force-to organize, train and equip for the new strategic 
direction and the new national security environment. 

• Development of the FY 2004-09 program is critical to 
transformation-will require tough choices between transformation, 
modernization and people. 

• Must focus sharply and shape our top priorities to accomplish tasks 
the country needs done. 

• Requires energizing and synchronizing multiple leadership centers 
throughout DoD. 

• Requires greater urgency and teamwork at all levels of DoD, 
cooperation with Congress, the public, and interagency. 

7/19/2002 

11-L-0559/0SD/9921 
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DRAFT 

What Security Challenges Are Most Likely Over the 
Next 5 to 10 Years 

Urgent Developing/Onv;oing 

• Terrorism • Non-state actors 

Manhunts for key terrorists • Missiles -
Disrupting networks Surface-to-Air (manpad, fixed, mobile) 

Cruise -- Denying safehavens 
Ballistic -

• WMD 
UAVs (cheaper, unsophisticated, no • 

- Stopping proliferation controls, easily modified) 
- Deterrence/mi ligation • Swarms of ships/Mines 
- Preventive actions • Cyber attacks 

• Information operations • Diesel Submarines (air independent 
- Exposure of fraudulent/inaccurate propulsion) 

information • Non combatants/non-lethal 
- Credibility high ground • Humanitarian crises 

DoD has a capabilities (not a threat) based strategy. We can know reasonably well the challenges 
we will face, but not necessarily where, when or even from whom the challenges will come. The 
US must count on and be capable of dealing with surprise and little or no warning. 

7/19/2002 4 
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DRAFT 

Where Are Security Challenges Most Likely 
Over the Next 5 to 10 Years 

Defense 
• Homeland Defense-Supporting New 

Military Tasks in U.S. civil/military 
relations 

• Maritime Intercept Operations 
• Anti-Access Operations 
• Attacks on Space Capabilities 
• Finding/controlling nuclear weapons in 

a failed state ( e.g., Pakistan) 
• Possible threats of environmental and 

cultural terrorism 
Offense 
• Combat in Ungoverned Areas 
• Combat in Urban Areas 
• Preemptive Attacks on WMD/Terrorist 

States 
• Combat in Littoral Areas-SWARMS 

7/19/2002 

• 

• 

• 

Other Factors 
Sustaining support of public for 
military and engagement 
worldwide 
Coping with Anti-Americanism/ 
Anti-Globalism and Treaties that 
restrict US action 
Economic 
- Immigration flows 

Demographic trends 
Investment flows 

- Movement of energy 
- Market disruptions 

Availability of water 
............ " """""' ... ................ . ....................... . 
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DRAFT 

Where is the US likely to be more vulnerable a 

need of improvement over the next 5 to 10 y1 

Tier I 

• Information Operations/Handling 
Disinformation 

• Actionable Intelligence 
- "Finding the Enemy" 
- Human Intelligence Capabilities 

- Ability to process data collected 
( Ops/Intel fusion) 

• Reducing Weight/Mass/Footprint 

• Domestic security 

• Speed and agility of deployment, 
employment, sustainment 

• Mobility 

7/19/2002 

• 

• 

• 
• 
• 
• 
• 
• 
• 
• 
• 

Tier II 

Integration ofblack/w 
Programs, Operatio1 

Ensuring Access/Com 
Access 

Large/Fixed Overseas 

Cyberspace control 

Lack of Hardening 

C41SR 
Communications Barn 

Knowledge Managem 

Information overload 

Access to/Operations 

Defense industrial bas 

11-L-0559/0SD/9924 



DRAFT 

What USG/DoD Organizational circumstances create vulnerabilities 

and/or the need for improvement over the next 5 to 10 years? 

• US Government organizationally slow/inept; • 
"Balkanized" across roles and missions 

• DoD intema1 processes 
Too many layers, too slow 

Excessively Service-centric 

- Regional, non-global perspective 

- Inflexible, rigid, not creative 

- Over-dependence on Guard/Reserve 

- Archaic civil service system 

- DoD/high-tech relationships outdated 

- Intelligence Community linkages out of date 

DoD contractor relationships sluggish 

Exemplar of Parkinson's Law--doing less 
with more resources at slower pace. Need 
"faster, better, cheaper" mentality. 

• 

• 

• 

U.S. Government Inter-Agency 
processes slow/reactive/unresponsive 

- Foreign Military Assistance 
Cumbersome, bureaucratic 

- .. Division of Labor" among agencies 
unclear-refashion 

Homeland Security not integrated 

Recruiting and retaining highly skilled 
experts 

- Science/Engineering 

- Military and Civilian 

Protection of classified info 
- Who is cleared? 

- How are they cleared? 

- How to manage access? 

- How to reduce leaks of classified 
information? 

• Relations with Congress 

7/19/2002 7 
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DRAFT 
In next 5 to 10 years, what Systems/Capabilities/ 

Activities are likely to be ... 
. . . Of Relatively Greater Utility 

1st Tier 
Truly Joint Warfighting Forces that • Rapid adaptation to lessons learned 

Adept, joint, broadly educated 
officers, unafraid of risk 

employ joint action at lowest levels • 
Standing (ready) Joint Task Forces 
Information Dominance 
Special Operations/Special Forces 
Precision Weapons/Targeting 

- All weather, 7x24 
- Hardened, deeply buried targets 
- Moving target IFF capable 

• 

• 

Rapidly deployable ground 
forces/assets 
Small logistic footprints/Pre
deployed assets 

• Flexible overseas basing 
architecture 

• Unmanned Systems • Denial/Deception 

• Ability to maintain secrecy 
• Reverse current "tooth-to-tail" ratio 

(transformation should not only generate 
new capabilities, but eliminate/slash non
combat enhancing cost centers) 

7/19/2002 

• Persistent surveillance 
• Operational deception/asymmetry 

of speed-surprise-precision 
• Battlespace Dominance 

11-L-0559/0SD/9926 
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DRAFT 

In next 5 to 10 years, what Systems/Capabilities/ 
Activities are likely to be ... 

. . . Of Relatively Greater Utility 

2nd Tier 
• Stealth 
• Improved chem-bio defenses 
• Suppression of air defenses 
• Trainers of Other Nations' 

Militaries 
• Network Centric Warfare 
• Global C4ISR/ops/intel fusion 
• Peacekeepers-US-led 
• Assets less vulnerable to WMD 
• Long Range Strike Systems 
• Sea Basing 
• Rapid prototyping 

7/19/2002 

• Cyber Offense/Defense 

• Targeted technology transfer 
controls 

• Blue Force Tracking 

• Adequate/Fast Air/Sealift 

• Reserve Component Homeland 
Defense Assets 

• Flexible, Adaptive, Rewarding 
personnel policies 

• Access to cutting-edge skills in 
private sector and civil service 
( effective and efficient outsourcing) 

11-L-0559/0SD/9927 
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DRAFT 

What Systems/Capabilities/Activities are likely to be ... 

.... Of Relatively Less Utility 
• Napoleonic organizational structures 
• Massed, mobilized industrial age force 

concepts, structures, and facilities 
• Assets slow to deploy 
• Reserve assets requiring lengthy 

activation/preparation 
• Inflexible non-joint capable assets 
• Ponderous Logistics/Sustainment 

footprints 
• Low return-on-investment lab structure 
• Long sensor-to-shooter timelines 
• Assets with low operational availability 
• High manpower intensive systems 
• Aging legacy forces 
• Broad-based technology transfer controls 

7/19/2002 

... Of Relatively Less Utility, useful as 
deterrent, but very expensive--need to 
access tradeoff s 
• Heavy Land Combat Systems 
• Legacy Single Mission Air 

Superiority Aircraft 
• Blue Water Combat Ships 
• Strategic/Tactical Nuclear Forces 

10 
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DRAFT 

Over the next 5 to 10 Years, which 
Relationships/Regions could take on ... 

Greater .. . Relatively ... Relatively 

Importance Greater Danger Less Danger 
• China • Radical Muslim World • Western Europe 

• Moderate Muslim • Ungoverned space • Central Europe 
world • China • Russia 

• Turkey • Pakistan 
• India 

• Iraq 
• Indonesia 

• Iran • Iran 
Russia • Indonesia • 
Iraq • Saudi Arabia • 

• ........ G.~~~rn) .1\§.i~ ...................... • Korea 

• Africa • Turkey 

• Philippines • South America More likely 
............... -··· ...... ----··· ....................... , ................ .......................... ., ......................... . 

Vietnam • • North Africa/Hom of Africa 
• Global "Community of • East Asia 

Less likely 

Nations 
Global networks of • 

• South America terrorists/'troublemakers • 

7/19/2002 
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DRAFT 

Countries the U.S. Is/Or Could Be Allied With 
Over the Next 5 to 10 Years 

With Whom 
NATO 
Australia/UK & English-speaking "cousins" 

Mexico/Canada 
Japan/South Korea 
Moderate Muslim states 
Turkey /Jordan/Israel 
Taiwan 
Pakistan 
Kenya/Ethiopia/Eritrea 
Tunisia/ Algeria 
Latin American Countries 
Central Asian Countries 
ASEAN countries 
Russia 
India Nietnam 
Anti-Drug States 

7/19/2002 

Where/Purpose 
Multiple locations 
US's steady partners 
Border problems-terrorists/drugs/crime 
North Korea/China 
Terrorists 
Iraq, Syria, Iran, Lebanon 
Taiwan Straits 
Terrorists 
Somalia/Sudan/terrorists 
Libya 
Latin America-terrorists/drugs/crime 
China 
China, South China Sea 
Russian Far East, Central Asia 
China 
Drugs/crime 

11-L-0559/0SD/9930 
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DRAFT 

The Way Ahead 

• Senior DoD civilian/military leadership refine outline and set 
priorities. What's missing? 

• Get agreement on specific tasks/milestones/due dates/leaders 

• Expanded Senior Level Review Group (SLRG), as with QDR/DPG, 
with follow through actions and decisions 

• Full-time Chief of Staff to synchronize and prioritize efforts 

• Mechanisms to engage 2 or 3 levels below SLRG-multiple leadership 
centers 

• Mechanisms to engage CINCs, NSC, Congress, contractors, press, 
troops-non-headquarters personnel in uniform ... they are thirsty for 
leadership. 

7/19/2002 13 
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S E C R E T A R Y OF T H E A R M Y 
WASHINGTON 

ACTION MEMO 

July 25, 2002, 1030 a.rn. 

FOR: SECRETARY OF DEFENSE ./, . 

;~W~ 
FROM: Th~retary of the Anny JUL 2 5 2002 

SUBJECT: Relocation of United States Anny South (USARSO) 

The Commander, USARSO, requested last year that his headquarters be 
moved from Fort I3uduman, Puerto Rico, lo the continental United States because 
of severely declining readiness issues. [ concur and request your approval to move 
the command to Fort Sam Houston, San Antonio, Texas, in FY2003. 

Ttie proposed move has generated congressional interest and a requirement 
for a report to Congress on the USARSO relocation study. The report with 
Executive Summary is at Tab A. [ request your concurrence in its immediate 
release. 

The fol!oy,fog infonnation applies: 

• The Headquarters, USARSO comprises 50~'o civilians. Forty percent of 
the civilians from Headquarters, USARSO and its supporting units have 
departed the command since the move lo Puerto Rico in late I 999 
because of conditions at Fort Buchanan. The same conditions impede 
hiring qualified replacements. Over half of the vacancies are senior 
grade positions. 

• Announcement and execution of a move in FY2003 to the continental 
United States will stem the losses and allow rebuilding. 

• The Army decision in April 2002 to make USARSO a major 
subordinate command of Forces Command in FY2003 will reduce the 
size of the headquarters by 25% and the garrison staff at Fort Buchanan 
by 184 spaces. 

• A preliminary site survey conducted in the fall of 200 I, identified Fort 
Sam Houston as the best site for relocation from among 14 possible 
sites. A subsequent analysis confirmed that recommendation. 

• This relocation requires no MILCON funding. The Army intends to 
lease facilities at Fort Sam Houston that will be renovated with private 
capital under the Enhanced Use Lease Initiative. 

Ul 17 65 / 0 2 



SUBJECT: Relocation of United States Army South (USARSO) 

• A National Environmental Policy Act assessment of the Fort Sam 
Houston capability to accept an entity comparable to USARSO is 
complete. Other environmental analyses required under the National 
Environmental Policy Act will be completed prior to a final relocation 
decision. 

• Based on current projections, this move will not trigger the provisions 
of 10 USC 2687 regarding the closure or realignment of military 
instalJations. A General Counsel opinion, coordinated with your staff, 
is Tab B. 

• This relocation will not preclude future decisions on United States 
Army ~outh pursuant to the FY20~5 Base Realignment and <;losure 
process. 

• Tab C provides supplemental information requested by your staff. 

Required analyses, reports, and announcements will be coordinated with 
your staff. 

RECOMMENDATION: Secretary of Defense approve by initialing at the marker 
(1) moving United States Army South to Fort Sam Houston, San Antonio, Texas, 
in FY2003 and (2) release of the Report to Congress at Tab A. 

COORDINATION: NONE 

Attachments: 
As stated 

l
(b)(6) 

Prepared By: John W. McDonald, ... ____ __. 

Per SecDef: 
APPROVED --
OTHER 
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Executive Summary of the Report to Congress 
on Relocation of US Army South 

PURPOSE 

This report addresses the proposed relocation of Headquarters, United States 
Army, South (USARSO) and selected subordinate elements from Fort Buchanan, 
Puerto Rico. It responds to Congressional direction for information contained on 
pages 440-441, Fiscal Year 2002 Defense Appropriations Conference Report 
#107 ~350, to wit: 

The conferees further direct that the Anny provide the House and Senate 
Appropriations Commt1tees the results of (the USARSO relocation) study 
and any further updates. The Conferees furlher direct the Army to report 
to the committee no later than February 28, 20021, Iha following 
concerning this relocation: the number of military and civilian personnel 

· to be moved; the estimated cost; selection criteria and analysis of 
alternatives; and, any changes to the current plan. 

USARSO RELOCATION 

In August 2001, the Anny Staff initiated the study of the relocation of USARSO to 
be executed by summer, 2002 (subsequently adjusted to summer, 2003). 
Relocation was considered urgent to address declining readiness directly related 
to the current stationing of Headquarters, USARSO at Fort Buchanan. 

NUMBER OF PERSONNEL TO BE MOVED 

The relocation study determined that the following authorized positions would 
move: 

538 (350 military, 188 civilian) to the new Headquarters, USARSO location 
16 (3 military, 13 civilian) to Hqs, Forces Command, Fort McPherson, GA 
62 (33 military, 29 civilian) to Fort Gordon, GA 
13 (all military) to Soto Cano, Honduras 

The number of actual personnel at Fort Buchanan that would move is 
substantially less, due to normal military reassignments and civilian employee 
relocation decisions. The numbers of positions that will transfer to a new location 
will not trigger the provisions of 10 USC 2687. 

1 The report date was subsequently extended to July 23, 2002 to allow the Army needed time to 
complete their review and analysis. 

1 
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SELECTION CRITERIA 

The study considered 14 sites in the southeastern United States that met 
congressional direction to ensure " ... that any proposed relocation must be 
consistent with the mission and geographic orientation of (USARSO). '' The study 
first screened all sites using three 'must meet' criteria, then evaluated those sites 
that met the screening criteria using four 'most efficient/effective' criteria. 

Screening Criteria 
1. Support Army Transformation 
2. Executable by summer FY03 
3. Support to USSOUTHCOM and Army mission accomplishment in theater 

Evaluation Criteria 
1. Cost . 
2. Personnel Savings 
3. Quality of Life 
4. Mission Enhancement 

RESULTS OF ANALYSIS OF ALTERNATIVES 

Only two locations met all of the screening criteria. These were Fort Sam 
Houston in San Antonio, Texas and combined Fort McPherson/Fort Gillem in 
Atlanta, Georgia. The most common reasons that other sites did not meet the 
screening criteria were: 

o Necessity to create and man an Army garrison command that was 
contrary to Army Transformation goals (Criterion 1) 

o Site did not have a suitable facility available by summer 2003 (Criterion 2) 
o Site did not support ready mission access to Latin America (Criterion 3) 

The Fort Sam Houston site was evaluated as more efficient and effective than 
the Fort McPherson/Fort Gillem alternative due to cost, quality of life, and 
mission enhancement advantages. 

ESTIMATED COST TO MOVE 

The total estimated costs to move USARSO to a CONUS location are: 

Common Relocation Costs (same for all locations) 

OMA - $ 52.3 million 
MPA - $ 5.5 million 

2 
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Facility Costs 

Estimated costs for initial major renovation and construction are $29.5M for Fort 
McPherson/Fort Gillem. Because of the nature of the lease at Fort Sam 
Houston, all costs are included in the lease. Estimated 20-year costs in net 
present values are $5.7M less for Fort Sam Houston than for Fort McPherson/ 
Fort Gillem. 

Estimated Cost Savings 

Annual net cost savings are estimated to be $13M from reduction in operations at 
Fort Buchanan. $32. 7M in previously appropriated MILCON funds for Fort 
Buchanan (held under the current construction moratorium at Fort Buchanan) will 
become available to fund other Army priorities. 

CHANGES TO THE STUDY 

The criteria used in this study were developed initially in October 2001 and 
modified in early 2002 based on projected changes in the organization of 
USARSO. First, by the end of February 2002 it became apparent that it would 
not be feasible to reach a decision in time to move the headquarters during 2002, 
and the relocation requirement was then modified to not later than the summer 
2003. This requirement increased the urgency of finding a suitable facility ready 
to move in or a facility that could be renovated for occupancy by that time. 
Second, within the context of Army Transformation, the Army decided in March 
2002 to realign Headquarters, USARSO as a Major Subordinate Command 
under U.S. Anny Forces Command. This affected the study criteria in two key 
ways. It reduced the size of the headquarters and emphasized the requirement 
to minimize garrison support requirements at any new location. The Army 
therefore added Support to Transformation to the screening criteria and modified 
the building space required. The Army then re~screened all sites and 
reevaluated the two that passed the screening criteria. 

CONCLUSION 

The conclusion is that Fort Sam Houston, Texas, is the best alternative for the 
relocation of Headquarters, USARSO in 2003. 
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USARSO RELOCATION REPORT 

This Report addresses the proposed relocation of United States Army South 
(USARSO) from San Juan, Puerto Rico to the continental United States. 

Key components of this report are: 

• Rationale for relocation 
• Assumptions 
• Number of USARSO personnel to move 
• Facility requirements 
• Sites considered for relocation 
• Study methodology and criteria 
• Analysis of alternatives 
• Estimated costs to move 

RATIONALE FOR RELOCATION 

USARSO moved from Panama to Puerto Rico in the summer of 1999 as a 
consequence of the reversion of the Panama Canal and associated lands to the 
government of Panama. In early 2001, the Commander, USARSO identified an 
urgent need to relocate the command from Puerto Rico to a continental United 
States (CONUS) location based on rapidly declining readiness caused by a 
number of factors. The primary causes contributing to this situation are: 

• Inadequate quality of life for soldiers, civilians and their families 
• An uncompensated high cost of living 
• High operational costs associated with the Puerto Rico location 
• Unacceptable low civilian personnel retention and recruitment, 

especially among senior grade personnel 

The need and urgency to relocate USARSO remains. The longer the 
Headquarters remains in Puerto Rico, the higher the risk to USARSO mission 
accomplishment, since the command cannot retain or recruit to fill critical 
positions in the civilian workforce, which is 50% of the Headquarters. Relocation 
in the near term (FY2003) offers the best balance between efficiency and 
effectiveness, and will substantially improve the welfare of the soldiers, civilians, 
and families assigned. An expanded discussion of the justification for the 
relocation of USARSO in FY 2003 is presented in Appendix 1. 

Report to Congress on the Relocation of US Anny South 
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ASSUMPTIONS 

The following assumptions provided the framework for the relocation study: 

• USARSO requirements to provide seamless support to USSOUTHCOM 
will continue during and after relocation. 

• Quality of life in Puerto Rico will not significantly improve in the near 
future. 

, The military construction moratorium for Fort Buchanan, Puerto Rico will 
not be lifted. 

• USARSO mission failure is not acceptable at Army or DOD levels. 
• USARSO relocation to Naval Station Roosevelt Roads will not alleviate 

the conditions requiring USARSO to relocate from Puerto Rico. In fact, 
such a move would exacerbate the situation. 

• The USARSO civilian workforce will continue to leave Government service 
at the same rate, and may accelerate, if a decision is made that USARSO 
will remain in Puerto Rico. . . 

PERSONNEL TO MOVE 

For relocation purposes, USARSO now consists of approximately 600 
authorizations. This is a reduction from the initial number in the summer of 2001 
of approximately 1 ,200 authorizations that would have relocated from Puerto 
Rico. The reduction is the result of the efficiencies gained in the change of 
USARSO from Major Command to Major Subordinate Command status. Table 1 
below depicts the distribution of these authorizations by military and civilian 
categories. 

Move to New 
USARSO Move to Fort Move to Solo Move to Fort Total Category Location Gordon Cano, HO McPherson 

Military 350 33 13 3 399 

Civilian 188 29 0 13 230 

Total 538 62 13 16 629 

Table 1. Distribution of Military and Civilian Personnel 
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A breakout of total authorizations (military and civilian combined) by command 
element that would move to these locations is depicted in Table 2 below. 

Current Moving to New Moving to Moving to Moving to 
Organization Authorization USARSO Fort Soto Cano, Fort 

Location Gordon HO McPherson' 
Headquarters 
USARSO 

AMHA Staff1 405 297 16 
Active Guard/Res. 49 49 

PARC (Contracting) 0 17 

Theater Intelligence 
Group (TIG)2 88 115 

56th Signal Bn (-) 70 7 45 
94th Signal Co 61 11 17 

USASOC/SOTSE 8 8 
Info Management 30 30 
OSACOM Flight Oet. 4 4 
Aviation Detachment 13 13 

Totals 7284 538 62 13 16 
Notes: 

1These are the FY04 authorizations against which realignment planning was conducted. FY02 
authorizations are similar - 402. 

~The TIG activates in FY03 with an initial authorization of 88. In FYOS, the TIG is programmed for 
t255 spaces. The number ( 115) to move includes 27 USARSO G-2 spaces that will be eliminated 
When the TIG is fully established in FY05. 

3These 16 transfers reflect FORSCOM assumption of USARSO MACOM responsibililies. 

'The original move number of 1163 included moving all authorizations above (728), an increase 
o the USARSO Headquarters to regain capabilities lost in the move from Panama, and an 
erroneous double counting of Ml units because of lack of visibility into the new TIG. 

Table 2. Disposition of USARSO Authorizations 

6 
11-L-0559/0SD/9940 



A breakout of authorizations (military and civilian) by command element that 
would move to these locations is depicted in Table 3 below. 

Organization Moving to New Moving to Fort Moving to Soto Moving to Fort 
McPherson3 USARSO Location Gordon Cano, HO 

MIL CIV TOT MIL CIV TOT MIL CIV TOT MIL CIV TOT 
Headquarters 
USARSO 

AMHA Staff' 153 144 297 3 13 16 
Active Guard/Res. 49 0 49 

PARC (Contracting 8 9 17 

Theater Intelligence 
Group (TIG)2 106 9 115 

56th Signal Bn (-) 7 0 7 33 12 45 
94th Signal Co 5 6 11 17 17 
USASOC/SOTSE 8 0 8 
Info Management 10 20 30 
OSACOM Flight Det. 4 0 4 
Aviation Detachment 13 0 13 

Totals 350 188 538 33 29 62 13 0 13 3 13 16 
Notes: 

1These are the FY04 authorizations against which realignment planning was conducted. FY02 
authorizations are similar~ 402. 

~The TIG activates in FY03 with an initial authorization of 88. In FY05, the TIG is programmed for 
255 spaces. The number ( 115) to move includes 27 USARSO G-2 spaces that will be eliminated 
When the TIG is fully established in FY05. 

~hese 16 transfers reflect FORSCOM assumption of USARSO MACOM responsibilities. 

Table 3. Disposition of USARSO Authorizations 
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FACILITY REQUIREMENTS 

Facilities Description 
Headquarters 104,000 square feet ( 104 KSF to 114 KSF by '05)) 

Building • 18 KSF SCIF (to 28 KSF by '05) 

• 1 O KSF open storage of classified (Secret) 
• 10 KSF command center-SCIF 
• Facility suitable for hosting Chief of Defense or Chief of 

Army visits from other nations 
Capability to construct workspace as functional work-centers 
Army force protection criteria met 
400 sf weapons storage 
Capability to handle an USARSO communications 

• Multiple LAN's 

• Classified systems 
• Fiber optic access 

Aircraft facilities Facilities for 2 UC-35 army fixed wing aircraft 
Motor Pool Parking and space for operator level maintenance for up to 50 

small tactical vehicles 
Warehouse 20 KSF climate controlled 
Barracks Space for up to 50 soldiers 

Table 4. Facility Requirements 

SITES CONSIDERED FOR RELOCATION 

The Army considered 14 sites for USARSO relocation. The 14 sites included 
Army locations that were identified as having potentially available facilities and 
other locations offered for consideration by members of Congress and their 
constituents. Sites identified for consideration were: 

Fort Benning, GA 
Fort Polk, LA 
Fort Sill, OK 
Homestead AFB, FL 
Naval Activity Stennis Space Center, MS 
Gulfport NAS, MS 
Mobile, AL 

Fort Jackson, SC 
Fort McPherson/Fort Gillem, GA 
Fort Sam Houston, TX 
Keesler AFB, MS 
Naval Station, Pascagoula, MS 
Miami, FL 
Arkansas (unspecified location) 
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STUDY METHODOLOGY AND CRITERIA 

The study methodology was based on identifying potential relocation candidates 
and evaluating these candidates against relevant criteria. The methodology 
included: 

• Review of the 1996 USARSO Relocation Study 
• Data searches to identify existing installations with excess facilities 
• Development of criteria to assess alterna1ives 
• Elimination of infeasible alternatives 
• Detailed analysis of viable alternatives 
• Development of a recommendation 

Criteria 

Criteria were developed to ensure the Anny had a rational and fair set of metrics 
by which to evaluate each option. Screening and evaluation criteria were both 
developed. These criteria have remained constant throughout the process, with 
the exception of the Support Army Transformation criterion added in March 2002. 
Below is an in-depth description of criteria used in the study. 

Screening Criteria. Screening criteria are those criteria that absolutely must be 
fulfilled by any option being considered. If an option does not meet all screening 
criteria, that option then becomes infeasible and is eliminated from further 
consideration. Below are the three screening criteria developed for this study. 

• Criterion: Support Army Reorganization. This is a key criterion that must 
be considered in light of DOD and Army efforts to achieve efficiencies and 
streamline headquarters wherever possible. Any course of action that 
does not support this long-term initiative to make the Army more efficient 
and effective fails to pass the screen. Reduction in overall size and Army 
Management Headquarters Account (AMHA) numbers is a central focus of 
this effort. Key elements of this criterion are: 

o Eliminate overlap and duplication. The efforts by FORSCOM and 
USARSO to eliminate redundancy and streamline the USARSO 
Headquarters was the start of similar reviews that will be conducted 
for all Army Service Component Commands. FORSCOM will 
assume some limited missions (which can be done wherever 
USARSO goes on an Army installation), and USARSO will 
eliminate positions as a result of the loss of MACOM status. 
USARSO will be able to eliminate 108 positions. Further savings of 
at least 184 are expected upon USARSO's departure by returning 
the Fort Buchanan garrison to pre-USARSO strength. Any location 
not on an existing Army installation is eliminated by this screening 
criterion, because a move to a non-Army site would require 
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establishing a garrison of approximately 40 to 76 persons, military 
and civilian. The garrison would be approximately 40 personnel if 
on a non-Army military installation, as there are many functions that 
a Host Service could provide to an Army tenant. At a site without 
such inter-Service support, the requirement would grow to 76. 
These 40 to 76 spaces involve functions that require Army 
authorizations (military and civilian) to support an Army unit, such 
as personnel and logistic specialists to connect to Army specific 
systems and personnel who support those Army elements in the 
Area of Responsibility (units and MILGROUPS). Additionally there 
are other areas where, although the Host Service could provide the 
support, it would be done only at the cost of their adding an equal 
number of personnel to their existing garrison. This would not be a 
savings to the Army, as the Host Service would expect a transfer of 
positions from the Army to cover such increases to their garrison. 
An detailed description of the garrison requirements in contained in 
Appendi}t B. 

o Reduce Headquarters size and AMHA. The spaces saved from 
USARSO Headquarters are all AMHA spaces and contribute to the 
overall congressionally mandated 15% reduction that the 
Department of Defense has directed the Army to meet by 30 
September 2003. 

• Criterion; Support to USSOUTHCOM Mission Accomplishment. This is an 
absolute requirement reinforced in guidance received from the Chief of 
Staff, Army and the Combatant Commander, USSOUTHCOM. To the 
Combatant Commander, location is not the most important factor; rather, it 
is the allocation of appropriate forces along with seamless support from a 
viable, functioning Army Service Component Command. Key elements of 
this criterion are: 

o Seamless support. The Combatant Commander should experience 
no degradation in support to his Headquarters for those 
responsibilities that are doctrinal. There may be some loss in 
responsiveness with the reduction in the USARSO Headquarters 
numbers; however. this will not endanger any doctrinal or assigned 
missions. The move must be conducted in a manner that allows 
continuous support to the Combatant Commander. Conducting a 
move of this nature is difficult enough when moving from Army 
installation to Army installation where support mechanisms and 
systems are familiar. If moving to other than an Army installation. 
planning for support from another Service and then putting that 
planned support to the test when it is required to support an in
theater activity, creates risk to the Combatant Commander's 
mission. 
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o Accessibility to the SOUTHCOM AOR. Most of USARSO's travel to 
the AOR is conducted via commercial air. It is necessary that the 
Headquarters be within one hour of a suitable airport that can on a 
routine basis, with one connection, connect to flights to the AOR 
through one of the four major hubs, Miami, Houston, Dallas, or 
Atlanta. Visitors from the region in the Distinguished Visitor 
Program use commercial air for their travel. This also enhances 
their accessibility to the Command. 

• Criterion: Executable by Summer 2003. The Commander, USARSO has 
stated that there is high risk of mission failure due to excessive loss and 
turnover of personnel, and lack of ability to hire qualified replacements in a 
timely manner. This loss puts mission accomplishment at risk as early as 
summer 2002. Ongoing delays and studies have resulted in the need to 
slip the target date for the relocation by one year to summer 2003. Key 
elements of this criterion are: 

o Move Headquarters USARSO not later than summer 2003. Any 
new location that cannot mee1 a summer 2003 timeline is ruled out 
as a viable option. Not meeting that timeline will increase the risk 
of mission failure to an unacceptable level due to lack of qualified 
personnel to execute key tasks. 

o No multiple moves on post. Moving into temporary facilities for 
several months to several years is unacceptable. The previous 
move of USARSO from Panama to Puerto Rico has left the 
Headquarters operating in this "temporary" situation since its arrival 
in 1999. Some members of USARSO have worked in four different 
buildings at Fort Buchanan. Additionally, moving into temporary 
facilities in this manner will increase the cost of the move 
unnecessarily. 

o Move into a renovated building. This follows from the previous 
factor. Moving into the final location without renovation will inflict 
continued disruption to USARSO members as building systems and 
workspace are renovated during occupancy. With USARSO 
personnel having lived and worked in temporary conditions for 
three years in Puerto Rico, it is unacceptable to require them to 
move once again into temporary arrangements that will be 
disrupted in the near future. This is both a morale and an efficiency 
issue. 
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Evaluation Criteria. Evaluation criteria are those criteria that provide the ability to 
conduct a comparative assessment of the options that meet all screening criteria. 
Below are the evaluation criteria developed for this study. 

• Criterion: Cost. Lower cost options are preferable. Options that reduce 
the fiscal burden over the next few years as the Army funds many un
programmed initiatives and operations are preferred. The un-programmed 
USARSO move should be accomplished at minimal initial and long-term 
cost. Key elements of this criterion are: 

o Initial move cost. This is the cost of initial funds required to move 
the headquarters and related elements. This involves Permanent 
Change of Station (civilian), movement of property (personal and 
unit), communications infrastructure, and initial facility renovation 
costs. 

o· Facility cost. The cost of facilities is a significant factor. This is the 
total cost of all facilities required to accommodate all USARSO 
units that are relocating. This includes any leasing costs required 
during facility renovation and any military construction funds for 
additional structures required in the near future. 

o Long-term cost comparison. While initial move and facility costs 
are important, the overall cost over a 20-year period determines if 
there is a long term overall benefit for a COA that may have a high 
up-front cost. Long-term costs include the overall cost of 
construction or renovation and the maintenance, utility, and 
janitorial cost over a twenty-year period. This is calculated two 
ways, straight 20-year cost and the Net Present Value (NPV) for 
the same calculation. The latter method considers that dollars 
today have more buying power than dollars in the future due to 
inflation and other factors. 

• Criterion; Personnel Savings. Higher numbers saved is better. 

• Criterion: Quality of Life. This is a significant factor. While Quality of Life 
is a hard concept to measure, many objective factors can be used to 
compare locations. The key Quality of Life factors evaluated here use 
several sources of data. It is important to measure this criterion for both 
military and civilian members of the headquarters. Key elements of this 
criterion are: 

o Military and civilian housing. Housing is a significant issue affecting 
the quality of life in Puerto Rico. Lack of military housing quantity 
and quality (i.e., housing determined to be sub-standard) and the 
impact of the moratorium on new construction make this a high 
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priority to fix during a move. Off-post housing is especially critical, 
since half of the headquarters is civilian and will be required to live 
off post. Additionally, with the rank structure found in USARSO, a 
high percentage of field-grade officers and senior non
commissioned officers, a large number of military personnel will 
also have to find civilian housing. Quality and availability of off-post 
housing is therefore incorporated in this criterion. 

o Cost of living. A lower cost of living in an area is preferable, as 
disposable income is increased with lower living costs. 

o Crime. Puerto Rico is a very high crime area compared to most 
major cities in the 50 states. A lower crime rate is more desirable. 

o Cost of housing. This factor includes renting and purchasing 
homes. A lower cost of housing is desirable, as it will significantly 
increase the quality of life for the civilian and military members of 
the command. 

• Criterion: Mission Enhancement. Enhances USARSO's ability to execute 
its mission in the most efficient and effective manner. Key elements of 
this criterion are: 

o Headquarters efficiency through collocation with subordinate units. 
USARSO currently works in 30 separate buildings. This causes 
significant inefficiency through travel between buildings, increased 
cost of facilities, and loss of synergy achieved through working 
together in teams. A lower number of facilities and closer locations 
to subordinate units improve efficiency. 

o Facility stature suitable to hosting frequent Chief of Defense or 
Chief of Army level visits to the command, as well as multi-nation 
conferences. 

ANALYSIS OF ALTERNATIVES 

Description of the Alternatives 

Fort McPherson/Fort Gillem alternative. 

This option is labeled Fort McPherson/Fort Gillem because facilities at 
both installations in the Atlanta area are needed to meet all USARSO 
requirements. There was no place on Fort McPherson for the Theater 
Intelligence Group (TIG) and thus it was necessary to consider Fort Gillem for 
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that requirement. The following is a description of the option and the impacts to 
other units. 

The Command Group and personnel staff would occupy the current JAG 
Headquarters as the most suitable building on post for the new USARSO 
Headquarters. This would require significant renovation and upgrade to the old 
existing building as well as relocating the JAG to another location on post 
(including the creation of a new court room). 

Three interconnected buildings are in the process of being renovated for 
the new Transformation Installation Management Regional Headquarters. This 
would become the main administrative space for USARSO. It would require that 
the TIM Headquarters be relocated into the main FORSCOM Headquarters 
building. There are several costs involved in this. There is a cost to re-configure 
the three buildings to accommodate USARSO versus the TIM and there would 
be a further cost to redesign space allocation and reconfigure the floor plan for 
the main FORSCOM Headquarters building to accommodate the TIM. 

The combination of the buildings above provides less than 75KSF towards 
the USARSO requirement of 104KSF. Additional overflow space for USARSO 
administrative requirements would be needed at Fort Gillem. This would be 
temporary spac.e as the only available option there is converted warehouse 
space. In two years permanent administrative space could be available back on 
Fort McPherson with the vacation and renovation of administrative space 
occupied by a Reserve Component Headquarters that is having a new 
Headquarters built on Fort Gillem. 

A small part of the USARSO G2 would co-locate with the FORSCOM G2 
inside the SCIF in the FORSCOM Headquarters building. The remainder of the 
G2 and the TIG would need to have an existing Fort Gillem facility expanded and 
converted to another SCIF. This is currently an older building that was previously 
a SCIF, however due to the expansion the estimated cost is $4M. This is the first 
project listed that would almost certainly be a MILCON project. (It was not 
realized that this would be a MILCON project until the evaluation stage of the 
process). This project cannot be completed by summer 03. 

The final major facility requirement would be an expanded facility for the 
TIG when its authorizations are planned to increase from 88 to 255 in FY05. 
Additional facilities and SCIF space would be required in FYOS. Estimated cost 
for this new facility is $15M. 

This option involves significant impacts on at least three major Army units 
and significant renovation and reconfiguration. It is not an easily executable 
option, and as discovered during the evaluation process is only partially 
executable by summer 03. 
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Fort Sam Houston Alternative. 

The USARSO Headquarters and all support units are can be relocated 
into the old Brooke Army Medical Center main building. All elements (to include 
the increase of the TIG in FY05) will fit into this building that has been leased 
from the Army to a developer (Orion/Weston) through authority of the Enhanced 
Use Lease Initiative under 1 O USC 2667. The developer will renovate the 
building to meet USARSO requirements. to include SCIF space. 

Orion/Weston currently holds the 50-year lease to the Old BAMC building 
and the two Beach Pavilions. The Old BAMC building (building 1000) has a total 
of 210KSF net rentable area. The USARSO requirement is for 104KSF 
expanding to 114KSF with the expansion of the TIG in FY05. This is 50 percent 
of the rentable space of the building increasing to 54 percent in FYOS. 

Orion/Weston's estimate of the cost of this lease is $23.49 per square 
foot. This includes standard janitorial service, maintenance, and utilities. This 
makes the cost of the lease $2.3M for the first two years increasing to $2.45M 
per year for the remaining 18 years. The Army will share 46 percent of the profits 
from the lease over the lease term. Orion,Weston expects that the profit share 
for the Army in this lease alone will be $5M. This may be returned to the Army in 
direct funds or through in-kind consideration. 

Evaluation of Fort Sam Houston and Fort McPherson 

Two options passed the screening criteria, Fort Sam Houston and Fort 
McPherson. An in-depth evaluation was made to determine which of these 
options was more advantageous. Table 5 depicts the relative comparison of 
these options. It is clear from the table that Fort Sam Houston is the better 
option for this relocation. Specific metrics used for evaluation are included in the 
explanatory text following the table. This cost comparison assumes that the 
lease at Fort Sam Houston is scored as an operational lease. The Army's 
analysis concludes that it should be an operational lease and not incur the 
scoring penalty of a capital lease. A discussion of the effect of the lease scored 
as a capital lease is provided in Appendix C. 

Site 

Fort Sam 
Houston 

Fort 
McPherson 

Evaluation Criteria 
Cost Quality of Life Personnel 

Savings 

1 1 Even 

2 2 Even 

Table 5. Final Option Comparison 
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Cost. Fort Sam Houston is a lower cost option than Fort McPherson from every 
perspective and provides a significantly better quality Headquarters facility. The 
total initial cost to move to Fort McPherson is $29.SM more than the move to Fort 
Sam Houston. This is due to facility cost differences. The amount to move the 
command's equipment and personnel to any location in the Southeast is 
essentially the same (with the exception of facility costs). Appendix D contains a 
detailed economic analysis of facility alternatives. Movement costs are described 
in Appendix E. Pertinent cost elements are explained below. 

• Initial Facilities Cost. This initial cost is higher for the Fort McPherson 
option. This includes OMA renovation costs ($10.SM) plus MILCON 
needed immediately ($4M) at Fort Gillem for the Theater Intelligence 
Group (TIG) and MILCON required at Fort Gillem for TIG long term 
($15M). This totals $29.5M. There is no initial cost for facilities at Fort 
Sam Houston. The only cost will be the annual lease cost of $2.3M for 
each of the first two years increasing to $2.45M per year for the remaining 
18 years. This assumes the lease is not scored. If the lease is scored as 
a capital lease. additional upfront costs will be incurred. The Net Present 
Value (NPV) of the lease is $27.7M and would be placed in an escrow 
account. These funds would be lost to Army use, but not US Government 
use. 

• Long-term costs (20-year). This includes facility renovation costs, 
maintenance. utilities, and janitorial service cost for both options. At Fort 
McPherson, this cost is $29.5M for renovation, plus $623K per year for 
maintenance, etc. above. For Fort Sam Houston, long-term costs are the 
cost of the lease minus potential profit sharing (approximately $SM) over a 
20-year lease. 

• Net Present Value cost for 20-year term. This calculation uses the 
nominal discount rate of 5.4%. It compares the costs of the facilities over 
a 20-year time period. The Fort Sam Houston version is $5.7M cheaper. 
This is the best comparison of the relative value. Plus, there is no 
additional risk for building systems repair costs for Fort Sam Houston as it 
is leased and the developer would be responsible for these possible major 
unforeseeable costs. The Am,y ultimately would be responsible for 
replacing major systems (not anticipated in calculations) for the Fort 
McPherson option. 

Cost if Scored as a Capital Lease. The Army analysis considers this lease 
unlikely to be scored as a capital lease. However, should it be scored as a 
capital lease, the only change is that the Army will have to put $27.7M (the NPV 
of the lease) into an escrow account. This would be added to the initial facilities 
cost for calculation purposes. Fort Sam Houston is a lower cost option than Fort 
McPherson from every perspective and provides a significantly better quality 
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Headquarters facility. The total initial cost to move to Fort McPherson is $14.SM 
more than the move to Fort Sam Houston. This is due to facility cost differences. 
The amount to move the command's equipment and personnel to any location in 
the Southeast is essentially the same (with the exception of facility costs). 
Pertinent cost elements are explained below. 

• Initial Facilities Cost. This initial cost for the Fort McPherson option 
continues to be $29.SM. The initial cost for the Fort Sam Houston option 
then becomes $27.7M. The up front cost is still lower for the Fort Sam 
Houston option by $1.SM. 

• Long-term costs (20-year). No change, except for the $27.7M placed in 
escrow. 

• Net Present Value cost for 20-year term. This calculation uses the 
nominal discount rate of 5.4%. It compares the costs of the facilities over 
a 20-year time period. It is unclear how to treat the $27.7M placed in· 
escrow for this calculation. Although it is a cost to the Army, the funds are 
not actually disbursed. The worst case is to consider it an expenditure 
and effectively pay the lease twice, once by placing the funds in escrow 
and then actually paying the lease. Using this method the Fort 
McPherson option is the lower cost by $22M. 

This would change the evaluation table to: 

Evaluation Criteria - with lease Scored as Capital Lease 
Site Cost Quality of Life Personnel Mission 

Savings Effectiveness 

Fort Sam 2 1 Even 1 
Houston 

Fort 1 2 Even 2 
McPherson 

Table 6. Final Option Comparison 

Even in the event the lease is scored as a capital lease, there is no 
change to the recommendation that Fort Sam Houston is the best alternative. 
Fort McPherson has higher upfront costs and includes MILCON construction that 
is not executable by summer 2003. Fort Sam Houston is executable by summer 
2003 and even though it calculates to be more expensive in the long run, the 
$27.7M returns to the government for use in negating the higher long-term cost. 

Quality of Life. The comparisons provided were extrapolated from data 
gathered from several different sources' websites on the two cities involved. 

17 
11-L-0559/0SD/9951 



• Cost of Living. The Consumer Price index survey listed the overall cost 
of living index for Atlanta at 103.2, with San Antonio at 90.2. The national 
average is 100. An income in San Antonio of $43,702 is equivalent to 
$50,000 in Atlanta 

• Housing Cost. The cost of the typical 3-bedroom house in Atlanta was 
$286K, while it was $106K in San Antonio (CNN website). 

• Housing Availability. This infonnation was gathered from the housing 
offices at both posts. There is almost no enlisted housing at Fort 
McPherson, while there is adequate availability and additional enlisted 
housing programmed for Fort Sam Houston. 

• Health Care. While health care for the military is adequate at Fort 
McPherson, it would require off-post assets, while Fort Sam Houston has 
Brooke Army Medical Center for military care. Off post health care 
availability in both cities 'is good. Health care costs are indexed at 109.2 in 
Atlanta, while San Antonio is 90.5. 

• Schools. Statistically, public schools in both locations appear fairly even. 
Anecdotally, people at Fort McPherson tend to commute longer distances 
to get their children enrolled in better schools. Many who live in housing 
at Fort McPherson send their children to private schools. Soldiers who 
live in housing at Fort Sam Houston are able to send their children to 
DODDS schools on post. or have shorter commute distances based on 
good school districts. 

• Crime. Crime rate in San Antonio is significantly lower than for Atlanta for 
both violent and property crime. Violent crime rates in Atlanta in 2001 
were 2,729.5 per 100,000, while they were 561 in San Antonio. 

Increased Mission Effectiveness. Fort Sam Houston would have the entire 
Headquarters in a single, adequate building renovated to meet all USARSO 
needs. Fort McPherson has USARSO spread over five buildings on the main 
post and two additional buildings on Fort Gillem (approximately 20 miles away). 
The Fort Sam Houston option is clearly better than the Fort McPherson option. It 
will clearly make the right impression on visitors to USARSO. 

Personnel Savings. No difference between the two alternatives. The total 
personnel savings is a combination of the 108 AMHA spaces in the USARSO 
Headquarters and the anticipated reduction to be taken from the Fort Buchanan 
Garrison upon USARSO's departure. This Garrison reduction totals at least 184 
and is the difference between the Garrison authorizations before USARSO arrival 
in summer 1999 and current years authorizations. 
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Site Re-evaluations 

In May 2002, the Army Staff and USARSO conducted a final evaluation of all 
locations considered, using the full screening and evaluation criteria. 

Sites Not Meeting Screening Criteria 

Below is the evaluation of sites not meeting the screening criteria and therefore 
considered infeasible. These sites received no further consideration in the study. 
Table 7 provides a summary of these sites and their evaluation with the 
screening criteria. 

Sites Screening Criteria 
Support Army Support to U.S. 

Transfonnation SOUTHCOM Execute by FY 03 
Fort Bennina, GA Yes Yes No 
Fort Jackson, SC Yes No No 
Fort Polk, LA Yes No No 
Gulfport NA$, MS No No Not Evaluated 
Homestead AFB, FL 

Yes Yes No 
Keesler AF8, MS No No Not Evaluated 
Miami, Fl Yes Yes No 
Mobile, AL No No Not Evaluated 
Naval Activity 
Stennis, MS No No Not Evaluated 
Arkansas No No Not Evaluated 
Fort Sill, OK Yes No Not Evaluated 
Naval Station, 
Pascagoula, MS No No Not Evaluated 

Table 7. Sites Not Meeting Initial Screening Cntena 

Fort Benning, GA. Two visits were made to Fort Benning. the first when 
looking at facilities for about 1,200 personnel and the second to reevaluate 
options based on a requirement of less than 600 personnel. The option offered 
by the Garrison at Fort Benning was the Headquarters building for Western 
Hemisphere Institute for Security Cooperation (WHINSEC), plus additional 
buildings. The WHINSEC Headquarters could not be vacated until the end of the 
school year in December 2002. The building would have required significant 
reconfiguring from a world-class school facility to an Army Service Component 
Command headquarters. Additional facitities were offered to meet the remaining 
requirements for space, but even with all additional facilities considered, Fort 
Benning could not meet the total requirement without additional MILCON projects 
that would not be executable by summer 2003. Additionally, the facility offered 
for a relocated WHINSEC would also require reconfiguration to make it a suitable 
academic setting. Moreover, the exterior appearance of this facility is not 
appropriate for an international school. 
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The Army is concerned over collocating USARSO and WHINSEC. The 
likelihood of association of USARSO with the former School of the Americas, and 
its annual protests, could become a distraction. This would also be a source of 
contention between USARSO and certain Latin America nations that choose to 
have no relationship with WHINSEC. 

Fort Jackson, SC. Fort Jackson was examined because the Army facility 
database indicated that excess facilities existed that could be used for a 
USARSO Headquarters. Upon visiting the Garrison Commander and members 
of his staff, this location failed two screening criteria. It is not executable by 
summer 2003 because facilities were not immediately available. Any available 
facilities at this post are essentially older facilities (including WWII remnants) and 
are inadequate for renovation. This means MILCON is the only viable alternative 
for adequate facilities and would take three to five years to complete. The airport 
in Columbia, SC near Fort Jackson does not have available connections to those 
four major airports that provide routine access to Central and South America. 

Fort Polk, LA. Fort Polk was examined because the Army facility 
database indicated that e)(cess facilities existed that could be used for a 
USARSO Headquarters. AForter telephonic coordination with the facilities 
engineer for the post, this location failed two screening criteria. It is not 
executable by summer 2003. Facilities are not immediately available. Any 
available facilities at this post are essentially older facilities (including \N\NII 
remnants) and are inadequate for renovation. This means MILCON is the only 
viable alternative for adequate facilities and would take three to five years to 
complete. Fort Polk is not close enough to an airport with available connections 
to those four major airports that provide routine access to Central and South 
America. 

Mississippi locations (Naval Construction Battalion Center, Gulfport 
/Keesler AFB/ Naval Activities Stennis Space Center and Naval Station, 
Pascagoula). All locations failed to meet the screening criteria for supporting 
Army reorganization. This is because they would require creation of a garrison of 
40 to 76 personnel to provide adequate support to the Headquarters and 
associated units that might move there. The criterion of support of the 
Combatant Commander mission was not met due to lack of adequate air 
connections to all four hubs from small regional airports. A specific proposal for 
construction of facilities was never presented and thus no independent 
evaluation of possibility to complete facilities for USARSO occupancy by summer 
2003 was completed. There were assurances made that facilities could be ready 
within one year. 

Homestead AFB, FL. This site failed to meet the criterion of executable 
by summer 2003. Facilities were not immediately available as all usable facilities 
are occupied. Much of the base was destroyed by a hurricane and thus any 
facilities for USARSO use would have to be constructed using MILCON. This 
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would require a three to five year completion timeline from date of initiating the 
planning for the projects. 

Mobile, AL. The Middle Bay Port Development (MBPD) site in Mobile, 
Alabama was considered in the 1996 study. This site has since been turned over 
to the state government. It is currently being leased by various entities through a 
privatized management company. This change from government control to 
privatized control and its current occupation changed the conditions from the 
1996 study, and the site was therefore considered not available. 

Miami, FL - unspecified location vicinity SOUTHCOM Headquarters. 
With the issues surrounding the SOUTHCOM facility and the fact that additional 
leased commercial space must be procured to meet current SOUTHCOM 
demands, it was clear that co-location with SOUTHCOM was infeasible. Any 
permanent solution in the area would require MILCON and would not be 
executable by summer 2003. 

Belle Chase Naval Air Station/Air Reserve Center, New Orleans, LA. 
This location failed to meet the screening criteria for Supporting Anny 
Reorganization because it would require creation of a garrison of about 40-76 
personnel to provide adequate support to the Headquarters and associated units 
that might move there. 

Arkansas (Unspecified Location). This location failed to meet the 
screening criteria for Supporting Army Reorganization because it would require 
creation of a garrison of about 40-76 personnel to provide adequate support to 
the Headquarters and associated units that might move there. 

Fort Sill, OK. The criterion of support of the Combatant Commander 
mission was not met due to lack of adequate air connections to all four hubs from 
small regional airports. A specific proposal for construction of facilities was never 
presented and thus no independent evaluation of possibility to complete facilities 
for USARSO occupancy by summer 2003 was completed. 

Conclusion 

The study's conclusion is that Fort Sam Houston, Texas. is the best alternative 
for the relocation of Headquarters, USARSO in 2003. 
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DEPARTMENT OF THE ARMY 
OFFICE OF THE GENERAL COUNSEL 

104 ARMY PENTAGON 
WASHINGTON DC 20310-0104 

June 25, 2002 

MEMORANDUM FOR THE DEPUTY UNDERSECRETARY OF THE ARMY 

SUBJECT: Relocation of Portions of United States Army South 

This memo is prepared at your request for use in deliberations associated 
with the proposed relocation of portions of United States Army South (USARSO) 
from Fort Buchanan to Fort Sam Houston. This memo addresses the primary 
statutory and regulatory requirements that must be taken into consideration 
before the Army can proceed with the relocation. 

Summary of Legal Considerations 

In accordance with 10 USC 2687, the contemplated relocation of 
personnel and functions from Fort Buchanan to Fort Sam Houston would be 
considered a realignment. If the realignment results in either the reduction of 
more than 1,000 DoD civilians or 50 percent of the DoD civilians authorized to be 
employed at the installation, in accordance with P.L 101-510, as amended, the 
realignment would have to be specifically authorized pursuant a recommendation 
of the Base Realignment and Closure (BRAG) Commission. Additionally, before 
any decision is made on the realignment, the Army must perform an analysis of 
the environmental impacts of the realignment under the National Environmental 
Policy Act (NEPA) and the stationing process must be completed in accordance 
with Army Regulation 5-10. Once a decision has been made to relocate 
functions and personnel to Fort Sam Houston, the Army may be required to notify 
Congress of its intention to lease property at the installation if the required lease 
payment exceeds certain thresholds. The following includes a more complete 
discussion of these legal considerations and my preliminary analysis that the 
realignment can go forward without the requirement for further authorization 
through the BRAC process. 

Base Closures and Realignments {10 USC 2687) 

10 USC 2687 applies to the closure or realignment of military installations 
or the undertaking of any construction, conversion or rehabilitation at a military 
installation resulting from the closure or realignment of an installation. The 
statute defines military installation very broadly to include activities under the 
Jurisdiction of the Department of Defense, to include leased facilities. It includes 
installations located in the continental United States and the Commonwealth of 
Puerto Rico, American Samoa, the Virgin Islands, or Guam. 

The statute prohibits the Army from taking action to implement the closure 
of an installation in which at least 300 civilian employees (direct-hire, permanent 
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civilian employees of Department of Defense) are employed until Congress is 
notified in accordance with the statutory requirements. 

The statute also addresses the realignment of installations, which is 
defined as any action which both reduces and relocates functions and civilian 
personnel positions, but does not include a reduction in force resulting from 
workload adjustments, reduced personnel or funding levels, skill imbalances, or 
other similar causes. The contemplated relocation of functions and personnel 
from Fort Buchanan to Fort Sam Houston would be considered a realignment. 
With regard to realignments, no action may be taken to effect or implement any 
realignment involving a reduction by more than 1,000 civilian personnel or by 
more than 50 percent of the number of civilian personnel authorized to be 
employed at such military installation until the Secretary notifies Congress in 
accordance with the notification provisions of the statute. 

In accordance with Section 2909 of Public Law. 101-510, as amended, 
during the period of November 5, 1990 to April 15, 2006, the BRAC law shall be 
the exclusive authority for the closure or realignment of a military installation. 
This provision would apply to a proposed closure or realignment under 10 USC 
2687 if the proposed closure or realignment exceeds the threshold requirements 
under 10 USC 2687. Therefore, if a realignment is proposed between the period 
of November 5, 1990 and April 15, 2006 and triggers the statutory thresholds for 
civilian personnel under 10 USC 2687, the realignment must be done in 
accordance with the BRAC process and not the congressional notification 
requirement under 1 O USC 2687. 

10 USC 2687 sets forth an exception to the requirement to pursue the 
realignment through the BRAC process. The requirement would not apply if the 
President certifies to Congress that such closure or realignment must be 
implemented for reasons of national security or military emergency. 

In the present case, the Army has proposed the relocation of portions of 
USARSO from Fort Buchanan to Fort Sam Houston. The relocation would be 
considered a realignment subject to the numerical thresholds of 10 USC 2687 
concerning the reduction in the number of civilian personnel authorized to be 
employed at the installation. If the reduction in the number of civilian personnel 
exceeds the numerical thresholds, the realignment of the installation could only 
take place either under the BRAC process or pursuant to a notification by the 
President to Congress that the realignment must take place for reason of national 
security or military emergency. 

Based on the information that this office has been provided, there are 
currently a total of 1779 civilian authorizations for Fort Buchanan. This number 
includes 17 4 non-appropriated fund employees that should not be included as a 
part of the civilian authorizations because they are not direct hire, permanent 
civilian employees under 1 o USC 2687. A reduction of the 1779 civilian 
authorization by the 174 non-appropriated fund positions would result in a total 
civilian authorization for the installation of 1605. Fifty percent of that 

11-L-0559/0SD/9958 



authorization would be 802. Under the proposed plan, the Army would realign 
Fort Buchanan by relocating 306 positions to Fort Sam Houston. This relocation 
would fall below the numerical threshold under 10 USC 2687. However, the 
information presented to us does not explain whether the 447 civilian garrison 
employee positions that will remain at Fort Buchanan will subsequently be 
eliminated pursuant to the realignment of the installation. Assuming that all 447 
civillan positions are eliminated, the total reduction of the civilian population at 
Fort Buchanan pursuant to the realignment would be 753 civilian positions. 
Although it is unlikely that all of the positions will be subsequently eliminated, 
even if they were eliminated completely, the Army would still be under the 
numerical thresholds of 10 USC 2687. As such, the Army could proceed 
independently without additional authorization through the BRAG process. 

This determination is made based on preliminary information provided to 
this office. A final determination of whether the realignment can take place 
outside of the BRAC process will have to be made after completion of the 
following realignment requirements and the development of a final plan. Given 
that these numbers could change, this opinion should not be construed as a final 
judgment that proceeding with the realignment independent of the BRAC process 
would be appropriate. 

National Environmental Policy Act (42 USC 4321 et seq.) 

Under the National Environmental Policy Act (NEPA) and in accordance 
with Army regulation 200-2 (32 CFR Part 651 dated 29 March 2002 Final Rule 
will revise regulation), the Army is required to systematically analyze possible 
and probable environmental impacts of implementing a proposed Anny action, to 
include relocations. The Anny must identify all reasonable alternatives to the 
proposed action and any mitigation measures that may be implemented to 
respond to potential environmental impacts. The outcome of this environmental 
analysis will be documented in either a record of environmental consideration, 
environmental assessment and a finding of no significant impact or an 
environmental impact statement. Any final decision about the relocation of 
personnel and functions can only be made after completion of the required NEPA 
analysis. 

Real Property Transactions: reports to Congressional Committees (10 USC 
2662) 

If the Army acquires a leasehold or fee interest in property as a part of the 
realignment of Fort Buchanan and the relocation of personnel and functions to 
Fort Sam Houston, there are certain Congressional notification requirements. 
The acquisition of either a fee title to real property exceeding an estimated price 
of $500,000 or leasehold interest in property with an estimated annual rental that 
exceeds $500,000 requires the submission of a report to the Senate and House 
Armed Services Committees detailing such transaction. If the acquisition of 
property is part of a project, the report should include a summary of the general 
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plan for the project. The Secretary must submit the report and wait a period of 
thirty days before entering into the transaction. 

Stationing Requirements {Army Regulation 5-10) 

Army Regulation 5-10, prescribes procedures and policies governing the 
Army stationing process. In accordance with the regulation, the Major Army 
Command planning the stationing activity must submit a stationing package to 
Headquarters, Department of the Army. A notification package is required if the 
stationing will affect fewer than 200 military personnel authorizations and fewer 
than 50 permanent direct hire civilian employees. A decision package is required 
if the stationing activity will affect more than 200 military authorizations or 50 
direct permanent hire civilian employees. The stationing package should take 
into consideration the stationing planning factors and include a stationing 
summary, information for members of congress, public notification 
documentation, a community impact analysis, the appropriate environmental 
documentation and a movement directive request. The regulaUon prescribes 
timelines for the submission of stationing decision packages, the appropriate 
approval authorities and required Congressional and public notifications. 

Conclusion 

In conclusion, this memo addresses the primary legal and regulatory 
requirements associated with the realignment of Fort Buchanan. It does not 
address policy issues associated with the possible realignment, including 
whether moving USARSO from Fort Buchanan to Fort Sam Houston is tt,e most 
desirable action. As this decision is evaluated from a policy perspective, it is 
recommended that the Army consider why this realignment is being proposed 
prior to the 2005 base realignment and closure round. We also recommend that, 
given the Congressional interest on this issue, the Army should document in 
sufficient detail its analysis of alternative relocation sites and a justification as to 
why Fort Sam Houston is the preferred alternative. 

I hope this infonnation is her•I If VDU have ry questions. please 
contact me or Robert Davenport at (b)(6) 

/' l£ l . , 

,/~l / tJJ}_r,~ 

~ 
Earl . ockdale 

puty General Counsel 
(Ci Works and Environment) 
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TAB C- Supplemental Information 

Appendix 1, Justification for USARSO Relocation in FY 2003 

Background: US Army South (USARSO). USARSO is the Army Service 
Component Command for US Southern Command {USSOUTHCOM) and an 
Army Major Command. Commander, USARSO also executes the Army's 
Executive Agent responsibilities to support the USSOUTHCOM headquarters in 
Miami and its subordinate joint commands, including Joint Task Force Bravo in 
Honduras and 27 MILGROUPS. 

USARSO performs the following operational missions: 

Maintains readiness to deploy an Early Entry Command Post or to 
constitute a contingency JTF headquarters to command and control forces in the 
Southern Region. 

Coordinates and conducts a large number of Theater Security 
Cooperation activities, including JCS exercises, deployments for training, unit 
and subject.matter.expert exchanges and the Conference of American Armies. 

Provides strategic and tactical communications and administrative and 
logistics support for units throughout the Southern Region. 

USARSO headquarters, several subordinate units and an Army garrison 
are located at Ft. Buchanan, Puerto Rico, and total some 1,231 personnel. 

Why Move USARSO Now: There are four reasons for moving Headquarters 
USARSO and selected subordinate units by summer 2003. 

Worsening Quality of life. The primary threat to USARSO readiness is a 
multiplicity of quality of life challenges that border on the untenable. Personal 
daily living conditions. an uncompensated high cost of living, an unfavorable 
political environment, and deteriorating infrastructure all suggest that relocation in 
the near term is necessary to ensure effective support to USSOUTHCOM, while 
improving the welfare of the soldiers, civilians, and families assigned. 

Retention and recruitment of a quality civilian workforce is the most 
prominent and serious indicator of these quality of life concerns. Since its arrival 
from Panama in summer 1999, USARSO has experienced difficulties in hiring 
and retaining a qualified civilian workforce. Much of the problem can be 
attributed to quality of life issues and a Cost of Living Allowance that is less than 
half of that offered in other non.foreign oversea areas. Since July 1999, 40% of 
assigned civilian federal employees have left HQ USARSO, U.S. Army Garrison 
Fort Buchanan, and tenant units. While it is difficult to say with certainty the 
number that have left exclusively due to quality of life issues, nearly half have 
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departed for other employment. Of particular concern is that approximately 62% 
of these losses were senior grades (GS-9 and above). 

Replacement of these highly experienced and talented employees has 
been tremendously costly both in terms of PCS dollars and lost productivity. It 
has also not kept pace with losses. As of May 2002, there were 90 civilian 
personnel vacancies at Fort Buchanan - over 11 % of the authorized workforce. 
Two-thirds of the vacant positions are GS-9 and above. The rumors of a move 
may have temporarily slowed these losses, but substantial numbers of 
employees are expected to leave the command if the move is delayed or 
disapproved. 

Federal civilian service in Puerto Rico comes at a significant financial cost. 
Despite the best efforts of the command, the Cost of Living Allowance (COLA) for 
all federal government civilians remains at 11.5%, with no prospect for 
adjustment until 2003. Puerto Rico's COLA is less than half that of all other non
foreign OCON US areas, yet the per diem rate (as an indicator of relative costs) is 
the second highest. In addition, civilians serving in non-foreign OCONUS areas 
are not entitled to Living Quarters Allowance (LQA). This has a significant impact 
in Puerto Rico where costs for even marginally acceptable housing is very high. 
These factors are exacerbated by the virtual absence of off-post employment 
options for non-Spanish speaking spouses. 

Living conditions in Puerto Rico are at best frustrating and are often 
hazardous. Water and power services in Puerto Rico are unreliable. Water 
quality is questionable. Those living off.post must use water storage cisterns. 
Unannounced power and water outages are common throughout the island. 
Utility administration is unresponsive, and repair services are inferior in terms of 
timeliness and quality to those in the United States. 

The federal workforce does not have access to the Army clinic on Fort 
Buchanan. Medical treatment off-post ranges from merely inefficient to clearly 
substandard. Medical appointments in Puerto Rico are practically non-existent, 
often turning a routine office visit into an all-day ordeal. Most physicians are 
fluent in English, but most staff is not. Medical care for Anny families is clearly 
unsatisfactory, detracting from both the military mission and from the welfare of 
those assigned. 

Crime and public safety are major problems. Puerto Rico has consistently 
had one of the highest per capita murder rates in the world. Drug trafficking 
abounds, with approximately 90% of all violent crimes and 75-80% of all 
documented homicides in Puerto Rico during CY98 considered drug related. 
Further, Puerto Rico is the only U.S. territory to have a terrorist threat rated as 
moderate - the same as Haiti, Ecuador. and Peru; a higher threat level than in 
Nicaragua, Honduras, Guatemala, and El Salvador. Puerto Rico led the nation in 
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the number of reported car-jacking incidents with more than 8,000 in the period 
1994-97. The rate remains high. 

Due to limited public transportation, most people must use personal 
vehicles as their primary means of travel. An overwhelming majority of Fort 
Buchanan's personnel live off-post and are subject to lengthy and hazardous 
daily commutes. Highway construction has not kept pace with Puerto Rico's 
rapid growth in registered automobiles. Road maintenance is poor. 

There is one daily local English language newspaper in Puerto Rico; 
however, much of the content to include advertisements and severe weather 
warnings are written in Spanish. During hurricane warnings, no local station 
provides updates or emergency information in English. While cable and satellite 
TV provide extensive stateside programming, there is no local TV broadcasting in 
English. 

Army infrastructure is deteriorating. Most workspace, housing; schools 
and other facilities on Fort Buchanan are substandard. A congressionally 
imposed construction moratorium has been in effect since January 2000. The 
moratorium has halted all planned new construction and eliminated all but the 
most essential repairs. 

The political climate impacts morale. Despite a relatively large military 
veteran and retiree population on the island, general sentiment toward the 
military is decidedly mixed. Pro-military interest groups have largely been silent 
with regard to a continued military presence in Puerto Rico, while those in 
opposition have maintained a public voice and media visibility that is out of 
proportion to their numbers. Vieques remains a polarizing issue and a rallying 
point for pro-independence and anti-military activists. The net result is a general 
ambivalence and occasional outright hostility directed toward Army personnel 
and civilians. The past year saw physical attacks on local ROTC instructors and 
rock-throwing incidents involving Fort Buchanan's school buses with children on 
board. Equally appalling was the Mayor of Ponce's public statement that 
"America got what it deserves," following the tragic events of September 11th. 

Army Management Headquarters Reduction Deadlinr. The Army must meet the 
Congressional mandate to reduce AMHA spaces by 15% not later than 30 
September 2003. The plans to reduce the size of the USARSO staff in 
conjunction with the relocation would save 75 net AMHA spaces. Achieving the 
overall Army target is proving difficult in light of current operational requirements. 
Completing the USARSO move in 2003 would permit the Army to maintain 75 
other critical positions. 
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Other Personnel Savings. Relocation of USARSO will also generate savings of 
184 spaces in the Ft. Buchanan garrison. Establishing USARSO at a large 
CON US Army post will mean a net garrison personnel savings of almost all of 
that number. Relocating at another Service's base or a non-military site would 
reduce those savings by 40 - 76 spaces. The key point is that moving USARSO 
early allows the Army to reprogram the spaces at a time of significant force 
management challenges. 

Cost Savings. The move prior to FY 2005 would free up for reprogramming 
$32.7 million in previously appropriated MILCON funds that otherwise would 
expire. The Army also estimates net annual savings of $13 million in operating, 
infrastructure and travel expenses if allowed to move. Many of the installation's 
utilities are aging and would have to be replaced in order to keep USARSO in 
Puerto Rico until sometime after FY05. This utility project would require relief 
from the congressionally mandated construction moratorium. The savings in 
official travel would accrue from the fact that most travel into the USSOUTHCOM 
AOR must pass through Mtami (very few direct flights· from Puerto Rico meet the 
"Fly American" constraint). With a US Army South move pushed to FY06 or 
FY07, the known lost opportunity costs amount to between $55 - 80 million. 

Mission Performance 

Mission readiness would be assured by the move due mainly to the 
improved capacity to recruit and retain a quality civilian workforce and the 
improvement in quality of life for the entire headquarters. The Ft. Sam Houston 
location would improve access to and from the region and would provide a better 
platform to conduct the Distinguished Visitor program. In all other respects, 
USARSO can continue to provide seamless support to USSOUTHCOM and to 
execute all Joint and Army mission responsibilities at least as well from Ft. Sam 
Houston as from Ft. Buchanan. 

BRAC 05 

Waiting to conduct the relocation in conjunction with the results of BRAC 
05 would yield the advantage of greater certainty about the permanence of the 
new site. However, it would also effectively mean leaving USARSO in Puerto 
Rico well into FY 06 or FY 07. The Army assessment is that such a 
postponement would run a high risk to successful mission support to 
USSOUTHCOM and would be detrimental to the well being of the military, civilian 
and family members of U.S. Army South. 
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Appendix 2, Requirements for Garrison Stand Upon on an other 
than Army Installation 

The following depicts the USARSO estimate of requirements for stand-up of a 
small garrison-like activity on an other-than Army installation (e.g., Navy, Air 
Force, Coast Guard). Rationale for each category is noted below. 

Commander/Staff 
SJA 
EEO 
Provost Marshal 
- Force Protection 
- Building Security 

DPCA 
- Family Support 
- ACES 

2 
0 
0 

4 
24 

- Military Personnel Section 

1 
1 
2 
1 
1 
1 
1 
1 

DPTM 
DOL 
DPW 
Housing 
DOC 
DRM 
Total 

1 
40 

Commander/Staff: One field grade officer or equivalent civilian, plus one 
administrative support individual, to oversee the Anny-specific base support 
requirements as outlined below. This individual would also be dual-hatted as the 
Building Manager for the facility(s) in which USARSO would be located. 

Provost Marshal: 
- Force Protection: Would oversee all Army-specific requirements for 

physical security of HQ, USARSO workforce, to include anti-terrorism 
analysis, force protection requirements of facilities, and oversight of the 
building security force. Would also oversee security badge system for 
USARSO HQ facility 
Building Security: Would provide 24ll security of facility(s), to include 
entry/exit checkpoints, escort of contractor personnel without proper 
security clearance (e.g., building maintenance, cleaning teams, vendors, 
etc) 1 as well as general walk-through security checks during non-duty 
hours. Represents an Army, mission-specific requirement that a non-Army 
installation would not nonnally provide. 
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Director of Personnel and Community Activities (DPCA): 
- Family Support: Provide Army-specific family support services not normally 

provided to an Army unit on a non-Army installation. Includes support for 
deployed families, unaccompanied personnel, as well as support to 
MILGROUPS throughout the USSOUTHCOM AOR. 

- Army Continuing Education System: Under a new DOD policy, each service 
is responsible for approving and funding Tuition Assistance for its own 
military personnel. This individual would support the Army personnel 
enrolling in continuing education courses on a non-Army installation. 

- Military Personnel Support: These two individuals would provide support 
normally provided by an Army Adjutant General office on an Army 
installation, which would not be found on another service installation. 
Includes all the normal AG functions, such as strength management, 
efficiency report processing, and liaison for records support with the 
nearest Army installation. Would provide this support for HQ, USARSO 
military personnel, as well as those persons assigned to the MILGROUPs 
and Joint Task Force Brave (JTF-B} at Soto Cano, Honduras. · 

Director of Plans, Training, and Mobilization: Provides Army-specific support 
for the planning, training, and mobilization support issues not normally provided 
by a non-Army installation. Writes the headquarters plans for all required military 
training events, develops plans for the mobilization and evacuation of the 
headquarters as necessary, and provides general support to the headquarters in 
related mission areas. Also provides related support to MILGROUPs and JTF-B. 

Director of Logistics: Provides Army-specific support in concert with nearest 
Army installation for logistical functions, such as ordering of spare parts for HQ, 
USARSO; JTFs 160/170 at GTMO; and 1-2281h aviation at Soto Cano Air Base, 
Honduras. On a normal Army base, those functions would be consolidated at the 
garrison DOL; however, due to the use of a separate Army supply system, those 
functions would need to be coordinated via separate supply accounts at the 
nearest Army installation. This individual would also be the conduit for other 
logistical support to the headquarters, such as GSA vehicles leased or provided 
by the installation, determination of local logistical requirements for satellite Army 
units in support of USARSO, and other base operations DOL functions. 

Director of Public Works: Would serve as assistant to the Commander/Building 
manager, coordinating upkeep of the facilities provided on a reimbursable basis 
by the non-Army installation. Would be responsible for the physical plant, to 
include HVAC, utilities, building maintenance, space allocation, and all related 
DPW functions. This space could be provided by the host installation, but would 
be on a reimbursable basis. 

Housing Would serve as the conduit between the headquarters and host 
installation for housing requirements. Represent the commander in all issues 
regarding quality of life in base housing, projecting space/grade requirements for 
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the headquarters, managing any designated Army Family Housing dollars 
provided, if separate housing area was designated in a satellite sub-installation, 
and related duties. 

Director of Contracting: Serves as the base operations contractor to support 
internal, Army-specific headquarters building and facility requirements, such as 
the procurement of Army equipment, GSA leased vehicles to support the 
headquarters, mission-unique force protection purchases, and other related 
contracts. Also would be the primary developer and administrator of the 
Installation Support Agreement (ISA) determining what support is provided by the 
host installation and at what cost. 

Director of Resource Management: Responsible for the internal facility 
operating budget, reimbursements to the host installation, planning, 
programming, budgeting of facility resources, and documenting manpower 
authorizations for facilities management requirements. 
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Appendix 3 - Scoring 

Purpose 

This appendix discusses the application of scoring guidelines for the proposal by 
Orion Weston of a possible lease scenario of Old BAMC by USARSO. 

Scoring Guidelines 

0MB Circular No. A-11 (2001) Appendix A paragraph 11 establishes the criteria 
and Scoring Guidelines for purchases, lease-purchases, capital leases, and 
operating leases. Federal Government leases are uscored" for budget purposes 
as capital or operating leases depending on their characteristics. Capital leases 
are scored 100% in the year the lease is signed ( 100% of the present value of 
scheduled lease payments). Operating leases are scored in each lease year in 
the amount of the lease payments. 

0MB Circular No. A-11 (2001) Appendix B paragraph 3 identifies six mandatory 
qualifiers for a lease to be considered an operating lease. These six qualifiers 
are: 

1. Ownership of the asset remains with the lessor during the term of the 
lease and is not transferred to the Government at or shortly after the end 
of the lease period. 

2. The lease does not contain a bargain-price option. 
3. The lease term does not exceed 75 percent of the estimated economic 

lifetime of the asset. 
4. The present value of the minimum lease payments over the life of the 

lease does not exceed 90 percent of the fair market value of the asset at 
the inception of the lease. 

5. The asset is a general purpose asset rather than being for a special 
purpose of the Government and is not built to unique specification for the 
Government as lessee. 

6. There is a private-sector market for the asset. 

Justification For Operating Lease Determination 

Below is our point-by-point initial analysis of the preceding qualifiers. 

1. The leasing control of BAMC remains with Orion Weston (lessor) during 
the term of the lease and is not transferred back to the Government at or 
shortly after the end of the lease period. The lease from the Army to Orion 
Weston is a 50-year lease. This is significantly longer than the anticipated 
20-year USARSO lease and will allow the asset to remain with Orion 
Weston for an additional 30 years past the lease term. 
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2. The lease will not contain a bargain purchase option. 

3. The lease does not exceed 75 percent of the economic life of the asset. 
According to Orion Weston, the economic life of BAMC is 39 years. Thus, 
the 20-year USARSO lease is only 51 percent of the total economic life 
expectancy of BAMC. 

4. The present value of the minimum lease payments over the life of the 
lease does not exceed 90 percent of the fair market value from the 
inception of the lease. A fair market value of the Old BAMC can be 
estimated by extrapolating from a hypothetical analysis using the rental 
stream model done by Ft. Sam Houston on the Beach Pavilions. The 
Beach Pavilions are geographically located within a five-minute (less than 
1K) line of sight walk from BAMC. The Beach Pavilion is 107KSF and has 
a minimum fair market value of $25.SM. This would imply the Old BAMC 
facility of 210KSF would have a minimum fair market value of $SO.OM. 
With u,e present value calculation of the anticipated lease for Old BAMC 
estimated at $27.?M, the present value compared to fair market value of 
the anticipated lease is 54 percent of the fair market value or less. This is 
less than the 90 percent threshold above. 

5. BAMC is a general-purpose asset. USARSO is only leasing a portion of 
this building. The Developer has the ability and is actively pursuing other 
commercial activities to occupy leased space in the building and as part of 
the overall lease. It is not special purpose for USARSO use. BAMC as 
the name implies was built to serve a hospital type mission that is 
inconsistent with USARSO's mission. 

6. The private sector market for this asset exists and is the original concept 
for the Enhanced Use lease Initiative. 

Conclusion 

It is not possible to guarantee that the lease will not be scored as a capital 
lease. The Army analysis above indicates that it is unlikely to be scored as a 
capital lease. The effect of its scoring as a capital lease is that the Army would 
have to put the NPV of the lease ($27. 7M) in an escrow account to be held for 
the term of the lease. These funds could not be used to pay for the lease. 

This effect on the two options that passed the screening criteria would be 
to change the initial facility cost from $5. 7M cheaper for Ft. Sam Houston to 
$22.1 M more expensive for the Ft. Sam Houston option. However, as described 
in earlier portions of the report it is still the only option that can be executed in 
summer 03. The Ft. McPherson option passed the screening criteria, but during 
the evaluations the length of time to complete some of the building renovation 
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projects stretched beyond the summer 2003 requirement. While this would make 
the Ft. Sam Houston option more expensive, it would not change the outcome of 
the recommendation. 
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Appendix 4-Summary of Economic Analysis of Facility 
Alternatives 

The short table below summarizes the economic analysis of the facility 
alternatives between Fort McPherson and Fort Sam Houston. 

Table 8 - Summary Table for Ft McPherson and Ft Sam Houston 
(all costs in $000) 

Annual 
Initial cost MCA expenses 20 year total NPV (5.4%) 

Ft McPherson 
option $ 14,550 $ 15,000 $ 623 s 42,003 $ 

Ft Sam Old BAMC so $0 $2.450 $ 42.100 $ 

Description of the Alternatives 

Fort McPherson/Fort Gillem·alternative. 

This option is labeled Fort McPherson/Fort Gillem because facilities at 
both installations in the Atlanta area are needed to meet all USARSO 
requirements. There was no place on Fort McPherson for the Theater 
Intelligence Group (TIG) and thus it was necessary to consider Fort Gillem for 
that requirement. The following is a description of the option and the impacts to 
other units. 

BLD 41 cost $2.5M. The Command Group and personnel staff would 
occupy the current JAG Headquarters as the most suitable building on post for 
the new USARSO Headquarters. This would require significant renovation and 
upgrade to the old existing building, as well as relocating the JAG to another 
location on post (including the creation of a new court room). 

BLD 169-171 cost $1.75M. Three interconnected buildings are in the 
process of being renovated for the new Transformation Installation Management 
Regional Headquarters. This would become the main administrative space for 
USARSO. It would require that the TIM Headquarters be relocated into the main 
FORSCOM Headquarters building. There are several costs involved in this. 
First, there is a cost to re-configure the three buildings to accommodate 
USARSO versus the TIM. There would be a further cost to redesign space 
allocation and reconfigure the floor plan for the main FORSCOM Headquarters 
building to accommodate the TIM. 

BLD 200 cost SO.SM. A small part of the USARSO G2 would co-locate 
with the FORSCOM G2 inside the SCIF in the FORSCOM Headquarters 
building. 

BLD 58 cost S2.3M. In two years, permanent administrative space could 
be available back on Fort McPherson with the vacation and renovation of 
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administrative space occupied by a Reserve Component Headquarters that is 
having a new Headquarters built on Fort Gillem. 

Cost for TIM Relocation $1.SM. This cost covers the redesign and 
reconfiguration needed to stop the TIM from moving into their designed facilities 
and reorganize and renovate those necessary portions of FORSCOM 
Headquarters to accommodate the new TIM location. 

TIG cost $4.0M (Initial Requirement). The remainder of the G2 and the 
TIG would need to have an existing Fort Gillem facility expanded and converted 
to another SCIF. This is currently an older building that was previously a SCIF. 
However, due to the expansion, the estimated cost is $4M. This is the first 
project listed that would almost certainly be a MILCON project. (It was not 
realized that this would be a MILCON project until the evaluation stage of the 
process). This project cannot be completed by summer 2003. 

TIG cost $15.0M (Final Requirement). The final major-facility 
requirement would be an expanded facility for the TIG when its authorizations are 
planned to increase from 88 to 255 in FY05. Additional facilities and SCIF space 
would be required in FY05. Estimated cost for this new facility is $15M. 

Temporary overflow at Fort Gillem $2.0M. The combination of the 
buildings above provides less than 75KSF towards the USARSO requirement of 
104KSF. Additlonal overflow space for USARSO administrative requirements 
would be needed at Fort Gillem. This would be temporary space, as the only 
available option there is converted warehouse space. 

Annual maintenance cost The annual utility, maintenance, and 
janitorial costs for facilities is $3. 78 per square foot as calculated by the Garrison 
Engineer. This figure is used to calculate the annual cost of $623K for the 
facilities USARSO would occupy under this alternative. 

This option involves significant impacts on at least three major Army units 
and significant renovation and reconfiguration. It is not an easily executable 
option, and as discovered during the evaluation process is only partially 
executable by summer 2003. 
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Table 9 - Summary Table for Ft McPherson 
(all costs in $000) 

Initial faclllty MCA cost Annual facllltles Profit Total 20 iFacility renovation for future 
cost projects maintenance cost expectations year cost 

BLD41 $ 2,500 $ 24 

BLD 169-171 $ 1,750 $ 251 
BLD 200 (SCIF 
modifications) $ 500 $ 42 
BLD 58 (replaces Temp 
at Ft Gillem) $ 2,300 $ 54 

Cost for TIM relocation $ 1,500 

PARC/DOC (with ACA) $0 $ 10 

Ft Gillem facility costs 
Theater Intelligence . 

15,000 Grouo $ 4,000 $ $ 156 
Temp for overflow at Ft 
Gillem $ 2,000 $ 86 

20 vearcost $ 14,550 $ 15,000 $ 623 $0 $ 

Fort Sam Houston Alternative. 

The USARSO Headquarters and all support units can be relocated into 
the old Brooke Army Medical Center main building. All elements (to include the 
increase of the TIG in FY05) will fit into this building that has been leased from 
the Army to a developer (Orion/Weston) through authority of the Enhanced Use 
Lease Initiative under 10 USC 2667. The developer will renovate the building to 
meet USARSO requirements, to include SCIF space. 

Orion/Weston currently holds the 50-year lease to the Old BAMC building 
and the two Beach Pavilions. The Old BAMC building (building 1000) has a total 
of 210KSF net rentable area. The USARSO requirement is for 104KSF 
expanding to 114KSF with the expansion of the TIG in FY05. This is 50 percent 
of the rentable space of the building to start, increasing to 54 percent in FY05. 

Orion/Weston's estimate of the cost of this lease is $23.49 per square 
foot. This includes standard janitorial service, maintenance, and utilities. This 
makes the cost of the lease $2.3M for the first two years increasing to $2.45M 
per year for the remaining 18 years. The Army will share 46 percent of the profits 
from the lease over the lease term. Orion/Weston expects that the profit share 
for the Army in this lease alone will be $5M. This may be returned to the Army in 
direct funds or through in-kind consideration. 
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Table IO - Summary Table for Sam Houston 
(all costs in $000) 

Lease cost Initial facility MCA cost for Annual facilities Profit 

$ 2,300 

renovation cost future projects maintenance cost expectations 

$0 $0 
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Appendix 5, Estimated Costs to Move 

Total OMA And MPA Costs: The total cost to move to any location in the 
southeast United States is essentially the same (with the exception of the facility 
costs). These costs are captured in Table 5 below. Costs shown here do not 
include any "installation unique" facility costs. A written explanation of these 
costs follows the table. 

OMA MPA 

PERSONNEL COSTS $9,452 

MOVEMENT COSTS $14,100 $5,483 

AUTOMATION EQUIPMENTJWIRING $19,000 

ADDITIONAL COSTS $9,500-

TOTAL OMA CONSTRUCTION - OTHER POSTS $250 

TOTAL OMA REQUIRED TO MOVE $52,302 

TOTAL MPA REQUIRED TO MOVE $5,483 
Table 11. Total USARSO Relocation Costs 

These costs are offset by an estimated annual net cost savings to the Army of 
$13M through reducing operating costs at Fort Buchanan to pre-USARSO levels. 
There is $32. 7M in appropriated MIL CON funds held by the construction 
moratorium that can be reprogrammed for other Army requirements. The 
MILCON required to support a continued USARSO presence at Fort Buchanan is 
estimated at greater than $50M. The funds saved will allow the Army to pay for 
the move over a few years. 

Estimated Personnel Costs: 

Description: Movement costs for relocation of an estimated 166 civilians. 
Includes movement costs at an average cost of $50K per employee to cover 
airline transportation, movement of household goods, temporary quarters 
subsistence entitlement (TQSE), personal vehicle shipment, real estate costs, 
and other miscellaneous charges normally covered by the Joint Travel Request. 
Also covers Voluntary Separation Incentive Pay, Voluntary Early Retirement 
Authority, and Reduction in Force (RIF) of up to 36 spaces civilians at an 
average cost of $25K each. Also covers cash-in of accrued leave of civilians 
affected by RIF. Assumes all military costs will be borne by the by Military 
Personnel, Army appropriation (centrally funded) upon approval of unit move and 
posting of unit movement orders by Headquarters, Department of the Army. 
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Estimated Movement Costs: 

Description: Includes incremental temporary duty costs for coordination trips 
between San Juan and new location for building planning/design, coordination 
with installation to negotiate a myriad of support agreement issues, meetings with 
contractor(s), force protection coordination, implementation of 
communication/automation plan, command and control planning, intelligence 
coordination, logistics coordination relating to movement of USARSO equipment. 
packing & crating of USARSO office equipment, furniture, etc, line haul from port 
to new site, rental of 300 containers for sea/land shipment, and related costs for 
contractor to pack all items. f ncludes costs for movement of RED SWITCH from 
Fort Buchanan to new location, communications contract design for facility, 
electrical upgrades for communications/automation equipment relocated, special 
work at new facility for moved equipment, and associated costs. 

Estimated Automation Equipment,Wiring Costs: 

Description: Costs associated with automation required for new conference 
rooms, video teleconference facilities to include secure equipment required, new 
equipment for ramped-up theater support activity, special fiber purchase and 
installation at new facility for high-speed data transmission and high-load 
transmissions such as accounting data to Defense Finance and Accounting 
Service, central routers, servers, communications closets, switches, Global 
Command and Control System, initial local area network setup/linkages, contract 
support for reconfiguration, and radios/tactical sets for operations center. Also 
includes estimate for replacement/upgrade of current automation equipment and 
systems, which were purchased during move from Panama during the FY98 time 
frame, and are not adequate for command and control of USARSO. It would not 
be cost effective to prepare equipment, pack, crate, ship, unpack, re-prep, and 
install current systems when they are already outdated. In order for USARSO to 
be effective at new location, new system and link to main communication lines 
already in place at new facility would be required. 

Other Costs at New CONUS Location: 

Description: Office furniture and specialized furnishings (command group, 
visitors area, VIP area, main conference room}; reimbursable costs charged by 
Army Installation (phone hookups, guard contract for facility, custodial contract, & 
other reimbursable services) and lease of facility in FY 2003. 

Estimated MPA Costs: 

Description: All movement costs for military personnel borne by Military 
Personnel, Army appropriation and centrally funded upon publishing of unit move 
orders. 
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THE UNDER SECRETARY OF DEFENSE 

ACQUISITION, 
TECHNOLOGY 

AND LOGISTICS 

3010 DEFENSE PENTAGON 
WASHINGTON, DC 20301-3010 

ACTION MEMO 

F" ;!If' "" . '[ I I 2 ~ • .;.. ,_ .. :..; -ew fa : 

August 2. 2002 11 :00 AM 

FOR: SECRETARY OF DEFENSE DepSec Action. __ _ 

FROM: Mr. E.C. "Pete" Aldrit'"~J flk/, l-
SUBJECT: Relocation of United States Army South (USARSO) 

• Recommend disapproval of the Army's request to relocate USARSO from Ft. 
Buchanan, PR to leased space on Ft. Sam Houston, TX no later than the summer of 2003 
(TAB A). Congress required the Army to send its relocation study to them by July 23, 
2002 (TAB B ). Preliminary information indicates that the proposed move may lawfully 
proceed prior to BRAC 2005 (TAB C). 

• The Anny asserts that deteriorating work and living conditions caused 40% of the 
civilian work force to leave, raising significant readiness issues and necessitating an 
urgent move. Actions to stabilize the workforce and improve living and working 
conditions in place (e.g., increasing variable location pay and housing allowances, and 
other quality of life enhancements) need to be explored further by the Army/OSD. 

• The Anny analysis eliminated 12 of 14 alternative CONUS locations based on three 
screening criteria (TAB D). Ft.McPherson (FMP) and Ft. Sam Houston (FSH) survived 
initial screening. The Army selected FSH because it asserts that the net present value of 
20 year costs at FSH is less than at FMP. In addition to facility costs, relocation costs are 
$57.SM. Annual recurring savings are $13M. With a payback period in excess of 4 
years, relocation costs will not be recovered before consideration under BRAC. 

• USD(P&R) nonconcurrence (TAB E) states that the proposal does not reflect the 
Secretary's desire for a plan that would enhance joint operations, reduce headquarters in a 
transformational manner or comport with the decision made at the Service Chief Tank on 
June 10, 2002, to make SOUTHCOM a test bed for implementation of an organizational 
model to increase jointness, thereby eliminating the need for USARSO. 

RECOMMENDATION: Disapprove the proposed relocation at this time and direct the 
Anny, USD(P&R), USD(AT&L), and SOUTHCOM to refine the analysis and develop 
further options by 15 September 2002 that support the decision to make SOUTHCOM a 
test bed for organizational transformation. In this regard, determine what elements of 
USARSO need to be retained, reorganized and relocated and when and to where to 
achieve elimination of the Army component command but operate as Anny operations, 
planning and force provider to SOUTHCOM. SPL ASS!STA~T 01 RITA 
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TO: 

FROM: 

Larry Di Rita 

Donald Rumsfeld 

SUBJECT: Briefing on Rodman's Trip 

July 15, 2002 2:39 PM 

Someone needs to brief me on Peter Rodman's trip before I meet with the 

President on Tuesday. 

Thanks. 

DHR:dh 
071502-42 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by O -, / 1 r., I ov 
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Snowflake 

TO: Doug Feith 

Donald Rumsfeld ))\ 

Cuba 

pJ ?F 33lf 

0 ~ 1oo3aEo 
February 28, 2002 9:57 AM 

John Bolton apparently told a Congressman from Texas that he could not get 

clearance to mention that Cuba has a biological program. The Congressman is 

aware that Cuba does have one, and he said he thought the Clinton problem of 

L covering up things had ended with the Clinton administration. ;He wonders why. 

Could )'OU please have someone look into that and give me a report? 

Thanks_ 

DHR:dh 
022802-5 
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TO: Gen. Jones 

FROM: Donald Rumsfeld 7--
SUBJECT: Legislative Fellowship Program 

July 25, 2002 5:53 PM 

l appreciate your memo of 16 July on the Legislative Fellowship Program. You 

had some very good arguments. 

I have decided to continue the program, but I am going to have it operate at a 

somewhat lower level, at least for the period of the Global War on Terrorism. 

Thanks so much. 

Regards. 

Attach. 
07/16/02 CMC memo and !tr to SecDef 

DHR:dh 
072502-18 

......•....•••...••...•.•....•...•••...•........••..••....••...••....••. , 

Please respond by ---------
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I, Ill·-· 

16 July 2002 

, -.:····~ .. .,Dear Mr. Secretary, 
. ·. ,,.,.,-,• 

I would like to take this opportunity to give you my view on the value of the 
Legislative Fellowship Program to the Marine Corps and, perhaps more importantly, to 
the Congress. Our program is a tremendous educational tool, both for the individual 
Marine, and for the Members of Congress and their staffs. 

Over the last 20 years, the number of Members of Congress who have served in 
uniform has dwindled. So too have the number of congressional staff members who have 
any prior association with the armed forces. While such experience is not a prerequisite 
for being able to participate in national security dialogue, it has throughout our history 
provided Members and staff with a valid base from which their knowledge, credibility, 
and sophistication developed. Less than one-third of our elected representatives today 
have ever served in uniform, contrasted with almost two-thirds just two decades ago. In 
1947, when the Department of Defense was created, 48% of Members had military 
experience, compared to only 31 % in the current Congress. Additionally, the reduction 
of our base structure means fewer Members with forces stationed in their districts and 
states. 

Our Legislative Fellows program helps to overcome this lack of military experience 
in Congress through their day-to-day interaction with Members and staff. They facilitate 
communication of military issues to the Members in a timely and personalized manner. 
They can often answer questions of Members and staff based on their own knowledge 
and experience, reducing written requests for information to the services. They "speak 
the language" of defense, they put a face on the military, and they provide the Congress 
with some of the nuances of the Department of Defense, its vision, its culture, and how it 
defines success. This type of infonnation and communication can only come from those 
who wear the uniform. While critics of this program feel that it provides .. free labor" for 
"the Hill," J am persuaded, after 3 years of reports from Members and staff alike, that our 
fellows are making a significant contribution toward compensating for a serious 
experience/understanding gap in national security issues. 

Our legislative fellows also ensure that we in uniform stay connected to the elected 
representatives of the society we serve. As fully functioning components of 
Congressional staffs, they become cognizant of the issues facing our elected officials 
each day. They understand the competition for resources among the diverse priorities 
facing the nation and how defense issues fit into the mix. Their ability to aid the dialogue 
contributes to breaking down stereotypes, allowing Members and staff to better support 
and oversee our men and women in uniform and their families. 
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The benefit to the individual fellows is enormous in terms of understanding and 
appreciating our political leaders in Congress and the process by which they support us. 
This exposure provides young officers a tremendous insight into how the legislative 
process works, the importance of understanding the process, and further develops a 
personal respect for public service, as exemplified by the demands of the average 
Member's schedule and a clear example of civilian control of the military. They 
experience first hand how the military responds to civilian leaders. The fellowship 
program offers an interactive lesson in how civilian leaders in the legislative and 
executive branches, along with uniformed leadership of the Armed Forces, come together 
to enact policy, effect change, and ultimately address the nation's important and complex 
security requirements. 

The full benefit of the legislative fellow's experience will come later in the 
professional lives of our officers, though the Congress and Department of Defense 
benefit in real time from this unique program. As a major 23 years ago, I was assigned 
by the Marine Corps to be the liaison officer to the United States Senate. I spent 5 years 
in that assignment. Had I been fortunate enough to have participated in any program 
such as the one our current fellows are provided, I would have been much more 
productive in a much shorter period of time. Times were different then, and national 
security was considered to be a very important issue of our then-bipolar world. The 
current rekindling ofinterest in such issues only dates back to 11 September 2001. We 
must continue to find ways to educate our Congress with regard to national security 
issues and the vitally important role that they must play in our national discourse on such 
issues. 

I deeply believe that the numbers of fellows who participate in this program is about 
right, given the size of the task at hand. I request that we be allowed to continue this 
important effort which, though difficult to quantify in concrete terms, is making a very 
significant difference for the young officers .involved, the Congress of our Nation, and the 
Department of Defense. 

The Honorable Donald H. Rumsfeld 
Secretary of Defense 
1000 Defense Pentagon, Room 3E880 
Washington, DC 20301-1000 

Semper Fidelis, 

arine Corps 
e Marine Corps 

2 
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DEPARTMENT OF THE NAVY 
HEADQUARTERS UNITED STATES MARINE CORPS 

2NAVV ANNEX 
WASHWGTON, DC 20380-1775 

MEMORANDUM FOR SECRET ARY OF DEFENSE 

THROUGH: Secretary of the Navy 

FROM: General James L. Jones, Commandant of the Marine Corp.aiq 
Prepared by: Col R. S. Trout, S!Gf )(5) I ij U 

SUBJECT: Legislative Fellowship Program - ACTION MEMORANDUM 

PURPOSE: To discuss the benefits to both Congress and the Department of 
Defense of sustaining the Legislative Fellowship Program. 

DISCUSSION: Additional information provided in attached letter. 

COORDINATION: NONE 

IN REPLY REFER TO 

RECOMMENDATION: SecDef approve continuation of the Legislative 
Fellowship Program and maintain the number of participants in the program at 
current levels. 

APPROVED: ----
DISAPPROVED: ----
OTHER: ----

Attachment: 
1. My ltr of 16 Jul 02 
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OFFICE OF THE SECRETARY OF DEFENSE SECDEF HAS SEEN 
3140 DEFENSE PENTAGON . . _#':' 

WASHINGTON, DC 20301•3140 ,J~ f 2002: 
INFOl\mMO 

DEFENSE SCIENCE 
BOARD 

FOR: SECRETARY OF DEFENSE 

22 July 2002. 7:21:22 AM 

FRort'b~~IDMl,7t:nIRMAN, DEFENSE SCIENCE BOARD 

THRU: UNDER SECRET,}!~ffE (ACQUISITION, TECHNOLOGY & 
LOGISTICS) C-(. ~ V 111:'1,IJL-

SUBJECT: Defense Science Board Study of the Biotechnology and Electronics Interface 

In reference to your recent query regarding the interface between biotech and electronics 
Ff:IP'1) 

' 1£ 

• The most recent Defense Science Board Task Force (DSB TF) to investigate the 
biotechnology/electronics interface was the 2000 Summer Study on Defense 
Against Biological Weapons led by Dr. George Poste. Dr. Poste's study 
recommended development of a Z chip - an assay chip to determine the presence 
of a pathogen. 

• In addition to ongoing work on assay systems, I was advised that there are several 
other topical areas undergoing investigation in the biotechnology/electronics 
interface: 

• Developing an interface between living organisms and electronic control. For 
example, a "rat" with implanted electrodes that could be driven through a simple 
obstacle course. 

• Combining sophisticated electronics ( e.g., pattern recognition) with stimulation of 
biological inputs - primarily perceptual, but with other opportunities in the future. 
Examples include retina on a chip and cochlear implants. 

• Trying to mimic biological systems. DARPA's dog nose project is an example 
program. 

• Building hybrid computing systems which have a biological component and 
silicon computing. 

Ul1891 
11-L-0559/0SD/9985 
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• Direct interlace of human thinking into computer architecture. 

• Research at the neurobiological level that uses electronic tools to study the 
activities of the brain and tries to correlate this activity with thinking moving, etc. 
Applications range from control of robotic limbs just by thinking to devices that 
could be used in questioning and interrogation. 

• An additional area of concern is the possibility that the Department and US 
Government may not be investing in some of the basic and long range research in 
these areas leaving the Department open to technological surprise. 

• Any one of these areas could be the subject of a DSB TF and I would be happy to 
initiate one in any area that you find particularly important. 

COORDINATION: NONE 

l(b)(6) 

Prepared By: CDR Brian Hughes/DSB1 .... ______ ___, 

11-L-0559/0SD/9986 
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TO: 

OM: 

Bill Schneider 

Donald Rumsfeld roA. 
Study 

July 1, 2002 8:39 PM 

Is it correct that you folks have a study going on with respect to the interface 

between biotech and electronics? 

Thanks. 

DHR:dh 
070102-77 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by _______ _ 

-":.· .~_ . 

-
·- (.) r 

Uf1892 /02 
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TO: 

OM: 

Bill Schneider 

Donald Rumsfeld roA. 
Study 

July 1, 2002 8:39 PM 

Is it correct that you folks have a study going on with respect to the interface 

between biotech and electronics? 

Thanks. 

DHR:dh 
070102-77 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by _______ _ 

-":.· .~_ . 

-
·- (.) r 

Uf1892 /02 
11-L-0559/0SD/9989 



OFFICE OF THE SECRETARY OF DEFENSE SECDEF HAS SEEN 
3140 DEFENSE PENTAGON . . _#':' 

WASHINGTON, DC 20301•3140 ,J~ f 2002: 
INFOl\mMO 

DEFENSE SCIENCE 
BOARD 

FOR: SECRETARY OF DEFENSE 

22 July 2002. 7:21:22 AM 

FRort'b~~IDMl,7t:nIRMAN, DEFENSE SCIENCE BOARD 

THRU: UNDER SECRET,}!~ffE (ACQUISITION, TECHNOLOGY & 
LOGISTICS) C-(. ~ V 111:'1,IJL-

SUBJECT: Defense Science Board Study of the Biotechnology and Electronics Interface 

In reference to your recent query regarding the interface between biotech and electronics 
Ff:IP'1) 

' 1£ 

• The most recent Defense Science Board Task Force (DSB TF) to investigate the 
biotechnology/electronics interface was the 2000 Summer Study on Defense 
Against Biological Weapons led by Dr. George Poste. Dr. Poste's study 
recommended development of a Z chip - an assay chip to determine the presence 
of a pathogen. 

• In addition to ongoing work on assay systems, I was advised that there are several 
other topical areas undergoing investigation in the biotechnology/electronics 
interface: 

• Developing an interface between living organisms and electronic control. For 
example, a "rat" with implanted electrodes that could be driven through a simple 
obstacle course. 

• Combining sophisticated electronics ( e.g., pattern recognition) with stimulation of 
biological inputs - primarily perceptual, but with other opportunities in the future. 
Examples include retina on a chip and cochlear implants. 

• Trying to mimic biological systems. DARPA's dog nose project is an example 
program. 

• Building hybrid computing systems which have a biological component and 
silicon computing. 

Ul1891 
11-L-0559/0SD/9990 
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• Direct interlace of human thinking into computer architecture. 

• Research at the neurobiological level that uses electronic tools to study the 
activities of the brain and tries to correlate this activity with thinking moving, etc. 
Applications range from control of robotic limbs just by thinking to devices that 
could be used in questioning and interrogation. 

• An additional area of concern is the possibility that the Department and US 
Government may not be investing in some of the basic and long range research in 
these areas leaving the Department open to technological surprise. 

• Any one of these areas could be the subject of a DSB TF and I would be happy to 
initiate one in any area that you find particularly important. 

COORDINATION: NONE 

l
(b)(6) 

Prepared By: CDR Brian Hughes/DSB/,_ ______ __ 

11-L-0559/0SD/9991 
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.. 
Snowflake 

TAB A . 
February 11, 2002 10:21 AM 

TO: Gen. Myers 

CC: Marc Thiessen 

FROM: Donald Rumsfeld ~ 
SUBJECT: Statistics 

Thanks for the attached memo on statistics in Afghanistan. Please bring it up to 

date, declassify what you can and put it in presentation fonn. 

I might use it in a press briefing-perhaps it could show the number of sorties and 

then underneath it show Navy, Marines, Air Force, Special Ops, and coalition. I 

wou]d like it set out in a way that people could readily digest it. 

Thanks. 

Attach. 
01/2 7 /02 CJCS memo to Sed>ef re: Statistics Regarding Afghanistan 

DHR:dh 
021102·14 

l(b)(6) I . 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
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• 

• 

TO: 

CC: 

Paul Wolfowitz 
Gen.Myers 
Gen. Pace 
Doug Feith 

Larry Di Rita 

FROM: Donald Rumsfeld vi\ 
SUBJECT: Way Ahead 

In the Principals Committee meeting, Condi asked for a D /CIA melded piece 

on the way ahead in the war on terrorism to present to e PC on Thursday. 

George Tenet and I responded by saying we would ave one. 

That means George Tenet and I need to see a elded piece by no later than next 

Tuesday, so that, to the extent we have vie sand thoughts on it, there will be 

sufficient time to get it redone. We sho d probably see it together. 

I suggest we schedule a meeting o uesday for the presentation ofthe-nielded 

piece. 

Whoever is in charge of se · g that it gets melded, please make sure it is done. 

Larry, please set the mJing . 

.. /
// 

Thanks. 

DHR:dh 
010402·19 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please espond by ________ _ 

;' 
I 

Ull924 
11-L-0559/0SD/9994 
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• January 4, 2002 6:16 PJ\f 
,-

TO: Gen.Myers 

FROM: Donald Rumsfeld ~ 

SUBJECT: Way Ahead in AOR 

When do you suppose CINCCENT will be ready to brief the PC on the way ahead 

in the other parts of its AOR as Ralston did and as we are going to have Blair do? 

Thanks. 

DHR:dh 
010402-47 / 

I 
/ 

/ . 
·································~······································ / 

I 

Please respom:J by / 

• 
! 
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/ 

• 

_/ 

~ // 
~I ,/; 

:r 1/,ni I sia.lc! s,?e t~,J~s, ~ 

f)tEEBKk.1-roti / J1B/I '71wrdtf.(J a ,i cl. ./-hen deeid<t
; f i./-~ r. d0, Jr, r pr,'me .Ji Me . 

(flW'~ 

Ull925 /02 
11-L-0559/0SD/9995 



Snowflake 

I 

TO: 

CC: 

FROM: 

Gen.Myers 

Paul Wolfowitz 
V ADM Giambastiani 
Doug Feith 

Donald Rumsfeld l")f\ 

SUBJECT: Extension 

0:, 
~ '*''~~~ /~ 

January 4, 2002 10:36#); ~ 
(? }.I 

,e- Q 

0Lf 
/ 

I 
I 

On January 3, I spoke with General Franks. After siting with the President, we 

have asked Gen. Franks, and he has agreed, to e}dend his tour for one year, to July 

1, 2003. Please check to see that is the right Jkte. 
/ 

I have told Gen. Franks. 

Thanks. 

DHR:dh 
010402-18 

r 

/ 

/ 
I 

_,. / 
:JUL'/ ~ /S 

to_Ra_Ea- D,tm 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by..,...._ ______ _ 

/ 
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; 

/ 
/ 
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UNDER SECRETARY OF DEFENSE 
4000 DEFENSE PENTAGON 

WASHINGTON, O.C. 20301 -4000 

PERSONNEL AND 
READINESS 

ACTION MEMO 

January 8, 2002; 1 :00 PM 

FOR: SECREf ARY OF DEFENSE ~DepSec Action 

FROM!1iavid S. C. Chu USD (P&R)~ /-II-(} z.. 
(Signature and Date) 

SUBJECT: General Officer Extension 

• You requested that General Torruny R. Franks, USA, be extended 12 months in his 
current assignment as Conunander in Chief United States Central Conunand. The 
CJCS concurs with the extension (Tab A). 

• General Franks has served as the Conunander in Chief United States.Central 
Command since July 61 2000, and his projected rotation was Ju!y 6, 2002. If this 
extension is approved General Franks' adjusted departure date will be July 6, 2003. I 
have confinned with the Anny General Officer Matters Office that the SecArmy has 
concurred with this extension. 

• General Fran.ks' mandatory retirement date is March 1, 2007, based upon 40 years of 
commissioned service. 

• ADVERSE INFORMATION: The Office of the DoD IG reviewed its records and 
found no adverse infonnation. 

RECOMMENDATION: Approve the request for extension by initialing below and at 
Tab A. 

SECRETARY OF DEFENSE DECISION: 

'~proved 
Disapproved ---

COORDINATION: Tab B 

Attachment 
As stated 

Prepared by: LTC Sally Jo HalLJ 

0 

SPL ASSISTANT Ol 
SR MA GIAMBASTIANI 

MABUCCl 

11-L-0559/0SD/9997 



--~ 
CHAIRMAN OF THE JOINT CHIEFS Of STAFF 

WASHINGTON, D.C. 20318-9919 

MEMORANDUM FOR THE SECRETARY OF DEFENSE 

Subject: Joint General/Flag Officer Tour Length Extension 

Recommend General Tonuny R. Franks, USA, be extended for twelve months 

in his current assigrunent as Commander in Chief, United States Central 

Command. If approved, his adjusted departure date will be 6 July 2003. 

SECDEF DECISION 

~proval 

___ Disapproval 

11-L-0559/0SD/9998 



SUBJECT: General Officer Extension-- General Tommy R. Franks, USA 

COORDINATION: 

Dir, OEPM 
OGC 
DASD(MPP) 
ASD(FMP) 

11-L-0559/0SD/9999 



Janu~ry 7, 2002 9:58 AM 

TO: Gen. Myers 

CC: Gen. Pace 
Paul Wolfowitz 

FROM: Donald Rumsfeld Y 1',.. 

SUBJECT: CINC Briefings / 
As I watched the Joe Ralston briefing, it was pretty clear t e the other CINCs 

would benefit by seeing it. It would enable them to do better job on their 

briefings. 

Why don't we set up an arrangement whercbY, e have a SVTC, and each of the 

other three see the way ahead on terrorism y one CINC, then at another time they 

see it by another CINC. Maybe we c o two sessions where two do it, and then 

the other two do it. I would do Blai nd Ralston first for the others, and then 

allow about a week or two and d the other two, because CENTCOM and 

SOUTHCOM arc nowhere ne 

Thanks. 

DIIR:dh 
010702-16 

SECOEF \.\AS c;;=n" 
J.l\N :. ! WO'l 

S C: t..,)E:: F

R. ESPo ,vS E ISE:Low 
0 N SCJ..1£:Dut-£ Full 

&2155. 
••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

the SecDef asked the USD(P) and the CJCS to arrange a series of 
the issues involved. 

The next will be at 1 -1630, Mon 14 Jan . In this session, two CINC's (EUOM & PACOM) will brief the other 
attendees. The entir. session is only two hours, so briefings will need to be condensed to no more than 40 minutes 
per formal present ion. 

The final sessi will be at 0930~1130, Thurs 17 Jan. The two remaining CINC's (CENTCOM & SOUTHCOM) will 
brief. using th ame parameters. 

/ 

I 
VADN..__ ~ ·. 
/J ,,.j-,'.,, D' 'e__c/ 

-:;1 13 a 
1_111q47 

:0JS 
11-L-0559/0SD/10000 
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• 
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January 8, 2002 

TO: Gen. Myers 

FROM: Donald Rumsfeld )1 
SUBJECT: UCP 

We better slow down on the Unified Command Plan. Condi ,,,a Colin would both 
/ 

like to get briefed on it and make sure we do the diplo7 side of it right. 

Let's get that done before we try to tie a lnot aro/ and put it to bed. 

Thanks. / 
/ 

/ 

.' 

llHRdh 
010802-4 

································~····································••1 
Please respond by ___ 1 ..... / _, ..)_I. _., 1 ___ _ 

/ 

Ull948 /02 
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Snowflake 

TO: L] 
FROM: Donald Rumsfeld ·-p A 
DATE: March 26, 2002 ~ 
SUUJECT: Attached Memorandum 

Condi and Colin say they have not received this memo on t e EU in Maccdonin. 

Please send another copy and sce that they get it and fi out why they didn' t gel 

it. 

DHR/azn 
032602. 14 

i 

I 
I 

II 
I 

I 

i 

Attach: Memorandum to Secy Pow{II and Dr. Rice J/21/02 Re: EU in Macedon ia 
I 

Please respond by: -r-J_ __ 
1 

_ _ _ 'J-!k_i-+-)0_d. _ _ _____ _ _ _ __ _ 
I 

I 
I 

I 

I ,~ii) !)111'/ e. 
I 

.· . , .... , I !rJ( 
/" .~.·.: :;: ,""f .~f \ ')"- , 

I 
I 

' J~/: - .... 

.' .~ 

,/ 
/ 
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Snowflake 

TO: 

FROM: 

l'b)(G) I-= CON Fl OENTil 
Donald Rumsfeld .ff. 

8:10AM 

DA TE: March 26, 2002 

SUBJECT: Attached Memorandum 

Condi and Colin say they have not rece ived this memo on the EU in Macedonia. 

Please send another copy and see that they get it and find out why they didn't get 

it. 

I" 
/ l \ - • 

I \ ''7" . 
' (r Ir l ,,"' 

March 26, 20~ / .\ 
6:50 PM 

Mr. Secretary-

Cables faxed the memo on the EU in Macedonia to Dr. Rice and Secretary Powell 
on Thursday, March 21 (the day you wrote the memo). at 6:30 p.m. We have 
receipts that the faxes were transmitted success fully to the White House Situation 
Room (6:42 p.m.) and the State Department (6:44 p.m.). 

We do not know why those copies were not then delivered to Sec. Powell and Dr. 
Rice. 

The memo is being transmitted again this evening (Tuesday, March 26). Cables 
will again get confirmation of receipt, will verify via telephone the name of the 
person at those locations who receives the fax and will ask that person to be sure 
the memo gets delivered to the principals. 

t f 

: CONFIDE~ 
UPON IEMOV ALOF ATTAOiMENl'(S) 

11~~ 



• 

• 

• 

January 14, 2002 7:25 PM 

\ 
TO: Gen. Myers 

Doug Feith 
/ '{;- ~ i ;?..'V .1 

/ I~ ~ 
FROM: Donald Rumsfeld\' (\ 1~ · e,,7 .J Y\' \1 Y·/...u ,/ o 

SUBJECT: Maritime Interception · if N 
Y b h h . . . . I I \"_/ ou ot owe us an answer on t e manttme interception ega issue. 

Thanks. 

DHR:dh 
011402-64 

....••...•••...••........•••...•.....•... ~ .....•...•....•••........•••... , 

Please respond by --------

., 

Ull951 
11-L-0559/0SD/10004 
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Snowflake 

• 

• 

• 

January 21, 2002 12:59 PM 

TO: Gen. Myers 

FROM: Donald Rumsfeld '\) {\-

SUBJECT: Name of Operation 

We ought to think through whether the phrase, "Operating Enduring Freedom" 

ought to apply to the entire anti-terrorism war or whether it ought to apply just to 

what is going on in CENTCOM. 

Let's discuss this. 

Thanks . 

DHR:dh 
012102-.38 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ o_t_l_· ?._. _~_{_0_1.,.., __ _ 

U 119 5~~ /02 

11-L-0559/0SD/10005 
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-· Snowflake 

• 
TO: 

CC: 

FROM: 

Gen.Myers 

Dov Zakheim 

Donald Rumsfeld ~ 
SUBJECT: Planning In Order to Reduce Costs 

January 29, 2002 12:00 PM 

I am told it costs $7.25 to airdrop one of the humanitarian rations-the ones we 

dropped millions of. It costs $0.12 to deliver one by surface means. 

It is clear that planning up front saves money. 

It is clear that pre~positioning saves money. 

For things we are in charge of pulling the trigger on, you would think with some 

• planning and some pre-positioning we could save a fortune. 

• 

Gen. Handy has some good ideas on this. I think we ought to get our CINCs 

talking to him about pre-positioning now. 

Thanks. 

DHR:dh 
012902-20 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 0_1-__._{ D_S__.· /._0_1---__ _ 

--
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,. 
CHAIRMAN OF THE JotNT CHIEFS OF STAFF 

WASHINGTON, D.C. 20318-9999 

INFO MEMO 

FOR: SECRETARYOFDEFENSE t/f? 
FROM: General Richard B. Myers, CJC~ 

SUBJECT: Planning In Order to Reduce Costs 

CM-160-02 
6 February 2002 

• In response to your comments (TAB) regarding pre-positioning (PREPO), I 
heartily agree with the assessment regarding the savings in transportation costs as 
well as the enhanced agility and responsiveness that PREPO affords the 
warfighting combatant conunander. 

• The benefits of such programs were realized early in Operation ENDURING 
FREEDOM, with USCENTCOM taking advantage of PREPO equipment and 
stocks ( e.g., munitions, bare base, Army Prepositioned Stocks, and inland 
petroleum distribution systems). 

• Problems faced early on, specifically with Humanitarian Daily Rations, have 
largely been overcome with established forward storage in Ramstein ( contingency 
stocks), increased industrial production, and an overall inventory in excess of 
initial 11 September levels. Future PREPO sites will be established as required to 
meet combatant command requirements. 

• My staff, the combatant commanders, and the Services have been and are working 
PREPO issues with your intent clearly in mind. Forward planning and the 
resulting PREPO are conserving resources while improving speed, lethality, and 
needed support. 

COORDINATION: NONE. 

Attachment: 

i\s stated D 
Prepared By: Major General Celia L. Adophi, USAR; Acting Director, JA; 

11-L-0559/0SD/10007 
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TO: 

FROM: 

SecArmy 
SecNav 
SecAF 
CJCS 
VCJCS 
CSA 
CNO 
CSAF 
CMC 
USD(AT&L) 
USD(C) 
USD(P) 
USD(P&R) 

Donald Rumsfeld \)f\- r 

SUBJECT: Major Decisions 

January 24, 2002 11:44 AM 

Please review the attached list and reply with any comments. 

Thanks. 

Attach. 
01/19/02 SecDef "Major Directional Oecisions-9/11 et seq." 

DHR:dh 
012402-9 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by O 2-- / 0 I / 0 ~ v 

9.) 
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C> 

Ull955 /02 Q) 
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January 19, 2002 11:44 AM 

• SUBJECT: Major Directional Decisions-9/11/01 et seq. 

- Despite the September 11th terrorist attacks or attacks that may occur in the future, the U.S. will not 
pull back or withdraw - the U.S. will stay engaged in the world. 

- When attacked, the U.S. will be "leaning forward, not back." When the U.S. is seen as faint
hearted or risk-averse, the deterrent is weakened. 

- Terrorism: it is not possible to defend against terrorism in every place, at every time, against every 
conceivable technique. Self-defense against terrorism requires preemption - taking the battle to the 
terrorists wherever they are and to those who harbor terrorists. 

- The war against terrorism wi11 be .. broad-based, applying pressure and using all elements of 
national power-economic, diplomatic, financial, intelligence, law enforcement and military, both 
overt and covert." 

- The campaign against terrorism will be "long, hard and difficult.,, Terrorists do not have armies, 
navies or air forces to attack, so we must go after them where they are and root them out. 

- The U.S. will not rule out anything-including the use of ground forces. This will not be an 
antiseptic, .. cruise missile war." The U.S. is ready and willing to put boots on the ground when and 
where appropriate. 

- Coalitions: "The mission must detennine the coalition; coalitions must not determine missions"; 
missions must not be dumbed down to the lowest common denominator by coalition pressure . 

• 
- The U.S. wants help from all countries, in every way they consider appropriate; we recognize that 

to get maximum support, it is best for each country, rather than the U.S., to characterize how and in 
what ways they are assisting the overall effort. 

• 

- Declaratory policy: the U.S. is against global terrorists and countries that harbor terrorists-"you 
are either with us or against us." 

- The U.S. recognizes it must be willing to accept risks. There are causes so important that they 
require putting lives at risk - fighting terrorism is one. 

- A void personalizing the war against terrorism by focusing excessively on UBL or Omar. The task 
is bigger and broader than any one individual. We must root out the terrorist networks. 

- Because Afghanistan is "anti-foreigner,'' the U.S. emphasized the truth, that the U.S. is not there to 
stay; rather, we are there to help fight terrorism, liberate the Afghan people from the Al Qaeda and 
the Taliban, assure that it does not harbor terrorists in the future and assist with humanitarian 
assistance. 

- The link between global terrorist networks and the nations on the terrorist list that have active 
WMD capabilities is real, and poses a serious threat to the world; it points up the urgency of the 
effort against terrorism. 

- September 11th resulted in a major shift in the world, offering opportunities to establish new 
relationships and to reorder institutions in ways that will contribute to our goals of peace and 
stability for decades to come . 

Donald Rumsfeld 

DHR:dh 
SD Memos/Current MFRs/Major Decisions 

11-L-0559/0SD/10009 
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TO: Gen. Pace 

CC: Torie Clarke 

FROM: Donald Rumsfeld ~ 

SUBJECT: Philippines 

February 11, 2002 1:50 PM 

I just saw this article from the FBIS, "Filipino Officials Alarmed at Rumsfeld's 

Statements on US Troops in Mindanao," saying they are concerned about my 

press statements. It surprises me, because I thought I was sticking exactly to what 

I was being told by Admiral Blair and by what I was reading of the MoD in the 

Philippines . 

Please see if you can figure out what the precise guidance ought to be for us, so 1 

can get it into my head. 

Thanks. 

Attach. 
02/10/02 Manila Kabayan 

DHR:dh 
021102-48 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ o_,1 ... ..,..f_i-_:z..._j _o_v __ _ 
' 

Ull956 
11-t-0559/0SD/10010 
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FBS-ri PHILIPPINES: Filipino Officials Alarmed at . d / Rumsfiel ·cij.. ,. 
014 O~"C{J / 

f"'ft".HAs SfEN e: 2002 02/10 05:50 GMT 
Ref: 
PHILIPPINES: Filipino Officials Alarmed 
statements on US Troops in Mindanao 

at Rumsfield's 

SE0202100004 Manila Kabayan (Internet Version-WWW) in Tagalog 
10 Feb 02 

1 1002 

[Report by Dorian zumel Sicat: ·us Defense Chief Confirms 200 US 
troops roaming in Basilan;" passages within slantlines in English] 

[FBI$ Translated Text] ZAMBOANGA CITY -- Military and 
/civilian officials/ in Basilan expressed alarm at the announcement 
yesterday by /US Defense Secretary/ Donald Rumsfield that there are 
/200 American troops/ in the forested /training camp/ despite the 
fact that there are unresolved issues in the /terms of reference 
(TOR)/ in the Balikatan [shoulder to shoulder] war games. What is 
more alarming was Rumsfield's official announcement that the 
/exercises/ will expand to Jolo, Sulu and /"other parts of Mindanao 
Island."/ 

A top ranking official of the Southern Command who refused to 
be identified expressed outrage at Rumsfield's announcement at a 

ess briefing/ at the Pentagon. /"We have been under orders to 
pall US troop movements strictly confidential. That is for 
ir (US troops") security. I am surprised that the US defense 

secretary would admit what we are supposed to keep secret,•; the 
official said. 

Trying to keep quiet Rumsfield's statement was aired at IC-Span 
channel/, one hour after the said Southern Command source announced 
that/" I would neither confirm nor deny"/ reports on /US troops/ 
holding /jungle training camp/ outside of Isabela City, in Basilan 
where /major joint RP-US military exercise/ will be held. Filipino 
military officials dismissed earlier reports. 

Basilan provincial spokesman/, Chris Puna, told Kabayan/Manila 
Times in an interview that: /"Our own intelligence sources have 
reported the presence of Americans here but their number has never 
been confirmed. We have tried to be silent on the matter, not 
wanting to interfere with the national government's ·plans. 
Rumsfield's statement confirmed what we have."/ 

To be expanded 

When asked about the /US troops in the Philippines/, the /US 
defense chief/ said: /"What I can tell you is, that at this time, 

•
re are 200 advisors on Basilan island. That number will 
ntually grow to 400,"/ he added. 

11-L-0559/0SD/10011 
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Malacanang Palace .[official residence of the president of the 
ublic of the Philippines) insisted that there are only 160 
iners who will participate in the /ground exercises/ in Basilan 
le 600 more troops will be deployed in the /support services/. 

Government critics already questioned the presence of American 
troops in the Balikatan /preparatory phrase/. There will be three 
more /major exercises/ that will be held in Luzon and the Visayas. 

No assurance 
On the question concerning participation of the US troops in actual 
combat, the /US defense chief/ said, ;•our troops are not in the 
Philippines as combatants. But if they are attacked, they are 
mandated by the rules of engagement to defend themselves, and they 
will do that."/ 

Members of the /US Army Green Berets/ and /composite service 
Delta Force/ will train the Filipino soldiers on counter-terrorism 
tactics at the Balikatan /exercises/ that are scheduled to start 
next week. 

[Description of Source: Manila Kabayan in Tagalog -
Privately-owned Tagalog broadsheet with national circulation. 
Good coverage of national affairs] 

(THIS REPORT MAY CONTAIN COPYRIGHTED MATERIAL. COPYING AND 
DISSEMINATION IS PROHIBITED WITHOUT PERMISSION OF THE COPYRIGHT 
OWNERS.) 

DALL) 
FEB 0550z FBIS 

• 
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February 6, 2002 

TO: Gen. Myers 

FROM: Donald Rumsfeld '2/\ 
/ 

SUBJECT: Homeland Security and Force Protection 

You made comments about homeland security and force pr ection being done in 

ways that are less manpower intensive. Do you have a p ~ect going on that? If 

you don't, we should probably get something going. 1 

Thanks. 

DHRdh 
020602-17 

········································································~ 
Please respond by ----r------

U 119 57 

11-L-0559/0SD/10013 
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f ,·' CHAIRMAN OF THE JOINT CHIEFS OF STAFF 

WASHINGTON, D.C. 20318·9999 

INFO MEMO CM-181-02 
22 February 2002 

FOR: SECRET ARY OF DEFENSE 

FROM: General Richard B. Myers, CJCf,1fl/ Pf ~V 

SUBJECT: Homeland Security (HLS) and Antiterrorism/Force Protection (AT/FP) 

• For your infonnation, the following is in response to your question (TAB) regarding 
projects to make homeland security and force protection less manpower intensive. 

• Specific Projects. Currently, 14 Service and 2 cornbata_nt commander programs 
could reduce the HLS and AT/FP manpower footprint when fie]ded. AJJ are funded 
and on track. 

• Types of Programs. Urunanned systems, remote sensors and weapon 
platfonns, integrated access control, conUTiand and control, perimeter 
detection/surveillance, and waterside security. 

• Status of Programs. Three programs are available now for the Services and 
combatant conunanders to purchase. Eight programs will be available within 
1 to 3 years. Approximately $6M in additional funding to the Services could 
accelerate five programs to production in less than 1 year. 

• Other Efforts. In addition to leveraging technology, Jess manpower intensive 
solutions for HLS and FP are being considered as we review and prioritize all 
requirements that compete for our limited resources (e.g., instead of using manpower 
to physically protect an asset, we may harden the supporting facility, modify existing 
plans or do nothing and accept risk). · 

COORDINATION: None 

Attachment: 
As stated 

~ Prepared By: LtGen G. S. Newbold, USMC; Director ofOperationsL__J 

11-L-0559/0SD/10014 



CHAIRMAN OF THE JOINT CHIEFS OF STAFF 

WASHINGTON, D.C. 20318-9999 

ACTION .MEMO 

FOR: SECRETARY OF DEFENSE .. L 
FROM: General Richard B. Myers, CIC~ jf1 
SUBJECT: Homeland Security (HLS) and Antiterrorism, 

• Recommend you consider additional FY02 fundin1 

CN-244-02 

21 March 2002 

DepSec Action _ _ _ 

• The following infonnation is provided as a follow4 

regarding HLS and AT/FP and what actions are be 
manpower-intensive ("Are Services procuring devi 10 1)o f"1 <-C . 
Do we need more money put toward this?"): 

• Service procurement. Three Service program 
currently funded for procurement. A fourth is ~ 

• Twelve programs currently in R&D. Ten Se. 
and one USN) and two combatant command/0! 
stages of R&D. 

--
::>:> 2? 02 -9 

• Additional Funding. Applying $8.8M (R&D) in FY02 would accelerate six
of the twelve programs currently in R&D. Five of the six programs (FY02 
$7 .SM) could be accelerated to the production milestone decision within 18 
months. Funding for the sixth program (FY02 $1.0M) would accelerate 
obtaining increased operational capability. 

• Additional information on each program is at TAB B. 

RECOMMENDATION: Consider $8.8M (R&D) funding acceleration, as funds become 
available in FY02. 

Approve Disapprove See Me 
-------

COORDTNA TION: NONE 

Attachments: 
As stated 

l
(b)(6) 

Prepared by: LtGen G. S. Newbold, USMC; Director, J-3;....._ ____ __, 

11-L-0559/0SD/10015 



TABB 

INFORMATION PAPER 

5 March 2002 

Subject: Homeland Security (HLSJ and Antiterrorism/Force Protection 
{AT /FP) Programs 

1. Purpose. To provide details on Homeland Security (HLS) and 
Antiterrorism/Force Protection (AT /FP) technology programs currently in 
various stages of acquisition. 

2. Key Points 

• 16 Programs Total -- Three of four available Service programs (three 
USAF and one USA) are funded for procurement. Additionally, 10 
Service (7 USAF, 2 USA, and 1 USN) and 2 combatant command/OSD 
programs are at varying stages of R&D. The 16 programs and their 
sponsors are as follows: 

• Current (available now) 

- Tactical Automated Security System (TASS), USAF, Electronic 
System Center/Force Protection (ESC/FP), Hanscom AFB, MA. 

)i' A rapidly deployable/relocatable and reliable, stand-alone 
integrated security system capable of threat detection1 alarm 
reporting1 and assessment. TASS integrates sensors, data 
communications devices, annunciators, monitors, imaging 
devices, and power supplies into a deployable system. 

};;,, $132.SM (R&D and procurement} spent to date. Anticipate 
additional $30M (procurement) and $3.0M (R&D) per 
remaining years of production. Fully funded program. 

- Force Protection Aerial Surveillance System (FPASS), USAF, 
ESC/FP, Hanscom AFB, MA. 

)i' Driven by Urgent Need Statement from CENTAF to support 
ongoing Operations ENDURING FREEDOM and SOUTHERN 
WATCH combat operations. A non-developmental item (NDI) 
surveillance system utilizing color camera and thermal imager 
(infrared) sensors mounted on an unmanned aerial vehicle 
(UAV) sends imagery to a ground control station for real-time 
alerts and assessment from beyond the perimeter. 

TabB 

11-L-0559/0SD/10016 



> To date $3.0M (R&D) spent. Additional funding needed {FY02 
$3.0M (procurement) and FY03 $0.SM (R&D)). 

- Integrated Commercial Intrusion Detection System II (ICIDS-
11), USA, Product Manager - Physical Security Equipment (PM
PSE), Fort Belvoir, VA. 

> An NDI physical securicy system that builds upon program 
experiences gained during the first ICIDS acquisition. Provides 
the means to detect, assess, and respond as necessary to 
unauthorized entry or attempted intrusion of facilities being 
protected. Replaces aging, obsolete equipment and upgrades 
installation security to required levels. 

> To date Army has spent $36.lM at 22 sites. FY02 and FY03 
are programmed for $28.SM total, for 10 installations. Fully 
funded program. 

- Force Protection. Command and Control (FPC2), USAF, FP 
Battlelab, Lackland AFB, TX. 

> A situational awareneiss and information-sharing tool. Utilizes 
a Geographic Information System (GIS) package to provide a 
visual depiction of events. Automatically shares/updates 
information horizontally across combat support functional 
areas, and vertically within chain of command. FPC2 provides 
a significant reduction in the observe, orient, decide, and act 
(OODA) decision cycle. Suitable for military, homeland defense 
(civil/military) and coalition operations C2 and emergency 
response and management. 

» Proof-of-concept system is ready to transition to production. 
Currently unfunded, $20M (procurement) needed to deploy 
basic FPC2 capability to 117 Air Force bases worldwide. 

• Short-Term (can be accelerated to production in less than 1 year 
with additional funding as indicated) 

- Perimeter Surveillance Radar System (PSRSt, USAF, ESC/FP, 
Hanscom AFB, MA. 

> Utilizes commercial off-the-shelf scanning radar sensor for 
exterior detection and tracking. Sensor has a small footprint 
(2x2x4) and a 360-degree detection capability out to 300 
meters for personnel and equipment. Each unit is GPS-

2 TabB 
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equipped in order to integrate multiple sensors into a single 
display. 

l> No funding spent to date. $1.2M would bring a militarized 
version to a production milestone decision within 1 year. 

- Remote Detection Tracking System (RDTS), USAF, ESC/FP, 
Hanscom AFB, MA. 

) A mobile, long-range, wide-area detection and tracking radar 
system capable of detecting personnel (up to 5km range} and 
equipment (up to 10km range). Able to operate in adverse 
weather without degradation. 

> $1.SM (R&D) spent to date. Additional $0.SM would bring 
development to a production milestone decision within 1 
year. 

- Remotely Operated Weapon Station (ROWS), USAF, ESC/FP, 
Hanscom AFB, MA. 

> A fixed-site, man-in-the-loop, remotely operated weapon 
capable of discharging 5.56mm or 7 .62mm rounds. Allows 
engagement and neutralization from up to 10,000 feet from 
adversaries attempting to enter secure areas. Provides ability 
to bring highly accurate fire to bear immediately upon an 
assessed threat. . 

» To date, no funding has been identified. Additional $2M 
(R&D) would bring development to a production milestone 
decision within 1 year. Additional $20M (procurement) 
needed to install at six CONUS Air Force Bases. 

- Personal Identification Credential System (PICS), $0.BM, 
USAF, ESC/FP, Hanscom AFB, MA. 

) Portable biometric credential module that integrates fmgerprint 
sensor, processor, memory, radio link, and battery in to a 
pocket-size form. Module authenticates up to a 20·meter 
range at a rate suitable for high throughput, allowing for 
positive access control without human intervention. 

) Current funding total through FY02 is $.3M (R&D). Additional 
$0.811 would brin1 development to a production milestone 
decision within 1 year. 

3 TabB 
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• Medium-Term { 1-3 years to production) 

- Platoon Early Warning Device 11 (PEWD II), USA, PM-PSE, Fort 
Belvoir, VA. 

> Simple, compact, and lightweight early warning system 
consisting of a carrying container, monitor, a mix of sensor 
types (e.g., seismic, acoustic, magnetic, infrared), and sensor 
transmitters. PEWD II will be capable of detecting intrusions 
into protected areas and rapidly communicating detection 
alarm messages, both visual and audible, to an operator. 

> Fully funded through production milestone decision FY03. 
Army has not programmed any procurement funding for FY03-
07. Need $123M procurement (FY03 $2.0M, FY04 $35.SM, 
FY05 $32.2M, FY06 $32.2M, FY07 $20.lM). Starting FY05 
O&M funding is needed (FYOS $3.0M, FY06 $6.0M, FY07 
$9.0M, FY08 $11.0M). 

- Blue Rose, Buried Seismic/ Acoustic Fiber Optic Sensor 
System, USAF, ESC/FP, Hanscom AFB, MA .. 

> Based on sonar technology, a~lies fiber-optic and laser 
technology to an array that "listens" to the environment for 
intrusions. Each node will be capable of providing 16km of 
perimeter intrusion detection. Acoustic/ seismic classification 
and localization detection of footsteps, vehicle traffic, and 
low-flying aircraft. -

;.. $2.0M (R&D) spent to date. $1.SM would accelerate 
development to a production milestone decision within 
18 months. 

- SAFE Gate, USAF, ESC/FP, Hanscom AFB, MA. 

) Pilot project to incorporate advanced technology with tactics, 
techniques, and procedures to improve security at entry control 
points. Integrates advanced technology and biometrics to 
achieve 100 percent identification of personnel and vehicles for 
improved exterior access control. 

) $0.4M (R&D) spent to date. $1.SM would bring development 
to a production milestone decision. 

- Coalition Rear Area Security Operations Command and 
Control System (CRAS0C2), USPACOM/Defense Information 
Security Agency (DISA). 

4 TabB 
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;i;,. Command and control to allow for the coordination of threat 
alerts and force protection of US personnel, infrastructure, and 
assets at OCONUS bases. The capability also supports the 
Joint Rear Area Coordinators and combatant commanders. 
When the United States was attacked on 11 September 2001, 
40 components ready for fielding as a prototype were procured 
as an emergency deployment. 

};>- $1.0M (procurement) from OSD{AT&L), Physical Security 
Equipment Action Group (PSEAG) spent for emergency 
deployment. Additional funding (FY02 $1.0M (R&D), FY02 
$I.OM (O&M), FY03 $1. lM (O&M) and FY04 $1.3M (O&M)} for 
sustainment of the emergency deployment equipment, increase 
number of participants, allow systems to continue operating in 
theater, and provide additional critical capabilities requested by 
USPACOM. 

Long-Term (3 years or greater to production) 

- Wireless Security Sensor Networks, USA, Product Manager -
Physical Security Equipment (PM-PSE), Fort Belvoir, VA. 

;i;,. Development of a system of components to reduce/eliminate 
the "hard" wiring associated with security system sensors. 

~ $0.2M (R&D) spent to date. No additional funding required. 

- Mobile Detection Assessment Response System - Exterior 
(MDARS~E), USA, PM-PSE, Fort Belvoir, VA. 

;;;, Unmanned ground vehicle with the capability to conduct 
semiautonomous, random patrols and surveillance activities, 
including barrier assessment, theft detection functions, 
checking for intruders, and conducting lock interrogations. 

};, Fully funded and on contract for $9.5M. No additional 
funding required. 

- Shoreline Intruder Detection System, USN, SPAWAR San 
Diego, CA. 

}.,, Video motion detection-based intruder system capable of 
integrating into the waterside security system to complement 
swimmer and surface craft sonar and radar waterside 
security systems to detect intrusion at shoreline in varying 
weather and other environmental conditions. 

5 TabB 
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}}- $2.0M (R&D) spent to date. 

- Homeland Security Command, Control, Communications, 
Computers, Coordination, and Intelligence (CSI) (Advanced 
Concept and Technology Demonstration (ACTD)), 
USJFCOM/DISA. 

)ii, ACTD is designed to explore the technologies useful to 
integrate the Department of Defense into the Nation's 
Homeland Security initiative. The goal is to identify efficient 
and effective ways to interlace DOD organizations with other 
Federal agencies as well as state, local, and incident 
command centers. Interfaces that facilitate information flow 
from incident sites through local and state Emergency 
Operations Centers (EOCs) to DOD Joint Operation Centers 
(JOCs) will be developed through technology demonstrations. 
Information will be developed in order to create a common 
operational picture (COP). 

)ii, Total planned funding is $SOM, approximately $10M/FY, 
$25M "in-kind 0 funding and $25M actual dollars. Additional 
procurement funding (FY02 $1.9M, FYq3 $2.7M, FY04 
$3.2M, and FYOS 3.3M) will increase th~number of 
participants, further define requirements, and identify and 
develop solutions. 

• Additional Funding. Applying $8.8M (R&D) in FY02 would accelerate six 
of the twelve programs currently in R&D. Five of the six programs (FY02 
$7.8M) could be accelerated to the production milestone decision within 18 
months. Funding for the sixth program (FY02 $I.OM) would accelerate 
obtaining increased operational capability. 

6 TabB 
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• April 8, 2002 7:17 AM 

TO: Gen. Pace 
/ 

FROM: Donald Rumsfeldi 

SUBJECT: JROC 

When you come to me and try to exp]ain to me what JROC is, pl 

what you think it ought to be. 

It is not enough to note that a lot of things aren't getting 

and that it would be nice if they were done, unless w assign those things to some 

specific entity and then track progress against the . 

l don't have any way to evaluate how weJI C is functioning because I may 

• have expectations for it that are unrealisti 

• 
/ 

Thanks. 

Attach. 
04/05/02 

DHR:dh / 
040602-11 ; 1 

I 
........................................................................... 

/. 
I 

Please respond by,...;_.l __ -__ - ___ _ 

/ 
I 

Ull963 /02 
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February 11, 2002 

TO: Gen.Myers 
Gen. Pace 
Paul Wolfowitz 

FROM: Donald Rumsfeld1f\ 

SUBJECT: Opportunity 

Attached is what I mentioned to you on January 31. T 

Almost two weeks have passed. / 

Have you been thinking about this? / 

I 

Thanks . 

Attach. 
01/31/02 SecDefMFR: Opportunity 

,, , 
DHR:dh / 
021102-41 , 

/ 

/ 

......................... , ....................•.......................... 
. / . ' 

Please respond by __ d_. · ~-J.--'-1-"_2_~-_I 0_2.-_ .. __ 

I 

/ 

' -
~ 

11-L-0559/0SD/10023 
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January 31, 2002 10:32 AM 

SUBJECT: Opportunity 

l told Myers, Pace and Wolfowitz today that we are the four senior people in the 

Department of Defense. 

The Department of Defense is the biggest department in the U.S. Government. 

The United States Government is the biggest and most powerful nation on earth. 

We have access to more money than any entity in the world. 

We have a President who has courage and wi11 support us. 

We have three years . 

That means the four of us have an opportunity that is unmatched by anyone other 

than a handful of people on the face of the globe to do things that wi11 help create a 

more peaceful world and a more successful America. 

We must not fail. 

DHR:dh 
013102•5 
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Snowftake 

~ ,/? 
April 6, 2002 1:22PM / 

/ 

TO: V ADM Giambastiani 

FROM: Donald Rumsfeld 

SUBJECT: DATTs in Jsrael 

1 am told that our DATTs in Jsrael are not allowed to move around because the 

Amba~~ador restrains them. Would you please figure out how to check that with 

Admiral Wilson and see if there is something J need to do something about? 

Thanks. 

DHR:dh 
040602-7 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ o.......:.~{...;,_!_i_1_,_f_J_~ ___ _ 
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• 
April 6, 2002 1 :33 PM 

TO: Steve Cambone 

FROM: Donald Rumsfeld 1',. 
SUBJECT: Cutting Process Time 

I think you ought to look at each of the major processes in the Department and 

let's think about the Defense Planning Guidance just mandating that they will cut 

the length of time involved by 20 percent. 

Please let me know what you think, and give me some language as to how you 

might do it. 

Thanks. 

DHR:dh 
040602-8 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
11 1 ,I., 

Please respond by __ O_, __ /_l __ -1_/_J_"" ___ _ 

Ull966 /02 
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TO: Steve Cambone 

FROM: Dona1d Rumsf e1d 

SUBJECT: Sate11ites 

UPON IWMOVALOF A TTACHMENT(S) 
"f "-: 1} ~r:'hr,q'EC()MF~ l Jl'QAS<:.1FIED 

April 6, 2002 

Here is a note George Tenet gave me Friday at the private lunch. Let's talk about 

,vhat we do next on the satellite problem. 

Thanks. 

Attach. 
04/05/02 DCI Talking Points for Meeting w/SecDef 
04/04/02 DirNRO info memo to SecDef re: Satellite lmagelj' 

DHR:dh 
040602-9 
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Please respond by O'f j I k / D 2--

Ull967 /02 

J'r.ON Rl:MC)VALOF' A 1:TACHMENT(S) 
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April 6, 2002 11:29 AM 

TO: David Chu 

FROM: Donald Rumsfeld''y (\ 

SUBJECT: Tuskegee 

Please let me know in about 30 days where you are going with Tuskegee. 

Thanks. 

DHR:dh 
040602-1 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ o_s_/_b_(ci_/_o_i..-__ _ 

Ull968 /02 
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Snowflake 

TO: Paul Wolfowitz 
D0ugFeith1 

Steve Cambone 
J.D. Crouch 'V,\Y 
Donald Rumsfeld f' 

SUBJECT: Russian Reaction 

FROM: 

I wanted to be sure you saw this FBIS report. 

Thanks. 

/ 
I 

Attach. / 

April 5, 2002 8:24 AM 

FBIS CEP20020405000022 Moscow Interfax, .. Rqssian Defense Minister Says 'No 
Differences' with US Over New Strategic Arms Apeement" 

/ 
·' 

DHR:dh / 
040502.7 / 

/ ............................... ,.~ ..................•.•....••••••••..•..•. 
.. 

,/ 

Please respond by ___ ......... ,.. ____ _ 
/ 

/ 

/ 
/ 

I 
,, 

,.-

U11969 /02 
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APR O 5 2002 

Report 
RUSS1A: Russian defense minister says 'no differences' with US over new strategic 
arms agreement 
CEP20020405000022 Moscow Interfax in English 0629 GMT 5 Apr 02 

[FBIS Transcribed Text) 
A THENS. Apri1 5 (Interfax) - There are no differences between Russia and the 

United States over the essence of the legally binding agreement on reducting 
strategic offensive weapons, Russian Defense Minister Sergei Ivanov told lnterfax on 
Friday. "There are certain differences over the mechanism of verifying the reduction 
and approaches to the reduction itself," he added. 

The rumors of insurmountable differences between the two sides are untrue, 
Ivanov said. 

"What is true is that the agreement has not been put in writing. Experts will have to 
hold more meetings, but the approximate parameters of future agreements are already 
clear," he said. 

Moscow wants the weapons earmarked for reduction to be destroyed, Ivanov said. 
He admitted that this process is costly and that both Russia and the United States will 
not find implementing the reductions an easy task. 

"Still, the deadline for compliance, the year 2012, will not change," Ivanov said. 
The United States wants some of the weapons destroyed and some stored away, 

Ivanov said. It also intends to overhaul some of the delivery systems for other weapons, 
he said. 

"There is some logic in this. I understand the Americans and do not rule out the 
possibility that this would serve our interests, too," Ivanov said. Russia may do so itself 
but this option needs thorough analysis, he said. 

"What is most important is that, while trust between Moscow and Washington 
has never been better, the verification mechanisms must remain. All the processes in 
this area must be verifiable and predictable," Ivanov said. 

[Description of Source: Moscow Interfax in English -- non-government information 
agency known for its aggressive reporting, extensive economic coverage, and good 
coverage of Russia's regions] 

THIS REPORT MAY CONTAIN COPYRIGHTED MATERIAL. COPYING AND 
DISSEMINATION IS PROHIBITED WITHOUT PERMISSION OF THE COPYRIGHT 
OWNERS . 
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Snowflake 

TO: 

CC: 

FROM: 

Doug Feith 

Paul Wolfowitz 

Donald Rumsfel~ 
I 

SUBJECT: Afghanistan 

April 5, 2002 7:55 AM 

In a PC yesterday they were talking about Afghanistan. I said I thought we ought 

to get our act together with respect to the following things: 

1. We need to have a list of all our assets-we have military advice, military 

equipment, humanitarian assistance, and a dozen other things and the CIA 

has money. We have the possibility of support or opposition in the Loya 

Jirga for positions in the future and the like. We need to know what those 

assets are. 

2. We need to know every faction, every warlord, everyone who is vying and 

competing, and we ought to have a good understanding as to whether we 

want to hurt or help those people. Then we ought to use our levers 

appropriately. 

3. Next, we ought to decide what are the things we care about most. Is it 

training the army or is it controlling the media? 

Thanks. 

DHR:dh 
040S02-6 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ r_·4_/_r_c.,_/_o_1.,, __ _ 
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April 5, 2002 

TO: Larry Di Rita 

FROM: Donald Rumsfeld ,.)0\, 
SUBJECT: Background Sheet 

Please give me hard copies of any background sheets that we are releasing on 

me-from this office, Torie's office, on the web site or via e·mail. I want to see 

them all and look at them. 

Then give back to me this paper on my reserve status when you give me all the 

background sheets. 

Thanks. 

Attach. 
03/19/02 SecDef memo w/response attached 

DHR:dh 
040502-13 
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Please respond by __ c_·~--'-{ _1 i_/ _ov ___ _ 
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March 19, 2002 9:26 AM 

TO: V ADM Giambastiani 

FROM: Donald Rumsfeld ~ · · ·· ::: : : ·~s St-·-1~ ~.J ·._ . · . .,. ,., .. . . r,'"' -• . 
SUBJECT: Naval Reserves APR O 5 2002 

Here is a note I got from Arlene on my service in the Naval Reserve. You said I 

ought to include it. You St{- OUt-D. 

I am sure !(b )(
5

) I is wrong and that my records are wrong. I don't think I have full 

years in between. I may have a gap. T~ee Is IV{) ~ 4P. 

Could you please have someone look at the records, and find out what I should say 

by way of the number of years I served in the Reserves. Please get me the actual 

information, so I can use it properly as you have recommended. 

Thanks. 

Attach. 
03/18/02 Nestel response to SecDef, 031802-5 

:~:·: .............................. ':!f-.~(.!..J~ .. ~~ OF 

Please respond by O'-ll 11- I O'l.- N/111/IL PE. R.SDty /J\/E.L ( ,Yot.J 

C//LLEl> N/hl1tL PU50A.fAJ8. 

COMM/l-ND) /5 J4.Tf tle,f!EI). 
11-T T /+-/9, fl . 

- tc.£ OO/v1 "f /;NI> t=t> ST11-72=
f1 £;vr OF >'Du/(_ :Jl=/2- l);~ 
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March 18, 2002 8:28 AM 

TO: 

FROM: 

L] 
Donald Rumsfeld \ft'-

SUBJECT: Naval Service 

Please check with !(b)(6) !and see if she can look in my Navy records and find out 

how many years I served in the Reserve. I know I served about 3112 years on active 

duty, from June 1954 to November 1957. I then went into the Reserves, and I 

cannot remember the year I stopped. I do remember my final rank was Captain, 

USNR. 

Please see if she can find out the date of when I finaJly resigned from the Naval 

Reserve. [ think it was because I was at NATO or the Pentagon. 1 know it 

continued from when J got out in 1957 well into the time I was an assistant to a 

Congressman and then a Congressman. 

Thanks. 

DHR:dh 
031802-5 
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Please respond by __ o_...,_2 
_{ _i_s_· _/ o_ri,... __ _ 



BIOGRAPHICAL DATA 

Name: Donald Henry Rumsfeld 

Source of Commission: NROTC, Princeton University. Commissioned an 
Ensign on June 4, 1954. 

Degree: BA in Government History, 1954, Princeton University. 

Service Dates/ Assignments: 
NAS Atlantic City, NJ 
Naval Air Basic Training Command, 
NAS Pensacola, FL 
Naval Air Advanced Training Command, 
NAS Corpus Christi, TX 
Naval Station, Naval Base Norfo}k, VA 
NAS Pensacola, FL 
NAAS Sauffley Field, Pensacola, FL 
NAAS Corry Field, Pensacola, FL 

*Released from Active Duty 19 Nov 57 

*Entered Naval Reserve 19 Nov 57 

VS-662, NAS Anacostia, DC 
Fleet Training Unit Atlantic, Norfolk, VA 
VS-662, NAS Anacostia, DC 
VS-731, NAS Grosse Ile, IL 
VS-723, NAS Glenview, IL 
VS-722, NAS Glenview, IL 
5th Naval District, Anacostia, DC 
National War College, Washington, DC 
5th Naval District, Anacostia, DC 
Office of Legislative Affairs, 
Washington, DC 
5th Naval District, Anacostia, DC 
Naval Air Reserve Unit, 
NAF Washington, DC 

15 Jun 54- 26 Sep 54 
27 Oct 54- 15 Jul 55 

16 Jul 55 - 30 Jan 56 

31 Jan 56- 14 May 56 
14 May 56- 20 Jul 56 
20 Jul 56- 22 Apr 57 
23 Apr 57 -19 Nov 57 

I Mar 58 - 30 Jun 58 
17 Nov 58 - 30 Nov 58 
30 May 59- 30 June 59 
1 Feb 60 - 31 Oct 60 
12 Mar 61 - 30 Jun 62 
I Jul 62 - 29 Jan 63 
29 Jan 63 - 30 Jun 67 
18 Jun 67- 30 Jun 67 
1 Jul 67 - 30 Jun 68 
4 Dec 68 - 9 Dec 68 

I Jul 69 - 12 Nov 70 
1 Jul 71 - 19 Nov 75 

*Tran sf erred to Standby Reserve - Inactive, 4 Dec 75 

*Transferred to Retired Reserve at rank of CAPT, 1 May 89 

11-L-0559/0SD/10035 
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History of Promotions 
ENS 4 Jun 54 
LTJG 4Dec 55 
LT 1Apr58 
LCDR 1 Feb 64 
CDR I Jul 68 
CAPT 1 May 74 

History of Awards 
Nationa] Defense Service Medal 
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APR. l2001 4:11PM Ot NAV i~OJ5l NO. 84~ p. 

3 April 2002 

MEMOFJl..NDUM 

From: Deputy Director of Naval Reserve (CNO N095E) 
Senior Military Assistant to Secretary of Defense To: 

Subj: RESERVE CAREER ICO THE SECRETARY OF DEFENSE 

1. Sir, as we interpret the data you provided, SECDEF's Naval 
career would be categorized as follows; 

• Served on active duty from June 1954 to November 1957 

• Served in the Naval Reserve from November 1957 to 
November 1975. 

• Transferred to Retired Reserve in May 1989. 

2. A sample statement for inclusion in SECDEF'S biography is: 

"Secretary Rurnsfeld entered active Naval Service in June 
1954 and served as a Naval Aviator. In 1957 he transferred 
to the Ready Reserve and continued his service in flying and 
administrative assignments as a drilling reservist until 
1975. He transferred to the Standby Reserve when he became 
Secretary of Defen&e in 1975. Secretary Rumsfeld 
transferred to the Retired Reserve with the rank of Captain 
in 1989." 

Very respectfully, 

---/:7~ 
NOEL G. PRESTON 
Rear Admiral, U.S. Naval Reserve 
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TO: Larry Di Rita 

FROM: Donald Rumsfeld 'J¥l 
SUBJECT: National Guard 

April 4, 2002 10:23 AM 

What is the situation on the National Guard? I keep reading these articles. This 

may be a time to release all of that, let it out and make the changes we want to 

make in the Guard. 

Please see me about it. 

Thanks. 

Attach. 
04/04/02 Dave Moniz and Jim Drinkard, "4 More Guard Leaders Probed," USA Today 

DHR:dh 
040402-2 
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Please respond by __ 0_4_{ t_i.._._/0_1,..-__ _ 
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Among lhose arrested was 
Wahidullah Zahabaun, the 
former finance minster for the 
Northern Alliance and a for
mer member of Mr. Hekmat
yar's Islamic Party, which was 
known for its extreme relil!ious 
doctrines and its viru ie ntly 
anli-Westem views. A gov
ernment official said that Mr. 
Zahabaun had been released 
but that his whereabouts were 
unknown. 

A spokesman for the 
American Embassy said to· 
ni!!ht that the staff did not 
kn°ow about the arrests. 

Mr. Karzai's l!ovcrnmenl, 
cobbled together~ dunng a 
meetin2 in Germanv while the 
fighting was still raging in Af
ghanistan, has been plagued by 
infi!!htini!. since it took office. 

~ In February, Abdul Rah
man. the civil aviation minis• 
1er, was killed by a mob, and 
three members of Mr. Karzai's 
1mvernment, intludine the 
deputy intelligence ~inisler, 
were arrested. Mr. Karzai 
charged that Mr. Rahman had 
been assassinated as pan of a 
rnnspiracy. The lhree men are 
awaitinl!. trial. 

Lasi month. Zahir abruptly 
postponed his scheduled return 
to the country amid concerns 
about his securitv. A Western 
diplomat said the former king 
faced 1he threat of assassina
tion. 

His trip is meant to rally 
support for the government. 

The alleged conspiracy 
comes two momhs before the 
convening of the Joya jirga, a 
planned gathering of the na
tion's political and religious 
leaders to choose a new gov
ernment. 

The maneuvering for that 
convention has already begun, 
with persistent reports that an 
alliance of Islamic fundamen
talists, including Mr. Hekmat
yar and others, would tiy to 
unseat Mr. Karzai and form a 
more strictly lslamist govern
ment. 

Mr, Karzai could not be 
reached for comment 1oday, 
but a senior adviser suggested 
that he might have had little to 
do with the arrests, and that the 
arrests might have been carried 
out without his approval. 

Mr. Karzai's critics see 
him as a compromise choice, 
and little more than a puppet of 
the Tajiks who control !he For-

eign Affairs, lnlerior and De
fense Ministries. 

"This is a deeply divided 
government," said the Karzai 
adviser, who spoke on condi
tion of anonymity. "I am not 
sure that he signed off' on the 
arrests. 

The arrests follow the de
cision by the Bush administra
tion last month to oppose the 
expansion of the 4,500-man in
ternational security force now 
patrolling the streets of Kabul. 

Mr. Karzai had urged 
Western governments to ex
pand the force to other Afghan 
cities, saying that withom a na-
1 ional army, his government 
was powerless to fight rem
nants of the Taliban or quash 
restless warlords. 

The administration argued 
tha1 the nations 110w supplying 
troops, like Britain and France. 
had military commilments 
elsewhere and were not willing 
to contribute any more. The 
Bush administration is cautious 
abou1 the force, for one reason 
because it has said it does not 
want 10 be put in the posi1ion 
of having to evacuate it should 
fighting make 1hat necessary 

At a ceremony in Kabul 
today, 1he Afghan govemmenl 
marked the graduation of the 
first 600 members of the na
tional army, a force intended to 
bring Afghanistan's many eth
nic groups together under a 
unified command. 

"We will not allow groups 
of am1ed men call themselves 
armies," Mr. Karzai said. 

Also today, the new 
American ambassador to Af
ghanistan, Robert P. Finn, pre
sented his credentials to Mr. 
Karzai at Gulkhana Palace. 
Mr. Finn is the first American 
ambassador to serve here since 
Adolph Dubs was kidnapped 
and murdered by leftist ex
tremists here in 1979. 

While Kabul appears rela
tively calm under the watchful 
eyes of the international force, 
the scene outside of capital is 
markedly different. The most 
serious threats have come in 
the north, where !he private 
armies of Gen. Ostad Atta 
Muhammad and Gen. Abdul 
Rashid Dostum, the deputy de
fense minister, have clashed 
repeatedly in recent weeks. 

Although he has pled~ed 
his loyalty to the Karzai gov
ernment, General Dosmm may 

be preparing to challenge it. A All four were Army Guard 
United Nations official and generals, known as adjutants 
members of the interim gov- general, who ran the National 
ernment say General Dostum Guard in their states. The 
is receiving guns and money Army provided summaries of 
from Iran. Gen. Dostum re- the internal investigations, but 
cently invited lwo former as- it says releasing identities 
sociates of Mr. Hekmatyar to would violate privacy rights. 
set up operations in the large It's not known whether the 
areas of northern Afghanistan generals received punishments. 
where the general exens nomi· The disclosures amplify 
nal control. questions about the quality and 

Mr. Hekmatyar rose to character of some of the top 
prominence in the 1980's as a leaders of the 470,000-member 
leader in the American·backed Guard, which is being counted 
effort to oust the invadinl!. on to play a major role in 
forces of the Soviet Union. homeland defense and is in 
Despite his extremist views. he line for a boost in federal fund-
received more American ing. 
money than any other warlord. The extent of misconduct 

After the Soviet Union among top Guard generals 1s 
withdrew in 1989 and civil war unknown because the Penlagon 
engulfed the country, Mr. refuses 10 release complete re
Hekmatyar's fortunes declined. cords. The four new cases 
Despite continued backing came in response to a reques1 
from Pakis1an, his army stalled for records involving Oregon, 
outside Kabul, and his forces Idaho, West Virginia, Con
began a series of rocket attacks necticut, New Jersey, South 
on the city tha1 lasted through Carolina and the District of 
the mid- I 990's. As many as Columbia. 
50,000 civilians were er:t' · Among the findings: 
mated to have been killed. *A March 2001 Armv 

Mr. Hekmatyar met is probe determined that an adju-
match in the Taliban, whose tant l!.eneral had II five•vear 
forces defea1ed his on the J:,a1- sexual relationship with· an 
tlefield. Mr. Hekmatyar ~·enl enlisted woman in his state 
into exile, but many of his \fol- while he was married. The 
lowers joined ihe~aliban. military prohibits adultery. 

which for generals is typically 
a career-ending offense. 

USA Tod11y ) *An Augusl 1996 Army 
April 4, 2002 / investigation determined thal 

an adjutant general had "co-
Pg. 1 r erced, harassed and threat-
s. 4 More Guard Leaders/ ened" officers who did not join 
Probed f the National Guard Associa-
Pen1ugm1 disclo.tures p11im to tion, a powerful lobbying 
misc,mducl by bras.t in /3 I l!:roup. 
smtes \._.,, * A March 1997 investiga-
By Dave Moniz and Jim tion found. that an adjutant 

. ,, general improperly used 
Dnnkard, USA Today /_ money intended for soldiers to 

WASHINGTON -(,The purchase gifts for officers in 
Pentagon has ackn?wlfdged his command, Guard officers 
four more c~ses of m1sq~nduct in other states and active duty 
by top National Guard\cJ!!!!:-milifary officers. The repon 
manders. which brings lto al also said the adjutant general 
least 13 the nun:iber of sta.tes ignored purchasing rules to 
where th~ ~1ghest-ra.n~mg furnish his office. 
Guard official violated m1l1t&Q'._..-11c·a series of anicles in 
rules or slate or federal laws December USA TODAY out
over the pa~t dec11de. . lined chronic misconduct 

The disclosures came m among adjutants general across 
respon~e to a Freedom of In- the Uniled States. Over lhe 
formation Act re9~est by USA past decade, these state
TO(?A Y .. The m1htary refus.ed appointed National Guard 
to 1dent1fy the generals m- commanders committed of
volved or their states and r~· fenses that include embezzle
~used to say whether any add1- ment, perjury and misuse of 
11onal _state ~ommanders have government propertv. 
committed misconduct. · 

page 11 of 42 
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April 22, 2002 

FOR: SECREf ARY OF DEFENSE 

FROM: David S. C. Chu, USD(P~,.,{J ,('. M..e- o? ,Yr- 'L

SUBJECT: National Guard and USA Today Articles 

• This responds to SecDef question on situation in the National Guard, in view of 
subject articles on alleged Guard force mismanagement and personal misconduct. 

• March 12, USD(P&R) letters to Chairman and Ranking Minority, HASC · 
Subcommittee on Military Personnel, responded to their joint request concerning 
strength accounting, personal misconduct of general officers and whistleblower 

,., -- protections in the Guard. 
• Based ~n DoD response, GAO review of military personnel strengths in the Army 

Guard and a number of briefings and discussions, Military Personnel Subcommittee 
Staff issued its report of preliminary findings on April 16. Findings included: 

• Strength accounting in Army National Guard has improved significantly over the last 
several years. No evidence of widespread inflation of unit strengths by commanders. 
Need to continue oversight of strength accounting reforms now being implemented. 

• Constitution and law entrusts control and oversight of Guard in state status to 
governors. However, inspectors general of DoD. Anny, and Air Force are able to 
investigate allegations of misconduct by senior Guard officers in either state or federal 
status. Federal recognition assesses the federal qualifications of Guard general 
officers, including adjutants general. (This Adntinistration has imposed a high 
standard for officers reconunended for federal recognition.) 

• IG system provides means for Guard personnel to raise allegations of reprisal for 
investigation. Statutory framework for protecting whistleblowers appears to be 
working, although absent more data, the staff def erred a final conclusion as to 
whether whistleblowers are adequately protected. 

• The Military Personnel Subcommittee Staff report, the DoD response and the GAO 
review have all been made available for viewing by the public on the HASC website. 

COORDINATION: NONE 

l
(b )(6) 

Prepared By: Mr. Wayne Spruell, OASDIRA._ ____ ..... 

11-L-osf!oso110041 
U07J09 /02 



e 

UNDER SECRETARY OF DEFENSE 
4000 DEFENSE PENTAGON 

WASHINGTON, D.C. 20301-4000 

PERSONNEL. ANO 
Rl!ADINESS 

MAR 12 20:J2 

The Honorable John M. McHugh 
Chainnan, Subcommittee on Military Personnel 
Committee on Armed Services 
U.S. House of Representatives 
Washington, DC 20S15--6035 

Dear Mr. Chauman: 

This is to follow up on my letter of January 15, 2002, that acknowledged your request of 
December 18, 2001, for information reganling a series of articles that appeared in USA Today 
alleging force mismanagement and personal misconduct in the National Guard. You specifically 
requested the written reaction of the National Guard Bureau to the allegations in the articles. 
assistance in understanding the legal boundaries regarding protecting wbistleblowers in the 
National Guard and summaries of National Guard investigations over the past five years. 
Enclosed are responses from the National Ouard Bmmu. the Office of the Department of 
Defense (DoD) General Counsel. and the Department of Defense and Military Department 
Inspectors Oeneral on those issues. 

You will note that the summaries provided by the DoD Inspector General do not include 
the results of the investigation being conducted by the Defense Criminal Investigative &,ervice 
into alleged "ghost soldiers in the Arizona Anny National Guard" as you requested. That 
investigation is still open. and therefore it would not be appropriate to release any information 
concerning the investigation at this time. Once the investigation is complete, we will provide 
you the findings. 

In addressing allegations of force mismanagement. the National Guard Bureau notes that 
a non-validation of pay report, tracking non-participation in the Gu~ was developed almost ten 
years ago by the Guard to provide leadership at all levels with a tool for gauging drill attendance, 
managing the force. recording trends and providing oversight. which although not perfect serves 
as an excellent management tool. The Bureau's response emphasizes that th.ere is no real 
incentive to hold a non-productive soldier in a unit because budget and force structure allocations 
with the Guard are based on actual participation rates. The Bureau disputes the assertion that 
states are gaining some advantage by not discharging personnel. The enclosure from the Bureau 
also comments on various types of allegations of personal misconduct by The Adjutants General. 

In responding to your request for assistance in understanding the legal boundaries 
between the National Guard and the Department of Defense, the Office of DoD General Counsel 
states that officer and enlisted members of the National Guard when in either a duty or training 
status under either title 10 or title 32, United States Code, receive the same military 
whistleblower protections as regular officers and enlisted members on active duty. However, 
federal military whistleblower protections do not apply to officer and enlisted members of the 
National Guard when in state active duty status. Their protections, if any. derive from state law. 

0 
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The DoD Inspector General's assessment of the effectiveness oflG investigations into 
National Guard matters is consistent with lhe views of the Military Department Inspectois 
General. That is. no unusual or significant impediments to investigative ~fforts or the effective 
processing of National Guard complaints have been encountered. Regarding the investigation 
summaries. the DoD Inspector General cautions that these documents have not been reviewed for 
public release and may be exempt from release under the Freedom of Information Act and 
protected under the Privacy Act. All documents are being provided to you in your capacity as 
lhe Subcommittee Chairman and should be considered "FOR OFFICIAL USE ONLY." . ":'· 

You also asked for the Secrctary•s assessment of the allegations and bis intended course 
of action in response to those allegations. First. lhe Department shares your concern over 
allegations of force mismanagement and personal misconduct. and takes such allegations very 
seriously. 

With respect to force management, the Department was working closely with the U.S. 
General Accounting Office (GAO). months before the series of USA Today articles appeared, to 
produce a systematic and accurate comparison of Army Guard strength and pay infonnation for 
review and to initiate any needed corrective measures. These efforts are continuing. Articles in 
the USA Today on .. ghosting"' soldiers-delaying removal 111.nsactions to inflate State Guard or 
unit strength-appear to be based principally on anecdotal infonnation from interviews with 
G~ardsmen and fonner Guardsmen. The Department prefers to base its conclusions on actual 
data. The most recent data indicates a 97 percent participation rate throughout the Amiy 
National Guaid with only a 3 percent non-participation rate. This is consistent with the latest 
GAO information and with the Army National Guard Non-Participation Summary Report 
included in the National Guard Bureau enclosure. 'The National Guard's current objective is a 98 
percent panicipation rate. 

We have examined the potential readiness impact of non-participating soldiers. Even if 
up to 3 percent of Anny National Guud soldiers were listed as non-participants, this would have 
limited impact on readiness reports-for two reasons. First, because P-level (personnel) 
threshold bands are separated by margins of about 10 percent, 3 percent (or less) over-reporting 
of assigned strength has little impact More significantly, unit commanders have regulatory 
authority to subjectively upgrade or downgrade, if in their opinion the change more accurately 
portrays the actual readiness of the unit. This has far more impact on the overall readiness report 
than a 3 percent shift in assigned strength. 

As the National Guard Bureau response notes, there are both acceptable (e.g., medical 
convalescence) and unacceptable (e.g •• unexcused absences) reasons for non-participation. In 
addition to the various reasons described in the Bureau response, we found some delays in the 
process for establishing a pay record for new accessions and Guard members moving from active 
duty back to a drilling status, along with processing delays for members being discharged or 
transfemd from the National Guard. To address these and any related strength accounting 
problems, a standing DoD working group has developed an action plan that is now being 
implemented. The plan will involve funher evaluation and analysis of non-pay record files and 
reconciliation of pay and personnel reconls by all Reserve components. The goal is to improve 
the timeliness in processing personnel ttansactions and the accuracy of personnel and strength 
accounting. 

•• 



With respect to misconduct. the Department. including the Miliwy Services takes all 
allegations very seriously as documented in the compendium of the investigations conducted 
over the past five years. The infonnation contained in the USA Today articles concerning 
specific misconduct cases. while for the most part factual, is dated. This Administration bas 
exercised positive control and oversipt through a rigorous federal recognition process and by 
establishing a very high standard for officers who have been recommended for promotion or 
federal recognition. The intent is not to deter officers from taking a risk-the "zero defects"' 
mentality-bu .... rathcr to establish the sumdard that conduct which does not uphold the highest 
personal and professional standards of the armed services will not be condoned. In addition to 
recommending the removal of officers with serious substantiated allegations from federal 
recognition or promotion lists, this Administration routinely returns the nominations of officers 
who have been involved in incidents with potentially serious moral and ethical implications to 
the Secretaries of the Military Departments for more thorou&Jt review. 

3 

The cadre of our Army National Guard units are professional leaders and soldiers. Our 
Nation relies increasingly upon our Anny National Guard soldiers, as we have seen through their 
deployment to missions in the Balkans and their roles in homeland defense. The future holds 
much more for the Anny National Guard. as we face future threats to our security. The soldiers 
of the Anny National Guard and their leaders earn the trost. confidence and appreciation of the 
American people each day-they need our continued support. 

David S. C. Chu 

Enclosures: 
As stated 



DEPARTMENTS OF THE ARMY AND THE AIR FORCE 
NATIONAL BUARtl SUR!AU 

1411 JEFFERSON DAVIS HIGHWAY 
AFIUNGTON. VA 22202-323i 

25Jan2002 

MEMORANDUM ·FOR THE PRINCIPAL DEPUlY, ASSISTANT SECRETARY OF 
DEFENSE FOR RESERVE AFFAIRS . .. 
SUBJECT: National Guard Bureau Reaction to Allegations Raised by the USA Today 

Thank you for givll'!g me the opportunity to respond to issues of force 
mismanagement and mlsoondud by National Guard officers that appeared in the 
December 18. 19 and 20 editions of the USA Today. Attached is a detailed discussion 
of those J.5&u es. 

We are an institution with a proud history of outstanding service to this nation - a 
level of service achieved by leamlng from our past and making improvements on a 
continuous basis. This understanding and commitment to improvement has enabled us 
to bulld an organization based on Integrity. excellenoe and servtce to the Citizens, 
Governors and the President I am profoundly proud of the men and women that serve 
In the National Guard and their record of excellence when It comes to public service and 
mission at:x:ompllshment. It concems me deeply that these matters have risen to this 
level. I believe this response will prove the National Guard's commitment to the 
obligations we undertake and dem.'flstrate our efforts to be a good steward of the public 
trust. 

If you need to discuss this response, please have your staff@ntact Mr. Dan 
Donahue, Chief, Office of Public Affairs and Community Support at (b)(6) Ito 
make the necessary arrangem~nts. Again, thank you for the opportunity to respond. 

Attachment: 
Detailed Response to Allegations 

R SELL C. DAVIS 
Lieutenant General, USAF 
Chief, National Guard Bureau 

---- --- .,._ -



> Response to Allegations of Poree Mismanagement 

.Opening 

• Our ability to maintain readiness and meet world-wide mission requirements Is 
direcUy related to having available, qualified soldiers participating in our program. 
Strengti\,an.d drill participation is, and always has been, an area of continued 
emphasis and oversight It is Important to clarffy the statutory and regulatory . 
requirements for drlll attendance, the reports and actions we have taken In this 
crltlcal area, and our ongoing tnltiatives to address the areas in quesuon. In spite 
of the issues raised In the USA Today series concerning National Guard non
validation reporting, the National Guard Bureau (NGB) has adequate oversight In 
this area and is working hard to oorrect any deficiencies that remain. 

Drill Attendance Requitement 

• The commander of a unit has the responslbllity to account for all assigned and 
attached personnel ·In the unit and to ensure accuunting for personnel and · 
attendance per National Guard Regulation (AR) 680-1. The Integrity of the data Is 
as good as the commander's attention to maintaining sound personnel recotd 
keeping. The process Is as follows: the commander codes soldiers on an 
automated pay report, DA Fonn 1379, Unit Record of Reserve Training, which the 
commander signs certifying the performance eategories of soldiers within the unit. 
Title 32, United States Code 502 requires soldiers to attend 48 drill periods and 15 
days of annl:'al training year1y and Tl1le 1 o United States Code 12732 requires a 
soldier to obtain at least 50 points within a year for the year to count for retirement. 
The 50 points are credited on the following basis: one point for each drill period or 
equivalent instruction (48 points per year), 15 potnts a year for being a member ln 
the reseives, a minimum of 15 points for annual training attendance (depending on 
the duration of annual trainlng)1 and one point per day of active service performed 
throughout the year. 

• The regulation provides commanders. limited flexibility to excuse soldiers from 
drills, allow for constructive attendance, and allow soldiers to perform the drills prior 
to, or after the day of the unit's scheduled assembly. Commanders routJnely 
exerc:ise this discretion because of issues unique to the National Guard and 
selective reserve .. call up by the Govemor for e,clended state active duty, 
schooling, work-related conflicts, etc. 

• A number of the perfonnance categories in the Army National Guard (ARNG) do 
not allow payment to the soldier. Some of these are within the soldier's control 
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There are a number of acceptable reasons why a soldier may be excused from a 
drill. Relocation to another state (such as cross country employmerit.tra.nsfers) 
slckness, medical convalescence, family hardship, and unscheduled work conflld 
are Just a few. Most absences are short-tenn in nature, but some are not Despite 
the varied reasons, these soldiers are still under contract - and are subject to being 
called to active duty whether or not they are attending drill at the time. This issue 
goes to the heart of the readiness argument. We believe the Impacts to National 
Guard r~a~~ness by no-val reporting are overstated or misrepresented in the USA 
Today series. 

• The leadership selectively manages soldiers who refuse to attend drill, cJasslfled as 
an unexcused absence, ~s they represent an investment of time and resources. 
Commanders of soldiers canied in this category, must, by regulation, begin the 
separation process after nine unexcused absences within a 12 .. month period. A.s a 
part of the separation process. commanders at the unit level take a number of · 
actions to bring soldiers back lo a drilling status .. certified letters, contact teams, 
and use of local law enforcement when authorized. Commanders will often 
exhaust all avenues In order to keep a soldier in the unit This is because of the 
training, investment of time and public resources, and the commitment these 
Individuals made when they signed their contracts. When all avenues .,re 
exhausted, a commander wUI then process the soldier for discharge. Given the 
attec,tion required to bring a soldier back to dritling status and the lack of full time 
suppon personnel to develop and process the paperwork for discharge, this 
process can be lengthy. Soldiers who are discharged for non-attendance are 
placed In the individual ready reserve, and remain subject to mobilization through 
the United States Anny Reserve. 

• When soldiers have not been paid after three consecutive months, regardless of 
the reason - acceptable or unacceptable, they wm be refleded on the non
valldatlon of pay report or no-val report. It should be clarified that no-val means 
"non-validation for pay' as opposed to a •no value" soldier, as characterize~ In the 
USA Today series. · 

Non-ValidaUon (No-Val) of Pay Report 

• Over the years, there have been a number of tools developed by National Guard 
Bureau (NGB) for commanders and leaders to use in their oversight responslbilltles 
for pay and drill attendance. The non-validation of pay repert was developed 
almost a decade ago to provide National Guard leadership at all levels a way to 
gauge drill attendance and manage the force, record trends, and provide a degree 
of oversight at the national level. The no--val report must be reviewed and utilized 
in the framework for which It was developed. '"No-val" is the tenn used for any 

2 
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Then;? are timf)$ vvhen crl~cal raView and common sense must~ 'ilpplledto the 
revfef(prcc:ess. For: e~mple. soldl,m; .ac:U~ted -:undl:!r the autno~ty of tru!.I" 
Governor on prQlongatfsta~ a,;:lfvtf duty will noM>e peffillining their t$qulred drill 
asseni~Hes, yefrnay b:fJ reftecled on the non~vatfdatfon of pay report. 

. . . 

• Ttlen~n-valldatlpn of.,pay repo,t.,ijj·~eyeloped·bytttkl.ng_:~ pay dau:..from the 
Def~n$e_ Fi~:~C,, arid AccouoUng·'.System (t>FAS)iarkf Cibn, pa ring ltto th~ fllOnthly. 
stren,gth tt:i:Pt!i~tch is a ·roll-Up 'COmprif?ed of the sol~lets,:.a~tho~d ~ dril,I ,)-.iring 
that Jif.T.la. l):H~t'~~l'.I.Ufi~t11.~ldi~:Who ate requirecno dr'I_Q··,p:uf have i1ot.recelveck 
pay ltfl,hree month~~ ' 

• Th~ t1on-vaftd~~P_nof ~y ~pQrt:(en~psed as p_art;:of ffil~;a~cnm~rit} was · 
dev~fqpeli:-.a_~:,g:itf'l~rti~t~~bl,fQr~,,ltaad~rshlp; ·the ,tall:)et 99,als ·are:se1Mmpas.ed 
and, 'in f~ct. ~.,ijell&V{i, other se:rvj~s are loo~ng,athoW·~ey m1gh.t ttack:S1mil~r 
data ~nd trends,,by Jnsfjtuting 1:lrriQ·ar r.epo!jS; An .1rn~nt,polnt to,make; ~ ls· 
no real iOQe(iij~)tg hold B npi¥Po;,c:1Ucti_v,e $Ol(Jler ih th.e\init· Thfs-;{s'<b~~µse:the 
budg~tami:ft,)J'ce '!itry.lct~re:·9rstr1.bVt'91i'Pl"Q08Ss w~· u~l!ze·~to9ay ~ke~ Jn,to:~~lJnt 
actuafpartlcfp~tlon ri:ites:; The iQf!a,tha.tstates are: somehbW,galnlng an adwntage 
by no_t dlscharglog personnel i•.a:impletety,fallacious. 
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·).> ,Besponse .. to Allegationscof Peyal.MlsconducL .. 
. . . . . 

,,•,,• 

Leadership·f]}ilalllieations 

.• The~djtJtants,~eneral (TAG$) must:meet sta~ and rederal·requit~ments fµr 
apppfi,tment. · · · · 

• Stat~nequlremetrts are.normally a function of state law·and vary'fro'm 1$tat&to·state. ·· 

• Fed~h'equlr~nier;ts:are itlposed through elth.er.Arrny or.Nr·Force regula,uorn;. 

• The -Federal recognfUon ·process is the proced~. to which each TAG:norrilnatltJo,is 
subjected prfQr'to granttn_gifederal recognltlon 'afthe grade for·wht~ttthe lndlvfdUAI 
Is qualified. · · . · . 

• · ::tv1,.'1_ML11;~,~ ·:regu1~· tl)a::;~V('tn~r~o ~mtn,t"1*('1d the sta.te:legl,l@tytl!,.:.to confirm 
. the1ijmta.;appgJo~ent•\\he:~JutanfGet•:era1.~' · . · · · · .. · · 

.:.:. 
• .. 

• Feq_j,...1 ·.re~gnltlor(ls;-g"ttl~ la an TA~)~~.r 1i,1ng:nonjlna~~by.,./,,.pe~e-.·· . 
Gov~or, re«>'rnr:nenaeq .ttfa·:federal R~_ebJlrflti~ ~oard. ~ISpr~'bt,the . 0. . i 

re~J¥0tive Servlde seer,,~. ,,nd·tQrward,~«fby:'.lh& s~'-'Y 6f~se-to;ft1e· ·. 
Pr•k:t~nt· of the .Uillted . .'Stato· f'or nomlnattcir{to:th e U.S. ··s·enale:fotci>·nfirrnatloo of 
their ~ppolntmetit in. the,hi9tt'\!r g~de. Fedemf1i'ttcogn1ttorr ·ts· der,l&d '(ho ptnrnotion) 
If ant.of thes~·glterfa are ·nol .mel · 

• Apprqp:iate .oorr~e aoUo~·was taken In every·case cited by the articles. 

T'AG:f'ay 

• Feq,a~I pay ()f ;1n ~djutant·c,,enera,t ts base~ upon f~dera.l military pay rates at:the 
feder~Uy recognized g'rad~'of the rel/ipective officer. . 

• TAGS an:fpald at their fedel'(llly·recogn_ized grade/years df service. 

• TAGs;tecelve federal pay.~lyfQr days onwhlch.federel :duUes ar~•performed. 

• TA{,\:,mfit s.al;m~s ~re.~~l!.shed.in:.state law-and ~IY Qy.Jurj~df~. 

• Federal pay records arepu.bJltfdocuments. 

Nepotism/Cronyism· 

• Training._ •ele'~Qn. aftd promotion policies ·and procedures are 'de$lgoed. to offer 
· eqUaJ '.6pp6rfunlty fo aU. . 

• )Prbcea~reu1:'ijn~uttf°$8¢h::soJdler/.alrman Is trea~-with,resp.eot ~nd-is-able to avail 
·hlms~~/hetseif.:'of f'VttD'· dppor,runtty to suc::ceed ~ grQW. . . . . . 

• Allegations of nepotish, and'cronyism are promJ?t)y Investigate~. 
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Reprisals 

• National Guardsmen; like other members of the Anned Foroes, are protected 
against reprisal under the DOD Directive 7050.6 (MIiitary WhlsUeblower Protection) 
for preparing and or making a protected communication. 

Fiscal Management 

• National Guard funding is approximately 95% federal and 5% state. 

• There are a series of fiscal control, discipline and audit policies and procedures to 
ensure responsible resource stewardship. 

• The Army National Guard budget execution by the respective states this year was 
within one percent of the Army's priorities: 

• Unites States Property and Fiscal Officers (USPFOs) are the responsible federal 
agents (serving In a Title 10 U.S.C. status) In each s~te sworn to oversee federal 
funding and to ensure It Is spent for the purpose for which It was provided to Che 
state. 

• The National Guard has a .continual fiscal audit process to Include oversight by · 
appropriate DOD and service agencies. 

• The National Guard Bureau. the CONUSA Inspector General and/or the gaining AJr 
Force Major Command, ano the Army Audit Agency and/or the Air Force Audit 
Agency make periodic inspections of the USPFO offices. 

Inspectors General 

• TAGs, along with all other.general officers, are subject to Investigation by the DOD 
and respective service Inspectors General, not the state National Guard Inspector 
General. 

• TAGs subscribe to being held to the highest levels of accountability by both 5tate 
and federal government. 

• Inspector General (IG) Investigations are oonductecl on TAG&; the results of the 
investigations are provided to the respective Governors tor appropriate action. If 
substantiated, Army National Guard general officers are subject to administrative 
disciplinary actJon by the Vice Chief of Staff, U.S. Army. Air National Guard TAGs 
are subject to disciplinary action by their respective Governors. 

• All states have an IG; most are active duty Army officers. All are authorized an 
active Army officer as an tG (either a Colonel or Lieutenant Colonel) depending on 
the force structure within the state. 

s 
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• State level IGs investigate matters within the respective state National Guard as 
directed by the state leadership (or NGB) In response to complaints. 

• General officer investigations, to include TA Gs, are conducted by the Departments 
of the Anny, Alr Farce, or Do0 respectively. . 

• The state IG program Is overseen by the Department of the Army IG and the 
National Guard Bureau IG. To date, this is one of the most successful integration 
efforts by the Army . .. ' 

Political ~ppointments 

• TAGs are appointed by the Governors (except elected by popular vote In South 
Carolina, elected by the legislature in Vermont and appointed by the President In 
the District of Columbia). 

• Like the Chalnnan of the Joint Chiefs, Service Chiefs and all other officers on 
active duty as well as the Cabinet secretaries and deputies nominated and 
appointed by the commander-In-chief, the President: the Adjutant General is . 
appointed by the state commander-In-chief of the National Guard in a respective 
jurisdiction, the highest elected official in the state-the Governor. 

. • After appointment, by the Governor, and confirmation by the state legislature as 
appropriate, a TAG's nomination is forwarded to the DOD for review and approval 
and then forwarded to the President of the United States for U.S. Senate · 
confirmation. 

• Like an active duty general officer, a National Guard officer must be qualified, have 
the trust of the elected civilian leadership, be supported through the nomination 
process, and successfully gain confirmation. 

• Because of the National Guard's unique state/t~eral status an officer in the 
National Guard Is subfeded to the process at both the state and federal level. 

• Typically, as e cabinet level appointee of the Governor, the TAG Is accountable at 
both state and federal level. 

• There are polltlcs In state government Just as there are in the federal government 

• TAGs are highly vlslble state offiaals and unlike active duty officers residing on and 
working at active duty Installations, are subjected to continuous public and political 
scrutiny. 

• TAGs work in the "court of public opinion" every day. 
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TA'Gs,ma rexetase·:fue.ir: . ·-··_ --·1:: · llti.cal" 'refe. · . . ''\make·aonliibutiot1$1:_as 
privati~d,~~-ndtvoi~=£df!n~ ~z, ·. . . . . ; . . . 

• ·. T'A<9~.;ilte.;3iij•~to·~e;~~JQtt1f.ethlcs·reg1JlatiQn,~d,corr-.P<Jntling~ . 
. · .;rules?:· --~nwo1a:\Nkicfra ·. eiof:conduct--lndudfo:: . . ·imcaJ actlvlfy'~ . . . .... . . .:'9 ,.,·. -,:·_-~,;,•.'-.{";• . - ,.•. ·c;~, .· ..... ., '·,. " .:,·, ·,,.9...:1)'.Q. :·-,. :,·• ... 

UnH Vaqancy Prornt/tion.•-

• Th~J1n_i~~:P,1Jl~,-.y,ter.n.•;_QU.tf,o~.,tw-~~f:~•'.ff:le 
dellcate:baliirtcefflat musU>.Eirnaliltarned 11etwi:iinthe· .···uiiiln10• !ti·.:··· ·tnmunlk, . . . ,.... . ... 'P. . .... ,... , .. .. . ... . . . CIV ' .CO "•T· 
obJfgatlons artd'Naiional ~ard duty. . 

• ,.Urilil<e_sthe::'acitfv~ffot~,tt;e~ t4at1ooal:Guard ls ,a community-bas~ .. nlzation. 
. . . . . 

• · M•rnb.eJ'.$ wqrt(~Uh.e.lr ~um'J!)9'Jl'.I tlje ®iTIQ1V.f:1itlea,~wb.,e.~,~·y ~j;fe.,and . 
'Putsue·tnefrJfa)lona~,Gttam:ttifY01~; .. t~commu.~~ty. -· · ·· ,. · ·: · 

. . ..· 

N~,tfqrl1/ Gu,.rr! aflre~u::. 

~~.,,~~ -ct,jjgn~~t~ '; ... ·;,-;;. :\ijl~~~lly ~,m.~:enll~tt,t;I_ 
~~senJdr:,posltid.ns, · _ -··., P6npttilllties: . 

• AU"'~tit>f(Jl.~9,Etf}1·me_~ -~~~--to U,e·~,tk.,nijf Gµ~):l,~u,are·on~iiQI: · 
active ·duty:and:a~ $ubJee.tJtftf:ie,lJ(:-GIJ~ · · .- · · · · .:. 

·• Al(Natjonet,iuatcf members on J,ae.r-.i ~ d.YJY at;thc! !Naijon•J~t.t$rcl·~~alJ · 
an.it:sut,J~l~tQ,ute·-s~mtfni1es;:~~t.a'tlllns and ·p~a:~ .. i:a~ a·ppty·toeny dther 
servfce'"menibet on fedenil adtiv1iduty. •.• .. 

·· Relidiness 

•. 11:1.~ ~~.U~al, ~~·,rtt. h~.:~~mo,:i,~~:.ies morfxeady:~-~-~ny ottt~r ti~~-ln ._Its· 
history.~ ·. . ' .. ' . : : ·• . . . •. : . . . . . . . . . . . ·.· . 

• :~~:a· ~~;t~~~~n~~~~tl)e . ·.,• 
. • ~~GJ:itllJ!!~i,el~ unllsiin\l!lim~~ ~~-the~ 
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The National Guard is deployed worldwide. Last year the Guard deployed 
than 60 countries In support of the respective geographical and unified 
Comrnanders•in•Chiefs (CINCs) American interests. · · · 

Every day of the year, the National Guard averages approximately more than 3, 
members deployed to the warfighting CINCs, 3,000 people supporting law 
enforcement in the war on drugs, more than 1,200 a day conducting youth 
programs, 715 members a day In support of our state mission and more than 
81,000 a day preparing the National GL1ard for Its fuU range of federal missions . 

• !• 

• Since September the 11th, the NaUona1 Guard has responded to every mission 
tasked by both the President and the respective Govemors. Those missions to 
date have included: Airport Security, COmbat Ajr Patrol Missions over our nation, 
protecting high.value assets from coast to ooast, providing trained and ready forces 
to Operation ENDURING FREEDOM, patrolling "no-fly zones• In northern Iraqi 
keeping the peace in Bosnia, training the nation's fighting forces in mountain 
warfare, or responding to a natural disaster. 
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DEPARTMENT OF DEFENSE 
OFFICE OF GENERAL COUNSEL 

1600 DEFENSE PENTAGON 
WASHINGTON, DC 20301-1600 

March I, 2002 

MEMORANDUM FOR PRINCIPAL DEPtrIY ASSlSTANT SECRETARY OF DBFENSB 
FOR. RESERVE AFFAIRS .. ':.• 

SUBJECT: The National Guard and Wbistlcblower Protection under Federal Law 

Auadlcd is the information ycu rcqUCfted to assist in preparing your responses to 

Congressmen John McHugh and Vic Sn)'der. 

o:f~y 
(Persomiel and Health Policy) 

Attachmcn~ 

0 
~ - - - ~~- ~ T -- .-__'-'---.L.C._ - --~~~ - - ----- T 
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DEPARTMENT OF DEFENSE 
OFFICE OF GENERAL COUNSEL 

UiOO DEFENSE PENTAGON 
WASHINGTON, DC 20301·1600 

Much 1,2002 

INFORMATION PAPER 

l(b)(6) 

SUBJECT: The National Guard and Whistlcblower Protection under Federal Law 

P.021 

• The militia clause of the U. S. Constitution (clause t 6, scctiGn 8 of article I) reflects 
our foun.d.ing fathers ' original concept of the militia ti a part tirno, non-professional, local 
military force Wldcr the exclusive authority of state officials. In this status, the Guard is 
under the command of the governor of the state and bis principal d~ty for Guard 
administration., the state adjutant general. 

• Io 1933, Congress vested the National Guard with dual status. ln continuation of its 
original status, the Guard remained first and foremost a state instrumentality as a state 
militia. Simultaneously, Congress ve,tcd the National Guard with federal &tatus as one 
of the elements of the racrve <:Omponents of the anncd forces of the Untied States. 

• Federal status is operative only when the Guard is called or ordered into federal 
service. When so called or ordered, it is known as the National Guard of the United 
States and is subject to the authority of the President, the S"crctary ofl>efenJ& and other 
authorities, civilian and military, oftbe federal defense establishment. 

• One byproduct of this organizational arrangement is that federal officials do not havo 
direct.control over actions taken by state officials in administering the Guard when it is in 
state status. 'Ibis organizational ammgement al5o meant that there is a limit on the 
extent to whlch CWTCnt Federa1 law may be relied upon to protect National Guard 
personnel who arc substantiated whistlcblowers. 

• Congress bas codified militarywhistlcblowerprotection at section 1034 of title 10, 
United States Code. The Department of Defense has implemented this statute in 
Department of Defense Directive 7050.6, "Military Whistleblower Protection.,, 

• • Section I 034 applies to member$ of the anncd forces. The Directive defines 
memben of the armed forces as • All Regular and Re5ef\'e component officcn 
(commissioned and warrant) and enlisted members of the Army, the Navy, the 
Air Force, the Marine Corps, and the Coast Guard (when it is operating as a 
Milital)' Service in the Navy) on active duty; and Reserve component officers 
(commissioned and warrant) and enlisted members in any duty or training status 
(includes officers and enlisted members of the National Guard)." 

11-L-0559/0SD/10056 



•' ·!'M-14-2002 16112 o::sD RA CM&P) 

•• Officers and culisted members of the National Guard when in either a du,ty or 
training status under either title l O or title 32, United States Code, receive the· 
same military whistleblower protections as regular officers and. enlisted memben 
on active duty. · 

•• Federal military whist:Ieblower protections do not apply ro officer and 
enlisted members of the National Guard when in state active duty status. Their 
protections. if any, derive from state law. · .... 

• A fcdmu whistleblowcr protection investigation may identify both federal aad state 
remedial actions. The Secretaries of the Military Departments or the Secaetatyof 
Defense may direct appropriate federal remedies but may not direct state action. 
Remedies requiring state action must be refened to the states for their consideration and. 
action they deem appropriate. 

Office of the DoD Gencnl Counsel 
(P~el and Health Policy) 



JAN 22 ~ 

MEMORANDUM FOR PRINCIPAL DBPUTY ASSISTANT SECRETARY OP DEFBN'SB 
(RESERVB AFFAIRS) 

SUBJECT: Investigations into National Guard Matters 
.. -. 

Thia is in response to your memorandum of January 2, 2002, 
that requested summaries of investigations conducted·over the 
last 5 years by this office and the Service Inspectors General 
(IGs) into National Guard matters. In addition, you requested 
asaeasmenta of the effectiveness in conducting those 
investigations and a summary of any legal or other barriers 
encountered. 

Attached at Tab 1 are summaries of three closed 
investigations completed by ~he Defense Criminal Investigative 
Service (DCIS). Your memorandum specifically requested the 
reaulte of the DClS investigation into alleged •ghost soldiers 
in the Ar~zona Army National Guard.· That investigation is 
still open and therefore it would be inappropriate to release 
any information concerning it at this time. 

The remaining attachments provide single-sheet summaries of 
all investigations into National Guard matters that were 
conducted by this office or by the Service IGs over the past 
5 years. Investigations that were conducted by local IGs (that 
is, State IGs or IGs at National Guard installations) with no 
higher level involvement are not included. The following 
additional explanation is provided: 

• At Tab 2 are summaries of all inveatigationa into 
National Guard matters that were processed through our 
DoD Hotline data base. These include investigations that 
were conducted by this office as -well as investigations 
into National Guard matters that were conducted by the 
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Service IGs in responee to a referral fro~ our office. 1 

At a minimum, the single- sheet surmiaries provide a· 
description of tbe allegations and the result of the 
investigation. (•Ns• inclicates that none of the allega
tions were substantiated. 'SU' indicates that all 
allegations were substantiated, while •ps• indicates that 
some but not all of the allegations were substantiated.) 

• At Tab · 3 are suumaries of investigations involving senior 
National Guard officials that were initiated and 
conducted by the Army or Air Force IGs. we provide 
oversight on such investigations and maintain a separate 
data. baae for them. 

• Tab 4 containB sunvnaries of all Army investigations into 
National Guard 1nattera that were not included under Tabs 
2 and 3. Pleaae note that the Army could not provide 
information on •not - aubatantiated• caaes completed before 
September 30, 1998. The Army cover letter al•o provide• 
an assessment of investigative effectiveness. 

• Tab 5 is a similar response from the Air Foree IG. 

our aaseaament of the effeetiveness ot IO inveetigations 
into National Guard matters ia consi•tent with view• expressed 
by the Service IGe (Tabs 4 and 5) . We have not encountered any 
unusual impediments. Occa•ionally issues ma.y arise concerning 
the applicability of Federal statutes to National Guard members 
because of their dual Federal-state role . However, we are awa.e 
of no instance where the dual~status of National Guard members 
has significantly impeded investigative efforts. 

Because some of the attached documentation may be exempt 
from public release under the Preedom of Information Act and the 
Privacy Act, all attachments ahould be considered "FOR OFFICIAL 
USE ONLY.• While the attachments can be provided to the 
Chairman and Ranking Member ot the Subeoamittee on Military 
Peraonnel, House Armed Services Conmittee, as the Subcommittee 
poasesses the legal jurisdiction_ it is requested that the 
transmittal of the attachments to the Subconmittee contain an 

1 We Qoaduct an inv••ti9atiOQ into alleged •ieconduct by eenior Nation•l Q~ard 
officer• o~ •llegationa of iailitary reprisal wben the nature of· tbe 
allegation• or t~ ••niority of tbe subject require our direct involve111enc. 
We receive and reviewd investigation. conducted by the Service IG• •• part of 
our overaight re•poneibiliti••· 

- .. - .~ ... - --. 
~- ~ ........ . : , ·. 

--- --- .. 
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advisement that the materials have not been reviewed for public 
releAse and may contain- names and other privacy protected 
infoxination. 

If you have any question,;, regardir19 this matter, please 
contact me or Mr . John R. Crane , Director, Office of 
Congressional Liaison, at (703) 604-8324. 

Attachments 

J . Lieberman 
Deputy Inspector General 

3 
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_r_)(-6) ____ 1 P.026 

14 January 2002 

MEMORANDUM FOR Inspector General, Department of Defense, ATTN: Office of 
Departmental Inquiries (Mr. Broome), 400 Anny Navy Drive, Artington, VA 22202-4704 

SUBJECT: Request for lnfonnation Concerning Allegations into National Guard Matters 

1. Attached are Department of the Army Inspector General (DAIG) summaries 
concerning Investigations Into National Guard matters. 

2. Single sheet summaries are provided In most Instances. However, on several 
occasions, the summary sheet Is longer than one page, due to the number of 
allegations and/or the magnitude of the Investigation. Additionally, no summary Is 
provided for Investigations completed 30 September 1998 and eariler In which the 
findings were 'Not Substantiated' or 'Neither Substantiated Nor Refuted;' these 
categories of cases have been purged from our database. 

3. We consider our Investigative actions of National Guard matters to be very effective. 
Although corrective actions for 'Substantiated' allegations are a command responsibility, 
we conduct follow up as part of case closure in accordance with our policies and 
procedures. 

l
(b)(6) L 

4. You may contact Captain Zimmerman at._ _____ 
1 
.... lth any questions. 

FOR THI: INSPECTOR GENERAL 

Encls 

P'8A 8Fft81At: 1::19E 8HLY 
Dissemination is 
prohibited exceP-t as 
authorized by AA 20-1 . 

eska 
ral, U.S. Army 
Inspector General 

This document contains information 
EXEMPT FROM MANDATORY 
DISCLOSURE under the FOIA. 
Exemptions 5 & 6 apply. 

~ .. ~ 0 ~ © ~ac/.6fMJfffCfAL USE ON[f 
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] S JAN 2002 

MEMORANDUM FOR INSPECTOR GENERAL. DEPARTMENT OF DEFc.NSE 

FROM: SAF/JGQ 
1140 Air Force Pent.aeon 
Wasbmgton DC 20330-1140 

SUBJECT: Request for Information Concerning .lnvestigarlons into National Guard Matters 

As requested. summaries of investigations on Air National Guard (ANG) matters are 
attached. SAF/IOQ deals with IG matters for subjects at the GS-1S, colonel or below level. A.FI 
90·301, lnspecior General Complal1JU, rtquil'C3 that only cenain findibgs be reported to 
SAF/IGQ. The.se include findings in 10 USC 1034 and mental bcaJth cases. investi1atioos in 
which the ra.rucs listed above are involved as subjects. and high-level inquiries. As requested in 
your memorandum., investigations already repor1ed to IG, DoD are omitted. 

Your memorandum also med us to comment on the effectiveness of'the investigations 
prouss into Air National Guard a>mplaiots. Since 1998, SAF/IOQ bas provided oversight on all 
Air National Guud complaint matters involving the special categories listed above pursuant to 
Air Force Instruction 90·301 . Although tbttc are exceptions, most ANO investigations have= 
proc~ded in a. timely rnanner. WbeA JO involvement was not wananted., our ability to assist or 
refer complainants to the approptj,ate agencies has been extremely effective. We arc: aware of no 
inlpediments to our ability to eff'eotively process Air Nation.al Guatd complaints. 

If you have any questiom or concerns, please feel free to contact rne!(b)(5) 
Colonel Stephanie Walsh,, the ANO Advisor to the Jmpe(:tor Gcn~(b)(6) 

'------....1 

!or 

~ 
Director, Inquires Directorate 

Attachment: 
Report Summaries 

ONLY 
TOTi:t.. P.027 
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March 20, 2002 

The Honorable John McHugh 
Chainnan 
The Honorable Vic Snyder 
Ranking Member 
Military Personnel Subcommittee 
Conunittee on Armed Services 
House of Representatives 

Subject: Military Personnel Strengths in the Anny National Guard 

The accwacy of reported persoMel strength and training participation rates has a 
direct impact on the reliability of the Anny National Guard1s budget and the 
allocation of funds to individual states. If either the reported strength. levels or the 
participation rates for a given fiscal year are more or less than the actual numbers, 
the funds required to pay Guard persolUlel will be either overstated or widerstated 
Congressional concerns about the reported military personnel strengths of the Army 
National Guard have emerged as a result of recent media coverage of the Guard's so
called ghost soldiers. 1 

As a result of those concerns, you asked us t.o provide information on (1) the Quard's 
personnel strength levels and training participation rates and (2) the Guard's efforts 
to improve the accuracy of reported s~ levels and participation mt.es. To 
respond to your request, we drew on fh-«lings from our armual review of the 
Department of Defense's military persoMel budget requests and the Anny National 
Guard's milit.ary personnel data for fi.scai years 2000 and 2001 and the first quarter of 
fiscal year 2002. The scope and methodology for our review is discussed on page 6. 

Results in Brief 

The Anny National Guanl's fiscal years 2000 and 2001 funding requests were 
overstated by $42.9 million and $31.6 million, respective1y, because the Guard used 
inaccurate military s1rength and participation rates t.o develop its project.ed and 
actual miliwy force levels. Additionally, t.o develop its training budget needs, it used 
a mathematically derived training partidpa:tion rate based on expected program costs 
rather than on the actual nwnber of personnel being tnined. By using these 
inaccurate figures, the Guard overstated its overall military persoMel strength and 

1 "'Ghost soldier" Is a slang tenn used for soldiers who remain on strength reports but who are, in fact, 
no longer participating in training and who should be removed from these reports. 
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the .aznowtt of its arutual funding requests to Congress. 

The Anny National Guard is currently taking steps to correct these overstatements. 
It is placing more emphasis on an existing personnel database reporting system that 
identifies the persomel who are assigned t.o a writ but have not been paid for inactive 
duty training for 3 months or more. By doing this, the Guard can enswe that unit 
conunanders remove these personnel from unit suength reports if they are no longer 
detennined to be drilling reservists. 2 The Guard has also improved the method it uses 
to calculate inactive duty training participation rates, now basing the rate on the 
number of people who have actually been paid for traming • 

... -. 

Peno1U1el Strength Figures 
and Training Participation Rates 
Were Overstated 

Our analyses of the Anny National Guard's military strength projections for fiscal 
years 2000 and 2001 showed that the Guard overstated its personnel sb'ength because 
it relied on inaccurate military personnel strength data, which included individuals 
who should not have been considered in the calculation or strength numbers for 
inactive dut;y training. As a result, we estimated that the budget requests for those 
two fiscal years were overstated by $42.9 and $31.6 million, respectively. 

The Guard can remove an individual from strength reports after 3 months if it 
determmes that the person is no longer in the program. In order to help commanders 
identify these individuals, the Guard publishes a monthly Non-Validation of Pay 
Report (NO-VAL). Unit comm.anders review the status of individuals on this report 
and detennine it they should be excused, removed, or reclassified to a non-drilling 
status in the Guard's strength reports. Bec.ause each personnel action is wuque, there 
is little guidance as to how long a writ commander's review :,nd the processing of 
paperwork should take. We used the 7-month rather than the 3-month period to 
estimate the accuracy of reported &trength for drilling personnel because there are a 
nwnber of circumstances that would cause a person not to be paid for more than 
three months and still be included in unit strength figures. These reasons include 
their movement from one unit to another, their inability to perform 1nining for 
medical reasons, and their being paid late for t:rairung perfonned. Guard omcials 
agreed that it would be reasonable to expect unit commanders to adjust unit strength. 
if an individual has not been paid for at least 7 months or more. 

Our analysis of the Anny National Guard's militaey personnel database used to 
develop the NO-VAL showed that about 4,048, or 1.3 per cent, of the 301,140 drilling 
reservists should have been dropped from the fiscal year 2000 end strength and about 
4,254, or 1.4 per cent. of the 296,430 drilling reservists should have been removed 
from the fiscal year 2001 end strength. Enclosure l shows the number of personnel, 

1 An individual required to pedorm 2 weeb of annual IJ'airung and weekend drills (lnactlve duty 
trammg}. 
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by state, who were not p for 3 and 7 or more consecutive months as of the 
fiscal years 2000 and 200 

In looking at the Army National Guard 's method for calculaling its ~tive duty 
tmining participation rates, we found that in the past the~ were inaccurate 
because they did not correct1y identify the actual number of personnel who were, in 
fact, in 1raining. Instead, the Guard relied on a mathematically derived participation 
rate, which was based on expected program ·costs, estimated training cost.a, and 
military strength. figures, to come up with a total number of military personnel who 
were expected t.o train. This method resulted in inactive duty training participation 
rates that were higher than they should have been. For example, when we examined 
the Guard's fiscal year 2001 budget, we fowtd that the Guard had determined-using 
mathematically derived rates from fiscal year 1999 nwnbers-t.hat about 91 percent 
of its officers and 84 percent of its enlist.ed persoMel would participate in inactive 
duty training. However, when we compared the number of personnel who had 
actually been paid for inactive duty training in 1999 with the mathematically derived 
numbers, we found that 88. 7 percent of officers and 81.3 percent of enlisted 
persormel had actually !Jained. 

Steps Underway to Improve the 
Accuracy of Military Personnel Strengths 
and Training Participation Rates 

The Anny National Guard's methods of detennining mllitar,y personnel strength and 
inactive duty training participation rat.es have improved. 

In the course of our budget work we made a number of suggestions on how the Army 
National Guard could improve its budget formulation methods. As a result, the Guard 
has changed the method it uses to calculate inactive-duty training participation rates 
and is now basing them on the number of people who have actually been paid for · 
training. In addition, the Guard has placed more conunand attention on the accuracy 
of reported military personnel strength. and the number of NO.VAL personnel 
retained in the reporting system. Between Oct.ober 31, 1999, and December 31, 2001, 
the number of individuals reported on the Guard's NO-VAL report has declined from 
16,264 to 9,627. Enclosure II shows this trend. 

Our review or the December 2001 military personnel database indicates that some 
state commanders are using the NO-VAL report to identify inaccuracies in reported 
personnel strength. For example, between November and December 2001, the 
number of assigned drilling personnel was reduced from 297,846 t.o 297,226, or less 
than 1 percent, while persoIUlel on the NO-VAL report declined from 11,133 to 9,627, 
or about 14 percent. The state of Texas had the largest decrease in both strength and 
NO.VAL persormel Its assigned drilling persormel strength numbers fell from 14,622 
to 13,695, about 6 percent, and its personnel on the NO-VAL report declined from 
1249 to 361, a 70 percent reduction. 
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Sc9pe and MethodologJ 

To provide inf onnation on the Guard's personnel strength and participation rates, we 
drew on our prior work and analyzed DOD's military personnel budgets, comparing 
requests for fiscal years 2000 and 2001 to actual personn~ data for October 1999 to 
December 2001. In addition, we obtained and anal}'7.ed the database used to produce 
the monthly NO-VAL reports for fiscal years 2000 and 2001. We also discussed our 
observations with Army National Guard officials at the headquarters level and 
officials at the Office of the Secretary of Defense, Reserve Affairs. Additionally, 
although we utilized the Guard's data in our analyses, we did not test this data to 
ascertaia its accuracy. 

Agency Comments 

We disc~ a draft of this letter with Anny National Guard officials. They generally 
agreed with our observations and stated that, in the past, reported personnel strength 
levels might have been unintentionally overstated The Guard stres.sed that it has 
recognized the problems it had in calculating participation rat.es and in aqjusting 
military personnel strength levels and is ta.king action, as discussed above, to correct 
both. 

The Office of the Secretary of Defense, Reseive Affairs, generally agreed with our 
observations. We will continue to work with the Guard and the Office of the 
Secretary of Defense, Reseive .Affairs, to improve the accuracy of reported strength 
and·particlpation rat.es used in the budget formulation proces.s. 

As arranged with your office, unless you 8IU\ounce its contents earlier, we plan no 
further distribution of this report Wttil 30 days after the dat.e on this letter. At that 
time, we will make copies of this letter available to other appropriate congressional 
committees and place a copy 011 GAO's home page at . If ou have 
any questions conce the infonnation provided, please call me on (b)(6) 
or R. L. Furr on (b)(6) 

Derek B. Stewart 
Director, Defense Capabilities 
and Management 

Enclosures - 2 
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ENCLOSUREil ENCLOSURE Il 

Army National Guard Monthly 
NON AL Reports on Individuals Not Paid for Inactive Duty Training-
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Note: The ,raph shows a decline from 16.26,t In October 1999 to 9,627 In December 2001. 

Soun:e; U.S. Anny National Guard month]y NO-VALrepo1t11. 

(350173) 

Page& GA0-02-540R National Guard Personnel Strengths 

•• 



CH. 53-MISCEWIIEDUS·IIIIRS , BatEflTS 

CA) Anny Emergency Relief. 
CB) Air Force Aid Society, Ille. 
(C) Navy•Marine Corp1 Relief Society. 
(D) Coa.at Guard Mutual Auiatance. 

314 

(3) An entity described in this paragraph is 11.D entity that is 
not operated. for profit and ia any of tbe following: 

(A) An entity that regulates and supports the athletic pn,. 
grams of the service am.demi• (including athletic confereneea). 

(B) Aii. entity that regulates international athletic eompeti· 
tions. 

(C) An entity that aocredita aervice ac:ademiea and other 
school.a of the armed forces (including regional accrediting 
agencies). 

CD) An entity that (i) replates the performance, Btalld· 
arda, and policiea of military health can (including health eare 
aaaociationa and pro!esaional aocieties), and (ii) haa dempated 
the positioa or capacity in that entity in which a member of 
the armed forces may Hrve if authori.ced under aubaec:tion (a). 

(E) An entity that, operating in a foreign nation where 
United States military penonnel are serving at United States 
military activitiea, promotes understanding and tolerance l,e.. 
tween auch penonnel (and their families) and the citizens of 
that host foreign nation through progl'am.a that £oater IOCia1 
relationa between tboee peraons. 
(C) PlJBUCATJON OF DESIONATID ENTITIES AND OP AUTHOIUZED 

PnsoNS.-A designation of aa entity under subsection (b), and =n 
authorization under subsection (a) of a member of the armed forcu 
to particil)8te in the management of auch an entity, shall be pub· 
lished in the Federal Register. 

(d) REGUU.TIONs.-The Secretary of DefeDSe, and the Sec· 
retary of Transportation in the cue of the Coast Guard when it ia 
not operating as a aervice in the Navy, shall preacribe regulations 
to carry out thia &edion. 
(Mdt4 P.L 106,.8,5, fl5Uldll. Now.18, 1118'1, 1118*. 1'112; •-....... P.L. 10&-G, f&a.!,Od,. 
'· 11199, 113 lkat. 634.) 

l 1034. Protected communlcat.iona; prohibition of retaliatory 
pen10nnel actioa.a 1 

(a) REs'l'RICTING COMIIUNICATIONS WITH M&BEKS OP CON
GRESS AND lNSPtcl'OR GENERAL PRoHIBITED.-(1) No. per110D may 
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restrict a member of the armed fon:e11 in communicating with a 
.. M~mber of Congreas or an lospectar General. 

(2) Paragrapb (1) does not apply to a communication that ia 
unlawful. 

(b) PRoHIBJTATION or RETALIATORY PEasoNNEL AcrIONS.--(1) 
No person may take (or threaten to take) an unfavorable penlOIUlel 
action, or withhold (or threaten to withhold} a favorable peraonnel 
action, as a reprisal ara.iDat a member of the armed forces for mak
ing or preparing-

(A) a communication to a Member of Congress or an ln
spectGr General that (under subsection (a)) may not be re
stricted; or 

(Bl a communication t.hat ia described in eubsectiou. (cX2) 
and that is made (or prepared to be made) to-

(i) a Member of Congress; 
(ii) an loapeetor General (u defined in aubsection (i)) 

or any other Inapector General appointed under the In
spector General Act or 1978; 

(iii) a member of a Department of Defense audit, 
inspection, investigation, or law enfon:ement organization; 
or 

(iv) any other person or organization (including any 
person or organization in the chain of command) dea
tgnat.ed pursuant to regulations or other established 
adminimative procedures for such communications. 

(2) Any action prohibited by para,1raph Cl) (ineludiu the 
threat to take any action and the withholding or threat to wi.tlabold 
any favorable action) ahall be considered for the purpoaes of thia 
section to be a peraouel action prohibited. by this subsection. 

(c) INSPECOOR GENEJW. INvE.sTIGATION or Al.t.BOATIONS OP 
PaoHIBITEO PERsoNNEL ACTl:ONS.--(1) If a member of the armed 
forcea 1ubmits to an Inspector Genera] an allegation that a per· 
soPDel action prohibited by aubaect.ion (b) bu been taken (or 
~atened) against the member with res_pect to a communication 
de•cribed in paragraph (2), the Inspector General shall take the ac• 
tion required under paragraph (3). 

(2) A communication described in thls paragraph is a commu
nication in which a member of the armed forces complains of, or 
discloses information that the member reasonably believes eon• 
atitutee evidence of, uy of the following; 

(A) A violation of law or regulation, includi.nl: a law or reg
ulation prohibiting sexual har888ment or unlawful diserimina. 
t.ion. 

CB) Grou mismanagement, a gross waste of funds, an 
abuae or authority, or a substantial and specific danger to pub
lic health or safety. 
(3)(A} An lnspeetor General receivin_g an allegation as de

scribed in paragraph (l) shall ezpeditiou.ly det.eno.ine, in accord
ance with regulations prescribed UDder subsection (h), whether 
there is sufficient evidence to warrant an investigation of the alle
gation. 

(BJ If the Inspector General receiving such an allegation is an 
lospector General witbin a military department, that lmpector 
General shall promptly notify the Inspector General of the Depart• 



merit of Defeaae of t.be aJlegation. Such notification shall be made 
J.n 1.1ecordance with regulation& praaibed under a1.1bsection (h). 

(C) If an allegation under paragraph (U ia aubmitt.ad to an In
spector General within a military depanmao.t and if the del:ermiDa
tion of that IDJ1pector Genera] under s~•ll'•Ph (A) is that there 
is not sufficient evidence to wUT&at an anveetigatioo. of tbe allega
tion, that lnapector Genera] shall forward the matter to the lnspec· 
tor General of the Department ofDefeue for review. 

(D) Upon determimng that an investigation of an alleption 
under paragraph CU is warranted, the lnapector General making 
the determin.ation 8haU expeditiomly investigate the allegation. In 
the caae of a determination made by the Inspect.or Geoeral of the 
Department of Defense, that lnapador General may &.legate 
re1ponaibility fOJ" the investigation to an appropriate Inspector Gen· 
eraJ within a military depari.ment.. 

(E) In the cue of an investigation under subparagraph CD) 
within the Department of Dafeo.ae, the result.a of the inveat.igation 
shall be determined by, or approved by, the Inspector General of 
the Depart.meat of lntfeue (Nrardleaa of whether the inveatiption. 
it.aelf ia conducted by the Inape&r CeneraJ of the Dapartmen.t of 
Defenae or by an l.na~r O.neral within. a military lfeputm.en.t). 

(4) Neither an imtial determination under paragraph (3)(A) nor 
an iavestiption under paragraph (3)(D) ia reqw.red in the cue of 
an allep.tion made more than 60 days after the date on which the 
member becomee aware of the penoonfll action that i1 I.he a11bject 
of the allegation. 

(5) The lupector General of the DeJ.)_artment of Defeme, or th• 
lmpector General of the Departmeot of Traasportalioo (iD U. case 
of a member or the Coat Guard when the Cout Guard is n.ot oper
ating a11 a aervice m the Navy), ahaU enaure that lhe lnepec\or 
General conducting the iD.veatigation of an alleption under 1ml 
eubaectioa ia ouuide the immediabe chain of ~mmand of both the 
member aubmittiag the allegation and the individual or iDdividuala 
alleged to have taken the ntaJiatory ad.ion. 

(d) INSPECl'QR GENl:RAL INVESTIGA.TJON OF UNDERLYING AI.LB
GATIONti.-Upon receiving an aJlegaCion under eubeection (c), the 
lnapector General re<ieiving the allegation shall coaduct a separate 
inveatigation of the information that the member malting the alle· 
gation believes cvnatitutea evidence of wrongdoing (a11 deaaibed in 
aub5>aragraph (A) or (B) of aubaection (c)(Z)) i£ there previously baa 
not bNa 11uch u. 111.vaatigat.ion or if the lnapector Geueral deter· 
mines that the origina1 inveatigatioo was biaaed or otherwiee inad
equate. In the cue or MD allegation n<ieived by the loape1:t0r Gen
eral of the Department of Defeme, the Inspector General may dele
gate that responsibility to the lnapedor Geoe.ral or t.be armed force 
concerned. 

(e) REl'oRTS ON INVBSnGATIONS.-(l) After wmpletioo of an 
investigation under subaectioo (c:) or (d) or, In the caae of an inves
tigation under aubaection (c) by an lnepe<:tor General wUhiD. a mili
tary department, after_ qproval or the report of \hat investigation 
under subsection (c:)(3)(E), the lnapeet.or General conducting the 
investigation shall aubmit a report on the results of the investiga
tion to the Secretary of Defenae (or to the Secretuy of Transpor
tation in the case of a member of the Coas\ Gua.rd when the Coast 

0 > • ' ~ - ' • rs-1.~r 
,' 
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Guard is not operating as a 1ervice in the Navy) and ,hall transmit 
a c:opy of the report. on the reawta of the mvestigatio11. to the mem· 

• her of the armed forcee who macle the allegation inveatip.ted. The 
report. shall be trammitted to the Secretaey. and the copy of the 
report 1hall be transmitted to the member, not later than 30 days 
after the completion of the investigation or, in the cue of an inves
tigation under subsection Cc) by an Inspector General within a mili
taiy department, after approval of the report of that investigation 
under subaection (eK3)(E). 

(2) In the copy of the report transmitted to the member, the 
Inspector General shall emure the muimwn diacloame of informa
tion posaible, with the uception of information that is not required 
to be diaclosed. under aec:tion 552 of title 5. However, the copy need 
not include awnmaries of interviewa conducted, nor any documea.t 
acquired, du.ring the coune of the investigation. Such it.ems shall 
be transmitt.ed to the member, if the member requests the items, 
with the copy of the report or after the tranamittal to the member 
of the copy of the report, regardless of whether the request for 
those items is made before or aft.er the copy of the report ia trana
mitted to the member. 

(3) If, in the coune of an investigation of an allegation under 
this section, the lnapector General determines that it is not pos
sible to s11bmit the report required by paragraph (1) within 180 
days after the date of receipt of the allegation being investigated, 
the Inspector General shall provide to the Secretuy of Defenae (or 
to the Secretary of Tranaport.ation in the case of a member of the 
Coast Guud when the Coa&t Guard is not operatiag u a aervice 
in the Navy) and to the member making the allegation a notice--

CA) of that determination (including the reuom why the 
report may not be •ubmittecl within that time); and 

(B) of the time when the report wiD be submitted. 
(4) The report on the ruulta of the investigation ahall eontain 

a thorough review of the fac:ta and cin:wnstancea relevant to the 
allegation a.ad the complaint or di11closure and shall include docu· 
manta acquired during the courae of the investigation, including 
summaries of int.erviewa cooclucted. The report ma)' include a rec
ommendation as to the ~tion of the complaint. 

(0 CoRRECTION OF RECORDS WHEN PRoHlBITED AcnoN 
TAKEN.--Cl) A board for the correction of military records acting 
under section 1552 of this title, in resolving an application £or the 
correction of records made by a member or former member of the 
armed forces who baa alleged a personnel action prohibited by aub
aection (b), on the request of the member or former member or oth· 
erwiae, may review the matter. 

(2) In reao]ving an application described in paragraph (1), a 
correction board-

(A) shall review the report of the Inspector General sub
mitted under aubaec:tion (eXU; 

(B) may request the lnapector General to gather further 
evidence; and 

(C) may receive oral argument, examine and croea-enmine 
witnesses, take depositions, and, if appropriat.e, conduct an evi• 
dentiary hearing. 
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(3) If the board elects to hold au administrative hearing, the 
member or form.er member who filed the application described in 

• pliragaph (1)-
(A) may be provided with representation by a judge advo

cate if-
m the Inspector General, m the report under sub

section (eXU, finda that there is probable caue to believe 
that a peraonnel action prohibited by 111baection (b) has 
been taken (or threateaed) agmaet the member with re
speet. to a communication cleac:ribed in 1ubaection (c)(2); 

(ii) the Judge Advocate General concerned determines 
that the case is un11Sually compler or otherwise requires 
jud(e advocate aaaistance to ensure proper presentation or 
the lega1 issues in the ease; and 

(iii) the member is not. repre1ent.ed by out.aide counsel 
ch01111n by the member; and 
CB) may exam.iDe witnesaea through deposition, aene 

interrogatories, and request the production or eridence, includ
ing evidence contained in the: investigatory record or the In
spector General but not. included in the report submitted under 
subuction (e)(l). 
(•) The Secretary concerned shall iaaue a final decision with re

spect to an application described iD paragraph (1) within 180 days 
after the application ia filed. If the Secnta,y fails to issue 1uch a 
final decision within that time, the member or former member 
shall be deemed to have exhausted tbe member'a or former mem
ber's adminialrative remedies under aection 1552 or this title. 

(5) The Secretary concerned shall order such adion, conaistent 
with the limitations contained in HCtiow 1552 and 1553 or this 
title, as is nece111ary to correct the nte0rd or a personnel action pro
hibited by aubaection (b). 

(6) If t.he Board determines that a peraannel action prohibited 
by subaect.ion (b) has occurred, the Board may reeommend to the 
Secretary concerned that the Secret.uy take appropriate discipli
nary action against the individual who committed auch peraonnel 
action. 

(g) REVIEW BY SBCRETARY OF DE.PENSE.-Upop the completion 
of' all adminiat.rative review under subsection (0, the member or 
former member of the armed forces (euept for a member or former 
member oft.he Coast Guard when tbe Coast Guardia not operating 
as a service in the Navy) who made the allegation referred to in 
subsection (cX 1), if not aatisfied with the disposition of the matter, 
may submit the matter to the Sacretuy of Defense. The Secretary 
shall make a decilion to reverse or uphold the decision of the Sec
retary of the militaJy department concerned in the matter within 
90 days after receipt or such a aubmittal. 

Ch) REGULA.TIONS.-The Secretmy or Defense, and the Sec
retary of Transportation with respect to the Coast Guard when it 
is not. operating as a 18J'Vice in the Navy, shall prescribe regu.la
tions to carry out this section. 

(i) DD1Nffl0NS.-1n this aection: 
(1) The term "Member of C.ngre&S" includes any Delegate 

or Resident Commissioner to Congress. 
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(2) The t.erm "IDspector General" means uy of the fol
lowing: 

• , - (A) The Inspector Geaera1 of the Department of De-
f8!Ule. 

(B) The Inspector General of the Department of Trans
portation, in die eaee of a member of the Coast Guard 
when the Coast Guard __ is aot operatina' u a eerrice in the 
Navy. 

(C) Any officer or the armed forces or employee of the 
Department of Defense who ill aaigned or detailed to serve 
u an lnapector General at any level in the Department or 
Dafem.e. 
(3) The term "w:llawM diacrimination• meana discrimina• 

ti.on on the buia of race, color, -religion, su, or national origin. 
l.MC• 10, lllNS, a UMI, 7QA 81d. lO; 0d, 19, ltllM, P.L.118-111, f HOll:19), 9B tk&L ISZI; n
...... iii tu .,._ P.L. lCIIMM, tNl(a). a.at. 9, lN8. lff SU.t. lllll'f; P.1. 101-22$, tm, 
PK. 12, 19'9, lOI lkat. ltlO: P.L; iGMa'l', I illr»ul. Oct. 6, Uk, la.I Sia. 27ll6o2'111; P.L. 
105-461, ftaa, 0d. 1'1, 1911, lll 8lr,L 1107; P.L. lM-198, fil9081, On.•• IOOO, 11' Slat. 
1"4, l~ffi-l 

f 108I. Depoaita of aarings 
(a) Under joint regulatiooa =bed by the Secretaries con

cerned, a member of the armed who is on a permanent duty 
aaaignment outside the Umted States or its pc,seesaions may de
posit during that tour of duty not more than bis u.oallotted current 
pay and allowances in amount.II of $5 or more, with any branch, of
fice. or officer of a mm'ormed aenice. AmoUDta so depoaited wll 
be deposited in the Treaaury and kept as a separate fund, and 
shall be accounted ti>r in the aame manner as public funds. 

{b) Interest at a rate prescribed by the President, not to exceed 
10 percent a year, will accrue on amounts deposited under thls sec
t.ion. However, the maximum amount upon which interest may be 
p!lid under this aubsectioo to any member ia $10,000, ucept that 
such limitation shall not apply to deposits made on or after Sep,, 
tember 1, 1966, in the cue of those members in a missing atatua, 
during the Vietnam coo.tlict, the Persian Gulf contlict. or a contin
gency operation. Interest under this su.baection shall terminate 90 
daya after the member, retW"D to the United Stat.es or its J>08188• 
sioaa. 

(c) Except as pnm.ded in joint regulationa/reac:ribed by the 
Secretaries concerned, payments of d~ts. an interest thereon, 
may not be made to tlie member while he is OD. duty outaide the 
United States or its posNS8ions. 

(d) An amount depoaited under this Met.ion, with interest 
thenon, is exe111pt from liability for the member's debta, including 
any indebtedness to the United States or any ina:trumentality 
thereof, and is not subject to forfeiture by sentence of a court-mar• 
tial. 

(e) The Secretary coocenied, or his designee, may in the inte ... 
est of a member who is in a miasiag status or his dependents, ini
tiate, stop, modify, and change allotments, and authorize a with
drawal of deposits, made under thie section, even though the mem
ber had an opportunity to deposit amounts under this section and 
elected not to do ,o. Interest may be computed from the day the 

"+ ' ~ n ,- + : l, 
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April 3, 2002 10:27 AM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld \)f\ 

SUBJECT: Chemical Demilitarization / 

We have to figure out how we are going to sort through w~ the chemical 

demilitarization issue. I am concerned it is not being ~~led well by the 

Comptroller's shop. / 

/ 

Please push Paul Wolfowitz to get a meeting c:µtd get it solved. Ifl have to get into 
,.· 

it, I will. I would like to understand what the problem is. 

Thanks. 

DHR:dh 
040302-9 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ o_· '_· 1_1_._c,_/ _a_·'-__ _ 

Ull973 /02 
11-L-0559/0SD/10076 



April 3, 2002 5:35 PM 

TO: Steve Cambone 

FROM: Donald Rumsfeld1 )'-

SUBJECT: Army Troop Organization 

The Army is currently organized by armies, corps, divisions, brigades, battalions, 

companies, and platoons. I have to believe there is a way to take at ]east two of 

those levels out. Why don't you put in language to ask the Anny to do a study on 

that? 

Specifically, I think that if one went back to DESERT STORM, for example, and 

looked at the lethality of each of these elements relative to the lethality of likely 

opponents, the fact is that today the relative lethality would likely be much greater, 

and therefore these elements could be smal1er-and some could be eliminated. 

Please fashion some language that would force people to look at that. 

Thanks. 

DHR:dh 
040302·20 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ o_,_I }_L_G,_/_J_:i:.... __ _ 

Ull974 /02 
11-L-0559/0SD/10077 



! Snowflake 

TO: 

FROM: 

Torie Clarke 
Tony Dolan 

Donald Rumsfe1d <pf\-_ 
SUBJECT: Iraq 

April 3, 2002 11:50 AM 

Here is an unclassified statement for the remarks we are preparing on what is 

going on in Iraq. 

Thanks. 

Attach. 
04/02/02 CIA response 

DHR:dh 
040302-15 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by ___ -_____ _ 

U11975 /02 

11-L-0559/0SD/10078 
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UNCLASSIFIED 

SECOEF HAS SEEN 

APR O 3 2011) April 2002 

Memorandum 

In response to a question about the most significant public grievances in Iraq: 

Reporting from Iraq on the public's complaints is almost nonexistent because 
Saddam and his regime control the news media and punish any perceived opposition 
with torture, assassination, or arbitrary Imprisonment. The people have no safe means 
of expressing their views on poor economic prospects, corruption, political repression, 
limited personal freedoms, and their lack of political empowerment. (U} 

We receive a wide range of unclassified information on regime repression, but some 
of the specific claims are difficult to confirm because Iraq refuses to permit visits by 
human rights monitors or other observers. The available information reflects widespread 
repression that is consistent with Saddam's past actions: 

Executions. Saddam has ordered the assassination of numerous domestic rivals, 
former colleagues, family members, and dissidents in Iraq and abroad to further his 
political goals and to consolidate his power. Baghdad in 1997 initiated a murderous 
cleansing campaign at the large Abu Ghurayb prison that continued into at least 2000. 

Torture and ilMreatment. Suspects, including members of the opposition and their 
collaborators or relatives, are subjected to brutal treatment during questioning by Iraqi 
security forces and intelligence services. Torture allegedly includes electric shocks, 
suspension by hands, beatings, rape and sexual abuse of both men and women, 
threats, and psychological pressure, according to UN reporting. 

Counterinsurgency operations. Saddam's obsession with ensuring regime security 
has led to repeated and devastating attacks on Shias in the region of the southern marshes. 
Villages have been razed there, and inhabitants have been killed or jailed. According to the 
international media, nearly 150,000 Arab marsh dwellers who lived near the Tigris and 
Euphrates rivers had to move when Iraqi forces drained the marshes after the Gulf war. 

Ethnic repression and forced relocations. As commander in chief during the Iran-Iraq 
war, Saddam was responsible for the repression of the Kurds, including the Anfal operation 
directed by his cousin Ali Hasan al-Majid in 1987-88, which included mass deportations, 
resettlement, torture, executions, and the use of lethal and nonlethal chemical agents. 
The international press reports that the Iraqi Government continues to remove Kurdish 
families from cities and villages in oil-producing regions near the Kurdish-controlled zone 
and is repopulating these areas with Sunni Arabs to serve as a loyal bulwark. (U) 

continued ... 

For further information, contact the Iraq-Saudi Issue Manager at 71729 secure. 

11-L~t®6D/10079 
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UNCLASSIFIED 

Human rights groups continue to report on regime abuses against all sectors of the 
Iraqi population. The UN and Amnesty International since 1991 have documented human 
rights violations perpetrated by Iraqi military, intelligence, and security personnel against 
suspected political dissidents using methods that include extrajudicial executions, torture 
during custody, disappearances, and prolonged incommunicado detention. 

Max Van Der Stoel, the former Special Rapporteur to the UN Human Rights 
Commission on Iraq, in 1999 said, "Extreme and brutal force is threatened 
and applied without hesitation and with total impunity to control the 
population." He frequently has expressed the view that the human rights 
situation in Iraq is worse than in any country since the end of World War II. 

According to UN Special Rapporteur Mavrommatis's report of August 2000, 
more than 94,000 indiv)duals have been forced to leave northern Iraq since 
1991. " 

- Amnesty International reports that Iraq is responsible for the disappearance 
and probable murder of more than 100 Shia clerics since the 1991 uprising. 
(U) 

11-L-alafiWQSD/10080 
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April 3, 2002 10:12 AM f'( 

TO: 

CC: 

FROM: 

Paul Wolfowitz 
Doug Feith 

V ADM Giambastiani 
Larry Di Rita 

Donald Rumsf eld-}-

~ , 

/ 

SUBJECT: Middle East Memo /' 
/ 

I 
/ 

J have taken a stab at "declassifying" this memo. ~fease review and get back to 

me soon. · 4 IY:\ (n. .. 

~·:>SD 
Thanks. 

Attach. U\.·h,S k Id St*~(s _·. . I 
04/03/02 Memo on Middle East ~\, :5 '1 i\- ch"' 1 \·, ' l.. '"'j'C·"k ._ ·t 

DHR:dh 'I. «.»t,~ .'hi « l'I t j p<<. k.(.., C 

040302-8 ...., ,: ,. ; r .:.., l" \ \: wL, .i c (Jv,1,.:, J" '-{ 

········································································· -~ tt,,:i,J- h.i..C"""J the .. 0~1,,IN~ i.-.- 1 ~c, 
Please respond by O'-f /o S" /01-- +L""'l ,-1 '" S'"'"'""-<\ 1 Ht.:""j p\L'-l'<., 

"bulJ (~-rl.~ 

/! ., 

~)J~i{)~ 

f. 5. +l O\..i cl.:; ..,~.,.., \)\ •"'-h ·h: 
l:Sl il ') 

U11977 /02 

04-04-0 2 08: 37 I N 
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4/3/2002 10:17 AM 

DRAFT 

• Years ago, 1 received a cal1 in the \Vhite flouse from Alf Laridon. He asked 

me to tel1 President Ford that, with Ronald Reagan beating up on him over the 

Panama Cana] issue, Ford should remember what Teddy Rooseveh used to say. 

l said, "\\'hat's that?" He said, "If you are in a bind, create a diversion." 

~ 

L::::.h,, 
l>'lt.::.t-~ .... {' 

• We are in a bind in the Middle East today. We have a "hair knot" in the 

Midd]e East, and have had for 50 years. We are not going to so]ve it soon. I 
~ ~ L . -~-i/rt . . · bL, (l.J.;,atic~. d. r,k>\,C:S n>~-i have a recommendat10n/or a diversion, b. t '1;,.· c,. '.><'i.i. " 

• l think we ought to go after Iran-hard. They are helping Al Qaeda-they are 

sending terrorists to Damascus and then via the Beirut road into the Bekaa 

VaJley, a11d then into southern Lebanon 10 conduct terrorist acts against lsrae1. 

Syiia is lesting chemical weapons, 1 suspect with assistance from Iran. Iranian 

officials appear to be responsib]e for the Khobar Towers bombing. Iran is 

actively e11couraging the \~o1ence that is tearing the Middle East apart. TI1eir 

Karine-A plan was blocke~ but their support for terrorism continues. 

• Jt is time for the President to use the buI1y pulpit. Specifically, I have always 

felt that the most powerfu] person in America was the person who picked the 

"high school debate topic." He had every child in America, every parent, and 

every teacher working off an issue the way he constructed it. The U.S. has the 

buUy pulpit. We can fashion the "construct" the way we wish to, to serve our 

purposes. 

• I think we ought to systematical1y take on Iraq pub1ic1y with a speech, 

fo11owed by an infonnarion operations campaign. Iraq has been giving 

$10,000 to $25,000 to the families of every suicide bomber. Their rhetoric 

glorifies lerrmism, including suicide bombers. They are developing weapons 

of mass destruction. lraq 's treatment of its own people-gassing Kurds, 

starving out and slaughtering the marsh Arabs and Shia in the South, the AnfaJ 

DRAFT 
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campaign against the Kurds, the f);tensive system of pohtica) prisons and 

torture-constitute perhaps the worst vioknce against Muslims anywhere in 

the Midd]e East. 

• Every time we compromise with Arafat, we are seen as rewarding terrorism. 

We need to be visjb]y against terrorism, or we weaken our global war on 

terrorism. 

_:+},,.: t Tk;:,..1 '~ 

ti,,.., c iH- i..:< 
(1,r- ,{ I,,!.('. 

that--Wt'-e~lc-EtJfflble af.sol · the Middle East problem. That is ~3· l'.1- Ct.c.:rl<. 
J.. ri..:. ,~,,, ... 1 t.-.1.,~ (i,(..yj(.~J '•" 

today. Arab counnies are blamingl.h!fl50ffie lact that the U.S. can't or won't !J.5' •\'\••-1:i. \,~ 
ll,t:Ji...~· ti..,._.\ h J<I\J' 

make Israel acquiesce to a bunch of terrorists. W~-.doo't nee~~eek impotenj 

~'e could look snong. 1l1e way to do so is the following: 

I. Speak against Iran publicly, rnon. Go right to the lranian people. Don't 

speak to the so-called "moderates." Jnstrad, isolate the moderates with 

the fundamentalists who control them. The Jranian peop]e want 

freedom of assembly, freedom of speech, economjc freedom, freedom 

ofreligion, rights for women. We llught to say so. 

2. Second, speak out on Iraq. Tel1 the world exactJy what they are doing

developing weapons of ma:a;s destruC'tion, encouraging terrorism and 

suicide bombers and abusing their 0"11 peopJe on a massive scale. Pin 

the taiJ on the donkey. 

3. Third, Mark Twain wrote, "You can't pray a lie." Well, we can't live a 

lie, either. And we have been living a lie in the Middle East for some 

decades. Those countries are financing terrorists, hoping the terrorists 

won't bring their governments dmvn. Financiers from Saudi Arabia, 

DRAFT 
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who do business with the U.S., give money to the Al Qaeda. lt is 

damaging us and damaging them. We need to stop it. The contro11ed 

Egyptian p1ess publishes hateful ma1cria1 c.onstantly attacking lsrae] to 

deflect popular anger from their own government. 

4. Stop letting the moderate Arab counn·ies blame the U.S. for the fact that 

there is terrorism in the Middle East. The b]ame belongs on Iran, Iraq 

and Syria. Call a spade a spade. Let the wor]d know it is time for 

ountries in that rc1;11on to stop allowing money to go to terrorists, 

because it is going to b]ow up the entire region. 

President Eisenhower used to say, "lf you can't solve a problem, enlarge it." 

Wei], we cannot solve the hair knot we have been dealt in the MiddJe East. We 

need to enlarge the problem and the picture. We need to change the construct, so 

we can: 

• Set the agenda for inttmational dialogue, we establish the .. high school 

debate topic," we set the construct. 

• Take the offensive instead of playing defense year after year. 

• Take the moral high ground, tel1 die truth and stop living a lie. 

• Go after Arab countries to stop funding their enemies and our 

enemies-the Al Qaeda, Hamas, HizboJlah, etc. 

• Go after the hand-wringing Europeans and tell t11em to join us 10 help 

the repressed people of lra14 Iraq, and Syria, by stopping turning their 

heads and secretly helping Iraq break the sanctions and turning a blind 

eye to Iran's sponsorship of terrorists, the Al Qaeda and their WMD 

activities. 

DRAFT 
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The Europeans are he1ping lran. They are helping lraq. They he]p Syria. Prm~de 

the worJd leadership to get them to stop doing it. Seize the moment, enlarge the 

picture and tackle terrorism, instead of being seen as accommodating to terrorism 

and parading our impotence. 

Ending Pa1esrinian terrorism is stiJI the core of the problem. There won't be 

negotiations without that. We have to be deeply concerned about the message we 

are sending in the world~~~~ 

*** 

032902-ll'S.3 
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Snowflake 

TO: 

CC: 

FROM: 

V ADM Giambastiani 
Larry Di Rita 

Col. Bucci 

Donald Rumsfe]d () f-

SUBJECT: Sheikh Mohammed 1 

April 3, 2002 7:36 AM 

I want to meet with Sheikh Mohammed bin Zayedwhen he comes to the U.S. 

Thanks. 

DHR:dh 
040302·1 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ l_1'1_)_12.-_/ D_-_L.-_-__ 

-""!.~--:· •. ', __ .,,.. 

U11978 

11-L-0559/0SD/10086 

/02 



JI. . " 
I ' . ;,' . ' 

l(b )(6) 

From: 
Sent: 
To: 
Subject: 

MAR02S"' l ,OOC 

I CIV, OSD 

!(b)(5) baol.com 
~y, April 01, 200212:00 PM 
~@osd.pentagon.mil 
Note from Chuckie 

SECDEF HAS SFF.~J 

A.PR O 3 ?001 

'""!(b,...,.)("""6 ,.....) - ..... !would you please pass the attached note to Secretary Rumsfeld? 
Hope all is well with you and the pace is manageable. We are fine and I keep 
busy with trips to Washington, the font of all knowledge. Flew on a p.3 two 
weeks ago and spoke at the Change of Command dinner for the squadron skipper 
who is headed your way. Thank you in advance, Chuck Horner 

I 

c/ / , 
/ I . 

. - I .. 
~ (_ C. '\7'2., J_f 

/ / 
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Note for Secretary Rwnsfeld from Chuck Horner Apri] 2, 2002 

My friends in the United Arab Emirates tell me that their boss, His Highness Lt. Gen. 
Sheikh Mohanuned bin Zayed Al Nahyan, Chief of Staff UAE Armed Forces, will be 
visiting the United States in the near future. 

I am sure he will be meeting with the Secretary of Defense and want to provide some 
insights concerning Sheikh Mohammed. 

Sheikh Mohammed played a key role during the Gulf Crisis of 1990-1991 
He was the first, and initially the only, leader in the Gulf to recognize the Iraqi 

threats of July 1990 were serious and asked for KC-135 tankers to be deployed for 
training exercises with the UAE Air Force. This also provided the capability to maintain 
combat air patrols over the off shore oil fields for his short-range French fighter aircraft. 

He proved to be our biggest supporter in working the bed down of our deploying 
forces during the hectic days of August-September 1990. Whenever I had a problem 
finding ramp space, feeding and housing our troops, or moving equipment through 
customs, he was the one I could turn to and get problems solved immediately. 

He selected his top officers, Colonels Khalid and Faris to come to Riyadh and 
work on our Combined forces air staff that planned the war to liberate Kuwait. Khalid is 
now the commander of the UAEAF and Faris l believe is the Director of Operations. 

He made sure the UAEAF was able to participate in the air war by accelerating 
the training of the new Mirage 2000 squadron. He also selected to lead the squadron, 
Colonel Abdullah who is a first rate officer in every aspect, a graduate of the USAF 
Command and Staff and now the point of contact on the F-l 6 Block 60 sale. 

Sheikh Mohammed is soft-spoken, very polite and listens carefully. He is a true patriot 
and selflessly seeks what is best for the UAE security interests. Others are not so selfless 
nor have his capacity to envisage what is best for his nation and its people. 

I believe he has met with then Governor Bush, and should do so again when in 
Washington this time. While third or fourth in the UAE leadeJShip, he will likely head 
the UAE some day. Both are approximately the same age and have much in common and 
the relationship between President Bush and Sheikh Mohammed could be of critical 
importance during future activities with Gulf nations to include Iraq. 

After the Gulf War Sheikh Mohammed told me "I am embarrassed, because while I knew 
we needed the US forces I was afraid of the problems your people would cause due to 
abuse of alcohol and harassment of our women. To my swprise they behaved themselves 
perfectly while in our country, something l cannot say for the Arab refugees in our hotels. 
Please thank them for me." 

11-L-0559/0SD/10088 



April 3, 2002 9:31 AM 

TO: Doug Feith 

FROM: Donald Rumsfeld 1)l\ 
SUBJECT: Tactical Nukes 

I briefed you on the tactical nuclear issue. Let's get something into the text of one 

of these documents on that subject. 

Thanks. 

DHR:dh 
040302-6 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ ;_-.'_·' _1 1,.._.;._f o_-..... _. · __ _ 

U11980 /02 
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TO: 

FROM: 

Steve Cambone 

Donald Rumsfel~ 

SUBJECT: Innovations 

April 3, 2002 5:44 PM 

Here is a note I sent Gen. Myers in January. I haven't gotten an answer. What do 

~ 
'· 

~- -

you think about our doing that? Do you want to draft something for me to do it? f'3 
Thanks. 

Anach. 
01/29/02 SecDef memo to CJCS 

DHR:dh 
040302·23 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
I . 

Please respond by __ 0_4_(_2_(..,,_/_0_2...-__ 

~ 
~ 

f-1-fJ,S .Sb1fr {Ol{ £ 
~ Mr6,VZO 5 O II/ T!-116 .& liiB~ 

{ (:, FE=/3..-+- I:> .vlA--/c. )(r;OTI+ 1/--Tf)t{'_.ft'aJ). 

JI£ k NDiJS 1-f-;= Ol,JsS You.. 

/vi O ,.e_E , v/~ 
Ull 981 /02 £;{) 
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TO: 

FROM: 

! 
i 

Gen. Myers 

SUBJEC.T: Jnnovations 

January 29, 2002 2:44 PM 

What do you think about asking each of the Service Chiefs and CJNCs to tel1 us 

one thing they have on the drav.'ing boards-like puning a Hellfire on a 

Predator-tha1 is on a fast lrack they are going to get accomplished during their 

tenure. 

Thanks. 

DHR:dh 
012902-29 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ O_· _2 _{_! '_! _O_'-__ _ 

\ 
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CHAJRMAN OF THE JOINT CHIEFS OF ST Aff 

WASHINGTON., D.C. 2031&-9999 

INFO MEMO CK-229-02 
13 March 2002 

'[ it· 
_;} l -~ I ,1 

~ ...... .1FOR: SECRETARY OF DEFENSE '' . rll~ 
·.$ ~r _)!Mv, 11/ 
~ FROM: Ge~eral Richard B. Myers, CJL'f' /' . 

~ .Q.i 
~ -

1\I . 

. ' :\: 

• 

SUBJECT: Innovations 

• For your information in response to your question regarding selected fast track 
programs, the Service Chiefs and combatant commanders were tasked to identify 
key developmental programs planned for implementation during their respective 
tenures. The following is provided: 

• Inputs have been received from the Army and the Marines. The Anny 
identified the Interim Armored Vehicle with initial operational capability 
expected in 2003. The Marines identified the Dragon Eye Interim-Small 
Unit Remote Scouting System, an unmanned aerial vehicle platform for 
company sized units with beyond line of sight reconnaissance and 
survei I lance. 

• USCINCCENT identified the Agent Defeat Warhead, which provides 
potential benefits to fiiendly forces by neutralizing chemical and biological 
agents within targeted areas. 

• USCINCEUR identified the Quick Bolt program, which provides an 
enhanced capability to engage enemy air def ens es in real-time and provides 
near-real time weapon impact assessments for theater tactical aircraft. 

• USCINCSPACE identified a Special Access Program, which will be 
provided separately. 

• I expect inputs from the Navy, Air Force, and remaining commands. Upon receipt 
of all submissions a complete response will be provided. 

COORDINATION: NONE 

l(b )(6) I 
Prepared By: Lieutenant General Bruce Carlson, USAF; Dfrector, J-8;1... ___ __, 

• . . . \ , ,,a '. ., , .~# 
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CHAIRMAN OF THE JOINT CHIEFS OF STAFF 

WASHINGTON, D.C. 20318-9999 

INFO MEMO CM-162-02 

FOR: SECRET ARY OF DEFENSE 

FROM: General Richard B. Myers, CJC~ ,j 1, 

SUBJECT: Innovations 

6 February 2002 

• In response to your comment (TAB) the combatant commanders and Service 
Chiefs have been tasked to identify key developmental programs planned for 
implementation during their respective tenures. 

• I have asked the Service Chiefs for their input and will forward to you. Combatant 
commanders wiU discuss their initiative the next time they are in town or at a 
video teleconference . 

COORDINATION: NONE 

Attachments: 
As stated l(b )(6) 

Prepared By: Lieutenant General Bruce Carlson, USAF; Director, J-8~,_ _____ _. 
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TO: 

FROM: 

Larry Di Rita 
Col. Bucci 

Donald Rumsfeld ~ 
SUBJECT: Special Forces Invitation 

April 3, 2002 5:42 PM 

When the triple nickel Special Forces team comes back to the U.S., we might want 

to to invite them to the Pentagon sometime. I believe they are the ones who Jed 

the charge on horseback. They were the first ones put in. They are the ones I saw 

in Bagram. They are the ones who gave me the flag they liberated from Kabul. 

Thanks. 

DHR:dh 
040302-22 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ -: __ , LI_'. .... f _1 c __ .1_r_,_.r ...... _: __ _ 

Ull982 /02 
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April 2, 2002 7!36 AM 

Tom White ~\"l.,TO: 
()\ 

·~ FROM: Donald Rumsfeld ~ 

/' SUBJECT: Training Holidays 

~v . 
} Please take a look into this matter of '1raining holidays7.. r Fridays off. Let me 

know what it is about. . 

Please explain. 

Thanks. 

Attach. 
03/26/02 MA and SMA response to SecDcf 

DHR.:dh 
0Jl602•l 

/ 
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S E C R E T A R Y OF T H E A R M Y 
WASHINGTON 

INFO MEMO 

April 24, 2002, 8:45 a.m. 

v. WA- t<Ltz:;:. APR 2 4 2002 

/

.roR: SECRETARYOFDEFJ~~~~/-~ 

FRO~ cretary oft e Anny 

/ SUBJECT: Training Holidays 
/ 

/ 
• In response to your note about "training holidays:" 

• The Army established a policy in 1999 of designating selected three
day, national holiday weekends as opportunities for local 
commanders to extend those weekends to four days. The net effect is 
that field training is not planned on those days, thus, allowing 
maximum opportunity for soldiers and civilians to secure authority to 
be absent. 

• The purpose was, and continues to be, to: 

• Enhance the morale of soldiers, civilians, and families by adding 
predictability for personal and family time while managing hectic 
training schedules. 

• Enhance safety by providing more time for weekend holiday travel 
(reduce privately owned vehicle accidents). 

• Enhance retention (helped us recover from ' 98- '99 low point). 

• "Training holidays" is merely a planning mechanism that has contributed 
enormously to morale, safety, and retention throughout the force. This is a 
great way to provide a little predictability to an otherwise demanding and 
fluid OPTEMPO. 

COORDINATION: NONE 

Attachment: Note from Secretary Rumsfe]d, Subj: Training Holidays, April 2, 2002 

l
(b)(6) I SPLASS!Sr.t'Nt 01 R1rri."T"·'i/-/-z-·(;, 

Prepared By: Colonel Joseph Sclrroede!,. . S_';! !-'" o~ii"ASTIANI r-=·: ~ -. 
~~J~!JCC!. I " ._.. . 

Printed on m R~Pa r : 
7._if.CS"cC 'IIHITMORE 1;.µ.,t/l '1 
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April 2, 2002 7:57 AM 

TO: Doug Feith 

FROM: Donald Rum sf eld '"i), 

SUBJECT: U.S. "Foreign Legion" 

l would like you to pull together some folks and think through how the U.S. might 

fashion a peacekeeping unit. My guess is it ,vould be mostly foreigners. 

We would train them, probably fund par1 of it, and then make them available for 

peacekeeping operations as an adjunct to the Department of Defense, but not as 

pan of our regular military. They might include trainers to train local people in 

the countries they go into how to do police work or border patrol, but only 

common non·rnilitary types of activities. 

Here is an article on the subject. I have been thinking about for a couple of years. 

Let me know what you think. 

Thanks. 

Attach. 
03/25/02 Peter Schweizer, "A Foreign Legion Could Answer USA 's Military Needs," USA 

Today 

DHR:dh 
040202-9 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ o_~c._,.,;_l_o_3_I_D_-_i.,.-__ _ 

U11984 /02 
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' 
ated Press Online reponed the 
murders the day they were 
committed, attn'buting the 
news to "a Cali police official." 
The only American newspaper 
account was a one-paragraph 
AP report in the March 17 Or· 
1ando (Fla.) Sentinel. 

In response to my ques
tions, the Slate Depanment 
said that the United States is 
"cooperating with Co1ornbian 
authorities" in investigating the 
murders. In fact, the State De
partment has ignored Ameri
cans held prisoner and mur
dered in Colombia, dating back 
to three missionaries abducted 
by the F ARC nine years ago 
and probably killed. 

The missionaries' families 
have been frustrated in failing 
to receive a repon needed to 
obtain death certificates. 
"These families have suffered 
enough and should not be held 
J1ostage to the bureaucratic in
difference that would further 
delay this overdue notifica
tion," Dan Bunon, chainnan of 
the House Govenunent Refonn 
Committee, wrote the State 
Depanment on Dec. 15. 

"Bureaucratic indiffer-
ence" has been the watchword. 
With Reich's asswnption of 
command delayed by the De
mocratic-controJled Senate, 
Ointon holdovers Jemain in 
key posts. News about the Cali 
killing was suppressed by the 
Bogota embassy on orders of 
Ambassador Anne Patterson, 
who held Latin American poli· 
cymaking posts in the Clinton 
administration and ·was nomi
nated for the Colombian post 
by Bil1 Clinton in his last 
months as president. 

The decision at the White 
House not to extend the war on 
terrorism to Colombia has yet 
to be reversed. On March 6 a 
bipartisan resolution was in• 
troduced by the Republican 
chairman and senior Democrat 
on the House International Re
lations Committee-Reps. 
Henry Hyde (Ill.) and Tom 
Lantos (Calif.}--calling for a 
change in policy. "Any attack 
on an American citizen is an 
attack on America," George 
W. Bush has declared. So far, 
however, Colombia is ex• 
duded. 

USA Today 
March 25, 2002 
Pg. JS 
57. A Foreign Legion Could 
Answer USA 'r; Military 
Needs 
By Peter Schweizer 

Now that Operation Ana
conda in Afghanistan has been 
declared basically completed 
and a success, the next phase 
of the war on terrorism is set to 
begin. Which American troops 
wi11 carry out this coming 
phase - and the next one, and 
the one after that? 

Any fighting that needs to 
be done clearly will be in an
other exotic locale. As has 
been the case since the end of 
the Cold War, most of our 
armed forces need to be pre
pared to wage warfare in for. 
eign lands populated by peop1e 
with unusual languages and 
radically different cultures. 

This is likely to tax the 
American nrilitary forces heav
ily. In fact, the leaders of om 
Pacific and European com
mands recently said that the 
war on terrorism has ovenaxed 
our military and that we do not 
have enough troops to carry 
out all of our operations. 

So we need to consider al
ternatives - such as startinE 
an American foreign legion. 

When U.S. forces per
fonned peacekeeping opera
tions in the Balkans, we wer,c 
very short of soldiers who 
spoke Serbian or Croatian. 
When American soldiers went 
into Haiti, there were precious 
few who spoke Creole. Forces 
fl-om the Uruted States now 
based in Afghanistan are 
largely dependent on locals to 
translate and provide informa
tion on local customs. 

One ally who has man
aged to overcome some of 
these problems is France. Out
ing peacekeeping duties in the 
Balkans, it had soldiers who 
spoke Serbian. In the Gulf 
War, it had Arab soldiers who 
knew the customs and spoke 
Arabic. When France operated 
in Africa, it had soldiers who 
were familiar with the area. 
The reason: Since 1831, it has 
maintained the enigmatic and 
legendary French Foreign Le
gion. 

The concept behind the 
French Foreign Legion is sun
ple: In exchange for five years 

of service in the French mi]i. 
tary, soldiers from other coun
tries are granted French citi
zenship. Commanded by 
French military officers, the 
force numbers about 8,000. It 
recruits about 1,700 people a 
year and can be very selective. 
The chance to get French citi
zenship is so attractive that 
people from around the world 
clamor to get in. Over the 
years, they have served France 
faithfully. 

Since its founding, more 
than 30,000 in the legion have 
died in battle. In addition to 
serving in tbe Gulf War and in 
the Balkans, more recently the 
French Foreign Legion has 
conducted sensitive military 
operations in African countries 
such as Chad. 

Contrary to the legend that 
violent criminals make up the 
ranks of the Foreign Legion, 
today's recruits are required to 
pass an Interpol security check 
and detailed security screening 
by French authorities. They 
also need to pass medical ex
ams and psychological tests. 
Once in the unit, members are 
largely isolated from the gen
eral populace, limiting the pos· 
sibility that one could some
how be a spy for one of 
France's enerrues. 

They also are 1equired to 
abide by a strict code of ethics. 
Among the points: "Every Le· 
gionnaire is your brother-at
anns. irrespective of his na
tionality, race or creed." And, 
"in combat, you will act with· 
out passion and without hate; 
you will respect the van~ 
quished enemy; you will never 
abandon your dead or 
wounded and never surrender 
your anns." The recruits also 
receive instruction in French 
history and culrure. 

If the United States cre
ated its own foreign legion, it 
could prove to be a valuable 
resource on the battlefield. 
Soldiers from the far comers of 
the world could provide valu· 
able language skills and infor
mation about local customs 
and traditions. They could also 
provide valuable intelligence 
contacts around the world. 

Many French recruits have 
chosen to return to their home 
countries to retire on their pen• 
sions. (It is said that one can 
live well in Morocco on a ser
geant's pension.) Many of 

11-L-0559/0SD/10098 

these retirees maintain infor
mal contacts with their fonner 
colleagues and are sometimes 
contacted for advice or infor
mation. 

The French Foreign le· 
gion has received some of the 
toughest assignments and is 
usua1ly one of the first of the 
country's units to respond to 
hot spots around the world. 
The fact that it is a foreign le• 
gion means that the French 
government can give it particu
larly difficult assignments, 
knowing that it will be immune 
from some of the political 
pressures that usua1ly come 
with assigning soldiers over
seas. If the war on terrorism 
gets messy, this could prove to 
be helpful to any American 
president. 

An American foreign le
gion would help an already 
stretched U.S. military. The 
war on terrorism now joins 
peacekeeping operations and 
other strategic responsibilities 
in placing demands on the 
anned forces. With military re
cruitment and retention rates 
still generaI1y low, the Penta· 
gon has increasingly needed to 
tum to reserves to make up for 
a manpower shortage, particu
larly during a time of crisis. 
This onJy further reduces re· 
tention rates as the families of 
reservists weigh the costs of 
extended times apan. 

An American foreign le
gion of perhaps 8~000 troops 
could help in the war aEaiDst 
terrorism, or take over peace
keeping operations or routine 
duties iD, say, South Korea, 
thereby freeing up other units 
that might be needed. And cre
ating an American foreign le· 
gion would bring added bene• 
fits to our immigration policy. 
Having received extensive in. 
struction in American rustory 
and values while serving in 
combat for the United States, 
foreign legion members could 
prove to be model imnugrant 
citizens. 

The war on terrorism truly 
is a global war. If the Uruted 
States is to fight it effectively, 
it must consider all of the op
tions to make sure that it is a 
global effort. 
Peter Schweizer is a research 
fellow at the Hoover institu
tion. 
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April 2, 2002 7:50 AM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld 

SUBJECT: NA TO Secretary General Visit 

I notice that Secretary General Robertson is coming in on April 9. I probably 

ought to see him over here at the Pentagon. Ifhe meets with the President, I ought 

to be in that meeting. 

Also, you should have our NA TO folks prepare the things we want to talk to 

Robertson about, to get him going. 

Thanks. 

DHR:dh 
040202-17 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ o_~_/_:.:;_~_/_,,_1_. __ 

U11985 /02 
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April 2, 2002 6:41 AM 

TO: Doug Feith 

CC: Paul Wo]fowitz 
Gen. Myers 
Steve Cambone 

FROM: Donald RumsfeJd \'ft'-
SUBJECT: Lessons Learned 

Attached is a paper on counterterrorism lessons that might be of interest. 

I 
Thanks. 

Attach. 
Bruce Hoffman and Kim Cragin, RAND, '"Counterterrorism Lessons Learned" (undated) 

DHR:dh 
040202-S 
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Please respond by ________ _ 
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Counterterrorism Les"ons Learned 

Bruce Hoffmar1 and Kim Cragin 
R.\.:'IIID 

SECDEF HAS Si:bt£, 
APR O 1 2001 y 

A ~urvey of the counlertt:rrorisrn lessons k•.1rned frnm five countries' experiences covering five 
key functional areas leads to four principal conclusions. 1 

l. Forns efforts at mid-Je,·el leaders in terrorist groups 

Our ,malysis indicates that mid-level kadcrs are of1en more import,1111 than top decisionmakers to 
the Jong-1crm survival of a lc:rrorist organization. Policie!. aimed al removing these mid-level leaders 
more effectively disrupt comrol. cornmunic:11inn5. :ind opera1iDn!. up ;and uown 1he chain of command. In 
addition, ~uch policies may also inhibit a f!roup's lon~-1erm l,!rnwth by climina1ing the development of 
future leaders. 

For example. l~rael has often r<!trl0\cd th~ 10p lt'adership of Hezbollah and Hamas. But this 
policy has 1101 resulted in a dram~nic de.:rc:i~e in 1cnoris1 :illach or 1he dissolu1ion of either group. The 
mid-level Je~1dcr~ of Hczhollah. in partkul:i.r. h:l\·e he-en ahle 10 step easily into the new role of top 
decisionm:1kcrs. In the case of Hanlls. l~rael m:ina~·td 10 dc:pon alnms;1 ils enlire 1op-level leadership in 
199:!. But the 1,:111oval of H:imas· cop (rel.Hively modi:rate) kadas ~i:rYcd 10 radic&li2e the group. The 
mid-level lc~iders v,ho stepped up in 1992 incr.:a~cd rhe use of !suicide hornhers 10 the extent that is seen 
in anacks ::i~ainst lsr:1e! today. 

These e.\.impks affirm l1Ur conclu],ion that simply r.:mO\in~ 1he 1op leaders of a 1erroris1 group i.!. 
often Jes) effective than eliminating the mid-level. The sucress of a 1erroris1 organization's operations. 
and even rerhaps its lon~c,ity often depend~ on the ahility of the mid-level Je,1d~rs to step into decision
making role~ or 10 carry out opera1ional objcclive~ more 1han on the 1op le:1ders themselves, 

Admiu~·<lly. the counterexample to thi~ conclu~ion i~ 1he ca~e of former-President Fujimori's 
targeting .ind :-uh~cq11ent arrest of Abimael Guzman. the lop kader of the Sendero Luminoso (SL). In 
Peru, the c11plici1 1arge1in{! of Guzman w.1~ 0ne of the main charac1eri~tio of Fu.iimori"s all-out war 
against terwrism between l990 and 1993. ~Qlne an..1ly~ts Mpue tha1 Guzman·s arrest precipitated a rapid 
imernal colfop~e of the SL. Aul there is more to the :-10ry 1han _1us1 1hc ,uresi of Guz;man and his central 
command; the key lo this particular .ictim1 is di5cu~~ed in 1he nelil conclusion_ 

2. DeleJ?itimizt· - do nol just ~ rrest or kill - the top leaders or terrorist ,:roups 

Although we concluded that the U.S. should redirect effons 10 mid-level leaders, this does 
suggest that 1he U.S. should ignore the lOp leadership of terrorist groups. On the contrary, these top 
leaders occupy important and symbolic po~i1ions at 1he heitd of 1errori~t organizations that are often 
inextricably connected to their organizations' forward momemum and th\~refore existence. But because 
of this role that top leaders play in a terrorist organization. a pub I ic diplomacy campaign 10 discredit these 
leaders is as or even more important than their ac1ual ,mest or dealh. 

1 The five countries include Israel. the Philippines. C()Jombia. Peru. and the U.K. The five func1ional areas 
that we ,iddressed are intelligence, disinformation, emer!!ency Je~islaiion, targeting terrorist leaders and disrupting 
support networks. For more information ~ee the forthcoming RAND report entitled. "Developing a U.S. 
Counterterrori sm S tnllegy _" 
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As mentioned previously. some analysts credit the arrest of Guzman for lhe fall of SL But 

another, often overlooked, component of Fujimori · s suaiegy was to discredit Guzman thoroughly hefore 
SL members and their support network. Fujimori did this by rnrning Guzman's own words against him, 
deliberately orchestrating public speeches in which Guzman first called for SL memhers to give up their 
weapons and then abruptly reversed himself. telling them instead to continue to fight against the 
government. These discrepancies es~entially discredited Guzman, and SL lost all forward momentum.~ 

3. Fo<·us on disrupting support m•lworks and trafficking artivities 

A further measure involves targ.:ting essc ntial suppon and logistics networks. This tactic 
primarily entails focusing on the iinancie.rs and smugplers tha1 help terrorist organizations access funds 
and purchase supplies in the bl~1ck rn .. 1rke1. Anent ion is of ten focm,ed on front organizations and 
individuals that provide money to lcrrorist org:mizations. Our analysis. however, indicates that it would 
he more adv.inl,Jgl'ous to expand this approach .ind targe1 the middlt'mi::n who (e.g.) purchase diamonds 
from terrorists on Lhe black market. ,1r individu:ils who {e.g.) ~ell weapons 10 1errnris1 organizations. This 
tactic is a more effrctive way of di!,rupting rhe e,eryday activities that a terrorist organization must 
engage in to 1miint:1in its operational capabilities. It hinden the ahili1y ol a group to gather resources and 
plan sophisticated art.1cks in adv:.ince tie.:ause they .:annnl rely on a qcady q,eam of money or other 
c~sential resources. 3 

for example, Colombian effuns 10 disrupt ,inns trafficking :icti, ities have heen more successful 
lhan coc.i c.rndica1ion. The ('ol(1mbi.m military has managed to do the former by focu!.ing intelligence and 
invcstig;itivc 1C~<)L11.:e~ on firw1c:il'rs :ind arm~ trafficking middkmen 1cx1crnal to the FARC i1self). FARC 
communiques :md rep-1rted di~cu~si1,n~ h~ive indica1ed 1ha1 1he organiz;i1ional leadership has. he-come 
i11crc..1s·111gly con(crned about the difficulty of getting neces~ary ,,eapL)ns into the country. h may he that 
the Colombian Armed Forces will be ahk to deprive FARC of crucial ~upplies s.ufficiently 10 impinpt' on 
the group's ability to expand or c,,rn 10 rnaint,1in conlrol over lt'niwry in Coloml,ia and therefore to 
conduct oper.itions i11 the medium 10 long term. 

4. f.slahlish a d,·dirnkd counlc.>rinlclligrnce <'l!Rler spi'l'ifil'ally lo l'ngagl' lurorist rnonnaissmm: 

More ~ophi~ticmed terrnril-l ~rnups do not ;mack peoph.• or places wi1hou1 a basic level of 
planning and recnnnai~~.mce.4 Therefore the greatest relllm on a Cl)Ul11t'Tlerror investmem arguably lies in 
the identification .ind diHuption of pre-.mack planning and lofi~1ir.1l operatiom;, A key means of 
achieving this is through the discernment of 1he terrori~ts' own in1e1Ji~ence-gathering processes. Yet 
none of the countries we ~urvcyed had a counterintelli~rnce unit dedicated to terrorist organizations. This 
misses an important opportunity for preempting a terrorist attack. Given 1he highly fluid and transnational 
nature of the threat that the United States is facing. we recommend !hat the U.S. establish a 
countcrterrorism unit dedicated ~pecifically to idemifying .ind 1,ure1ing the intelligence gathering and 
reconnaissance activities of terrorist organization:s. 

2 Turkey achieved the same success afler Abdullah Oralan. 1he founder and leader of the Kurdish group, the 
PKK. was imprisoned. 

3 This policy will not. however. have a~ dramatic an impac1 on groups that rely on less-sophisticated tactics 
in regions where it is easy to find explosives for rough devices. 

4 There are examples of specific attacks claimed by terrorist groups, but that obviously did not entail 
forethought or reconnaissance. For example. in the spnng of 2001 a Palestinian group called the "Battalions ot 
Return" claimed a drive-by shooting in Bethlehem as a terrorist a11ack al:!ainst the lsraeli state. 
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Snowftake 

.. 
April 2, 2002 6:31 AM 

TO: Doug Feith 

FROM: Dona]d Rumsfeld IJ, 
SUBJECT: Loya Jirga 

Here is a notice from Kabul asking for support for the Loya Jirga. Why don't we 

recommend they use contractors and that they use the money the donors' 

conference produced? We are busy. Unless there is some advantage that is going 

to accrue to us politically by doing it, in ,1vhich case then we ought to weigh right 

in and do it. 

Thanks. 

Attach. 
AMEMBASSY KABUL Cable O 251 ISIZ MAR 02. "Qun Requests USG Support Loya 

Jirga/Post Recommendations" 

DliR:dh 
040202·1 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by _________ _ 

Ull987 /02 
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*** UNCLASSIFIED *** 
This Message Has Eeen Altered 

OTTUZYUW RUEHBUL0414 0841151-UUUU--RUEKNMA. 
ZNR UUUUU ZZH 
0 251151Z MAR 02 
FM AMEMBASSY KABUL 
TO RUEHC/SECSTATE WASHDC IMMEDIATE 0648 
INFO RUEKJCS/SECDEF WASHDC IMMEDIATE 
R~EKJCS/JOINT STAFF WASHINGTON DC 
RUCJACC/USCINCCENT MACDILL AFB FL 
RUEHIL/P.MEMBASSY ISLAMABAD 0538 
RUEHLO/AMEMBASSY LONDON 0330 
RUCNDT/USMISSION USUN NEW YORK 0272 
RUEHKO/AMEMBASSY TOKYO 0134 
RUSBPW/AMCONSUL PESHAWAR 0264 
EUEHKP/AMCONSUL KARACHI 0244 
RUEHRL/AMEMBASSY BERLIN 0159 
RC~HFR/AMEMBASSY PARIS 0222 
BT 
UNCLAS KABUL 000414 

Page 1 of 5 

SELtDEF Hi(~- , . 
V V;..,._1 , 

APR O 1 2002 
~--"' ..... 

~rU, 
E.O. 12958:QN/A 
TAGS:QPREL, MOPS, AF 

SUEJECT:QUN REQUESTS USG SUPPORT LOYA JIRGA/POST 

/.. Mt.. Y ~ o ,ti Tf!-e l'l,te; 

RECOMMENDATIONS ._3 '26 
EF.AHJMI ~EQUEST WIDE lv>.NGE OF US SUPPORT 

l. UN.SGSR ERAHlMI D!SCCSSED FREPARATIONS FOR THI 
LOYA JIRGA AT A MARCH 20 DINNER WITH AMBASSADOR AND 
SPECIAL ENVOY KHAL!LZAD. BR.AHIMI SOUGHT US HELP 
WlTH LOGlSTlCS AND SUPPORT FOR AIR TRANSPORT. HE 
ALSO SODGHT HELP WITH DESERVERS. THE AMBASSADOR 
TOLD ERAHIMI THAT THE WINDOW IS NARROWING. BRAHIMl 
AGREED. ERAHIMI WOULD LIKE EITHER THE CURRENT 
CSAID-FUNDED LOGISTICIAN TO REMAIN THROUGH THE LOYA 
JJRGA PROCESS OR FOR J>..NOTHER PERSON .TO COME AND 
REMAIN THROUGHOUT THE PROCESS. 

~. THE AMBASSADOR REITERATED THE US COMMITMENT TO 
PROVIDE $500,000 USD FOR AIR TRANSPORT ~.ND SAID WE 
WOULD CONSIDER SEEKING MORE FUNDING TO ASSIST IN 
TRANSPORT EFFORTS. 

WHAT THE UN SEEKS FOR THE LJB 

*** UNCLASSIFIED "*. 
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UNCLASSIFIED **~ 
This Message Has Eeen Altered 

~. USAID DIRECTOR, USAID OFFICERS AND POLOFF 
FOLLOWED UP IN MARCH 21 J.JID 24 MEETINGS WITH BRAHIMI 
AND THOMAS RUTTIG (UNSMA FOLITICAL AFFAIRS OFFlCER 
ATTACHED TO LJ). RUTTIG DESCRIBED THE LOYA JIRGA 
TIME TABLE: 

MARCH 21/22 

MARCH 24130 

MAR 31 /APR 13 
APR 14/MAY 18 
MAY 19/25 

MAY 26/JUN 8 

JUN 9/1~ 

JUNE 16/22 

ANNOUNCEMENT OF PRocgDURES FOR 
CONVENING OF LJ 

TRAINING OF DISTRICT ELECTION 
SUPERVISORS 

PREPARATION FOR INDIRECT ELECTIONS 
CONDUCT INDIRECT ELECTIONS 
VALIDATION OF DISTRICT DELEGATES 

2ND FHASE ELECTIONS Q SELECTION OF 
REGIONAL DELEGATES 

VAL:IDATlON OF ELECTED AND NOMINATED 
LJ HEM.BERS 

CONVENING OF LJ 

CURRENT USG ASSISTANCE TO LJC 

,;, . USAID DESCFi.I~ED ClR!".ENT USG ASSISTANCE TO LOYA 
JIRGA PROCESS, CURRENTLY A LOGISTICIAN ATTACHED TO 
THE SPECIAL INDEPENDENT COMMISSION FOR THE EMERGENCY 
LOYA .JIRGA (REFERRED TO AS "LOYA JlRGA COJ1MISSION" 
OR (LJC) IN REMAINDER OF DOCUMENT). UNSMA HAS 
WELCOMED THE USAID-FUNDED LOGISTICS SPECIALIST (LYNN 
THOMAS). THIS LOGISTICIAN IS HELPING THE LJC TO 
PRE?ARE A LOGISTICS PLAN TO SUPPORT THE DISTRICT ~.ND 
REGl ONAL LEVEL ASPECTS OF THE I..J PROCESS. HOWEVER, 
THIS LOG1ST1CIAN IS ONLY AVAILABLE UNTIL THE SECOND 
\~EEK IN APRIL. 

:; . UNSMA AND THE LJC \'iOULD WELCOME USAID SUPPORT TO 
PROVIDE A LONGER-TERM LOGISTICl.AN TO WORK WITH THE 
PRESENT USAID L0G1ST1CIAN AND CONTINUE ON THROUGH 
THE END OF THE LJ PROCESS. USAID DIRECTOR KUNDER 
PROPOSED TO BRAHIMI THAT USAID rs WILLING TO SECOND 
A LONGER-TERM ADVISOR TO UNSMA/LJC FROM APRIL 1 
THROUGH JUNE 30 TO ASSIST IN IMPLEMENTATION OF THE 
LOYA JIRGA AS WELL AS COORDINATE THE VARIOUS ASPECTS 
OF THE U,$.GOVERNMENT'S ASSISTANCE PACKAGE TO THE LJ 
PROCESS. ERAHIMI Jl.LSO WELCOMED THE JDEA AND AGREED 
THAT UNS11A \,JQULD PROVIDE HOUSING AND IN-COUNTRY 
TRANSPORT FOR THE LONGER-TERM ADVISOR. 

OTHER DONORS' SUPPORT 

•~- UNCLASSIFIED ••~ 
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.... UNCLASSIFIED *** 
This Message Has Been AlLered ....... 

t. UNSMA PERSONNEL DESCRIBED GERMAN SUPPORT TO THE 
LJC. THE GERMANS, THROUGH GTZ, WILL BE RESPONSIBLE 
FOR PROVISION OF LOGlSTlCAL SUPPORT AND FOOD AND 
LODGING SUPPORT {PHASE 3) FOR THE FULL DELEGATION TO 
THE LOYA JIRGA CONVENTION IN KABUL OVER A 7 TO 10 
DAY PERIOD, BEGINNING JUNE 15. GTZ WILL ALSO 
PROVIDE GROUND TRANSPORT FOR DELEGATES FROM THE 8 
REGIONAL CENTERS TO KABUL EXCEPT WHERE SECURITY OR 
LOGISTICAL CONSTRAINTS WON'T PERMIT TRANSPORT BY ROAD. 

, . UNSMA PERSONNEL ALSO DESCRIBED OTHER DONOR 
SUPPORT TO LJC: THE UK'S DFID IS PROVIDING $500K 
EARMARKED THROUGH UNDP TRUST FUND TO SUPPORT THEW 
PROCESS. PRINCE KARIM AGA KHAN ANNOUNCED AT A 
PALACE LUNCH IN KP.EUL I'1J>.RCH 23 THAT HE WOULD DONATE 
$2M TO SUPPORT THE LOYA JlRGA PROCESS. OTHER DONORS 
ARE J..LSO LIKELY TO PROVIDE SUPPORT THROUGH THE UNDP 
'T'RUST FUND. A MEETING BETWEEN USAID/KABUL AND J.. 
REPRESENTATIVE OF THE GOVERNMENT OF JAPAN ON 24 
MARCH SUGGESTS THAT THE JAPANESE ARE CONSIDERING A 
SUBSTANTIAL CONTRIBUTION TO THE LJ PROCESS. 

WHAT SHOULD THE US DO? POST RECOMMENDATION.': 

b . El':lBASSY KABUL RECOMMENDATIONS FOR USG ASSISTANCE 
TO WC: 

ACCORDING TO UJ,SMA/LJC, THE LIKE.LY NEED FOR USG 
ASSIST~.NCE INCLUDES LOGISTICAL, COMMUNICATION AND 
TEMPORARY ARRANGEMENTS FOR THE TRAINERS AND MONITORS 
TO THE REGIONAL CENTERS AND DISTRICT CAPITALS DURING 
PHASE 1 (MAR 31 7 Q MAY 25), LOGISTICAL AND 
COJ'1MUN!CATION SUPPORT, TEMPORARY ARRANGEMENTS FOR 
2ND PHASE SELECTJON (MAY 26 Q .JUNE 9) OF DELEGATES 
AT THE 8 REGIONAL CENTERS (KABUL, KAND.a.HAR, HERAT, 
MAZAR E-SHERIF, JALLALABAD, KUNDUZ, EAMlYAN AND 
GARDEZ). NOTE. DELEGATIONS SELECTED AT THE 
DISTRICT LEVEL WILL BE RESPONSIBLE FOR ARRANGING FOR 
TRANSPORT TO REGIONAL CENTERS. END NOTE. 

-- UNSMA ESTI1".A.TES THAT THERE WILL BE 40 TEAMS OF 
TWO EACH (TRAINERS/MONITORS) TO SUPPORT THE ACTUAL 
SELECTION PROCESS AT THE DISTRICT AND THEN REGlONAL 
CENTERS. AN ESTIMATED 1,080 DELEGATES ARE TO BE 
SELECTED {ONE PER DISTRICT AND AN ADDITJONAL ONE 
DELEGATE PER 25,000 POPULATION) AS WELL AS SOME 
NOMINATED DELEGATES (INCLUDING UP TO 200 WOMEN). IN 
ADDITION, UNSMA/LJC MAY ALSO REQUIRE THE 
IDENTIFICATION AND DEPLOYMENT OF INTERNATIONAL 
O~SERVERS WITH LOCAL LANGUAGE CAPABILITY WHO WOULD 
BECOME PART OF THE MONITORING PROCESS. LIKELY USG 
SUPPORT FOR 'I'HESE EFFORTS MIGHT INCLUDE UPTO 8 ~ 

••• UNCLASSIFIED ••• 
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EELJ COPTERS 1'.ND 2 TO 4 FIXED WING Jl.IRCRAF,T, 
~CATION EQJJl?M"'NT FOB MONITOB.ING~.MS (HF, 
VHR FJi.DlOS, SOME SAT PHONES) , TENTS, PROYI.£1~ 
FQQI;,-.--------,,nr-oSblQ:LGGI~TICJl:.N NOW WORKING AT T.HE.__1,JC 
PLANS TO HAVE A DRAFT LOGISTICS PROGRAM BY WEEK OF 
MA"RCH 2:.. USATDRECOMY.ENDS THAT IT WOULD BE MOR~-
APPROPRIATE TO \',ORK THROUGH AN ORGANIZATION 'THAT 
SPECIALIZES IN PROVIDING A COMPLETE AIR OPERATIONS 
PACK.AGE WITH A PROVEN TF.ACK RECORD IN WORKING IN 
CONFLICT ZONES RATHER THAN THROUGH SOME NON
GOVERNMENTAL OFGANI ZATlDNS THAT HAVE EXPRESSED AN 
INTEREST IN THIS ASPECT TO UNSMA. 

-- USAID IS ASUNG UNSMA/LJC IF ADDITIONAL 
ASSISTANCE IN IDENTIFYING AND DEPLOYING 
INTERNATIONAL OESEFVERS WITH LOCAL LANGUAGE 
CAPAEJLITY IS ALSO FEQUIRED. SUPPORT FOR A LOGISTICS 
PACKAGE A.ND INTERNATIONAL DESERVERS, IF REQUIRED, 
WOULD EE FUNDED OUT OF THE PROPCSED $3 MILLION IN 
ESF THAT STATE IS PROPOSING TO TR.A.NSFER TO USAID. 

-- USAID HAS RECElVED PROPOSALS FROM TWO U.S. NON
GOVERNMENT.t..L ORGANIZATIONS Q THE ASIA FOUNDATION 
(TAF) AfJD TEE IN'T·ERNATlONAL FOUNDATION FOR ELECTION 
SYSTEMS (IFES), WHJCH HAVE EEEN DISCUSSING WITH 
UNSMA PO'I'ENTIAL 1-IAYS IN WHICH THEY COULD SUPPORT 
L'l'ISMA JN VAF.10US .ASPECTS OF THE LJ PROCESS. BEFORE 
USA ID FORMALLY REVJEWS SUCH FRO?OSALS, lT IS \,yRlTING 
UNSMA TO CLARIFY THE TYPES OF SUPPORT THAT UNSMA/LJC 
REQUIRES IN TERMS OF INTERNATJONAL MONITORS OR 
DESERVERS DllFJ:NG THE LJ PROCESS. USAID WOULD ONLY 
BE INTERESTED IN SUPPORTING ONE OF THESE PROPOSALS 
ON A MORE LIMITED EASIS AND ONLY FOR THE UNMET AND 
URGENT NEEDS OF THE LJC. 

-- ADDITIONAL USG SUPPORT FROM EXISTING USAID 
PROGF.AMS COULD INCLUDE SUPPORT TO THE AIA TO PROVIDE 
NATION-WIDE COVEF..AGE FOR AADIO KJ..EUL 'I'O PROVIDE THE 
AIA WITH THE CAPACITY TO DISSEMINATE TIMELY/RELEVANT 
INFORMATION REGARDING THE l.J PROCESS AND OTHER 
ASPECTS OF ?HE EONN AGF.EEMENT (THROUGH TEMPORARY 
BOOSTING OF TRANSMISSION BY EXTERNAL TRANSMITTERS), 
REHABILITATION OF BUILDINGS TO BE UTILIZED AT 
DISTRICT PJ~D FEGIONAL CENTERS, AND OTHER CRITICAL 
NEEDS IDENTIFIED BY AIA/LJC. 

OTHER CIVIL SOCIETY ORGANIZATIONS COULD ALSO BE 
SUPPORTED IN VARJOUS ASPECTS OF THE LJ PROCESS, 
INCLUDING DISSEMINATION OF INFORMATION TO ENHANCE 
\~OMEN'S PARTICIPATION IN THE FROCESS AND PREPARATION 
OF RADIO MESSAGES. 

9. MAJOR SECURITY CONCERN: LJC IS CONCERNED ABOUT 
SECURITY IN SOME OF THE DISTRICTS AND WOULD LIKE TO 

**~ UNCLASSIFJED **~ 
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IDENTIFY SOME OUTSIDE SUPPORT TO PROVIDE SECURITY 
DURING THE 2ND PHASE (SELECTION OF NATIONAL DELEGATES 
AT REGIONAL CENTERS). UNSMA/LJC REQUESTED ISAF TO 
PROVIDE SUCH ASSISTF.NCE BUT ISAF REJECTED THE 
REQUEST AS OUTSIDE THE SCOPE OF ITS MANDATE. WE 
EELIEVE THAT SECURITY ISSUES WILL COME FURTHER TO 
THE FORE AS 'I'HE LOYA J IRGA PROCESS PROCEEDS . 

FINN 
BT 

JOINT STAFF Vl 

Page 5 of 5 

ACTION {U, 8) 
INFO NMCC;CWO{*) CMAS(*) CMAS(l) JSAMS(*J 

JSAMS UNCLAS DMS{*) AF-CC-POLAD{*) BOARDMAN(*) 
NOOH ( .. ) SECDEF-C ( 1) SECDEF-C ( *) BMDO (") 

SECDEF V2 
ACTION (U, 6) 
INFO CHAIRS(*) CHAIRS TESTBED(*) ASD:PA-SMTP(*) 

USDAT:LOG(*) Dlfi:PAE-F.AM(*) DIR:PAE-PF(*) C2DIR(") 
ESC-SMTP(") 

+USDP:ESC 

2 

0 

TOTAL COPIES REQUlRED 2 
#0414 

NNNN 

*** UNCLASSIFlED *** 
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Snowftake 

TO: Larry Di Rita 

FROM: Donald Rumsfeld 1- (\_, 
SUBJECT: Invite Fahim Kahn 

April 2, 2002 3:15 PM 

Zal wants me to invite Fahim Kahn, the MoD for the Interim Authority of 

Afghanistan, to Washington, D.C. He would probably end up going to Fort Bragg 

and CENTCOM, and maybe Norfolk. 

Zal recommends the end of May. I think it is a good idea for a lot of reasons, 

which I can explain to you. 

Please see me on calendar. 

Thanks. 

DHR:dh 
040202-26 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 0_4_· ;-/ _c1_· ~_: . ..;_/_o_·t-'_· __ 

Ull9B8 /02 
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l. 
April 2, 2002 7:53 AM 

TO: Doug Feith 

FROM: Donald Rumsfeld 1J' 
SUBJECT: Strategic 1nfluence 

Here is an article on strategic influence. What are you doing about reestablishing 

the activities we had to discontinue, only in a proper way and with the proper 

charter? 

Thanks. 

Attach. 
04/22/02 J. Michael Waller, ··Losing a Battle for Hearts and Minds,'' insight Magazine 

DHR:dh 
040202-18 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ 0_4~/_1 _c,_f_u_t..-__ _ 

U11989 /02 
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of Islamic militant organiza
tions in Pakistan. 

Fatah himself first trav
eled to Pakjstan in 1989, and 
even to Afghan trainin!l camps 
of the mujahideen, though he 
says he didn't have the stmnacb 
- literally - for the hard life of 
guerrillas. 

The Al Qaeda-Kurdish 
lies appear to have grown 
closer by the summer of 2000, 
when Al Qaeda was well 
established, and JUJJd al-Islam 
was taking rnot in Kurdistan. 
Fatah was in Kandahar, Af
ghanistan, when he heard 
about a high-level delegation 
of Iraqi Kurdish militants. He 
savs a friend introduced him to 
Abu Wa'el and two other Jund 
al-Islam leaders. They were 
staying in the guest house of a 
Taliban minister known for his 
suppon of Arab jihadists in 
Afghanistan, and were sw
prised when Fatah and his Iraqi 
friend showed up. 

"They wan1ed to present 
tliemselves as a _jihad group, 
and Ibey were concentrating on 
Al Qaeda," Falah says, recall
ing a ronversalion that took 
place in his pn:sence. "They 
said they had ahcady teceived 
money once from Abu Qatada, 
tu elicit more support from Al 
Qaeda." Abu Qatada is a Lon
don-based sheikh who went 
underground earlier this year, 
ilnd has been convic1ed in a 
.Jordanian court of conspiring 
10 al1ack US and Jsraeli inter
ests. 

Fatah says the delegation 
said they met Abu Hafas al
Masri, bin Laden's No. 2 and 
military aide, but that bin 
Laden rarely met with such 
groups. Uneasy about being 
identified by fellow Iraqis in 
Afghanistan - even though 
analysts say that three of Al 
Qaeda's top 20 leaders were 
lraqis - Fatah says that Abu 
Wa'el and the others talked lit
lie about the details of their 
mission. 

One reason thev were 
leery of attracting the at1cntion 
of fellow Iraqis may have been 
clandestine support for the 
Kurdish Jslamists from the 
Baghdad regime. Qassem Hus
sein Mohamed, a big-boned, 
mustachioed Saddam lookalike 
who says he worked for Bagh
dad's Mukhabarat intelligence 
for two decades, says that Iraqi 
President Saddam Hussein has 

clandestinely supported Ansar 
al-Islam for several years. 

"[Ansar] and Al Qaeda 
groups were t,ained by gradu
ates of the Mukhabarat's 
School 999 - military intelli
gence," says Mr. Mohamed, 
who agreed to be interviewed 
separately in the Sulaymaniyah 
interrogation room. As with 
Falah, there we,e no apparent 
signs that he had been com
pelled to speak, and Kurdish 
investigators say they are con
vinced - based on other, con
firmable parts of his story -
that he is a Mukhabarat agent. 

"My information is that 
the Iraqi government was di
rectly supporting I Al Qaeda] 
with weapl'ns and explosives," 
he says. "[Ansar] was part of 
Al Qaeda, and given support 
with training and money." 

Saddam's 'overt' help 
Saddam Hussein did not 

create Ansar al-Islam, though 
Mohamed compared Bagh
dad's role 10 the overt help Iraq 
gives the anti-Iran Mujahideen 
e-Khalq fmces, which are 
known to be completely con
trolled by Iraqi intelligence 
within Iraq's borders. 

Among other known An
sar leaders, Mohamed says 
Abu Wa1el was the most influ
ential, was on the Iraqi intelli
gence payroll, and served as a 
liaison between Baghdad and 
Al Qaeda. Mohamed says his 
own mission to northern Iraq -
during which he was detained 
by the PUK - is proof of that 
link. "After America attacked 
Afghanistan, Baghdad lost 
contact with !Abu Wa'el]," 
Mohamed says. "They sent me 
to check out Abu Wa'el, to 
make sure he was not dead or 
captured, and to reestablish 
contact." 

Mohamed says PUK. intel
ligence operatives apparently 
had been following him for 
some time, and clearly knew 
he was trying to contact the 
militants in northern Iraq. 

The possibility of Iraq's 
support for Ansar - if only to 
destabilize the Kurdish terri
tory thal exisl5 beyond Bagh
dad's control - does not sur
prise Kurdish officials. They 
note that President Hussein has 
recently embraced lslamic 
groups, and pays $10,000 each 
to the families of Palestinian 
suicide bombers in Israel, to 
solidify his credentials. Sup-

porting Ansar, 100, may pro
vide Hussein with a way to get 
at his Kurdish enem1es. 

"The,e has been a marked 
change in Saddam's thinking in 
the past five years," says Ho
shyar Zebari, a senior Kurdish 
Democratic Party (KDP) offi
cial, regarding Baghdad's shift 
from hardline secularism, to 
backing lslamists. 

"[Ansar] are local, home
grown Islamic 1errorists, in
spired by Al Qaeda and bin 
Laden. They think the main 
enemy is the US, and that ls
lam can't be free unless they 
get rid of blasphemous grnups 
and infidels, which they con
sider the KDP and PUK to be," 
Mr. Zebari says. "Saddam's in
telligence is very good at pene
trating small groups.'' 

Which is exactly what has 
happened to Ansar, says for
mer Mukhabarat operative 
Mohamed. "The government 
does not like this 'safe haven,' 
and wants 10 destroy and de
stabilize everyone, every
where," Mohamed says. "They 
are using [Ansar] as a base to 
destabilize northern h'aq, and 
assassinate and kill people. 
Baghdad will never give up 
supponing them." 

Several additional , cports 
- unconfirmed - have sur
faced, alleging that Ansar 
leaders are sheltering ~enior Al 
Qaeda figu,es who slipped 
across the border from Iran, af
ter neemg Afgliamstan. 

But Sheikb Sadiq Abdu· 
laziz, the deputy leader of the 
IMK - now weakened by the 
loss of breakaway factions -
denies there is any link to bin 
Laden other than the group 
draws its inspiration from him. 

"People who ~ee Osama 
on television and hear Osama, 
want to be like Osama," 
Sheikb Sadiq says in his 
Halabja office. Ahson Ali Ab
dulaziz, one of the leaders of 
Ansar, is the nephew of Sheikh 
Sadiq and the ~on of )MK 
leader Mullah Ali Abdulaziz. 

Some dovmplay Ansar's 
tactics 

Despite these ties, some 
Kurdish and local Islamic 
leaders downplay the Ansar 
threat and argue that Ansar has 
forsaken violence. 

"In Islam we want to be 
martyrs, but we can't make a 
banle against our own people," 
the sheikh says. dismissing as 
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"rumors" reports that Arabs 
and Al Qaeda fighters are 
among the militants. "{Ansar] 
has changed their name, their 
ideas, and methods." 

PUK leader Jalal Talabani 
says that the collapse of Al 
Qaeda and Taliban rule will ul
timately weaken the group. 
"Before, when there was Af
ghanistan, all these groups 
thought they had a base,'' he 
says, hurriedly clicking a set of 
prayer beads between his fin
gers. "They Jost this hope, and 
are isolated. Now they are des
perate. We are in negotiations 
with them - that the Arabs 
must leave. We want to solve it 
peacefully. We are giving them 
a chance." 

lnsight Magazine 
April 22, 2002 
9, Losing A Battle For 
Hearts And Minds 
By J. Michael Waller 

Will the U.S. military's 
hard-fought gains against in· 
temational terrorists be under
mined because the people back 
in Washington still don't un
derstand how to win hearts and 
minds? That's what some sup
porters of President George W. 
Bush are beginning to fear as 
the U.S. government finds it
self incapable of waging effec
tive public-diplomacy and po
litical-warfare campaigns 
abroad. And this just as the 
military side of the war on ter
rorism promises to take more 
difficult and contentious turns. 

Across the federal gov
ernment, the situation is the 
same: A national-security and 
foreign-policy bureaucracy 
that is managing the military 
and diplomatic dimensions of 
the war effectively is bumbling 
and botchlng the crucial in
fonnarion campaigns around 
the world needed to discredit 
terrorists and their supporters 
and foster support for the mili· 
tary effort. The United States 
may be managing its relations 
with governments adequately, 
but it is not yet winning the 
hearts and minds of the peo· 
pies. 

The State Department has 
a huge public-diplomacy appa· 
ratus designed to reach foreign 
populations, but it appears in
capable of effective mobiliza
tion. The Pentagon has yet to 
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TO: 

CC: 

FROM: 

T 

Paul Wolfowitz 

Doug Feith 

Donald Rumsfeld ~ 
SUBJECT: Warlords 

April 1, 2002 2:11 PM 

It seems to me the interagency group ought to have a plan for how we are going to 

deal with each of these warlords-who is going to get money from whom, on what 

basis, in exchange for what, what is the quid pro quo, etc. 

We need to have a plan. The Russians do, and the Iranians do, but the United 

States doesn't. 

Let's get on it. 

Thanks. 

Attach. 
NESAF IA 2002-20039CH 

DHR:dh 
040102-33 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ O_ll_/_1_'1 ...... /_o_v __ 

Ull990 /02 



• 
April 1, 2002 2:07 PM 

TO: Steve Cambone 

FROM: Donald Rumsfeld <f}f\.._ 

SUBJECT: Standing Joint Force Headquarters 

Please take a look at this memo from CINCEUR about the Standing Joint Force 

Headquarters. It sounds to me like he is leaning forward. 

Would you take a look at it, find out precisely what is being done-if it is good, 

draft something from me to him saying it is terrific. lf it is not quite as good as it 

ought to be, draft something for me to let him know that. 

If it is worth telling others about, draft something from me to the rest of the 

CINCs, so they can see what CINCEUR is doing. 

Thanks. 

Attach. 
USCINCEUR V AIHINGEN GE Cable P 231033Z MAR 02, "Standing Joint Force 

Headquarters" 

DHR:dh 
040102-32 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by _--=-D ........ ~ ...... /_1_'1_/_iJ_1..--__ 

Ull991 /02 
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..... UNCLASSIFIED .. ** 
This Message Has Been Altered'"**** 

Page l of 2 _ 

SECDEF Hf.S SEEN /· PAAUZYUW RUFGCIN0549 0821043-UUUU--RUEKNMA. 
ZNR UUUUU ZUI RUFTMCA2162 0821034 

- r~~ ~ 

P 231033Z MAR 02 A.PR IJ 1 2002 _, ·. - ., 
FM USCINCEUR VAIHINGEN GE//ECCC. 
TO RUEKJCS/SECDEF WASHINGTON DC 
INFO RHMFISS/USCINCEUR VAIHINGEN GE//ECDC 
RUFGNOA/USCINCEUR VAIHINGEN G;tJECDC 
RUEKJCS/CJCS WASHINGTON DC\.,"' - /"""" 
RUEDPLA/USJFCOM NORFOLK VA//CC.,.,.,., 

UNcLAs 
PERSONAL FOR SECRETARY RUMSFELD FROM GENERAL RALSTON, INFO GENERAL 
FULFORD, GENERAL MYERS, AND GENERAL KERNAN 

suBJ"EcT: sTAN"DING JOINT FORCE HEADQUARTER§ csqrnai cm 
POC/ZILMER/BG/DSN 421-4040/-/PATCH BKS/DRSN 421-2101// 

RMKS/1. (U) MR. SECRETARY, EUCOM IS VIGOROUSLY INCORPORATING YOUR 
FY-03 DEFENSE PLANNING GUIDANCE (DPG) DIRECTION ON THE ESTABLISHMENT 
OF A STANDING JOINT FORCE HEADQUARTERS (SJFHQ) TO PROVIDE A MORE 
EFFICIENT WAY TO RESPOND TO TODAY'S GLOBAL CONTINGENCIES. WE HAVE 
CLOSELY EXAMINED THE MODEL ESTABLISHED BY JOINT FORCES COMMAND AND 
ARE IN CONSTANT COORDINATION WITH THEM AS WE DEVELOP OUR EUCOM SJFHQ 
MODEL. 

2. (U) IN ACCORDANCE WITH YOUR GUIDANCE IN THE QUADRENNIAL DEFE~SE 
REVIEW AND THE DPG, WE ARE ORGANIZING A SJFHQ THAT 1) WILL 
EFFECTIVELY PLAN FOR RAPID AND ACCURATE U.S. MILITARY RESPONSE 
AGAINST FIXED AND MOBILE TARGETS AT VARYING DEPTHS; 2) DEVELOPS 
TRAINING PLANS AND EXERCISES THAT PREPARE OUR WARFIGHTERS TO QUICKLY 
AND EFFICIENTLY EXECUTE OUR PLANS, WITH OR WITHOUT A SUBORDINATE 
JTF HEADQUARTERS; 31 LEVERAGES NEW TECHNOLOGIES AND 
TACTICS, TECHNIQUES AND PROCEDURES TO ENHANCE JOINT TRAINING 
AND ASSESSMENT; AND 4) POSITIONS EUCOM TO EFFICIENTLY IMPORT AND 
DISSEMINATE THE STANDARDIZED JOINT C4ISR CONSTRUCT NOW BEING 
DEVELOPED AND TESTED BY JFCOM. 

3. (U) OUR TIMELINE ALLOWS US TO DEVELOP A WORKABLE EUCOM MODEL 
BEFORE 01 OCTOBER 2002 BY REPROGRAMMING MANPOWER POSITIONS IN THE 
EUCOM STAFF THAT ARE BEST SUITED TO FUNCTION WITHIN THIS 
ORGANIZATIONAL STRUCTURE. WE ARE FOLLOWING THE FY-03 DPG BY 
UTILIZING OUR 15 PERCENT MANPOWER REDUCTION AS A RESOURCE TO 
STAND UP THE SJFHQ. 

OSD - SECDEF CABLE DISTRIBUTION: 

SECDEF: " ~ ~ SPL ASST: / EXECSEC: I' SR MA: 
C&D: ,, CCD: , CABLE CH: FILE: 

~ DIA: OTHER: 
PER SEC: COMM: 

,. ... UNCLASSIFIED **• 

11-L-0559/0SD/10114 



I 

• .. **** 
*** UNCLASSIFIED **~ 

This Message Has Been Altered *** "* 
Page 2 of 2 

4. (U) SIR, I BELIEVE OUR PLAN MEETS YOUR INTENT AND WE WILL 
WORK CLOSELY THROUGHOUT THIS EFFORT WITH OSD, THE JOINT STAFF, 
JFCOM, AND THE OTHER COMBATANT COMMANDERS TO DEVELOP THE BEST 
POSSIBLE COURSE OF ACTION FOR THE EUCOM THEATER. WARMEST REGARDS, 
JOE.// 

+++PERSONAL FOR+++ 
SPECIAL HANDLING $$$REQUIRED $$$ 

$$$ $$$COPY NUMBER--------$$$ 

SECDEF V2 1 
ACTION (M) 

INFO SECDEF-C(l) SECDEF DISTRIBUTION REQUIRED(*) 
SECDEF-CI*) 

JOINT STAFF Vl 1 
ACTION (Ml 
INFO CHAIRMAN DISTRIBUTION REQUIRED(*) SJS-C(*) 

SJS-C(l) NMCC:CWO(*) JSAMS(*) JSAMS UNCLAS DMS{*) 
TOTAL COPIES REQUIRED 2 

110549 

NNNN 

..... UNCLASSIFIED ••• 
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April 1, 2002 11:13 AM 

TO: Steve Cambone 

FROM: Dona1d Rumsfeld \f}A 
SUBJECT: First to Deploy 

,,f"· 

/ 
The more I look at those briefings, we have to make clear that,.e·veryone need not 

be a first dep]oyer. It sure saves money if everyone is not a first deployer. 

Thanks. 

DHR:dh 
040102-19 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ c_··. -_· 1_/_i _i _/_:;;_l--__ _ 

.,. 
~· 

/ 

; 

/ 

/ 

Ull992 /02 
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April 1, 2002 

t,1"" 

10:56AM / 

TO: Torie Clarke 

FROM: ~ 
./ 

I 
Donald Rumsfeld ,)5\ 

SUBJECT: Andrew Sullivan 

I understand Andrew Sullivan has a website that gets a t0t of hits. He is someone I 

have met over the years, and he seems to make a lot _9f good sense to me. You 

might want to include him in something sometim~; 

Thanks. 

DHR:dh 
040102-17 

................................. ,, ..................................... . 
Please respond by __ 0_'-1"-. ...../ J'--1-_/_o_v-__ _ 

Ull993 /02 
11-L-0559/0SD/10117 
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TO: 

FROM: 

Steve Cambone ""'J\ 
Donald Rumsfeld \f' ' 

SUBJECT: Stackpole 

April 1, 2002 9:31 AM 

Please have someone Jook into the Stackpole operation out in Hawaii-how much 

Jonger does he have, how can we get rid of him, who could we put in to replace 

him, and how can we start cleaning that up by getting the people who are there out 

of there and putting some decent people in who will do a good job. 

Thanks. 

DHR;dh 
040102-8 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ D_Lf-~/_:i._r,_/_o_~_'-__ 

U11994 /02 
11-L-0559/0SD/10118 
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April 1, 2002 9:07 AM 

TO: Steve Cambone 

FROM: Donald Rumsfeld '\fJ'. 
SUBJECT: DSB 

Please make sure that the Defense Science Board has a project going on the 

interface between biological science and electronics and infonnation warfare. 

Thanks. 

DHR:dh 
040102-5 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by ___ ()_(1_/ 2_1_.~ _(_0_·1._ ... __ 

Ull995 /02 
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April I, 2002 10:32 AM 

, 
,, 

TO: V ADM Giambastiani 

FROM: Donald Rumsfeld ~ -/\. I SUBJECT: Signature 
.I 

' 
Have I signed the "Back to Black" program for the NRO? George Tenet signed it, 

and I don't know if I have. 

I /-l'f=. ' fJ,4/!.. /< 
Also, there is a white folder that came over from someplace that George TenJt !,_lft.1 / S 

wants me to sign as well. Have I signed that? To ~ L-AC..-K '' 

Thanks. ~-s rte.o~~ 

DHRdh 
040102-12 

•••••••••••••••••••• 

Please respond by_ 

~\eY"e..D ~. 

G' 4-\ 0.\01. 

Y;:ic u 1"1ErvT TP41 
~SoA/ E (1, lluE 

llo~ ....... (()M••!rt/ ,+ 
L./1-{ r-r~ Bt N PE£ 

1/1 c 

,, _.. 51~;1.i E}::> 

/!sH;C,I( To !3Llltk~c_r. {;,4#r,6 fJN;r;;. 

f!:>(J_t A/(6 
(T llV TODI/-V At 

you /2__ -5 l~A/ /1-·T IA IJ..E, 

II k 
£cl 
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TO: 

FROM: 

Steve Cambone 

Donald Rumsfeld ~ 
SUBJECT: Intel Priorities 

April 1, 2002 10:35 AM 

What do I do next on PDD-35 and priorities for the intel community? 

Thanks. 

DHR:dh 
040102·14 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ O_'/_/ _Ii_--"'-/ o_v __ _ 

U11997 /02 
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April 1, 2002 9:07 AM 

TO: 

FROM: 

Steve Cambone 

Donald Rumsfetd') 

SUBJECT: Army School of Advanced MiJitary Studies 

Please talk to Andy Marshall, and come back to me with a proposal on how we 

make the Army's School of Advanced Military Studies, which trains planners, a 

joint activity. 

Thanks. 

DHR:dh 
040102-6 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by b ~ / ~ 'l- f ;) ,.._ 

U11998 /02 

11-L-0559/0SD/10122 



April 1, 2002 6:51 PM 

;' 
TO: 

FROM: 

Steve Cambone 

Donald Rumsfe1d )b\ 

SUBJECT: Mobilization of Reserves I 
/ 

Don't you think the DPG ought to address the subject that the Army is current]y 

arranged so that they have to mobilize to do anything, since they have put some 

critica] elements into the Reserves and Guard? I think they said,the Navy or the 
/ 

/ 

Air Force did the same thing. / 
/ 

/ 
We have to get that fixed. Now is the time to put it i~)he DPG. 

Thanks. 

DHR:dh 
040102-53 f 

/ 

/ 

.I 

.,/ 

................................. ,,... ...........................••......... 
/ 

Please respond by __ o_4_/ _1.....,2.,._1f_.,·l)_-'-__ _ 

/ 

, 
/ 

/ 
/, 

// 
/ 

I U11999 
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April 1, 2002 6:53 PM 

TO: Steve Cambone 

CC: Gen. Myers 

FROM: Donald Rumsfeld tfa' 
SUBJECT: Availability of Reserves 

1 think we also ought to look into that subject that came up about the Guard and 

Reserve, and whether we even \\'ant Guard and Reserve available only after 120 or 

180 days. J would rather have fewer forces capable of responding faster, not more 

not capable of doing an)1hing for six months. 

Thanks. 

DHR:dh 
040l02-S4 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ o_'l-_{ _1_r,_i _o_-_~ __ 

u12000 102 

11-L-0559/0SD/10124 
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TO: Torie Clarke 

CC: Paul Wolfowitz 
Steve Cambone 
J.D. Crouch· 

FROM: Donald Rumsfeld y A 
SUBJECT: Nuclear Policy 

April 1, 2002 6:35 PM 

i 

Attached is a piece by Barry Blechman that is welL4orth reading. You might 

want to move it around to some folks. Here is a person who worked in the Caner 

Administration in arms control commenting favorably on the Nuclear Posture 

Review. 

Thanks. 

Attach. 
03/18/02 Barry Blechman, "New Nuclear Policy Makes for a Safer World," Los Angeles Times 

DHR:dh 
040102-48 

..................... ~ .................................................. . 

Please respond by ________ _ 

U12001 /02 

11-L-0559/0SD/10125 
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COMMENTARY 

New Nuclear Policy Makes for a Safer World 

By BARRY M. BLECHMAN 
Barry M. Blechman was assistant director of the U.S. Anns Control and Disarmament 
Agency from 1977 to 1980. 

March 18 2002 

The Bush administration's new nuclear 
policy has received a great deal of 
criticism over its suggestion that U.S. 
nuclear weapons play a role in deterring 
hostile nations that don't possess nuclear 
weapons hut are armed with other kinds 
of weapons of mass destruction. 

The criticism--that the new policy 
owers the bar for use of nuc1ear 

weapons-~is misplaced. In fact, by 
linking U.S. nuclear and conventional 
precision strike capabilities, the policy 
narrows the role of nuclear weapons in 
U.S. defense policy, reduces the 
circumstances in which they might be 
used and sets the stage for even deeper 
cuts in nuclear forces. 

The planned reduction in nuclear 
warheads deployed with operational 
submarines, bombers and land-based 
missiles--from about 6,000 to between 
1,700 and 2,200--is quite an 
accomplishment. It will decrease the 
cumulative risk of technical mishaps and 
unauthorized or inadvertent launches, 
and it should reassure the Russians 
politically by moving the U.S. to a force 
level that Russia appears to be seeking 
itself. Critics of the new policy have 
complained that many of the warheads 
coming off U.S. forces will be placed in 
reserve rather than dismantled 

immediately. Getting 4,000 warheads off( 
alert is very important in its own right. It 
would take time to put the weapons back 
on missiles or into active bomber 
inventories. Given the international furor 
that would accompany such a move, no 
president would take it without very 
senous reason. 

Meanwhile, having the option to )2eefqp __ 
U.S. forces is only sensible giyep 1h, 
uncertainties of world events. As 
Secretary of Defense Donald Rumsfeld 
has said, when it comes to international 
threats "the only suwrise is that we're 
surpris~d when we're surprised." 

Weapon and stockpile requirements are 
reviewed periodically. If international 
developments continue favorably, either 
further reductions in operational 
weapons or the destruction of stockpiled 
weapons would certainly be possible. 

The new policy recogniz.es that Russia is 
no longer our enemy, and there is no 
longer a need to plan for massive attacks 
against that nation. It would move the 
U.S. away from a single, integrated 
operational plan for nuclear attacks to 
"capabi1ities-based targeting." Instead of 
massive, society-destroying nuclear 
strikes, the U.S. would plan to have 
capabilities to conduct limited nuclear 

11-L-0559/0SD/10126 



. 
~ 

( l 

strikes aimed at specific objectives. In its 
classified fonn, the policy mentioned 
nations for which p]anners need to 

. prepare such options, causing a furor. I The only thing new here from previous 
administrations is that the names of the 
nations leaked out. 

]nits most imponant development, the 
new defense policy pairs U.S. nuclear 
forces with precise, conventional strike 
capabilities. In this fonnulation, the new 
policy greatly circwnscribes the 
potential role of nuclear weapons. 
Recognizing the immense capabilities of 
modern aircraft and missiles anned with 
conventional weapons, the new policy 

\ 

impJies that for the first time .in 50 years 
the U.S. may not have to respond to 
nuclear threats in kind. We may be able 
to defeat such threats by anacking 
enemies with conventional weapons, 
relying on missile defenses to stop any 
threatening forces that survive. This is a 
huge change in thinking, allowing for 
even more nuclear-force reductions as 
conventional strike and missile defense 
capabilities advance. 

Administration officials have a way to 
go before the new policy is fulfilled. 
They have to work closely with the U.S. 
Strategic Command to ensure that the 
planned changes in targeting are 
implemented properly. The nuclear 
departures of more than one previous 
administration have been thwarted in 
their implementation phase. And the 
administration wil1 have to move 
expeditiously to set in place the 
transparency measures and other 
arrangements to reassure the Russians 
and others that the shift from negotiated 
anns control agreements to unilateral 
reductions in forces is not a subterfuge. 

These steps notwithstanding, the new 
policy is a major accomplishment and an 
important advance toward ending 
nuclear dangers. 

2 
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Snowflake 

f 

April 1, 2002 2:20 PM , 
/~./ 

TO: Larry Di Rita / 
FROM: Donald Rumsfeld~ 

",..,.,. 
/. 

/ 

SUBJECT: Korea 
.·· 

/ 

It looks like they delayed this South Korean fighter decision, which means we may ,,{) 

not ,vant to go ahead with my trip to Korea. P, 

Thanks. 

Anach. 
03/27/02 Reuters Update, P27890 

DHR:dh 
040102·34 

.................... , ................................•..........•........ 

Please respond by __ o_i.f-!./_1 z_ . ...:.J_o_-L __ _ 

/ 

Ul;>002 /02 

11-L-0559/0SD/10128 



Tue Mar 26 23:27:23 2002 

rap-uf BC-ARMS-KOREA-FIGHTER 

Page 1 

• Story: a5730 

~~ime: 2002 03/27 02:53 GMT 
Ref: 
ABC-ARMS-KOREA-FIGHTER (UPDATE l)@ 

AUPDATE 1-S.Korea delays $4 bln fighter jet order-official@ 
(Adds news conference schedule, details, paragraphs 4,6-8,10) 

SEOUL, March 27 (Reuters) - South Korea postponed the 
announcement of a $4-billion fighter aircraft deal on Wednesday 
following a meeting of the influential National Security 
council (NSC), a senior government official said. 

Boeing Co's F-15K and the Rafale from France's Dassault 
Aviation SA lead a four-way battle to supply 40 fighters to 
South Korea. 

Defence Minister Kim Dong-shin delivered technical 
evaluations of the four to the NSC but a final decision would 
require further review, the official, who declined to be 
identified, told Reuters. 

It was not clear when the decision would be taken. 
The ministry said a news conference about the fighter 

aircraft project would be held at 1 p.m. {0400 GMT). 
Boeing spokesman Arthur Park said by telephone the company 

bad received no official word from the NSC meeting. 
South Korea's plans for the programme date back to the 

mid-1990s and bidding has sparked almost two years of fierce 
competition. 

Industry officials said the next stage involves evaluating 

• outh Korea's defence and trade alliances, which local media 
aid might favour U.S. maker Boeing. given close defence ties 

between Washington and Seoul. 
There are 37,000 U.S. troops stationed in South Korea. 
The Typhoon from Eurofighter the Russian Sukhoi Su-35 are 

the other two fighters on offer. 
A Eurofighter official said the European industrial 

consortium had not been informed of the NSC meeting's outcome. 
(Additional reporting by Lee Suwan) 

A REUTERS@ 

• 
11-L-0559/0SD/10129 
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Snowllake 

TO: Doug Feith 

CC: Steve Cambone 
J.D. Crouch 

FROM: Donald Rumsfeld \)\ 

SUBJECT: Russia 

April 1, 2002 5:46 PM 

I keep seeing everyvvhere what the Russians say they find unacceptable with our 

proposals. 

I think we ought to develop a careful list of all the things we find unacceptable 

with their proposals and why we are concerned about their production capability, 

why we are concerned about their stockpiles, why we are concerned about 

transparency. We need push back. 

Please get something to me in the next four days. 

Thanks. 

DHR:dh 
040102-45 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by 6v I o..r IO L 

- ~ 

..._ ____ . 

f 
('. 

U12003 /02 r 
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Snowflake 

TO: 

FROM: 

DATE: 

Gen. Pete Pace 

Donald Rumsfeld '!'-
March 4, 2002 

SUBJECT: Haiti 

8:22 AM 

Why don't we find some way to reduce down the number of military people in 

Haiti, if we can. Get me a proposal, please. 

Thank you. 

DHR/azn 
030402.07 

I, 

Please respond by: ________ ,-·)-· '_1 _·~-' ,_.,···--------

:t:: 
9. 

U12027 /02 
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TO: Larry Di Rita 

FROM: Donald Rumsfeld UD\ , 

DATE: March 1, 2002 

SUBJECT: Salt Lake City 

Find out the extent to which we have cut back the security at 

the regular Olympics co the Para-Olympics. 

Thank you. 

DHR/3zn 
030I02.10 

/ 
lt Lake City from 

w 
'J'\ 
\ . ..J 
c-,.r:1 

Please respond by: ________________ _ 

~ 
0. 

r 
U12039 102· 
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TO: 

FROM: 

DATE: 

SUBJECT: 

Larry Di Rita 

Donald Rumsfeld ~ 

March 1, 2002 

3:42 PM 

We have to make sure the security people know that before we designate another 

event like the Olympics or the Para-Olympics as a national security event, that I 

get to have a chance to voice an opinion. We also have to have a cost estimate 

fully burdened before we do it. 

Thank you. 

DHR/azn 
030!02.ll 

Please respond by: _________________ _ 

U12040 /02 
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March 1, 2002 9:17 AM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld ·~ ~ 

SUBJECT: Homeland Security Meetings 

From now on I want to know about every Horne]and Security meeting, and I want 

to personally decide whether or not I go. 

I am the member, and I am going to make new decisions. We have the wrong 

people representing us, and it is not working. 

Please see me. 

Thanks. 

DHR:dh 
030102-l' 

·············································-~·························· 
Please respond by ------~--

3//? 

c·~;r--~~- -
-di J c{ ,4-UU, 
\/ 

/l 

f11U 

r --.-... 

---

Ul2041 /02 
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TO: 

FROM: 

V ADM Giambastiani 

Donald Rumsfeld )A 
SUBJECT: PIWC 

March 1, 2002 7:49 AM 

Please tell me how long we have been looking for Karadic as a war criminal. 

There has been a sealed indictment for some time. 

The UBL thing is interesting. They say, "Why don't you catch him?" We have 

been looking for Karadic for years. 

Thanks. 

DHR:dh 
030102-3 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by __ :._) _~_} _:i_t _/ _o_~ l-__ 

SECOEF HAS SF.F..~r 3 /'t 
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Snowflake 

March 1, 2002 7:42 AM 

TO: Larry Di Rita 

FROM: Donald Rumsfeld,,. 

SUBJECT: Quote 

Please see me on this quote, "I'm too busy"-about seeing the Chinese. 

Thanks. -,I 

f 
Attach. 

03/01/02 Gertz, "Inside the Ring." Washington Times 

DHR:dh 
030102-2 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

Please respond by O 3 / O s-/ o,__ 

U12044 /02 
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let the U.S. military directly 
aid Colombian President 
Andres Pastrana in his new 
war against FARC. Now, most 
aid is limited to anti-narcotics 
operations and cannot be used 
for anti-insurgency missions. 

Most of F ARC's anns 
come from Middle East weap· 
ons bazaars. But U.S. intelli
gence has not linked the arms 
shipments to any particula1 re
gime. 

Time gap 
Insiders in the Bush ad· 

ministration are talking about 
the "six-hour gap" - the time 
it took U.S. officials to endorse 
Colombian President Andres 
Pastrana's decision last week to 
end peace talks and go to war 
against FARC. 

As country after country 
issued statements last week 
endorsing Mr. Pastrana's bold 
move, Washington stayed si
lent. Finally, Secretary of State 
Colin L. Powell told reporters 
the United States supported the 
Colombian president. 

"We were behind every 
Latin American cowtry in 
voicing support," one official 
told us. "Even France offered 
support before we did." 

Sources said the delay was 
not because of reluctance at the 
Pentagon or State Department. 
A formal position statement 
got bogged down at the White 
House National Security 
Agency staff. It "couldn't get 
its act together,'' an insider 
said. 

Snubbing Beijing 
China's Vice Foreign Min

ister Li Zhaoxing got the cold 
shoulder frnm Defense Secre• 
tary Donald H. Rumsfeld ear
lier this month. 

Mr. i a noted hard.line 
nist w c served as 

amb~llffl~ to the rutcd 
ates, had' asked speci I ly 

/ . to meel with Mr. Rumsfeld 
. the Pentagon on Feb. 4. 

( 
The answer from Mr. 

Rumsfeld: "I'm too busy." 
Mr. Li did meet with Vice 

'\._ President Richard B. Chen , 
'·.,. Secretary of State Col' L. 
~dj and Whi se Na
tional Security Advisor Condo
leezza Rice. 

The defense secretary, 
however, is said to have little 
interest in schmoozing with 
any Chinese officials after the 
manner in which Beijing han. 

died the April 1 incident over 
the South China Sea. 

We are told he is still an• 
gcy over the incarceration of 
23 U.S. military personnel af
ter the incident. A Chinese in
terceptor jet cut off a U.S. EP· 
3 surveillance plane and nearly 
killed its crew in a midair col· 
lision. The crew made an 
emergency landing on Hainan 
island, where instead of getting 
help, they were imprisoned for 
11 days. 

Mr. Rumsfeld cut off all 
formal U.S. military exchanges 
with China as a result and, de
spite pressure from pro-China 
officials in the Pentagon, is re• 
sisting calls to restart the ex· 
changes. Critics dismiss the 
contacts as one-sided in favor 
of bolstering Chinese war
fighting capabilities through 
access to sensitive U.S. mili

. tary facilities. 
A spokesman for Mr. 

Rumsfeld had no immediate 
comment. Another Pentagon 
spokesman, Lt. Cmdr. Jeff 
Davis, also would not com• 
ment on why Mr. Rumsfcld 
did not meet Mr. Li. But he 
said "the appropriate level" for 
any meeting would have been 
a session with Deputy Defense 
Secretary Paul Wolfowitz, who 
was out of the country at the 
lime. 

SouthCom 
U.S. Southern Command, 

one of the Pentagon's war
fighting commands, has been 
in the doldrums of late, mili
tary officers tell us. 

All the action in the war 
on terrorism resides in other 
areas, such as U.S. Pacific 
Command and U.S. Cenb'al 
Command. 

The Miami-based com
mand also has been without a 
four-star CINC, or commander 
in chief, since President Bush 
picked Marine Gen. Peter Pace 
to be Joint Chiefs of Staff vice 
chainnan. 

"SouthCom docs not have 
a wartime focus," said an ac. 
tive•duty officer. "They haven't 
dealt with a real military crisis 
in quite a whiJe and it shows." 

But things may be looking 
up. Some adminisb'ation offi
cials are pushing for a more 
active U.S. military role in the 
war against F ARC, a terrorist 
group in Colombia committed 
to kidnappings, running drug 
operations and overtlvowing 

democracies. If that happens, 
SouthCom will lead the way. 

Also, we hear Mr. Bush 
wiJI nominate a four-star gen
eral to succeed Gen. Pace. 
There had been talk that 
SouthCom would diminish in 
stature and be nm permanently 
by a tluee-star officer. 

Anti-Bush envoy 
The administration is set 

to announce its long-delayed 
choice for top U.S. diplomat in 
Taiwan; Douglas Paal. 

The appointment of Mr. 
Paa! is opposed by conserva
tives who object to his recent 
statements that are viewed as 
pro.China and anti-Taiwan. In 
June, Mr. Paa) said in a speech 
that President Bush "mis
spoke" in saying last spring 
that the United States would do 
whatever it takes to defend 
Taiwan from Chinese attack. 

Mr. Paal's remark was 
viewed by many observers as 
an attempt to usurp the presi
dent on the issue of Taiwan. It 
was the most blatant of a series 
of efforts by advocates of "en
gagement" with Beijing, in
cluding Mr. Paal, to try to 
scale back the president's hard
line commitment to defending 
Taiwan. 

Mr. Paal said that after the 
president "misspoke," admini· 
strati on spokesmen had 
showed "moderation in revert
ing to the one-China policy," 
that is, Beijing's view of Tai· 
wan as part of communist 
China. 

Vice President Richard B. 
Cheney showed no such mod
eration, however. Mr. Cheney 
said several days after the 
president's remarks that the 
statement was calculated "tn 
reiterate that very strong de
tennination on our part, that 
there should not be a reson to 
force by the mainland." 

A U.S. official told us the 
Paal appointment has been 
pushed by James Kelly, the as
sistant secretary of state for 
East Asia, with backing from 
Deputy Secretary of State 
Richard Armitage. 

The last hurdle for the ap
pointment is said to be Secre
tary of State Colin L. Powell, 
who still has reservations 
about sending Mr. Paal to 
Taipei to represent U.S. inter
ests, the official said. 

Bored media 
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Liberal Democrars are nc 
the only ones growing bore 
with President Bush's war 011 
terrorism. The Washinglon 
media also seems tired of writ· 
ing about the latest clash with 
al Qaeda, say administration 
officials. Pu1ported bombing 
mistakes and the well-being of 
terrorist prisoners make front
page news. Some colwnnists 
suddenly do not like the Pema. 
gon helping Hollywood pro
duce war movies - as if direc
tor Frank Capra never asked 
the U.S. military for input dur
ing many of his World War Il 
films. 

The media's anti-Pentagon 
mood has rankled Richard J. 
Santos, national commander of 
the 2.8-million-member 
American Legion. 

"Today's media appears to 
be more interested in finding 
fault and being first to break 
the story," Mr. Santos said. 

He adds: "The military 
and the entertainment industry 
have long joined hands - not 
for sinister reasons, but to call 
together loyal Americans to 
support their government's 
wartime efforts." 
Bill Gertz and Rowan Scar
borough are Pentagon report· 
ers. 

Tacoma News Tribune 
February 28, 2002 
10. 'Stryker' Is Name Army 
Selects For New Light Ar· 
mored Vehicles 
Two heroes: Medal of Honor 
recipients' valor is memorial
ited 
By Michael Gilbert, The News 
Tribune 

Call it the Stryker. 
The Army hailed the 

memory of Medal of Honor re
cipients from World War D 
and Vietnam to cluisten its 
newest combat vehicle 
Wednesday. 

Soldiers at Fort Lewis said 
the name is a keeper. 

"For me, Stryker will be 
like, 'Strike hard at the heart of 
the enemy,"' said Staff Sgt. 
Patrick Betts, a squad leade, 
with the 5th Battalion, 20th ln
fanny. 

At first dozens, and then 
hundreds of the new light ar
mored vehicles soon will ar
rive at Fort Lewis to be the 
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8:36 AM 

. \\\./ ~,,.. 
TO: 

FROM: 

Torie Clarke 

~l 
Donald Rumsfeld 'I 

y,.// 
.. 

DATE: March 2, 2002 

SUBJECT: Pre-September 11th 

Why don't you try to pull together some of the statements I m~de before 

September 11 1h about the problems with terrorism and asy,91~etrical threats and 
/ 

I 

the importance of defense, and just three or four or fr~I. Where I said them, the 
,, 

need for intelligence capabilities and so forth. And. the general feeling was that 

there was really not much of a prob !em in our'country. 

lh / 
Then we had September 11 and pc9Ple sec the problem. 

I 

I 

I 
/ 

Interestingly, now it is stanil)g again. A very small minority arc starting to 
/ 

suggest that there is no pr6blcm and starting to carp and complain about the 
/ 

budget and various tl;l(~gs, and the unfortunate reality is that there is a problem and 
I 

i 

it is going to happen again, and we best be wise enough to behave before the fact 

in a responsil?Je way. 

/ 
/ 

/ 

Thank/you. 
/ 

/ 
r/iRJazn 

))30202.04 

U12045 /02 
Please respond by: ____________________ _ 
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TO: SECDEF 

FROM: ft 
DATE: March 7, 2002 

SUBJECT: Pre~September 11th 

I asked our researchers to pull together the statements you wanted. 
Attached are five examples and some pre-9/11 polling data. 
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Harold Hei1snis 
OSD(PA)PJA) 

March 6, 2002 

~ INFORMATION MEMORANDUM: Pre-September 11th Statements by Secretary 
Rumsfeld about Terrorism, Asymmetrical Threats, and the Importance of Defense 

SUMMARY: This memorandum includes the following excerpts: 1) a July 29 media 
roundtabJe in Canberra, 2) a JuJy 12 press conference at the Frontiers of Freedom Institute at 
the Capitol, 3) a March 8 Pentagon press conference with Lord Robertson, 4) a February 14 
interview by Jim Lehrer on PBS' s News Hour, and 5) January 11 SASD testimony. There is 
also pre-September 11 lh poll data about how Americans viewed the threat of terrorism (page 5). 

From a July 29, 2001 Media Roundtable in Canberra 
Question: Could I pursue this question of strategic vulnerabilities? One of the things 
that I've noticed is a sort of shift of focus if you like in the U.S. about defense of the 
homeland and including against asymmetric threats ... 

SEC. RUMSFELD: The Gulf War clearly told people that it's not a good idea to 
compete with Western annies, navies or air forces. That drives one logically to find 
some other way. If you want to go and lob ballistic missiles at somebody, or you want 
to invade Kuwait, or you want to do something harmful to your neighbors, and you 
don't want anyone to interfere with you, then obviously what you would look for is 
something other than competing with armies, navies, and air forces. And they run the 
spectrum, the gamut, across this spectrum of asymmetrical threats from terrorism to 
cruise missiles to ballistic missiles, various types of weapons of mass destruction, and 
including cyber attacks. 

You know there are some countries you could attack -- make a cyber attack -- and they 
wouldn't realize you'd done it. Not true of your country, or our country, or a number of 
other countries. It is a fact of life today that we are being interfered with in various 
ways. I used to be involved in an eJectronics company. The electronics companies 
today hire high school kids to sit down and go in a room and figure out how to defeat 
what they are doing. It is what it is, and it's going to be there. and we have to learn to 
live with it, and we can live with it with that kind of a world We just have to know 
that those kinds of threats are there. 

In the United States we've got an awkward situation in that, clearly, Australia and the 
United States have had a wonderful benefit. We've been a long way from the threat of 
someone coming across our borders. We haven't had to worry about that really. Today 
you do have to worry about it because the borders are kind of disappearing and the 
reach of weapons and the things people can do change that . 
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Homeland defense for the United States is important because we are visible as a 
nation. We have seen terrorists attack things and we know the reach of weapons today. 
We know today, for example, ballistic missiles can be launched from relatively 
unimpressive surface ships where you can peel back a cargo cover and with a transport 
or electro launcher can launch a less than intercontinental range ballistic missile and do 
a whale of a lot of damage, relatively easily. 

Biological weapons, chemical weapons, we know what is going on in that sphere. So 
the question is, what do you do about it? Well, we clearly in our defense planning 
review have to elevate that issue to a level that hadn't been there before, because we 
donrt get up in the morning and worry about Canada and Mexico invading. They're 
good neighbors. The Defense Department, however, sounds like it's the place to deal 
with that. Why else would you say Department of Defense? And yet we have a law 
that prohibits our military from really engaging in the kinds of things domestically that 
a number of other countries' militaries are engaged in all the time. We have a Posse 
Comitatus law that inhibits us in that regard. The first responders, for example, with a 
weapon of mass destruction, or a real serious terrorist attack in the United States, are 
the local sheriff, and the county commissioner, the mayor, and eventually the state 
government, and the state police. 

Of course, the first phone call that anyone's going to make is to the Department of 
Defense, which is the institution of size that has the kinds of assets that could assist 
with major management of that type of a problem. So we're in the United States kind 
of ruminating about how we deal with that and the president has asked the vice 
president to sort through that with him, and the Congress has passed statutes that 
suggest the need for some reorganization. 

We do have an organization called FEMA the Federal Emergency Management 
Agency, which has a significant central role in that. But the Department of Defense -
if there were a major event in the United States, there would be mass movement of 
people. There would be a need to manage hospitals, and food, and quarantine, and all 
of that type of thing. There isn't any institution, besides the Pentagon, that even begins 
to have the kinds of capabilities to do that, and yet we thus far have been inhibited 
from thinking those kinds of things through. I don't know if that was your question, but 
it is something that we clearly have to think about a htt1e better than we have. 

From a July 12, 2001, Press Conference at the Frontiers of Freedom Institute 
Conference at the U.S. Capitol 
.... Let me just ta]k a bit about the threat. With the end of the Gulf War, it became 

very clear to countries that competing with Western armies, navies and air forces is not 
a smart thing to do. The amount of investment you have to make and the numbers of 
things -- ships, guns, tanks and planes -- that you have to have is prohibitive. 
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Therefore, it creates a disincentive to invest in those things on the parts of countries 
that wish to do their neighbors ill. 

It does create an incentive for them to do things that are, so to speak, asymmetrica~ 
that give them an advantage -- terrorism, cruise missiles, ballistic missiles, cyber 
attack, the kinds of things that do not require the kinds of investments that major 
navies, armies and air forces do. And for example, with the case of terrorism, a 
terrorist can attack at any time, at any place, using any technique, and it's not possible 
to defend at any time, in every place, against every technique; therefore, the advantage 
is to the aggressor. 

And with the end of the Cold War and the relaxation of tension in the world, we've 
seen that proliferation of these technologies is pervasive. And that means that a trained 
ape can figure out that over the coming period, more people are going to have 
exceedingly powerful weapons, weapons more powerful than ever in the history of the 
world, biological weapons, nuclear weapons, cbemicaJ weapons. More people will 
have those more powerful weapons, and they wi11 be finding ways to use them or 
threaten their use against people in their regions or out of their regions who take steps 
to stop them from doing that which they wish to do ~- in the case of Saddam Hussein, 
to invade and occupy Kuwait first and undoubtedly northern Saudi Arabia thereafter. 

Therefore, we simply must recognize that fact, that reality, that that's world we're 
living in. We can live in that world safely, but we cannot do it unless we get about the 
business of providing the kinds of capabilities to deal with those threats. 

3 

From a March 8, 2001, Press Conference at the Pentagon with NATO's Lord Robertson 
The United States has friends and allies that we1re linked very tightly to. We have 

dep1oyed forces in the world. Our interest is in recognizing that ballistic missiles 
constitute a threat and weapons of mass destruction constitute a threat -- not the only 
threat, but a threat, one of the threats. And I would say that the so-called " 
asymmetrical" threats constitute more significant threats today than the risks of a 
major land, sea or air war, where some country decides to threaten Western annies and 
navies and air forces. I think that the threats of terrorism and cruise missiles, as well 
as ballistic missiles, infonnation warfare, are all things that we need to be attentive to. 

And so I feel that we're approaching it in a rational way by avoiding something that 
could create significant differentials in vu1nerabi1ities. 

From February 14, 2001, on the PBS News Hour with Jim Lehrer 
MR. LEHRER: And do you think a system can be developed that can do this, the 
technology is there? (for missile defense) 

11-L-0559/0SD/10142 



SEC. RUMSFELD; I think that there is no question in my mind but that we will be 
able to evolve a system that will be able to deal with baJlistic missiles. We know that 
the proliferation of these technologies across the globe is pervasive. We know that the 
Gulf War persuaded people they ought not to test Western armies, navies and air 
forces. Therefore they are looking at weapons of mass destruction -- ba1listic missiles, 
cruise missiles, terrorism and various things where they can have an advantage, a so
called asymmetrical advantage .... 

January 11, 2001 SASC Testimony 

.. President-elect Bush has outlined three over-arching goals for bringing U.S. armed 
forces into the 21st century. First, we must strengthen the bond of1rust with the 
American military. The brave and dedicated men and women who serve in our 
country's uniform -- active, Guard and Reserve -- must get the best support their 
country can possibly provide them so that we can continue to call on the best people in 
the decades to come. Second, we must develop the capabilities to defend against 
missiles, terrorism, the newer threats, against space assets and infonnation systems, as 
members of the committee have mentioned. The American people, our forces abroad 
and our friends and allies must be protected against the threats which modem 

... technology and its proliferation confront us. And third, we must take advantage of the 
new possibilities that the ongoing technological revolution offers to create the military 
of the next century." (Opening statement) 

4 

"I'm committed to strengthening our intelligence, to serve both our short-term and our 
long-term national security needs. I will personally make establishing a strong spirit of 
cooperation between the DoD and the rest of the intelligence community, ... one of my 
top priorities. We simply must strengthen our intelligence capabiJities and our space 
capabilities, along with the ability to protect those assets against various forms of 
attack. (Opening statement) 

"I would rank bioterrorism quite high in terms of threats. I think that it bas the 
advantage that it does not take a genius to create agents that are enormously powerful, 
and they can be done in mobile facilities, in small facilities. And I think it is something 
that merits very serious attention not just by the Department of Defense, but by the 
country. And I have an interest in it, and certainly would intend to be attentive to it." 
(exchange with Senator Kennedy) 

"And what we have to do is better understand what will deter and what wilJ defend 
against this new range of threats? And I don't look at them in isolation. I don't think of 
long-range ballistic missiles and short-range ballistic missiles and cruise missiles and 
terrorism as something that's disconnected. I think of it as a continuum. With the Gulf 
War. the world was taught, Don't try to take on Western armies, navies and air forces, 
because you lose. Therefore, you should try something else." 
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Poll Data before 9/11 about the Threat of Terrorism 

In a Roper Poll of May 200 I in which people were asked to cite the main problem 
facing our Nation, one percent responded "terrorism." Lack of moral values, crime, and 
drugs topped the list then. 

However, when asked that month (also by Roper) which was the greater threat, a 
missile attack or terrorists bringing weapons, 77% cited ··terrorists" while only l 0% 
answered "missile attack." 

Also, when asked how great a threat terrorism posed, 77% answered "major threat," 
27% said "minor threat," and only 4% said "not a threat." The other 5% said they did 
not know. 
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TO: Larry Di Rita 

FROM: 

DATE: 

Donald Rumsfeld~ 

March 2, 2002 

SUBJECT: Legislative Contacts 

8:31 AM .. 
/ 

We are just not doing enough people on the Hill. 

We should have included four senators and a couple of congressmen in the CINC 

dinner, maybe, last night. We ought to think about opportunities to do that. 

Thank you. 

DHR/azn 
030202.03 

-Please respond by: _________________ _ 

1/7-
J~, /Jef - U12046 /02 
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Snowflake 

TO: Doug Feith 
Torie Clarke 

918AM / 

FROM: 

DATE: 

Donald Rurnsfeld )h" 
March 2, 2002 

SUBJECT: Karadic 

Find out how long we have been looking for Radovan Karadic. I think there has 

been an indictment out on him for ages: six or seven years. We have got all the 

Bosnia coalition countries looking for him, and nobody's been able to find him. 

is an example of the problem with UBL. I \Vould like to know the details. 

Thank you. 

DHR/azn 
030202.12 

Please respond by: ______ ']_\+-~----1---r,_ . ..::>--_· -----------

It 

U12047 /02 
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TO: 

FROM: 

DATE: 

Larry Di Rita 
!(b)(6) I 
Donald Rumsfe~ 

March 2, 2002 

SUBJECT: Follow-up 

8o57AM / 

/ 
We have got to tie a ribbon around that meeting we had with a'ch other on the 

subject of my expenses and everything. I've got to get th set or I'm not going to 

be happy. 

Thank you. 

DHR/azn 
030202. 10 

I 
/ 

/ 
I 

I 
' / 

/ 
/ 

\ 

~1':, /:0~ 
Please respond by: _____ --l--!--- ----------

' 



e. ... 
.. 

8:51 AM 

TO: E:J 
FROM: Donald Rumsfeld 1 
DATE: March 2, 2002 

SUBJECT: Cartoon 

Here's a cartoon from a Buffalo newspaper. It's The Buffalo News. Have public W 
affairs see if they can get the original of that, or a large, frameable copy of it. W 

v1 

V'\ 
Thank you. \ ~} 

DHR/azn 
030202.09 

Please respond by: ______ ~.,,__; l"""'l)'"'--1)1-o_J. _________ _ 

U12049 /02 
11-L-0559/0SD/10148 
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•. 
TO: 

FROM: 

DATE: 

Larry Di Rita 

Donald Rumsfeld \/' 

March 4, 2002 

SUBJECT: MISCELLANEOUS 

8:33AM 

Do we have an answer from Doug Feith on this memo on Tribunals? Do we have 

an answer from Doug Feith on the memo of February 181h on Members of 

Commissions? 

Thank you. 

DHR/azn 
030402.04 

Attach: Tribunals snowflake to Doug Feith 2/18/02 
Commissions snowflake to Doug Feith 2/18/02 

Please respond by: ___________ ·'-'·---------

U12050 /02 
11-L-0559/0SD/10150 



• 
12:45 PM 

TO: Doug Feith 

CC: Jim Haynes 
Larry Di Rita 

FROM: Donald Rumsfeld vn 
DATE: February 18, 2002 

SUBJECT: Commissions 

It seems to me it is time to begin pulling together the names of the people who 

would be possible members of the commissions if and when the President assigns 

someone to be tried by a commission, and the names of individuals who 

conceivably could serve on the review panels. 

Please have somebody start pulling together a proper list and criteria for how 

people are being selected, and get back to me \vithin seven days. 

Thank you. 

DHR/azn 
021802.20 

;;1\c>( Please respond by: _____________________ _ 

11-L-0559/0SD/10151 
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t 
12:45 PM 

TO: Doug Feith 

CC: Jim Haynes 

FROM: Donald Rumsfeld ~ 

DATE: February 18, 2002 

SUBJECT: Tribunals 

It seems to me it is time to decide where tribunals should be held; whether it's one 

location or several locations, and what are the criteria for determining which 

location is selected. 

Please get back to me with a proposal and some recommendations in seven days. 

Thank you. 

DHR/azn 
021802 19 

Please respond by: Februarr 25th 

11-L-0559/0SD/10152 



SYJ8Wffi!i!te 

TO: Paul Wolfowitz 

FROM: Donald Rumsfeld '1', 

DATE: March 4, 2002 

SUBJECT: George F. \Vill Editorial / 

Take a look at this article by George Will. Would you please find ouvr';om 
/ 

5:21 PM 

.--" 

George, or whomever you have to contact, what was the date A~thony Zinni made 

these remarks? 

Thank you. 

DHRlazn 
030402. 18 

/ 

I 

_; 

/ , 

/ 

Attach: ''For This Iraq 1, the Glass is Half Full" by George Will, Washing/on Po.H, 3/3102 

Please respond by: ---''-----~--"..-)_i' _J _·_ o_) __________ _ 

/ 

/ 

I 

/ 
_,,\{ 

I U12051 /02 
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TO: Admiral Giambastiani 

CC: 

FROM: 

DATE: 

Gen. Myers 
Gen. Pace 
Gen. Abizaid 

Donald Rurnsfeld 

March 4, 2002 

SUBJECT: Deployment Orders 

Doug Feith 
Jim Haynes 
Col. Bucci 
Delonnie 

/ 

11:23 AM 

For more than a year now, deployment orders have bee rriving in my office as I 

am walking out at 7:00pm or 7:30 at night, and on 

From now on, no deployment order is goi to be signed by me unless I have had 

it for two full working days. An exce ion will be ifit is personally brought up to 

me by whomever wants it signed that person has an appointment, and there is an 

emergency that is legitimate 

There is a pattern o giving me the orders so late that I have no time to read them, 

or consult with thers about them. It is going to stop. 

/ 

Thanks// 

/!' 

./ 
I 

/ 

w 
~ 
a 

/ DHR/azn 
/ 030402.01 

/ U12052 /02 
/ 

/ Please respond by: __________________ _ 

/ 11-L-0559/0SD/10154 
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Snowflake 

.. 

I 

TO: 

CC: 

FROM: 

Steve Cambone 

Gen. Dick Myers 

Donald Rumsfeld ~ 
DA TE: March 4, 2002 

SUBJECT: London Times Article 

10:46 AM 

Please run down this question of whether the French helped save .Karadzic that is 

in this article, and do it pretty fast. 

Thank you. 

DHRlazn 
OJ0402. l I 

/ 

/ 
/ 

/ , 

, ' 

Attach: "Phom: Trap for Frem;.h· 'Trailor' Who Sav~d Karndzic". London Times, 3/4/02 by D. Mc:Grory 
I 

.,, \,, I\ . 

Please respond by: _____ ...,,.___..,_1:-_· +-".:!-""_· ---~~-------

/ 

U12053 /02 
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Phone Trap For French 'Traitor' Who Saved Karadzic Page I of 2 

London Ti mes 
March 4, 2002 

Phone Trap For French 'Traitor' Who Saved Karadzic 

By Daniel McGrory 

NATO chiefs are investigating claims that a French Anny captain tipped off sympathisers of Radovan 
Karadzic that special forces were launching a raid on his mountain hideout last week. 

It is said that the betrayal by the French officer in a telephone call to a senior Bosnian policeman gave 
the war crimes suspect and his entourage just enough time to escape as US Special Forces were closing 
in. 

British Intelligence reportedly monitored the conversation between the French captain, who has not been 
named, and the senior police officer based in Foca, who passed on the warning immediately to one of Dr 
Karadzic's bodyguards. 

As a Nato enquiry began yesterday, the role of some in the French contingent was under scrutiny amid 
longrunning allegations that officers with pro-Serb sympathies have compromised previous attempts to 
arrest the 57-year-old former Bosnian Serb President, who is wanted on charges of genocide by the 
International Criminal Tribunal for the Former Yugoslavia in The Hague. 

Last year a French Army officer was jailed for treason for passing Nato secrets to the Serbs during the 
Kosovo War. 

This latest accusation will cast further doubt on Nato 's ability to capture Dr Karadzic and his wartime 
military commander, General Ratko Mladic. 

The French captain is alleged to have telephoned his Bosnian Serb ally at 6.26am on Thursday morning, 
just as helicopters carrying the American troops were taking off from their base at Tuzla and armoured 
vehicles belonging to the Nato-led peacekeeping force were sealing off all routes leading to Celebeci, 
where Dr Karadzic was said to have been hiding in a lumber factory. 

Security sources who have heard the brief conversation say that the Bosnian policeman sounds suprised 
and somewhat indignant at being telephoned so early at home in Foca and asks the Frenchman, who he 
clearly knows: "What do you want? Why are you calling me'?" The captain, who is in Bosnia as part of 
the Sfor stabilisation force, quickly replies: "You should pay attention to Foca." 

Clearly puzzled by the remark, the policeman asks why and is told: "You know Foca is always of 
interest to us." 

The hilltop town, 40 miles southwest of the capital, Sarajevo, remains a bastion of support for Dr 
Karadzic and others on the run from the war crimes tribunal. The fonner child pscyhiatrist is believed to 
regularly use hideouts in Foca. 

The Bosnian policeman is th~n heard muttering his thanks to the French traitor and immediately 
telephones one of the leaders of Dr Karadzic's private anny of bodyguards. 

http://ebird.dtic.mil/Mar2002/e20010jQ~!1{ffl·~/QSD/1 Q 156 3/4/2002 
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Phone Trap For French 'Traitor' Who Saved Karadzic Page 2 of2 

His entourage were staying just six miles away in Celebeci, a remote hilltop village, where Inte11igence 
sources say that Dr Karadzic and around 80 of his staff and his armed minders had arrived late on 
Tuesday night. 

They had appeared in a fast-moving column of 4 x 4 vehicles, with Dr Karadzic in a Range Rover with 
blacked-out windows. It is thought that they had slipped across the border from his native Montenegro, 
where his mother still lives and where he now spends most of his time. 

A Nato spy in Celebeci reported "eye contact" with Dr Karadzic and two hours before the helicopters 
took off on their mission there was 0 hard Intelligence" that he had not moved. 

The revelation that the police chief in Foca could so easily contact Dr Karadzic's camp is evidence of 
why Nato forces have repeatedly failed to bring the wartime leader to justice, with leaks within its own 
ranks and coI1aboration with local security authorities. 

Security sources say that after the tip-off, bodyguards pushed Dr Karadzic into one of three indentical 
vehicles, which set off in different directions across mountain tracks as they were not sure how close 
Nata troops had reached. Others stayed behind and there are reports of them fighting a long battle with 
US Special Forces as they escaped through the forests. 

One of Dr Karadzic's senior bodyguards boasted at the weekend that they were also able to monitor 
Nato's radio transmissions, which helped them to pick which route to use for their leader. Western 
security sources doubt that claim and say that it was solely the treachery of the French officer that was to 
blame. 

For the past 48 hours Nato chiefs have been investigating the intercepted telephone call to decide if this 
was "an accident or betrayal". One Nato source said: "It could have been a courtesy call from the French 
officer to warn a local police chief not to be surprised by the sight of lots of Nato annour and the fact 
that a couple of minutes after this call, all the phones would be cut off as well as power and water. 

"But after careful analysis it does seem this was betrayal. The question we have to ask is why the officer 
did it and we stop it happening again." 

A Nato inquest was already under way after some in the alliance criticised US military chiefs for taking 
so long to react to the tip-off that Dr Karadzic was in Celebeci and then insisting that only American 
troops should have the glory of making the capture. 

Last night N ato would not say where the French suspect was being held or what would be done with 
him. 

http://ebird.dtic.mil/Mar2002/e20~0f Qfpl6'559/ Q SD/ 1 Q 15 7 3/4/2002 



TO: David Chu 

FROM: Donald Rumsfeld ~ 
DATE: March 4, 2002 

SUBJECT: Work Plan 

Please outline a work plan so we can avoid end strength increases. 

I assume that what we will need to do is look ahead, figure out things we are doing 

we can stop doing, figure out where we can end detailees, continue to reduce 

forces in places like the Sinai, Iceland, Bosnia, Kosovo. We will need to get it all 

on a master grid so we see what we are doing. Then we need to look at how we 

can begin to reduce down the guard and reserve by reducing caps, and airport 

security and what have you. We also have to find out when you think we can 

begin to reduce the number of people we have "stop loss" on. 

Thank you. 

DHR/azn 
030402.06 

U12055 
Please respond by: ___________________ _ 

11-L-0559/0SD/10158 



PERSONNEL ANO 
READINESS 

UNDER SECRETARY OF DEFENSE 
4000 DEFENSE PENTAGON 

WASHINGTON, O.C . 20301 ·4000 

INFO MEMO 

,...,. ... 
I . 

ccr· .·!: ,· 
..._-~·· .), ·-

~t!-7 1111 :, . "! ""· "' 
l ..... ...... lit_ ., - J 

July 25, 2002, 10:00 AM 

FOR: SECRETARY OF DEFENSE \ 
~ ·7, ' .,_ • • . • . ( , 0(, v.~· 

FROM: David S. C. Chu, USD, Personnel and Readm~ .-f-d_v · - L 4-.:,._ C. ff ~ -

SUBJECT: Law Schools Denying Military Recruiter Access May Lose Federal Funds 

• I previously reported (Tab A) that 18 law schools had adopted policies hostile to 
recruiting. You urged that we sustain a hard line and app]y funding sanctions to the 
greatest extent permitted by law. We are and we shall. 

• To update current status: Four of the law schools have re-opened access and now are 
in compliance. Two more are expected to join that status within 60 days. Nine 
received short extensions (until the fall tenn) to allow for the return of - and voting by 
- Faculty Senates. All are expected to come into compliance. 

• However, three schools - Vennont Law, William Mitchell Law, and Northeastern -
have confirmed that their policies do not meet the legal standard and that they are 
unwilling to bring those policies into compliance. Service Judge Advocate staffs are 
preparing the case against these three schools, with a recorrunendation that ASD(FMP) 
inunediately act to block Federal funds. 

• If our review concludes that a violation of statute has occurred, and that due process 
has been followed (ensuring we prevail if the matter is taken to court, as expected) we 
would notify affected Federal Agencies of those schools' ineligibility for funding. 
The denial of funding affects the entire university (in this case, Northeastern), not 
simply the law school. 

• We will keep you informed as events progress. The attached paper provides detail on 
the statute and the law schools under discussion. 

COORDINATION: NONE 

Attachment: 
As stated 

l
(b )(6) 

Prepared by: Major Brenda K. Leong._ _____ _, 

ft 
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ISSUE: Recruiter Access to Colleges and Universities ( .. Solomon Amendment") 

BACKGROUND: Current law prohibits funds to schools that have a policy or practice 
of denying or in effect preventing military recruiters entry to campuses, access to students 
on campuses, or access to student directory infonnation. No funds available under 
appropriations acts for the Departments of Defense, Education, Health and Human 
Services, Labor, and Transportation may be provided if the school has a policy or 
practice in violation of the law. Student aid is exempt. 

DISCUSSION: 

• As reported previously, for the 2001-2002 school year, 23 law schools appeared to be 
engaged in actions that prohibit or in effect prevent military recruiters from recruiting 
at their institution. Four of these schools have since updated their recruiter access 
policies to comply with this legislation. 

• On May 29, 2002, the Army and Air Force JA staffs coordinated dispatch of a second 
round of letters to the eighteen non-compliant schools. The responses are as follows: 

• Stated policy now in compliance with law (4). No further action is contemplated 
at this time. 

- Cornell Law School - St. Thomas University Law School 
- Northern 111inois University Law - Whinier Law School 

School 

• Received an extension (9). The justification typically addressed a requirement for 
faculty input and therefore a need to wait until fall tenn begins. Extensions were 
granted through September 16, 2002. 

- Boston College 
- Brooklyn Law School 
- Columbia Law School 
- Harvard Law School 
- Illinois Institute of Technology Law 

School 

University of Southern California 
Law School 
Golden Gate University Law School 

- New York Law School 
- Yale 

• "In negotiation" (2). The response either attempts to persuade that current practice 
does, in fact, comply or asks what specific changes are required to be considered 
compliant. Services will pursue dialogue unti1 the school's position is resolved. 

- California Western School of Law 
- New York University School of Law 

11-L-0559/0SD/10160 



• Policy confinned as non-compliant with ]aw (3) : 

- Vermont Law School 
- William Mitchell College of Law 
- Northeastern University School of Law 

• Anny and Air Force JA representatives arc preparing a package on the schools with 
policies confirmed to be non-compliant to recommend that ASD(FMP) withhold 
Federal funds. This package is expected by mid-September. Similar packages will be 
forwarded on other schools if required upon receipt of final response. 

i
(b)(6) 

PREPARED BY: Major Brenda Leong, 
OASD(FMP)(MPP)( -p-,----...... 

11-L-0559/0SD/10161 



June 24, 2002 9:54 AM 

TO: David Chu 

FROM: Donald Rumsfeld ~~ 
SUBJECT: Campus Access for Recruiters 

My attitude on it is that if these schools won't Jet recruiters on campus, then they 

shouldn't have federal funding. I think we ought to get someone on top of this 

who is pretty tough and is going to start implementing the rule. 

If you have a question about this, please see me. 

Thanks. 

Attach. 
06/13/02 USD(P&R) memo to SecDef re: Colleges Denying Recruiter Access [U09793/02] 

DHR:dh 
062402-16 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
Please respond by __ 0_1 ..... / ?._{d.,../_o_t.--__ _ 

1.'1-L-0559/0SD/10162 



P'£RS0NNEL AND 
R£AOINESS 

Of H'.'.·: er- THE 
• - .,_ , . , • •• ! • P" f • ;•;••l("'r 

UNDER SECRETARY OF DEFENSE · ·· ·-

wis~N~~6~~~;~~~-~~2 JUN I q PM 12: Q) 

INFORMATION MEM m~~t: 4 ?fiQ·i 
( you J .S ~e.rt c1bc~.A ~~ - .J .. 
c--··----- June 13, 2002, 4:30 PM 

FOR: SECRET ARY OF DEFENSE 

,<'~FROM: David S. C. Chu, USD, Personnel and Re,di~<'.<i:f;t, I', tt:.'k.__ 
(signature and date) 

SUBJECT: Colleges Denying Recruiter Access May Lose Certain Federal Funding 

• Colleges and universities that do not offer military recruiters access to campuses or to 
students, at least on a par equal in quality and scope to that offered other employers, stand 
to lose eligibility for Federal funding from grants or contract. About 18 law schools, 
including Harvard and Yale, presently appear to be out of compliance with the law. The 
Jaw schools' behavior typically arises from objections to the "Don't Ask/Don't Tell" 
standard. 

• Service recruiters undertake a written dialogue with the problem schools to confirm their 
policies, which in tum allows a judgment as to whether the situation rises to a legal 
violation. If a violation is substantiated, the case is referred to ASD (Force Management 
Policy) for disposition in coordination with General Counsel. 

• In the event of an adverse decision, affected Federal Agencies are immediately infonned 
of the ineligibility for funding. If a subelement of the university, such as a law school, is 
determined to be in violation, the denial of funding would affect the entire university. 

• We will apprise you of any adverse decisions before they take effect, although we expect 
the dialogue process to produce compliance in most cases. 

• The attached paper provides detail on the statute and the Jaw schools out of compliance. 

COORDINATION: NONE 

Attachment: 
As stated l(b )(6) 

Prepared by: Major Brenda K. Leong1 _____ ___, 

SPL ASSISTANT Of RITA 
SR MA GIAMBASTIANI 
MA8UCOI 
EXECSEC WHfTMORE 

11-L-05.SD/10163 
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ISSUE: Recruiter Access to Colleges and Universities ("Solomon Amendment") 

BACKGROUND: Current law prohibits funds to schools that have a policy or practice 
of denying or in effect preventing military recruiters entry to campuses, access to students 
on campuses, or access to student directory information. Although previously enforced 
against certain law schools, this legislation was revised in the National Defense 
Authorization Act for Fiscal Year 2000 to hold a parent institution responsible for the 
actions of its subordinate elements (i.e., Harvard University-Harvard Law School), with 
associated risk to all university funds. 

DISCUSSION: 

• No funds available under appropriations acts for the Departments of Defense, 
Education, Health and Human Services, Labor, and Transportation may be provided if 
the school has a policy or practice in violation of the law. Student aid is exempt. 

• Service recruiters identify schools as potentia1ly non-compliant. If unable to resolve 
the situation, they elevate the problem for correspondence between the relevant 
Service and the educational institution. Failing agreement, the Service then forwards 
the case to the Assistant Secretary of Defense, Force Management Policy, with a 
recommendation for action. 

• The ASD(FMP) makes the final determination and notifies the affected school, 
as well as the affected Federal agencies and Congressional conunittees. 
Presently, no institutions of higher education remain on the list of schools 
ineligible for federal funding under the campus access statutes. 

• As of the 2001-2002 school year, 23 law schools appear to be engaged in actions that 
prohibit or in effect prevent military recruiters from recruiting at their institution. In 
each case, the offending school policy is tied to the "don't ask, don•t tell" laws 
concerning opportunities for homosexuals to serve in the military. 

No JAG Recruiting Permitted 

- California Western, CA 
- Golden Gale, CA 
- John Marshall, D. 
- Vermont, VT 
- Western New England. MA 
- Whittier, CA 
- Willamette, OR 
- William Milchdl, MN 
- Yale.CT 

I 
Unequal Treatment 

- Boston College, MA 
- Harvard, MA 
- New York Law School, NY 
- New York University, NY 

Required to Recruit Away rrom 
Law School 

• Boston University, MA 
• Brooklyn, NY 
- Columbia. NY 
- Cornell, NY 
• JIT - Chicago-Kent. n. 
- Northeastern, MA 
• Northem lllinoi,;, D. 
• Southern California, CA 
• SL Thomas, MN 
• TOIIIO,NY 

t1-L-0559/0SD/10164 



• Currently, Anny and Air Force JA staff representatives, with coordination with 
ODoDGC and OASD(FMP), are in correspondence with these schools. After initial 
contact, five of the universities affirmed policies and procedures which put them in 
compliance. 

- Boston University, John Marshall, Touro, Western New England, and Willamette 

• On May 29, 2002, the Anny and Air Force JA staffs coordinated dispatch of a second 
round of letters to the eighteen non-compliant schools. These letters provide an 
additional 30 days for the institution to rebut the outlined case and stat~ Service intent 
to subsequently forward to the ASD(FMP) with a reconunendation to withhold funds. 

l(b)(6) 
PREPARED BY: Major Brenda Leong, 

OASD(FMP)(MPP)(A...,,,P"""'") ___ ____. 

June 5, 2002 
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Coordination 

Assistant Secretary of Defense (FMP) 

Deputy Assistant Secretary of Defense (MPP) ~ 1-?9'62.. 
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June 24, 2002 9:54 AM 

TO: David Chu 

FROM: Donald Rumsfeld Vfi 
SUBJECT: Campus Access for Recruiters 

My attitude on it is that if these schools won't let recruiters on campus, then they 

shouldn't have federal funding. I think we ought to get someone on top of this 

who is pretty tough and is going to start implementing the rule. 

If you have a question about this, please see me. 

Thanks. 

Attach. 
06/13/02 USO{P&R) memo to SecDefre; Colleges Denying Recruiter Access (U09793/02] 

DHR:dh 
062402-16 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
Please respond by __ 0 _____ 1"-/ 1-.......... {d,,_/_o_i.,.. __ _ 
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/ 

TO: 

1
~0M: 

~TE 

/ SUBJECT: 

Torie Clarke r1 /V,,. 
Donald Rumsfel" · 

March 5, 2002 

Cartoon 

See if you can get a copy of this cartoon from The Telegram Gazette from 

Worcester, MA. 

Thanks. 

DHlllazn 
D30502.D3 

Attach: Cartoon 

7:04AM 

Pleaserespolldby: ___ ____;_ ....... ·1 _"'_-__________ _ 

Ul2084 /02 
11-L-0559/0SD/1016 
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The people's forum 
Help save historic treasure, Whalom Park 

Our newsletter entitJed, "Prc9er· 
vation 111H1 People," fcaturM Whalom 
Park 't rare, 19.19 wooden roU.,r coaat· 
t1r on our cov~r. 

tm1c 9fte. But unmc many hJstorlc 
ntes wfth Which Jhaq had nopenon. 
al concact, Wba>om Pruit Is dill!rent. 
My cUu trip a a hlbman in hJflb 
school many JM1'$ • was to 
Whilom Parle. r sUJI remeinller n,IJ. 
in8 ArOWld In the bun! In 1M tuft 
i-ouae. 

Vean hter. we took our kldl In tJlfJ 
car and tllf!lit ewry Labor Olly at the 
park. Tb& ltlda alwaygkM*ed forward 
10 the annllal outing, l'tn auM so 
many people have thele same treat 
memorlos. We'w already loat too 
many &musema11t park• to develop· 
ment. We hive to retlst &o.lnJ such 
tretiun& 89 Whalom Park. We never 
appreciate the klM until 11·1 gone. 
Ew:ryone should Mrttact "Save 
WMloln Park" and ae,, what can be 

Boost gas mileage 
to preserve refuge 

(n the )WI' 2002. ft ck!pend IDOn 
than ever m a reJlabie •PJJIY of en,. 
el'K)'~ced with tolerable iml*t8 
on the nnvtronment. The cll!'ttnt 
wnys we meet our eDeraY needs are 
drstr6ytn1 our w111:1c!rne$s arena, cre
at1n1 radioat:ttve .-.- and ,nalting 
our air ao dirty it' t 1:a11111n8 alobal 
w,nnl~. sickness •nd evn dellth. 
RiShtnow. we :u-e at a crossroads th.it 
will (le~nntned:le f\ltul"f!of oar('ner
gy pollcv and our environment. 

Our .1dminbtrattonand ita all.11:s in 
ConKfcSS att pulhtna an eneri:Y JJOli
ey that would perpetuate a destruc
tive path. Tht:rc are $0)utlona to our 
r.Ml'l'Y proble1n11 A tutu~ or &neqy 
otnc~ncy anrl rene•ablu allierna• 
ttves 1!1 P0&8lble. Instead of' drillln11 . 

Wbalom l'ark Is listed on our "Ten 
MO!lt EnM~'.'d statewide J)roper. 
ti~" lt&t this ye:ar. We, RS the .cate
wl~ nonprofit historic J>resel'l/atiol'l 
OT'IWllzatlon tn M~cbuwtts. are 
way conmmed ntioutpreeenintJ lhb 
wonderfully hhdoric treasun.1. nus 
old amwiemont park allould ~ SIIWd 
for hi,torltal. cultural and. m~ ob
viouA)y, nostat,lc re11.110ns. It's ,tJJI 
lll)t too llltc. Wt: A& a community. one 
that re1n1~bers all~ great t~in 
the park. have toa('t..AAthe!Onnerdt
rednrof Preaerv"tton Wortft~r. and 
now ln that ~-une c.epactty at Hlstortc 
Mas.'lachu.~tts. I have witnea!led de
velopmentdealsfalla.p.,rt. Thl~isn'ta 

. - .. . .. . .. "' · • - -- "" .. A ~l,of 
donetahelp . - - ,,. ··- .... ·-•"- - . ~ ... .....:.. ... . - ' .. 

1:o·d ._!(b_)(_6) ___ _.0559/080f'tl 04tUr.->,swn~ "' d9t : Zt Z O - EO- .AVW 




