Restaurant food/equipment - Qutback/Gough Restaurants (70 short tons)
Magazines - Senator Saxton request (20 short tons)

Air conditioners - Senator Biden request (15.6 short tons)

USO care packages (12.5 short tons)

NASCAR promotional cars and drivers for MWR visit (7.5 short tons)
WWE equipment and wrestlers for MWR visit (5 short tons)
Telephone calling cards (2.5 short tons)

Cookies for shipboard Sailors (2.5 short tons)

Clothing for wounded troops in German hospital (0.5 short tons)
Snacks — Slim-Jim (0.5 short tons)

Clothing for wounded troops in Landstuhl, Germany (0.4 short tons)
Baseball equipment — Congressman Tiahrt (0.4 short tons)

Chapel supplies (0.02 short tons)

b. Pending:
Air conditioners for troops 1n Iraq (22.5 short tons)

23-inch televisions (4.5 short tons)
Miscellaneous goods for deployed troops (2.5 Short tons)

c. Denied:
Restaurant food/equipment for Operation Feed the Troops (35 short tons)
BBQ restaurant food, grills, and cooks for deployed troops (35 short tons)
Magazines for deployed troops (19 short tons)
Freezer pops for deployed troops (2.5 short tons)
Snow Cone machine for deployed troops (0.05 short tons)

2
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April 2,2004

VIA FACSIMILE
|(b}E6}

TO: The Honorable Caspar Weinberger

FROM: Donald Rumsfe \

Dear Cap,

AL 8SE

They tell me you arc under the weather in the hospital. I sure hope that by the
time this note reaches you, you are well on your way to recovery. Stay healthy,

my friend — we need you!

Warm regards,

LHR:dh
040204-4

ho 7Y Y

0SD 04895-04
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April 2,2004
i{b}(ﬁ}
TO: The Honorable Caspar Weinberger
FROM: Donald Rumsf \
Dear Cap.

They tell me you are under the weather in the hospital. I sure hope thatby the
time this note reaches you, you are well on your way to recovery. Stay healthy,
my friend — w e need you!

Warm regards,

DHR :dh
0402044
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March 15,2004
TO: David Chu
Dov Zakheim
Les Brownlee
Gen. Pete Schoomaker
CC. Gen. Dick Myers ()
Paul Wolfowit7 N N
- R N\ CJ\
e il ine FROM Donald Rumsfeld N\,
SUBJECT: Pay Systems for Guard and Reserve h \
Y
I am concerned about the pay systems for Guard and Reserve that seem to be \
broken and causing a great deal of unhappiness and difficulty. If we are going to /

ask people to serve, we need to treat them right,

Please tell me what is being done to fix this problem, how much it is going to cost

and when it will be finished.

Thanks.

DHR:gh
031504-24

Please respond by ¥ L 7”} 0 ';/’

S,
,_____.aSé;A(m7 Qe,sponsﬂ quL@[ :

\/V/wﬂ I\Josmw

CSD 04918-04
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DEPARTMENT OF THE ARMY
WASHINGTON DC 20310-0200

INFO MEMO

March 31, 2004, 8:00 a.m.

FOR: SECRETARY OF DEFENSE WJ/

FROM: R. L. Brownlee, Acting Secretary of the :}uﬂ/

SUBJECT: Pay Systems for the Guard and Reserve

In response to your query of March 15,2003, 1 fully agree that we need to ensure
our Soldiers receive the best possible support, especially with respect to their pay,
We have been working to resolve the systemic causes of the problems even before
the start of Operation Iragi Freedom. We have since intensified our efforts,

In the near term, the Forward Compatible Pay System (FCPS) will provide a
commercial, off the shelf, interim solution, beginning in March 2005, Current
development cost estimates for FCPS total $17.3 million. The ultimate solution is
the Defense Integrated Military Human Resources Svstem (DIMHRS). which is
be??fé developed by the Under Secretary of Defense for Personnel and Readiness.
The deployment of the system will not begin until January 2006. The Army
Budget Office is working with the Joint Requirements Integration Office to
validate the full DIHMRS development costs.

Until FCPS 1s fielded, the Army 1s providing training teams to finance battalions,
mobilizatioddemobilization sites, and units in Kawait, as well as establishing
workarounds for CUrreént pay systems to correct specific, problematic input,
Additionally, an information campaign to inform Soldiers and family members of
the Guard and Reserve Pay Task Force (telephonic and e-mail hot line) 15 already
proving beneficial in resolving pay issues.

We continue to monitor progress in resolving this issue as outlined in the attached

92§

ro ap U ) C

S
Pay Improvement Plan (Tab A). (/‘
COORDINATION: NONE A\
>
Attachments:
As stated %
b)(6
Prepared By: LTC Susan Beausoleil, ) 08D 04918-04
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Control Primary GAO  Memo to
Number Action Organization  Suspense  Stalus Response Congress
Completed Actions
2 Training team to Kuwait DFAS Nov-03 completed 10 la(2)
3 35 specific training events [or [inance battalions and mobilization/demobilization site personnel ~ USARC completed 10 1a(3)
7 US Army Reserve help lines for individuals and finance units USARC completed N/A - 1a(7)
3 Deploy integrated Active Component/Reserve Component inputsystem (DMO) to all Amy DFAS completed N/A  1b(1)
9 Retroactive entitlement input DFAS completed N/A  1b(2)
10 Leave Accrual DFAS completed N/A 16(3)
11 Revise Defense Finance & Accounting Service (DFAS) Military pay message from 19 Dec 02~ DFAS Nov-03 completed 1,3,18 1e(i)
12 Publish matrix of responsibilities by action USAFINCOM  Dec-03 completed 1.3 1e(2)
13 Publish standardized entitlement explanation flyer for distribution at mobilization sites USAFINCOM  Dec-03 completed 13 le(3)
15 Add warning screens on input system {DMO and JUSTIS) for tour cancellations DFAS, ARNG completed 4,21 le
18 Published guidance on processing orders for medical extensions AmyGl completed 4 g
20 Review grades ol US Property and Fiscal Office (USPFO) military pay technicians ARNG completed 9 li
25 Produce exportable DJIMS-RC training package Finance School Mar-04 completed 10 2¢
43 Joint Uniform Standard Terminal Input System (JUSTIS - ARNG input systen) ARNG Apr-04 completed 20 N/A
change to require remark on miscellaneous credit input
44 DMO change 1o require remark on misc, credit input DFAS Apr-04 completed 20 N/A
50 Establish policy for supervisory control/review of tour cancellations DFAS/ARNG  Apr-04 completed N/A N/A
Ongoing Actions
1 Training at US Army Reserve Pay Operations Center USARC ongoing 10 la(1)
4 National Guard mobilization finance classes ARNG ongaing 10 la(4)
3 Notification 1o US Property & Fiscal Offices of pendirg mobilizations ARNG ongoing N/A 1a(5)
6 Notification to US Property & Fiscal Offices of recent demobilizations ARNG ongoing N/A la(6)
14 Initiate compliance reviews of mobilizatioddemdbilizationsites USAFINCOM  Dec-03 ongoing 1 1d
16 Defense Joint Military Pay System - Reserve Component {DJMS-RC) automated reconciliation  DFAS ongoing 3 1f{1)
to in-theater database for monitoring stops/starts of theater entitlements
17 DIMS-RC automated reconciliation to demobilization site records for stopping all pay/ DFAS ongeing 3 1(2)
curtailing tours
19 Publish memorandum to reserve commands on importance of using pay management report USAFINCOM  Dec-03 ongoing 5 1h
21 Ensure pay issues for units identified by General Accounting Office are all resolved ARNG Oct-03 ongoing 15 1j
40 Continue to add functionality to myPay for discretionary actions DFAS ongoing 14 N/A
42 Add JUSTIS table of mobilized soldiers' accounts with recurring input required ARNG Apr-04 ongeing 19 N/A
45 Provide Defense Military Pay Offices (DMPO) and Finance Battalions (FB) with NG newsletter DFAS ongoing 20 N/A
51 Establish ombudsmen program for National Guard Soldiers ARNG Apr-04 ongoing N/A N/A

11-L-0559/0SD/30540
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Control Primary GAO  DMemo to

Number Action Organization Suspense  Status Response Congress
Near Term Actions (3 to 6 months)
) Automate Hardship Duty Pay - Location (HDP-L) DFAS Apr-4 open 17 2a(1)
23 Develop/publish revised comprehensive procedures USAFINCOM  Mar-04 open 1 2b(1)
24 Clarify who does what how & develop metrics/standards tailored to mobilization/demobilization  USAFINCOM ~ Mar-04 open 2 2b(2)
38 Evaluate support for surge staffing of USPFOs ARNG Apr-04 open 7.8 N/A
41 Evaluate Standard InstatlationTivision Personnel System - National Guard {(SIDPERS-NG) ARNG Mar-04 open 16 NIA
- JUSTIS interface for mobilization
46 Evaluate potential DIMS-RC systems change for debt threshold DFAS Apr-04 open 21 N/A
Mid-Term Actions {6 to 36 months)
26 Internet soldiers' pay account access (myPay) for dependents (view-only) DFAS Aug-04 open 14 3a
27 Forward Compatible Pay system (FCP) approval fromDoD/ DFAS Sep-04 open 17,18,20  3b(3)
Business Management Modernization Program (BMMP)
28 Complete FCP Development-Dec 04 DFAS Dec-04 open 17,18,20  3b(4)(a)
29 Start FCP deployment to the Army RC- Mar-05 DFAS Mar-05 open 17,18,20  3b(4)(b)
30 Start FCP deployment to the Army AC-Jul 05 DFAS Jul-05  open 17,1820 3b{4)(c)
31 Update regulations to eliminate outdated entitlements and processes- DoDFMR DFAS Sep-04 open 6 3c
32 Update regulations to eliminate outdated entitlements and processes ~ AR 37-104-4 USAFINCOM  Sep-04 open 6 3c
33 Update regulations to eliminate outdated entitlements and processes - NGR 130-6 ARNG Sep-04 open 6 3c
34 Evaluate placement and monitoring mechanisms for FCP/reserve pay training Finance School  Sep-04 open 10,12 3d
39 Add pay support doc review & monthly reconciliations to precommand course ARNG Sep-04 open 11 N/A
49 Automate Continental US Cost of Living Allowance (CONUS COLA) DFAS Mar-05 open NIA N/A
53 Procedures lor reviewing high dollar payments DFAS Sep-04  open 24 N/A
Long Term Actions (36+ months}
35 Initial Army operational capability DIMHRS-Sep {5 OSD Sep-05 open 22,23 4a(4)a)
36 Start deployment of DIMHRS to the Army-Jan 06 osh Jan-06  open 22,23 4a(4)(b)
37 Complete DIMHRS implementation-Sep 07 osD Sep-07 open 22,23 4a(d) c)
47 Incorporate Army Guard pay problems in Defense Integrated Military Human OSD Sep-05 open 22 N/A
Resources System (DIMHRS) development
48 Include full reengineering in DIMHRS 0sD Sep-05 open 23 N/A

11-L-0559/0SD/30541 As of: March 12.2004



7 U

L

o -

———

-~ o= . LR BT
e !

COALITION PROVISIONAL AUTHORITY
BAGHDAD

MEMO FOR: Secretary Rumsfeld
“ FROM: Pau} Brenkh‘{;, L#{

SUBJECT: Iranian Charge

We will remove the Iranian Charge. The Iraqi Foreign Minister agrees with our moving
i against him. However, he insisted that the MFA be given a chance 1o ask the Iranians to
) remove the charge on their own decision. He put this question 1o the Iranians. Ia fact,
the Jranian Charge is out of the country at this time but it is not yet clear whether that is a
quiet removal or only for consultations.

[y PP——

EE R

With the business in the south, thousands of Iranian pilgrims coming in the next fow days
for the Shia festival of Arba’een, and the British pressing to hold back until the end of the
festival, we delayed implementing the order until the festival is over. I have directed my
stafT to have the Foreign Ministry implement the formal order to expel the¢ Charge on
April 12, the day after Arba’een. "

B
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RSS - SecDef CablesESO

From: RSS - SecDef CableseSO

Sent:  Monday, April 05, 2004 12:45 PM

To: Brian McCormack (E-mail); Executive Secretariat CPA (E-mail); Mike Adler (
(E-mail)

Subject: Iranian Charge Snowflake

E-mail); Scott Norwood

Ciassification: UNCLASSIFIED

Please pass to Amb Bremer and confirm receipt.

VIR
Capt Lavoie

ASTRIBUTION :
ECDEF
JEPSECDEF
PL ASST
iXECSEC

JSDP

NTN

e
KN

CABLE CH

B
T
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Lavoie, Lynn L, Capt, OSD

From:
Sent:
To:

Cc:
Subject:

Lavoie, Lynn L, Capt, OSD
Monday, April 05, 2004 12:42 PM

Norwood, Scott, Col; ExecSec; McCormack, Brian; Mike Adler

SecDef Cables ESO
Iranian Charge Snowflake in SIPR

You have an Iranian Charge Snowfiake in SIPR.

VIR
Capt Lavoie

1
11-L-0559/0SD/30544




No Classification in Message Body

RSS - SecDef CablesESQO

From: Administrator [Administrator & arha.centcom.smil, mil]
Sent: Monday, April 05, 2004 12:39 PM

To: RSS - SecDef CablesESO

Subject: Delivery Status Notification {(Success)

]

ATT228386.TXT  Iranian Charge
Snowflake

Your message

To: Brian McCormack (E-mail); Executive Secretariat CPA (E-mail};
Mike Adler (E-mail); Scott Norwocd {(E-mail)

Subject: Iranian Charge Snowflake

Sent: Mon, 5 Apr 2004 20:44:33 +0400

was delivered to the following recipient(s]:

McCormack, Brian V. (GS-13} on Mon, S Apr 2004 20:3B8:51 +0400
<exchgsl.orha.centcom.smil.mil. #2.0.0>

CPA Executive Secretary on Maon, 5 Apr 2004 20:3B:51 +0400
<exchgsl.orha.centcom.smil.mil. #2.0.0> .

Adler, Michael J. {FS-02) on Mon, S Apr 2004 20:3B:51 +0400
<exchgsl.orha.centcom.smil .mil. #2.0.0>

Norwood, Scott on Mon, S Apr 2004 20:38:51 +0400
<exchgsl .orha.centcom.smil .mil. #2.0.0>

No Classification in Message Body

11-L-0559/0SD/30545



RSS - SecDef CableseESO

From: CPA Executive Secretary [execsec @orha.centcom.smil.mil}
Sent: Monday, Aprit 05, 2004 12:46 PM
To: RSS - SecDef CablesESO

Subject:  RE: Iranian Charge Snowflake
Importance: High

Confirming Receipt = many thanks.

Sincerely,
8. Sita Sonty
Exec Sec

--—-0Original Message----- 0
From: RSS - SecDef CablesESO [mailto;
Sent: Monday, April 05, 2004 8:45 PM

To: McCormack, Brian V. (GS-13); CPA Executive Secretary; Adler, Michael J. (FS-02); Norwood, Scott
Subject: Tranian Charge SnowRake

0)(6)

Classification: UNCLASSIFIED

Please pass to Amb Bremer and confirm receipt,
V/R
Capt Lavoie

11-L-0559/0SD/30546
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TO:

CC:

FROM:

7 U

David Chu

Dov Zakheim

Les Brownlee

Gen. Pete Schoomaker

Gen. Dick Myers
Paul Wolfowitz

Donald Rumsfeld m

SUBJECT: Pay Systems for Guard and Reserve

March 15,2004

9 2&

[ am concerned about the pay systems for Guard and Reserve that seem Lo be

broken and causing a great deal of unhappiness and difficulty. If we are going lo

ask people Lo serve, we need to treat them right.

Please tell me what is being done (o fix this problem, how much it is going lo cosi

and when it will be finished.

Thanks.

DHR:dh
031504-24

Please respond by

[ 7T<

e 2
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UNDER SECRETARY OF DEFENSE

4000 DEFENSE PENTAGON
WASHINGTON, D.C. 20301-4000

INFO MEMO ?“ﬁ!lg FT'“.\ -

et * FAN

CEEE I , i x
A iofe e

PERSONNEL AND

READINESS Apl'i] 6, 2004, .00 PM

FOR: SECRETARY OF DEFENSE

FROM: David §.C. Chu, USSD (P&R) , y P
f f{Lf{ J. £/ /2’_£ Py & “If/""‘ 2 /
SUBJECT: Personnel Systems for Guard and Reserve -- SNOWFLAKE

e Pay for active, reserve, and Guard personnel is one of the many problems caused by
our ineffective legacy military personnel systems.

e The Defense Finance and Accounting Service (DFAS) is developing an interim pay
system (Forward Compatible Pay) that will address some of the pay problems, The
Services are also putling in place manual workarounds. However, many of the pay
problems are caused by the personnel systems and the lack of integration between
personnel and pay.

o My office, working with the Services and other DoD offices, designed the Defense
Integrated Military Human Resources System (DIMHRS) that will address the
problems with our current legacy military personnel and pay systems. It is a fully
integrated, all-Service, all-Component personnel and pay system built on a
commercial off-the-shelf base (PeopleSoft) and designed to streamline business
processes and incorporate best practices. We recently developed an accelerated
schedule for implementation that will bring the Army up beginning in September
2005 with full implementation in all Services by October of 2006.

e The accelerated program requires some additional near-term funding, which I will
work with the Comptroller to secure.

RECOMMENDATION: INFORMATION ONLY
COORDINATIONS; NA

Prepared By: Norma St. Claire, Director, Joint Requirements and I[ntegration Office,
[(b)(6) |

A 0SD 04986-04
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March 15,2004

TO: David Chu
Dov Zakheim
Les Brownlee
Gen. Pete Schoomaker

cc! Gen. Dick Myers
Paul Wolfowitz

FROM:  Donald Rumsfeld r{)ﬂ

SUBJECT: Pay Systems for Guard and Reserve

[ am concerned about the pay systems for Guard and Reserve that seem to be
broken and causing a great deal of unhappiness and difficulty. If we are going to

ask people to serve, we need to treat them right,

Please tell me what is being done to fix this problem, how much it is going to cost

and when it will be finished.

Thanks.

DHR:dh

031504-24
EEEERERFNPEEESEAENREDUNES LR SFSEE S ERFFEEREE RO VSN UESENENENFOPENUERNERNSEERENY
Please respond by

A2
B 77

08D 049 r )
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POLICY

73 _‘]-.;g:l

THE UNDER SECRETARY OF DEFENSE
2000 DEFENSE PENTAGON
WASHINGTON. DC 20301-2000

L MAR 2 9 2004
M USDP ¥isL)
%O
1-04/002 780
EF-$,4(

FOR: SECRETARY OF DEFENSE

FROM: Assistant Secretary of Defense, International Security Affa M 25 MAR 2004
(Peter W. Rodman, f H
—
2
~0

SUBJECT: Metrics

* You asked us to incorporate Andrew Krepinevich's suggestions about metrics
into our process of measuring progress in the war in Iraq.

e We have forwarded these suggestions to the appropriate offices within OSD
Policy, and will use them as part of our reevaluation of the metrics process.

« Recommend you sign attached letter to Dr. Krepinevich thanking him for
his suggestions.

Attachments: As stated

DUSD (NESA) %
PDASD/ ISA & MAR 2 5 2004

Ao oy © \5

N
N
©
o
0S0 05027-04

y_3
11 —L-O55M D/30550



FF- 86 Yy
March 1, 2004

T 6% /58 2780

TO: Gen., Dick Myers
Doug Feith
CC. Paul Wolfowitz

SUBJECT: Suggestions from Krepinevich

Attached is a letter framAndrew Krepinevich, which has some useful suggestions,
You might want to feed that into the process on metrics.

Thanks.

Attach.
2/17/04 Krepinevich memo to SecDef

DHR:dh
030104-47

LR R R AR AR A AR Rl R I E Y PRI EE N P R N R RN PR PR N N R R YR PR PN RN SRR Y]

Please respond by 3{/ i f/ "79' .

0SD 05027.04

02‘03‘04 08:0¢ IN
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MEMO

TO: Scerctary Rumsfeld e ’DFR'-*&

LTG Orodbeck

FROM: Andrew Krepinevich

DATE February 17,2004

SUBJECT: Metmics €orlraq

Thank you for inviting me (o meet with you last week. During our session, I asked you what
metrics you were employingto gauge progress in Iraq. You said my question was “mean” and
did not offer any metrics, even though you are a strong believer in their importance, as am L

Let me suggest two metrics that might be of use to you:

1. The Percentage of Incidents Initiated by CoalitionForces. This ver is dominatcdby
intclligence. If we know who the enemy is, and where he is, we will win, as the cnecmy
cannot hope to match our military capabilities. Thaas it is not the overall number of
incidents between enemy and coalition forces that matters, but rather our ability to

initiate such engagements.

2. The Number of Enemy Defectors that Offer Useful Intelligence. Again, thispertains to
winning the intelligence war, but it also speaks to an crosion in the enemy’s ability towin
the “hearts and minds” of the Iraqi people. People defect when they believe their side will
not win, a when they loose faith in the cause for which they are fighting.

As you know, in this kind of war it is important to establish metrics at the strategic, operational
and tactical Icvels, and across its military, political, social and cconomic dimensions. There are
lots of metrics. Which ones do we put our stock in? Which take priority? The choice ought to be
informed by our goals and cur strategy. On the other hand, if we don’t have a coherent strategy,

any metrics will do.

In a protracted competition such as this, the public will want to know that we are making
progress in Iraq (and Afghanistan, and in GNOT) . Persuasive metrics are needed for this
purpose as well.

Hope this is useful. It was good to see you. I am personally grateful for your efforts on behalf of
our nation, and wish you every success.

0sh 0502704

11-L-05659/0SD/30552
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THE SECRETARY OF DEFENSE
WASHINGTON

AR 7 204
Mr. Andrew Krepinevich
Center for Strategic and Budgetary Assessments .
1730 Rhode Island Avenue, NW
Suite 912

Washington, DC 20036

Dear Andy:

Thank you for your insightful memo. I forwarded it
to Doug Feith for inclusion in our review of the metrics
process. Please feel free to pass a other suggestions
you may have regarding the of progress in
Iraq.

0SD 05027404

11-L-05659/0SD/30553
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7:35PM
TO: Powell Moore IR
ce: aul Wolfowitz s sem A say, an
- e A‘Vlb CL,J A T VN S L
FROM: Donald Rumsfe
DATE: February 18,2004
SUBJECT: Congressman Tiart
Congressman Tiart talked about a fellow who lost $4,000 because of a gap in his _\}
healthcare. Would you please check that out and get me the precise details? D

Thanks.

DHR/azn
02180409

a\a’l

Please respond by:

hO Geddl

0SD 05034-04
11-L-0559/0SD/30554



UNDERSECRETARYOFDEFENSE
4000 DEFENSE PENTAGON i
WASHINGTON, D.C. 20301-4000 e LY

INFO MEMO

PERSONNEL AND
READINESS

April 6,2004 —-4:00 PM

FOR: SECRETARY OF DEFENSE

FROM: David S.C. Chu, USD(P&RI™ Y
e o b Pt
SUBJECT: Representative <SNOWFLAKE

e You asked for the precise details on a constituent of Representative Tiart who lost
$4.,000 because of a gap in his healthcare (attached).

e Representative Tiart’s Office was contacted and provided the name of the constituent,
Mr. Ryan York, but was unable to provide additional details.

e  We have made numerous attempts to contact Mr. or Mrs. York and have been

unsuccessful to date. We will continue our efforts to contact the Yorks, and will
provide additional information after we have discussed the situation with them,

e Qur policies are structured to try to preclude any such loss for a reservist called to
active duty, so we are eager to learn more to understand if there is a situation we need
to correct.

COORDINATION: NONE

Attachment

Prepared By: Colonel Kathleen Woody, OASD/RA(M&P)

o 0SD 05034-04
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TO: Powell Moore

T:35PM

CC. aul Wolfowitz
o Avidb Ch
FROM: Donald Rumsfe
DATE: February 18,2004

SUBIJECT: Congressman Tiart

- Congressman Tiart talked about a fellow who lost $4,000 because of a gap in his

healthcare. Would you please check that out and get me the precise details?

Thanks.

DHR/azn
021804.09

a\a’?

Please respond by:

08D 05034-04

11-L-0559/0SD/30556
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December 27, 2003

TO: David Chu
CcC: Gen. Dick Myers
Paul Woltowitz

FROM: Donald Rumsfeld %
SUBJECT: Recruiting

We need to make sure our recruiting accurately reflects the kinds of deployments

we expect.

Do you have a sense of how closely the Services are with respect to the accuracy

and likelithood of deployments?

Thanks.

DHR:¢h
122703-32{ts compuier)

Please respond by / / 21 / 0"[

11-L-0559/0SD/30557




UNDER SECRETARY OF DEFENSE *
4000 DEFENSE PENTAGON

WASHINGTON, D.C. 20301-4000 el o
INFO MEMO
PERSONNEL AND Apl'il 7,2004; 10:00 AM
READNESS
FOR: SECRETARY OF DEFENSE /s
\ 7 y 7 7
FROM: David S. C. Chu, USD (Personnel & Reéadiness) ,_-’{4‘%\(- ¢ ‘:',/%4.—4
T 8,5}94. ::535/

SUBJECT; SNOWFLAKE - Recruiting that Accurately Reflects Deployment

. You recently asked (Tab A) for a sense of how well the Services’ recruiting efforts
reflect the likelihood of deployments. This responds.

e  The topic of deployments is a standard part of training and information
provided to recruits during discussions with the recruiter and through
Delayed Entry Program activities,

e  The Air Force is the most explicit. All Air Force recruits are required to review the
Air Force Expeditionary Force Policy prior to accession, Each applicant must
indicate with initials or signature that he or she received information on the policy,
which clearly states that, although most Air Force personnel are away from their
home stations less than 120 days per year, some may be required to exceed this
level. Air Force advertising and marketing also depict Airmen in deployed
environments.

. Similarly, Navy advertising and marketing prominently feature sailors on sea duty or
In a4 warrior context,

e Army recently shifted its communications strategy away from a focus on tangible
benefits, such as money for college and bonuses, to a more balanced approach.
Army advertising and marketing reflect all aspects of Army training, including the
combat arms, and portray the full rigor of Army service, including mobilizations and
deployments,

o We will use our next survey of active personnel to ensure recruits understand these
messages accurately,

COORDINATION: None,

Attachment: As stated

Prepared by: Capt Angela Giddings, ODUSD(MPPIAP:|(®)®) |
Maj Heidi Schwenn, ODUSD(MPP)AP;{)(®) |

&
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December 27, 2003

TO: David Chu
cC. Gen. Dick Myers
Paul Wolfowitz

FROM: Donald Rumsfeld %

SUBJECT: Recruiting

We need to make sure our recruiting accurately reflects the kinds of deployments

we expect,

Do you have a sense of how closely the Services are with respect to the accuracy

and likelihood of deployments?

Thanks.

DHR:dh
122703-37 (ts computer}

Please respond by / / 21 / OL{

11-L-05659/0SD/30560




LH 87635
0410032

March 5,2004

TO: Paul Wolfowitz

CC: Doug Feith
Jim Haynes

FROM: Donald Rumsfeld ?ﬂ

SUBIJECT: Defense Policy Board

he S

Here is a draft memorandum on the Defense Policy Board.

I wonder if we ought to do an update on it and then work it with Tillie Fowler.
Once we have a good piece of paper, we can circulate to people who might focus

it better.

Thanks.

Attach,
March 2001 Draft Memorandum Concerning the Defense Policy Board

DHR:dh
030504-29

Please respond by
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DepSecDef ‘
USD(P) g Mrusi) APR 7 201

1-04/ 003223

INFO MEMO

FOR SECRETARY OF DEFENSE

FROM: Ryan Henry, Principal Deputy Under Secretary of Defense for Policy

he&

SUBJECT: Proposed Revisions to Defense Policy Board Charter -

® You asked us to consider updating the March 2001 Draft Defense Policy Board
memorandum (Tab A).

® Besides the memo you provided us, the DPB is also governed by a charter which is
updated cvery two years and signed by the USD(P). The latest charter, filed August
3,2003, is attached (Tab B).

e Since both the memorandum and charter are similar in nature, I recommend doing
away with the memorandum as a document,

e [ have provided three additional ideas to utilize the DPB in other ways (Tab C).
o [ have also spoken with Tillic Fowler and Walt Slocombe and have attached their

inputs (Tab D). Tillie recommends merging the ideas in the attached memorandum
and those in Tab C into the DPB charter when it is updated next summer.

Lo oLu 52

COORDINATION; Defense Policy Board (Tillie Fowler)

Attachments; As stated.

e o) S

Prepured by: Mark LEllis, Special Assistant, GUSD(P)
0so 05109-04
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DRAFT MEMORANDUM CONCERNING THE DEFENSE POLICY BOARD

The Defense Policy Board was founded during the Reagan
administration: (1) to bring new thinking to the Department o f Defense; (2)
to analyze and assess policies and programs with the detachment that
distance from day-to-operations allows; (3)to provide the Secretary with
early warning of potential problems and early advice concerning emerging
opportunities; and (4) to help develop support for the Secretary and his
program among members of Congress, other executive branch officials, the
press and intellectual communities.

The Board’s products are ideas, assessments and advice. These can
only be produced by a group of intelligent, experienced and innovative
individuals brought together with 3 sense of purpose and a close relationship
to the Secretary of Defense. If the Secretary takes the Board seriously, so
will the officials who come before it to discuss their policies and programs.
If it is known that the Secretary counts on the Board to keep him informed,
to develop ideas. to evaluate current programs and propose new ones, the
Board will be able to recruit talented members and enlist the help of a wider
community.

To make the Board effective, I believe that: (1) you should be Yo
available to meet with the Board at least quarterly for 1-2 hours; and (2) the
Board should be described as reporting to you (even though, for &1
administrative purposes, it should continue to be managed by the Under ! ;
Secretary for Policy.) M b}

I would like to reinvigorate the Board by a combinati new
members, the establishment of working groups assembled as necessary to
look at and report on specific matters of interest to vet, and by allocating a
small budget for outside consulting/research services. (Board menbers serve

without compensation). 7

.
The priorities of the Board will, of course, be your priorities. 1 would
imagine that you would want us to work on missile defense, on a strategy for
Iraq, on the transformation of our current force posture to one less oriented
to cold war contingencies, on the realignment of NATO/EU “arrangements,”
and the like. We should be broad and d g enough to take on any _)
assignment you choose to give us and y Ymay well have others in mind.
As | see the Board it is not a s fite for the staff work that will be
coming to you from a vast departme as you know it is often difficult

11-L-0559/0SD/30563



%ﬁnam 16:42  |0XO) R PERLE PAGE 84

to look much beyond the next inter-agency meeting, the next Presidential
speech, the next NATO ministerial meeting, the next budget decision. The
Board can make its most important contribution, not by looking into the
distant future or at today’s immediate concerns, but at new policies that can
be initiated during your tenure as Secretary.

In a separate memo [ have indicated the current membership and same
preliminary ideas about new members. If we were to go forward 1 would
propose to conduct an immediate review of the current membership with a
view to recommending a reconstituted Board.

11-L-0559/0SD/30564
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CHARTER
DEFENSE POLICY BOARD ADVISORY COMMITTEE

A. Official Designation: This committee will be officially designated the Defense Policy
Board Advisory Committee (referred to as the Defense Policy Board, abbreviated DPB).

B. Objectives and Scope of Activities:

1. The Defense Policy Board will provide the Secretary of Defense, Deputy
Secretary and Under Secretary of Defense for Policy with independent, informed advice
and opinion concerning matters of defense policy. It will focus on issues central to
strategic planning for the Department of Defense and will be responsible for research and
analysis of topics raised by the Secretary of Defense, Deputy Secretary and Under
Secretary of Defense for Policy.

2. Individual Defense Policy Board members will be selected by the Under
Secretary of Defense for Policy with the approval of the Secretary of Defense. Members
will be appointed to serve for a term of two years. Membership will consist primarily of
private sector individuals with distinguished backgrounds in national security affairs, but
may include no more than four (4) government officials. Board membership will be
approximately twenty-six (26).

3. The Under Secretary of Defense for Policy may appoint consultants to support
the Board and Board task forces.

4. The Defense Policy Board’s sole function will be advisory and it will operate
under the provisions of Public Law 92-463.

C. Period of Time Necessary for the Committee to Carry Qut Its Purpose: Indefinite.

D. Official to Whom the Committee Reports: The Defense Policy Board reports to the
Secretary of Defense through the Under Secretary of Defense for Policy.

E. Agencv Responsible for Providing;the Necessary Support: The Under Secretary of
Defense for Policy will provide personnel, facilities and other administrative support
necessary for the performance of the Defense Policy Board’s functions. Information and
assistance as required may be obtained from the Military Departments and other agencies
of the Department of Defense.
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F. Duties: The Defense Policy Board will perform the following functions:

1. Review the long-term policy implications of (a) U.S. force structure and
force modernization and transformation on the ability of the Department of Defense to
execute the U.S. defense strategy; (b) U.S. regional defense policies; and (c) any other
issues identified by the Secretary of Defense, Deputy Secretary or Under Secretary of
Defense for Policy.

2. When required, the Chairman may establish task forces comprising
members of the Board to analyze specific short-term policy issues identified by the
Secretary of Defense, Deputy Secretary or Under Secretary of Defense for Policy.

3. Serve as individual advisors to the Under Secretary of Defense for Policy as
required.

G. Annual Operating Costs and Man-Years: Members will serve without
compensation but will be reimbursed for travel and other necessary expenses of Defense
Policy Board business as approved by the Under Secretary of Defense for Policy. The
Defense Policy Board’s annual support costs are estimated to be $710,000to include
salarics for 2 full-time professional staff, 1 full-time administrative assistant, consultants
as required, travel expenses, and miscellaneous fees and administrative costs.

H. Number and Frequency of Committee Meetings: The Defense Policy Board will
meet quarterly or as required by the Secretary of Defense or the Under Secretary of
Defense for Policy. Task forces established by the Chairman may meet at other times as
determined by the Chairman. Necessary notices will be filed at least 15 days prior to
each meeting with the Federal Register and all procedures required for closed meetings

will be followed.

I. TerminationDate: The Defense Policy Board will terminate two years from the
chartering date, unless, before that period’s expiration, its charter is renewed.

J. Filing Date: August 3,2003
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Tab C: Other ways to utilize the DPB

1. Integrated Policy Teams (IPT): To help advise the Secretary on multi-
disciplinary queries, joint-board task forces could be assembled drawing on membership
from the DPB, DSB, DBB, Highlands Forum, and other equivalent and relevant DoD-
related boards.

2. War Games: DPB members could inform NDU and other relevant entities about
the nature of senior government advisory positions based on their own cxperiences so as
to help make war game exercises more realistic. Specific members may also participate
in war game cxercises if need be.

3. Team B view-point: The Secretary can direct DPB task forces to develop
contrarian positions on policies under review within DoD to provide the Secretary with
further option(s) in addition to OUSD(P)’s policy guidance.
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OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC 20301-2100

DEFENSE POLICY

BOARD March 26,2004

FOR RYAN HENRY

ACK. S

FROM: Tillic Fowler, Chairman
SUBIJECT: Defense Policy Board

This is in response to the Secretary’snote regarding the Defense Policy Board. 1
understand that in the previous administration the Board was little utilized and, therefore,
Richard’s memo in March 2001 was appropriate at the time. During his tenure, he
brought the Defense Policy Board into the forefront.

What the Secretary may not be aware of is that our charter is required to be reviewed
every two years. The Defense Policy Board charter was last updated in August 2003
(Tab A). This was shortly after [ took over as chair (May 2003) and provided the perfect
opportunity to modify and focus the Board’s future. I was thoroughly engaged in the
cffort and the charter was rewritten after consultations with Doug Feith. In rewriting the
Charter, we made several positive changes to the Board:

o Wereduced the number of Members. 26, vice 30, is a more manageable number
and has allowed our discussions to be more thorough.

¢ We modified the composition of the Board. We removed non-participators and
have added expertise where we needed it.

o We established Task Forces. The first involving the Proliferation Security
Initiative, as you know, recently concluded, and we have begun the Irregular
Warfare/USSOCOM task force. Additionally, I will be speaking with the
Seccretary on April 26™ to determine the next one.

o [ meetregularly with the Secretary regarding the Board’s meetings and seek his
input as to the topics to be discussed at each meeting.

We continue to look for ways to be more responsive to the Secretary and welcome ideas
on how to do that. As to your suggestions regarding IPTs, or Joint Task Forces between
the DPB, DSB, DBB, RFPB etc., | welcome this if there is a topic that crosses our
boundaries. Additionally, cross flow communication between these boards is useful.
Denis Bovin and Bill Schneider, both of the DSB, regularly attend our quarterly
meetings, Kiron Skinner, now attends the DBB quarterly meetings and several of our
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members (i.e. Fred Ikle, Chris Williams, Barry Blechman) have participated in DSB task
forces and summer studies.

Regarding participation of our members in war games with NDU and other relevant
entities, [ am sure the members would be interested in participating depending upon their
schedules.

Finally, with the balance of opinions on the board today, the Secretary already receives
both pro and contrarian views regarding the subjects that are before us at our quarterly
meetings. Developing contrarian viewpoints regarding policy guidance could certainly
be a subsct of our task forces for a certain policy issue.

The priority of the Defense Policy Board is to be responsive to the Secretary by providing
him with independent, outside advice, assessments and ideas.

Attachments:
As stated
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ANnc:

Here arc my quick comments on how to respond o SecDel’s request for suggestinns on how to
make the DPB serve L and DOD betfer  They are not particularly geared to the 3/01 paper
attached, which is more I the nature of telling bisn what the DPB does aud bow to restructure
its membership, (The list of wpics w address, for example, 18 clearly the producr of 2001 nor;
2004.)

Based vu wy still relatively brict serviee = and 8 years of working with the DPB 45 a DOD
official = | have these suggestions:

» The Roard cannot practically meet as a corporate body more hau dbout quarterly,
cspecially if te Secretary is Lo teel with them for a serions discussion. However, it
would be wseful if there was more opportunity for members both o learn about what is
going on in DOD and to work on specific projects betweew weetings.  'he 1ask torecs
are a food initidl stcp i {hat dircction. hut | should think more could be done to ask
weabers to contribute in between meetings. [t would be a mustake to ovet-organize,
but it might make sepse Lo have scveral sub gronps working most of the time. on topics
e Board bad earlier idenutied. (I realize this process has already started.)

e The agendn should reflect first of all the Secrevary's prelecences/concerns, and those
should rake absolute privcity However, it would also be useful if there were a more
systematic way tor members to suggest items which the Board should address Would
it, for example, be possible lu vanvass the board a month or sa hetore each meeting for
suggestions for topics?

* TJrisuscful for Bourd members to know what are the Secretary’s aud e Department’s.
long-term policy concerns eveu if they are nnt (at least initially) on the DPB's agenda
fur any sneeting 1t might, for cxample, be useful for USDP w appear briefly at
alternate meetings to give anvverview of “strategic business,” not yesterday's cable
cleating crisis, but Jong-term prosects on bic agenda = both to sensitize the boad 10
what's on his (and, by hypothesis, SecDef's) wiud, but alsa to get suggestions at a
relatively early slage from the hoard both as to considerations for what he is wurkiug
on and also what is conspleuous by absence,

o The Board should focus vu lor%-term issues, nat current attaws. The focus at the Jast
meeting on China is an cxample of doing just this, It would be useful (o briug in
cxperts from both inside government and vulsidle (o address = sometumes with a
different perspeclive - these longer term issucs. (An example is the preseutation by
T.ord Cuthrie on Pakistan - and, in fact, the contruversial bricfing on Saudi Arabia.)

* The main utility of the Board, as I sex it, is to give the Sceretary autside advice, He
Lias a couple of a million direct employees to tell him how <o manage details and
implement the policies that he has establisked (ur thar they think he should) and to
congrarulaie hiug and his staff on haw well they are doing. The Board shuuld pot be a
debating socicty end it may not need o include bitter partisan encmies (though Richard
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Perle served usefully and will: integriry throughout the Clinfon years, and it did us no
harm to be informed as to our manifest tailings on a regnlar basis) but it should include
some but who don’t, in general, agree with the Administeation of (he day

« In order to fulfill its putential, the Board should he understood a5 strictly advisory and
deliherately somewhat contrarian — for the sake horh of the Secretary and for the
inregrity of its advice, Its metubers are not government officials, they arc not cven, &t
lcast ret by reason of their memhership, confidants of the DOD leadership who for one
1eason or mother don’t want to wark in the government, bur whoui (he: Seeretary wants
w be able o vall oa for connsel . They are mdcpendent sources of comment and
suggestions, without authority or official etatus, Intoday’s Washinglow, that way be
hard to convince anyuue o, but td;\ould still be rhe menagc

215070/27 Mar 04
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DepSecDef, ] B
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{1 .
U:" ; 'J.{lf"l
FOR: SECRETARY OF DEFENSE
FROM: Peter W. Rodman, Assisgant\3geret; fense (1SA)
™ LR 2004
SUBIJECT: Thank You Letters to'the Chilean and Canadian Ministers of
Defense.
o You asked us to prepare letters from you to your Chilean and Canadian counterparts
thanking them for their prompt deployment of troops to Haiti (Tab B),
RECOMMENDATION: That Secretary of Defense sign the attached letters and release the
transmittal cables at Tab A,
J
COORDINATION: Tab C. X
X
Attachments: :f:
As Stated <
Prepared by: Luis Sanchez, ISA/WHA| (bXE)
~R
by
™
i~-Y
~Q

0SD 05114-04
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March 9, 2004
[
. i
TO: Doug Feith :\
cc: Gen. Dick Myers >
Paul Wolfowitz

SUBJECT: Chile and Canada in Haiti

Thanks,

DHR:dh
030804-98

NI RANNNNASI IS nann oS FNNEGNTIASSAVSINAANRE NS PesvemRAREREZESEl -)

Please respond by 3 / { 7// oy
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THE SECRETARY OF DEFENSE

TOOO DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

Her Excellency
Michelle Bachelet
Minister of National Defense
Santiago, Chile
Dear Madame Minister:
Please accept my appreciation for sending Chilean troops as part of the Multi-

national Interim Force to Haiti. Their presence is making an important contribution

toward setting Haiti back on the road to stability and security.

Sincerely,

ﬁ OsD 05114-04
11-L-0559/0SD/30574
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SECRETARY OF DEFENSE

1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1 000

Her Excellency
Michelle Bachelet
Minister of National Detense
Santiago, Chile
Dear Madame Minister:
Please accept my appreciation for sending Chilean troops as part of the

Multi-national Interim Forces to Haiti. Their presence is making an important

contribution toward setting Haiti back on the road to-demeerac. &4’{% d»a/kﬂu»/%

Sincerely,

<
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THE SECRETARY OF DEFENSE

I1O0OODEFENSE PENTAGON
WASITINGTON. DC 20301-1000

His Excellency
David Platt
Minister of National Defense 14 rue St. Dominique
Ottawa, Canada
Dear Mr. Minister:
Please accept my appreciation for sending Canadian troops as part of the Multi-

national Interim Force to Haiti in such an expeditious manner. Their presence is making

an important contribution toward setting Haiti back on the road to stability and security.

Sincerely,

£/

G 450 05114201

11-L-0559/0SD/30576
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SECRETARY OF DEFENSE

1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

His Excellency
David Platt
Minister of National Defense 14rue St. Dominique
Ottawa, Canada
Dear Mr. Minister:
Please accept my appreciation for sending Canadian troops as part of the
Mult-national Interim Forces to Haiti. Their presence 18 making an important
contribution toward setting Haitt back on the road to &JA’{‘VL’{/_ 4**"/ :

MECrn

Sincerely,
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TO: Vice President Richard B. Cheney

FROM: Donald Rumsield ? [L

SUBJECT: Senator Bond

Thanks for the call on Kit Bond. I talked to him, and we will work it.

®
W
i "‘
(A
o

o dy /.

0SD 05131-04
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TO: ADM Ed Giambastiani
cC: Gen. Dick Myers
FROM:  Donald Rumsfeld |4l.

SUBJECT: Visit

Thanks so much for your hospitality. It was a good visit, and I am delighted you

are enjoying what you are doing so much. Stay in touch.

Regards,
/w/f -
DHR:dh
040604-10
ARG RS SE NSV NN ENAERENERNEFUFENETREUFRFUAREREERAD '-{l-.."""...".'l"l
Please respond by

0SD 05135-04

11-L-0559/0SD/30579

C< QECC:

ho Yy /



April 8,2004

TO: Dina Powell

FROM: Donald Rumsfeld 7; l\ -

SUBJECT: Jan Boyer

Here is the background sheet of someane who wants to work on the Millennium ((I})

Challenge Account. He is bright and capable. C
-

Thanks. N

Attach,

Jan Boyer's background sheet

DHR:dh
040804-14

hO Wy 9

0SD 05147-04
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Dear Secretary Rumsfeld:

[ trust you are well, T moved from Argentina to come to DC about a year ago to take up a
post as Senior Advisor to Peter Watson, the President of OPIC.

[ remain appreciative for your time and counsel after the Dole campaign and up to the
time you moved back to Washington. [ haven’t wanted to burden you since my arrival
since [ can only imagine how busy you must be. Frank Carlucct suggested I ask for your
counsel and support in my next step in public service.

['have an interest in serving on the Millennium Challenge Account (MCA), the
President’s new foreign aid initiative. This new organization will be headed by Paul
Applegarth, whose name has been submitted to the Senate for confirmation. T have been
told that the WH is making personnel decisions regarding the next tier of leadership of
the organization and that my name 1s “in the mix”. The decisions are being made in the
next few days and, not surprisingly, it is a very competitive process.

I would very much appreciate your help in the form of a call to share your opinion on my
qualifications. I would understand if, for whatever reason, you were unable or unwilling
to do so.

In the event you decide to support my interest, I thought you might find useful some
relevant background :

1. Position sought: “VP Country Relations", reporting to the CEQ. As I understand it, this
position has operational responsibility for negotiating the agreements with foreign aid
recipient governments.

2. The key challenge for MCA is implementation. | have a proven track record of
negotiating agreements and deploying capital in the developing world. In addition, my
time at OPIC has taught me about launching initiatives inside the USG.

3. Of the 18 countries initially eligible for MCA aid, I speak fluently one of the official
languages of 14 of these countries and have traveled or done business in several.

[ am attaching my CV. I am available to talk to you and would welcome your counsel.
Many thanks and sorry for the bother.

Best regards,

Jan Boyer
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EXPERIENCE
2003-present

1994-2002

Positic

{EN

1984-1993

EDUCATION

19937994

1980)-1984

JAN BOYER

OVERSEAS PRIVATE INVESTMENT CORPORATION (OPIC), Washington, D.C.
Senior Advisor to the President.
Invalved in strategic projeets for the privawe cyuity, structured lngnee ancd insuranee aclivities,

VENTURE CAPITAL/PRIVATE EQUITY INVESTOR (in US and Emerging Markets)

Have launched and led three sucoessiul privite investmenl initiatives in emerging markots, Rosponsible for strategy,
imiplementation, budget. oversight, personnel and media relations. Reviewed more than 1,200 investment proposals
from over 30 countrics, Negotiated agreements widi more than 150 eompanics, organizations and NGOs,

Man;wnw General Partner and Founder, Softbank Latin America Ventures, 1P, (2000-2002)
Chiel exeeutive of investment activities ol Softbank Corp, (a Tokyo Stock Bxchange listed company) in
Latin America and the US Hispanic market.
Responsible for investment funds of $155 million; annual budget of $7 million; oversight of companics with
over 400 employees, more than §100 million of invested capital and offices in 7 countries.
= Served on Board of Directors of Connectmed, Spring Wireless, Dineronet, BitTime, Tiaxa, LearningSoft,
iCaramba and others,
President, BancBoston Capital Southern Cone; Partner and Director, BancBoston Capital, Ing. (1997-2000)
Private equity business of FleetBoston Financial Corporation (a NYSE listed company) with investments
of S1.4 billion in over 350 companies.
= Established franchise in region and partnerships in four countries. Responsible for all operations and deal
flow,
Director, Member of the Board, MBA Holdings, S.A. (1994-1996)
© Private equity business of Merchant Bankers Asociados, Argentine affiliate of Salomon Smith Barney.
Managed investments of $60 million fund,

INVESTMENT BANKER (in US, Furope and Emerging Markets)
Lehman Brothers Inc.

Director, hased in London (1989-1993)

Vice President, Associate, Analyst, based in New York (1984-1989)

Mergers, Acquisitions, Principal Investments and Corporate Finance.,
= Completed international and domestic strategic transactions for US, Euvropean and South American

companies.
Negotiated acquisitions, divestitures, leveraged buyoults, strategic alliances, cross-border joint ventures and
recapitalizations.

Ruaised financing (debt and equity ) in the public and private markets.
Government Financial Advisory.
= Provided cconomic policy advice 1o the Governments of Nigeria, Mozambique, Costa Rica, Bolivia,
Honduras, Guatemala and others, Negotiations with multilateral institutions {(IMFE and World Bank).
= Undertook financial restructuring, privatization and recapitalization work for state-owned entities.
= Negotiated debt-rescheduling agreements with commercial bank and government ereditors.

HARVARD UNIVERSITY, John F. Kennedy School of Government,
Master in Public Administration Degree (MPA)Y. Course work at Harvard Business School and Law School, Co-
taught graduate level course: "Financial Aspects of Privatization”.

STANFORD UNIVERSITY
B.A. Degree in Economics and International Relations (Honors). Awarded competitive scholarships to conduct
thesis research in Tanzama (summer 1983}, Rowed Vamté rew; Captain (1981).
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JAN E. BOYER
Page 2

LANGUAGES English and Spanish mother-tongues. Flueney in Ttalian, French and Portuguese.

POLITICAL ACTIVITIES

PUBLIC SERVICE

Full-time staff member, Dole Presidential Campaign. Washington, D.C. (1996).

Financial advisor to Cabinet Ministers and Heads of Central Bank in Latin America and Africa,

Legislative intern. Senator Hayakawa (R-CA), US Senate Foreign Relations Committee, Washington, D.C.
(summer 1082},

Elected representative, Kennedy School Student Government at Harvard, Only Republican member (1993-
1994).

Endeavor. US non-profit organization pioneering economic development n emerging markets through
entreprencurship. Member of the Global Advisory Board {1999-present).

World Economic Forum. Scrved on the Global Digital Divide Initiative Task Force and the Steering
Committee on Entreprencurship (2001).

Hispani¢-Net, Non-profit organization dedicated to fostering Hispanic entreprencurship in the high wehnology
sector, Member of the Advisory Board (2001 -present).

Catholic Big Brothers, New York City (1987-1989), Served as mentor to Hispanic youth, Chosen Big Brother
olthe Year Speaker,

Heritage Fund, Chairman, Selected 10 direel fund-raising organization with 50 voluntgers at Stunford
University (1981-1984).

MEDLA/PUBLIC SPEAKING

PERSONAL

nterviewed in several lunguages by CNN, The Wall Street Journal, Business Week, Time, ABC, CBS, NBC,
[nstitutional Investor, Latin Finance, Latin CEO and by more than a hundred other US and international
television, radio, print and on-line media.

Featured speaker and participant at over fifty conferences and seminars organized by the World Eeonomie
Forum, the Aspen Institute, The Economist, The Wall Street Journal, Harvard and other similar institutions,
Topics.include: international finance and investments, entrepreneurship, foreign policy, nunority investing,
private equity and teehnalogy,

Editorial columnist: Diario El Financiero, Chile (1997-1999): Stanford Daily ( 1982-1983),

Born W[BXB) 11961, Married to [(P)(B) |

Multicultural upbringing, education, and professional experience having lived outside the US for more than 20
years. Traveled and worked extensively in Africa, Asiy, Middle East, Europe and the Americas.

Enjoy high altitude mountain climbing, parachuting, motoreycling and flying,
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November 22,2004
T-onlows™l

ES- 1418

TO: Paul Wolfowitz
Gen Dick Myers
Larry Di Rita
Doug Feith
FROM:

SUBJECT: Strategic Communications Paper

Attached is a paper that was prepared at my request. It resulted from a dinner 1
had with the three authors, Joe Duffey, Ed Feulner and Lew Manilow, Please read

it and let me know what you think.,
Thanks.

Attach .
11/2/04 Private Reportio the Sceretary of Defense

DHR:ss
112204-5

Please respond by (3o | 24

oo 0sp 05207 -05
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NOV-18-04 14:4@ FROM:HERITAGE FOUNDATION 10|(b)(6) | PAGE

Private Report to the
Secretary of Defense

Submitted Respectfully by:
Joseph Duffey
Edwin J. Feulner, Jr.

LLewis Manilow

November 2004
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14:4@ FROM:HERI!ITAGE FOUNDATION ID.-':b)(a) FAGE

Executive Summary

Towin the War on Tenor, the United States must eapture, kill. or deter more
terrarists than ourextremist allies can win pver to their side. Moreover, it 18 crucial thal
we convinec a significant nimber of people to be actively on our side. As such, the
challenge of shaping the opinions and behaviors of foreign publics is a vital and central
component of the War on Terzor. Dozens of stucics offering preseriptions for the
deficiencies in America’s for¢ign communication cffort have already been produced.
This paper does nor seck to add to this cacophony of voices. Rather, we present two
substantial and vital recommendations, which will allow Amcrica to bring to bear the full
force of 1the greatest communications socicty in the history of the world to the challenge
of shaping hearts and minds and changing viewpoints in the War on Terror,

It is important o notc from the start, however, that any attempt at changing the
autitudes and behaviors of forcign publics towards the Unjted States is futile: unless it
enjoys the full support of the President. Justas the President serves as commander-in-
chief of the Unitcd Stares military, he must similarly view himself as the lead spokesman
forthe United Stales to the citizens ol foreign nations beyond foreign govemment
leaders. This role must be a priority commitment that js followed through on a day-to-day
basis and is an integral component of each of the President’s decisions.

In order to communicate with foreign publics in @ manner that changes atitudes

and behavior towards America, the United Siates government should;

1} Establish a Corporation for Foreign Opinion Analysis

OBJECTIVE: Listen, ask questions, and analyze foreign public opinion

as well as test the effectiveness. of various USG messages.

It is suariling how Jitle the U.8 covesnment (USG) currently engages in public
opinion polling and how irrelevant much of the rescarch it does do is. An effective public
diplomacy cffon must monitor hOW the opinions of various demugraphic greups are
changing over time and then inform policymakers of these changing sentiments. By

listening to the opinions of various groups and tailloring our message and = 0 an
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appropriate degree =~ our policies to the infonation they are giving us, we can ruly
engage in a dialogue with the rest of the world.

Winning the War on Terroraam will require unprecedented use of America's
technology. broadcast, market research, and communications resources. To this end, the
Administration should establish a private sector institution similarto RAND charged with
gathering the information required by the USG to advance America's position in the
communications aspect of the Wear on Terror.

The mission of this "Corporationfor Foreign Opinion Analysis" (CEQA) will be
Lo use the resources and capabiditics of the United States of America to fully engage ina
Jong-term market research effort aimed at better understanding foreign public opinion. It
will be tasked with contracting with specjalist firms around the world to listen, aslc
questions, and analyze foreign public opinion in a manner that is not being done today. as
well as rest rhe effectiveness of various USG messages. Crucially, CFOA would only
provide the rescarch product = coordination of messuge and broad strategic decisions
must be made through the National Security Council, the Departments of State and

Defense, and relevant agencies.

2) Prepare the Government Bureaucracy 10 Apply Information
OBJECTIVE: Provide senior policy makers with immediate input so they

are aware of the effect an impending policy action or statement

will have on foreign public opinion.

Because the USG has so many official messengers.,the need to have all of rhem
singing off the same sheer is cspecially important, C80.4 will provide the data that
allows America to both formulate a comprehensive communications strategy and
constantly reevaluate and refine the U.S, government's message into the future. The USG
must create a mechanism by which it ¢an utilize this information ¢ffectively,

As such, ancw staff position on the National Sceurity Council should be created
and charged with coordinaring the U.S. government’s overal) communications strategy.
This statf member would be charged with providing senior policy makers with immediate

input based on CFOA data so that they are aware of the effect an impending policy action
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or statement will have on foreign public opinion, Further, « senior interagency group
should be created that brings the NSC staflf member charged with the U.8. govemment's
foreign public opinion programs together with the Undcr Secretary of State for Public
Diplomacy, the Undn Secretary of Defense for Policy, representatives of USAID, all
otherrelevant members of the Executive Branch, and other participants on an ad hoc
basis,

A dialogue between Amenca and the rest of the werld must be scen as a long-
e commitment central to America’s vital national interest, The creation of a private
institution, performing government ¢ontract work, churged with constantly measuring
foreign public opinion, the effectiveness of America’s message, and the impact of
Amcrican policy on foreign public apinion would give the USG the real-time information
necessary for effective communication with the rest of the world. Funher, bringing public
diplomacy 1o the highest Ievel of NSC deliberation will ensure that we communicate our

message more ¢ffectively in the future,
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Introduction

Shortly after the American Revolution, John Adams was asked who supported it
and who didn't, He said about a third of the population had supported it; about a third had
opposed it; and about a third was waiting 10 see who yon. Inmany ways, chisis the
sitwation America is faced with today in the court of world opinion - and of particular
importance in (the Arab and Muslim World. The scorecard in tlic Waron Terror, however,
1s not simply one of battles or casualties. The simple (in theory) challenge of the Way on
Terror is to capture, kill, or deter more terrorists than our extremist adversarics can win
over (o their side. As such, the communications ¢hallenge of shaping the opinions and
behaviors of foreign publics is a viral and central component of the wer,

As rhe 9/1 1 commission bluntly stated, “I'he small percentage of Muslims who
sre fully committed to Usaroa Bin T.adin'¢ version of Islam are impervious Lo

e

persuasion.’”” To win the War on Terror. Amcrica nceds a streny policy aimed at
increasing the ranks of our supporters, decreasing the small percentage of Muslims who
are "impcervious to persuasion,” and impacting those who, while not actively supportive
of extremists, have sat on the sidelines due Lo Tesenlment of America, Put bluntly,
America needs to cmbark on a long-term project to improve her standing in the public
opinion of individuals in other nations around the world.

There have been a number of recent sludies Jooking at the problem of public
diplomacy. 411 have acknowledged a problesn exists and theve is significant agreement
that there must be seform of the U.S. government's public diplomacy infrastructure. tYe
just as the War on Terror has required  rethinking of many aspects of Amencan foreign
policy, it similarly justifics a strategic reevaluation of our pubbe diplomacy ¢fforts,
Changing forcign public opinion |8 ot simply a matter of allocsling more resources o1
reshuffling burcaucratic boxcs. Rather, the U.S. goveinment needs to consider all
available tools of pubhc diplomacy = old and new — andhow they can be properly

1argeted at varjous audiences in order to reach them effectively.

! National Commission on Terrorist Atracks on the United States, "“The 9/11 Commission Report” pg. 375.
? Studics by The Heritage Foundation (including Heritage Beckgroundey 1645 as well as a soeticn inthe
2005 Mandare for Leadership), The Brookings Institation, The American Enlerprise Institute, The Council
on Foreign Relations. and the Center for the Study of the Presidency, slong with rhe LS. Advisory Group
on Public Diplomacy fur the Arub and Mushim World have all come {0 the same canclusion that there is »
need to improve Islamic world pereeptions of the United States and that there i inadequate structure t the
.S, public diplomacy effort.
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This project must be whole-heartedly embarked upon by the Administration not
becausce it will play well i the American media or becausc of a philosophical
commitment to Wilsenian mulnlateralisin. Rather, it is a challenge that lies at the very

core of America’s own vital national interest.

I. How America Is Viewed Abroad

America’s standing in the rest of the world has taken a beating in recent years. In
the Republic of Korea, forexample, 50% of respondents to 3 poll taken by the Pew
Rescarch Center n May 2003 have a negative view of the United Stares. This negative
view ofthe U.S., however, is sharply divided based on the respondent’s age: only 30% of
respondents over 50 had a negative view of the U.S. while 71 % of respondents between
the ages of 18 and 29 view Amcricaunfavorably.® This stark contrast suggests that older
Koreans are perhaps more cognizant of the North Korean threat — and. therefore. look
mere favorably on the sceunty provided by the United States~ than the younger
generation, and that older Koreans remember the shared sacrifices of the United States
and South Korea in the 1950s.

America’s standing is also highly negative in the Arab and Mushim World. A
Zogby International Poll taken 1in March 2003 fjnds only 14% of Egyptians, 11%of
Jordanians, 9% of Moroccans, 3% of Saudis. and 11%of citizens of the United Arab
Emirates hold a favorable view of the United States.

Thesc numbers are particularly shocking in light of the fact that in that same
month Zogby found strong similarities between the citizens of the Arab World and
Americans. Arabs, for example, list “Quality of Work.” “Family.” and “Religion” as the
three most important concerns of their personal lifc; Americans list "Familv.” “Quality of
Work,” and “Friends” as their three most important values. “Foreign policy,” seen by
many as an important causc of the srraincd view many Arabs hold of the United States, is
only the eighth most importaat conee. for Arabs.

In addition to sharing values on a personal Jevel, Americans and Arabs share core
political values. 92% of respondenis in Turkey, 92¢% in Lebanon, 53%in Jordan, and

79% in Uzbeldstan and Pakistan feel it is imporant to be able to criticize their

> “Inierpational Public Concern About North Korea,” The Pew Research Center, August 22, 2003,
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government. There is algo strong supporl among Arabs for honest elections, a fairjudicial
system. and frcedom of the press.‘ The question these statistics beg is: "Why, given the
amount we have in common, is the Unjted States scen in such anegative light in the rest
ofthe world?* While each of us could come up with a number of answers 10 this question
= same of which might even prove aceurate = the best way Lo reverse this troubling wend
of anti-Americanism is to comprehensively study rhe question and formulate policy based
on accurate, scientific data. Collecting these data is a cruciul first step towards cngaging

the rest of the world in a public diplomacy dialogue.

IL If It Isn’t Measured, It Won’t Be Improved
It is startling how little the U.S. government currently does by way of public
opinion polling. According to the Council on Foreign Relajons, the U.S. governmenr
only spends §5 million annually on this type of analysis? Further, much of the rescarch
the U/, §. government does fails 1o address important questions.Forcxamplc, The
Washington Post has reported on 4 draft veport prepared hy the State Deparfment’s
inspcctor genera) on the effectiveness of Radse Sawa, a key organ of the United States
government's Middle East public diplomacy effort:
The draftreport said that while Radio Sawa has been promoted as a "heavily
rescarched broadeasting network.“the rescarch concerrated primarily on
gaining audienceehare, not on measurng whether Radio Sawa was mﬂpencmg
its audience. Despile the larger audiences, "1t is dilficult to ascerlain Radio

Sawa's impact in countering anti-American views and the biased state-run media
of the Arab world,” the draft report said.

Comprehensive research into how foreign audiences feel about America, specific
American policies. and how the United Stares can best change artiiudes and hehavior

needs to be canducted.” Doing so would require a significant inerease to the miniscule

*Hady Amr, “The Need to Communicate: How To Improve U.S. Public Diplomacy with the Islamic
World," The Brookings Institurion, January 2004,

¥ 2004 Report of the Uniled States Advisary Comumission on Puhlic Diplomacy, pg. 6,

¢ Glenr, Kessler, "Ihe [inl2 of Radio Sawa in Midesst Questioned.” The Washinyion Purr. October 13,
2004, page A12. The draft report wag leaked rothe Fasr “by 3 source who said he feared that the inspector
several’s office was buckling undur pressure and woukl water down the conclusions”

"U.S. foreign opinion polling and analysis isfragmenied and peorly focused. Senior State Depariment
minazers moved USIA's Office of Research anc Media Rexctivon out uf tie public diplomacy hicvarchy
when the ugency was folded into the Department in 1999, Today, i1 sils in the Burcau of Intelligence und
Research (INR) where it contributes mort to all-sotiree intelligence reports than Lo strategic communieation
etferts, e Broadeasting Board of Governors ha: contracts with Intermedia, 3 privaie {irm. which ¢onducty
surveys ofsudience share. The Foreign Broadeast Information Service (FBIS) collects and avsesses print.
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budget public diplomacy rescarch currently receives. This investment is cssential to
building an effective program.

An effective. public diplomacy ¢ffort would monitor how the opinions of various
demographic groups are changing over time and would inform policymakers of these
changing sentiments. Public diplomacy experts have Long sought to have publjc
diplomacy present at the “takeoff" us well as the “crash landing™ of American policy.
Rather, public diplomacy should be seen as & crucial component of the aircraft itself.

AL its best, information gathered by public diplomacy researchers would be
passed along 1o policymakers in relevant agencies. As a result, policymakers would be
aware of the implications of policy decisions and staiements on foreign public opinion
and public diplomacy ofticers would be able to honestly inform foreign publics that their
opinions were considered = if not always agreed with = in the formation of American
policy.

Clearly, American officials should be making public policy decisions based on
America's vital national interest; they should, however, recognize that it is conceivable
the benefits of a policy might in fact be outweighed by the negative impact that policy
has on foreign public opinion. Infomiing policymakers of how an issue will "play"in
forcign public opinion can help them determine whether a seemingly beneficial policy
will unintentionally create more \eyrorists than iv deters, captures. or kills.

Up-to-date infomation on foreign publics 1s not only important for policy makers,
bur also for public diplomacy officers. With awide variety of tools at their disposal =
fromvisas to speeches, advertiscments to interviews, and so forth - information about lhe
peaple with whom they are comnunicating can only help public diplomacy efficers in
applying the correct tools to the cerrect audicncee at the right time and in the right
proportion, In this way, public diplomacy rescarch allow for a dialogue between
America and the rest of the world by seeking feedback from foreign audience. Public

diplomacy is nor just about getting our message out, but also listening to the sentiments

radio. TV, and Jaternet-based publications. Some U.S. Embassics, individual mustary commands, and the
CA also engage inJimined opinion and media reseuyvlt, Nune of Uiese products are combined and snalyzed
in ways for policymakers mo use. Many dre availuble to restricted user sets, Collection rakes precedence
over analysia and “isyuc of the duy™ palling often trumps media content and trend asscssments, See the
"Report of the Defense Science Buurd Task Foree on Swatepic Communicalion,” Office of the Under

ceretary of Defense for Acquisition, Techuology, and Logistics, Washingion, DC. September 2004, 1o, 26+
2T
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of foreigners. By incorporating a serious research component into the overzll public
diplomacy effort of the U.S. povernment, we can truly engage in a dialogue with the rest
of the world, It is a dialogue thal has been ignored for too leng.

IY1. A Serious Reevaluation of Public Diplomacy in the War on Terror

The U.S. government might be well-advised to yemember the words of MIT
professor Norbert Wiener, who said “I never kow' what [ say until T hear the response.”
This is certainly not the case for the U.S. government, which consistently fails 1o atempt
to research Yhe reasons for anti-A mericanism abroad or to use research in formulating a
clear communication strategy that engages foreign audicnces in a dialoguc. As the
General Accounting Office found in its 2002 analysis of the State Department’s public

CEL

diplomacy efforts, “State Lacks a Strategy for Public Diplomacy Programs.™ America is
the best in the world at market research ~ it is a crucial part of domestic politics - but we
ar¢ notably uninfoimed about audicnces abroad, Changing this situation must be an
immediate priority of the U.S government.

In trying to improve Ameriea’s standing in the eyes of the rest of the world
American public diplomacy officers need to understand that public opinion cannot be
changed either solely on the basis of reason nor solcly on the basis of emotion. Rather, it
requires the foundation of reason to persuade people and the associated cmotional
relevance to motivate their decision-meking and behavior, Further, the borton line of
public diplomacy ought to be changing the attitudes and behavior of foreign publics. If
the end product of a particular program is only a change in mental state, 1t 15 not effective
public diplomacy.

Underlying this change in behaviors is an cschange process between the U.S,
(includingthe U. 8 government as well as the private sector) and foreign audiences. To
be successful, foreign audiences must belicve that the ideas advocated by the United
States are better than any reasonable allernative = including world views promoted by
their governments, other segments of the population they arc exposed to, and extrernists
who can often be quite persuasive. This relationship between the United States and

foreign audiences can only be cultivated if the United States pursucs a broad strategy that

$1.8. General Accouating Office, “U.S. Public Diplomacy,” September 2003, pg. 13
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identifics what andiences we are trying to persuade and what tools we have at our
disposal to attempt 10 influence these audiences as well as how and when these tools
should be utilized.

In order to convinee forcign audicnces to support America’s vision of freedom
and prosperity under the rule of law for. at the very least. oppose extremist visions of
death and destruction), we must begin by identifying the different segments that exist
around the world that we are trying to persuade, That is, a one-size-fits-all public
diplomacy effort 1s less likely to be successful than one that recognizes that the
arguments that arc successful in the Muslim world might be different from the persuasive
arguments we should highlight in Asia. Further, we might package our message
differently 10 one religious or ethnic group within a country than we would another
group. The samc could be truc for different agé groups - older Koreans who remember
the Korean War, for example, will be persuaded by a diffcrent message than their
vounger counirymen who only know of the war from distorted history books accounts.

Crucially, this does not mean America should be delivering contradictory
messages (o different groups. Not only docs delivering false messages or propagandy go
against many of the basic piinciples our country stands for. but also i1would be unwise
from a practical standpoint, as audiences worldwide would quickly catch on to any
contradicrions, Ralher, Americs should simply recognize that owr message should be
de)ivered differentty to different groups.

To spread our message., the U.S goverrunent should employ all available tools of
public diplomacy. This would include utilizing the President, the Secretary of State, and
other Cabinct officers and senior government officials as well as Americans in the private
sector, including teachers, students, journalists, business peoplc, and so forth, These
“public diplomacy ambassadors” can speak to foreign audiences using a variety of
promotional tools such as aévenisements, specches, interviews, lectures, and educationil
exchanges. The key is forthe U.S. government 1o invest in the research necessary to
effectively pair a message with a messenger and a medium.

The U.S. government should also not be hesitant 10 use the private sectorin doing
research intoforcign audiences and their reactions to the United States. As an

Independent ‘Taskforce sponsorcd by the Council on Forcign Relations noted in 2003:
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The “U.S. private sector leads the world in most of the key strategic areas required for
cffective public diplomacy: technology. film and broadcast, marketing research, and
communications.” Ultimately, cffcctive communication with the rest of the world will
require not only the tools of traditional government-run publjc diplomacy (though these
tools will remain vital), but also the reseurces and expentise of the American privalte

sector

IV. Incorporating Rescarch Into the US Government Burcaucracy

A vital part of this new framework for engaging the public opinion aspect of the
War on Terror is muking sure that American poljcy makers and advocates have the most
accurate and up-to-date information about foreign audiences available to them at all
times. Doing s¢ requires twoymportant actions from the Administration that will allow
the U.S. government to bring the best work of the American public and private sectors to
bear in rhe fight to shape the attitudes and behavior of foreign publics.

The U.S. Government should creale en independent foreign public opinion institution
At the conclusion of World War 11, the Commanding General of the Army Ajr
Force, Hap Arnold. wrote to Secretary of War Henry Stimson:

“During this war the Army, Army Air Forces, and the Navy have made
unprecedented use of scientific. and yndustrial resources. The conclusion is
inescapable thar we have not vet es(ablished the balance necessary 10
insurc the continucnce of teamwork ameng the mijljtary, orher government
agencies, industry, and the umversities. Scientific planning must be years
in advance of the aetual rescarch and development work.” 0

Out of this understanding of the importance of technology research and development for
success o1 the battlefield, representatives of the War Department, the Office of Scientific
Research and Development, and private industry established Project RAND, the
precursor of today’s RAND Corporation. The Anicles of Incorporation bluntly sct forth
RAND's purpose: “To funther and promote scientific, educational. and charitable.

purposcs. all for the public welfare and secuiity of the United States of Amenci.”

¥ Peter G.Peterson, ctal., "Finding America’s Voice: A Stratezy for Reinvigorating U.S. Public Diplamacy
Toward the Middle East”, The Council or Foreign Relations, 2003. pg. 6.
12 The Rand Corporalion. “History and Mission™ (hitp://www.rand.org/about/bistory/y
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Similarly, winning the War on Terrorism will require unprecedented use of
America’s technology, broadeast, market research, and communications resources. In
order to best utilize those resources itis vital to insure the teamwork of the Starc
Department, Defense Department, othey government agencies, universities, and the
private sector. Tothis end. the Administration sheuld push for the creation of a private
scctor institution similarto RAND charged with gathering the information required by
the ULS, govemment to advance America’s position in the ideological aspect of the War
on Terror.

The mission of this “Corporation for Foretgn Opinion Analysis” (CFOA) would
be to use,the resources and capabilitics of the United States of Americato fully engage in
a long-term market research effort aimed at better understanding foreign public opinion.
It would be tasked with contracting with specialist firms around the world to listen, ask
question, and analyze foreign public opinion in a manner that is $imply nor done today.
There ave knowledge gaps with regard to issues of anti-American sentiment and this
institurion would be tasked with revievang all existing data plus contracting for any
ori ginal rescarchneeded to fill remaining knowledge gaps.”

Thers arc anwmnber of significant advantages w creating this corporation. First,
the corporation’ s )ndependence avoids creating bureaucratic fights over what budget the
money for foreign public vpinion research conies from, who controls the focus of the
research, and so forth. Second, CFOA would provide a useful product for consumption
across many areas of government — from the Broadcasting Board of Governors to the
National Security Advisor - and keeping it independent would allow its resources to be
used by a wide-array of interests. Finally, it would provide a method for coordinating
different aspects of government engagement with the rest ofthe world while still
mainiaining crucial separation between various entitics. That s, given how vital 1f is thut
public diplomacy be dillerentiated from public affairs, public relations, information
warfure, and psyops, ereating an independent corporation would allow each to continue 10

work corapletely in its own sphere while srill having access 10 research when necessary.

1 See the wstimony of Keith Reinhard, President of Buginess for Diplomatic Action, Inc.. before the Bouse
Subcommittee on National Security, Emerging Threats, and Intermational Relatjons (Aupust 23, 2004) for
un vavellent analysis of how America’s commutications expertite ¢an be upplied to the camniuenication
aspect of the War on Terror,
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Create a mechanismfur using CFOA

Because the U.S. government has 8o many official messengers, rhe need to have
all of them singing off the same sheet is especially dmpertant, Yet, over recént years,
public diplomacy coordination has deteriorated.* CFO.4 will provide the data that allows
America to both formulate a comprehmsive communications strategy and constantly
reevaluate and revise rhar suategy into rhe future. The U.S.govemmenr must creale a
mechanism by which it can utilize this information cffectively,

A vital first step is to make sure that someone is empowered with coordinating all
activities, behaviors, and messages $o that they ar¢ aligned with the U.8. government’s
overall communication strategy. The current Under Secretary of State for Public
Diploniacy position is clearly not this empowered individual as he or she lacks authority
over both budgets and personnel assignments, [t is also vital that this individual have the
ability to easily got information to the highest levels of govermment,

As such, a new staff position on the National Security Council should be created
and charged with coordinating the U.S, governments overall communications strategy.
This staff member would be charged with receiving information fimm CFOA and
disseminating it 1o policy mskers so that they ure aware of the effect a policy action will
have on foreign public opinion. This coordination docs not cwrently exist, As the 2004
report ofthe U.S. Advisory Commission on Public Diplomacy statcs, “Along with the

White House and the Department of State. nearly all government agencies engagein

2rhe former U.S, Information Ageney had aDirecter and senior staff that coordinated with other
government agencies, and 4 budget to accomplishits mission, ever, though itdeelined toward the end ofthe
Cold War, Moreover, a public diplomacy cocrdinalor position was staffed in the National Security Council
during the Reagan Administration. Since President Clinton 1ssued PDD 68 (Presidential Decision Directive
on International Public Information) April 30,1999, there has been no Presidential directive on public
diplomacy. The NSC terminated it in 2001 pending areview of U.S, public diplemacy policy, Since then,
the Departmient of Defense created and abolished the Office of Stategic Influeoce. The State Department

h a had two Under Seeretaries for Public Diplemucy with large gaps in service. In June 2002, the While
House created the Office of Globa! Cormunizations which keeps U.S. officials “on message,” but does not
Girect, coordinate., or evaluste public diplomacy activities. And inSeptember 2002, National Secwrity
Advisor Condoleeza Rive exiublished the Strategic Conpnunication Poljcy Conrdinuting Cowunilfee 1n
coordinate inter-agency activities, 1t reporredly met twice and has had liile impact, A small inter-agency
working group was created within the State Department Under Sceretariat for Public Diplomacy, but lacks
abudeet, contracting authority. sufficicntommunicativns support, and arention lrom State and other
Cahinet agency leaders. “Repont of the Defense ScicnceBourd Task Force on Strategic Communization,™

m 25, 26.
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some public diplomacy efforts. While a few stractures link federal officials, coordination
often does not extend to cmbassy practitioners.”

In order to keep all pans of the government bureaucracy moving towards the
same goal, a senior interagency group (SIG) shouldbe crcated that brings the NSC staff
member charged wirh rhe U.S.government’s foreign public opinion programs together
with the Under Secretary of State for Public Diplomacy, the Under Secretary of Defense
for Policy, representativesof USAID, all orher relevant members of the Exceutive
Branch, and other participants on a3 ad hoc basis. This formal consulting mechanism
would encourage closer cooperation among the various parties involved. Acting on the
information previded by CFOA, this 81G would allow the relevant Under Secretaries to
implement the government’s Jong-term communications strategy.

The NSC staff meinber would also be responsible for cnsuring that all .S,
government messengers arc given the information required Lo effeciively communicate
with their audiences, Something Similar to the daily ‘Talking Points from the Depurtrnent
of Defense Office of Public Affairs™ or “The Glohul Messenger’™ produced by the White
House Office of Globul Cumpunications should be disseminated to all U.S. government
messengers as well us information (hat is specific to particular audiences.! Thus, 3US.
government public diplomacy officerin the Republic of Korea should be given
instructions as to what infonnation the U.S. government communication strategy calls for
hint or her tocommunicate to young Korcans, old Koreans, businessman, opinion
makers, and s¢ forth. Once again, it is vital rhar cach ofrhese segmenis only be given
accurate information from the U.S, government, hut the style and tone of America’s
message must be finc-tuned for various foreign audience segments. Impuortantly, this fine-

tuning must be based on continuous research,

A Serious Commitment From the President
Regardless of how well-structured the U, S public diplomacy apparanis is,

however, it will only be effective if changing foreign public opinion is signaled asa

' 20M Report of the United States Advisory Commission on Public Diplomacy. pg. E.

M The effectivencss of these talking points would be drastically improved by comprehensive sudience
rescarch aliowing them (0 cxplain nor only what Americs wants to say, bul how it should be said as well a8
what questions audience sepments urownd the world are looking for America to answer, Further. it is
striking chat the Stute Depactinent docs not appear i praduce any daily wiking points.
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national sccurity priority by the President. Just as the President serves as commander-in-
chief of the United States military, he must similarly view himsclf as the lead spokesman
forthe United States to foreign nationals beyond foreign governmental leaders. This
commitment must be made not only through public statements and private consultation
and analysis within the Whitc Housc, but also in the President’s continuing contacts with
Depantment of State officials, including diplomatic Chicfs of Mission. It must be a
priority commitment that 3§ followed through on a day-to-daybasis and in each of the
President’s decisions, Foreign public opinion is no less important to American national

security than American public opinion 15 to an €lection.

Conclusion

While one might be understandably skeptical of a proposal for “further study™ of
a problem, in the case of altering foreign belicfs and behavior a short pause to hammer
our a comprchensive stralegyis'cm‘led for. The temptation of many in Washington =
including many who have written reports on how te revitalize public diplomacy = is to try
and rekindle the glory ycars of the Unjted States Information Agency (USIA) during the
Cold War. While USTA-type programs are important = and should be seen as vital
components of the War on Terrarism — itis far more important for the U.S. government
10 [utly understand and conceptudize a long-term conmmunications program with the rest
of the world. America needs to do more than broadcast our message to foreign audjences;
we need to listen to their complaints and respond to them appropriacely.

The framework Jaid out in this paper does just that. It starts with an intense stage
of information gathering where American government officials = wirh rhe help of the
privaic-scetor —evalnate all of the informarion currently available and procures whatever
otherinforrnation is needed to accurately and fully underscand foreign public opinion at a
specific point in time. This basclinc is then given (o policy makers. so prior policy can be
reevolunied and future policy evaluated in light of the benefits America gains and the cost
is may ormay nor have On foreign public opinion. Finthey, thisinformation is given to
American public diplomucy and public affsirs officials+ under the guidance of a newly
crested NSC staff member chairing a SIG = who use this information 1o craft an cffcctive,

informed, and tlexible communjcations effon for America.
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Finally, this dialogue between America and the rest of the world — and the
responsive framework cstablished that incorporates govemment and the private sector =
is seen a8 along-term commitment, The creation of & private institution charged with
constantly measuring foreign public opinion, the effectiveness of America’s message, and
the impact of Amcrican policy on foreign public opinion would give the U.S. government
the real-time information necessary for cffective communication with the rest of the
world.

As John Adams famously obscrved. “The Revolution was in the minds and hearts
of the people.” For a small, extremist segment of the world population vajues like
freedom and prosperity are meaningless. Yet the \ast majority of pcople around the globe
is more interested in sccurity for themselves and their families than war and destruction.
America has a pcaccful ressage and strives to be @ force for freedom and prosperity
around the world. Yet we are doing incredible harm to ourselves by not advocating for
oursclves effectively, As the 9/11 commission stated “If the United Stales does not act
aggressively to define itself in the Islamic world, the extremists will gladly do the job for
ws.”"® Richard Holbrooke put it best, “Howcan a man in a cave oul communicate the
world's leading communjcations society?”!?

Americun national securily requires that we. harness the wealth of resources we
have available to commumcate with the rest of the world. We must speak and listen 10 rhe
rest of the world clearly, accurately, and effectively. If we do so, we will prevail.

15 Nauonal Commission on Temorist Attacks on the United Stares. “The 9711 Commission Report,” pg.
377,
1 Richard Holbrooke, “Get the Message Qut,” Washingron Post, Oct. 28, 2001, . B7
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FROM: Assistant Secretary of Defense for International Security Affai
(Peter W. Rodman, (B)(B) ﬁr( D2 MaR 2005

SUBJECT: Strategic Communications Paper (SD Snowtlake)

« You asked for Policy’s thoughts on the Strategic Communications Paper submitted by
Joe Duffey, Ed Feulner, and Lew Manilow.

* The general premise is that the more we know our audience, the more effective we
will be in communicating with it.

« The paper recommends increasing funds for foreign opinion research and polling, and
establishing a government-tfunded private sector institution to conduct this research,

« The paper points out that no one in the USG 18 “empowered with coordinating all
activities, behaviors, and messages so that they are aligned with the U.S. government’s
overall communication strategy.”

= The paper recommends a new staff position on the National Sccurity Council to do
this.

« The paper points to real problems. But this cannot be solved until we have answered
the larger question of how to conduct public diplomacy. Until that larger question is
resolved

[t is not clear that we need a new government-funded corporationto do an
increased amount of forcign opinion rescarch,

- Tt mightbe just as effective to increase the funding (currently around $6 million)
of the State Department’s Bureau of Intelligence and Research.

The paper’s emphasis seems to be on reacting, not on setting the agenda.

= Itisnot clear that the new NSC position would have the exceutive authority to do
the job.

Bottom Line: The findings and recommendations of this paper are very similar to the
Defense Science Board’s recommendations on strategic communications.
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it and let me know what you think.

Thanks.

Attach.
11/2/04 Private Report to the Sceretary of Defense

DHR:ss
112204-5

Please respond by M 1o foy

RS0 05203 -05
T
11-L-0559/0SD/30604



NOV-15-04 14:48 FROM:HERITAGE FOUNDATION m:i(b)(s) PAGE

Private Report to the
Secretary of Defense

Submitted Respectfully by:
Joseph Duffey
Edwin J. Feulner, Jr.
Lewis Manilow

November 2004
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Executive Summary

Towin the War on Terror, rhe United States must capture, Kill, or deter more
terrorists than ourextremist allies can win over to their side. Moreover, it is crucial that
we convinec a significant number of people to be actively on our side. As such, the
challenge of shaping the opinions and bechaviors of foreign publics is a vital and central
component of the War on Terror. Dozens of studics offering presciiptions for the
deficiencies in America's foreign commumcation effort have already been produced.
This paper does notseek to add to this cacophony of voices. Rather, we present two
substantial and vital recommendations, which will allow Amcrica to bring to bear the full
Foree o the greatest communications society in the history of the world to the challenge
of shaping hearts and minds and changing viewpoints in the War on Terror.

it is important to note from the staxt, however, that any attempt at changing the
aifitudes and behaviors of farcign publics towards the United Stares is futile unless it
enjoys the full support of the President. Just as the President serves as commander-in-
chief of the United States military, he must similarly view himself as the lead spokesman
for the United States to the citizens of forcign nations beyond foreign gevernment
leaders. This role must be a priority commitment (hal is followed through on a day-to-day
basis and is an integral component of each of the President's decisions,

In order to comunupicate with foreign publics in a manner that changes attitudes

and behavior towards America. the United Stares government should

1) Establish g Corporation for Foreien Opinion Analysis

OBJLECTIVE: Listen, ask questions, and analyzc fercign public opinion

as well as test the effectiveness of various USG messages.

It is stariling how Jitle the ULS. goveymnent (USG) curcently engages in public
opinion polling and how irzelevant much ¢f the rescarch it does do is. An effective public
diplomacy effon must monitor how the opinions of various demographic groups are
changing over time and then inform policymakers of these changing sentiments. By

listening to the opinions of various groups and tailoring Our message and = ¢ an

11 -L-05§?{OSD/30606
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appropriate 'degree = our policies to the information they are giving us, we can truly
cngage in a dialogue with the rest of the world.

Winning the War on Terrism will require unprecedented use of America's
technology, broadcast. market research, and communications resources. Tothis end, the
Administration should establish a private sector institution similarto RAND charged with
gathering the information required by the USG to advance America’s position in the
communications aspect of the War on B,

The mission of this “Cotporation for Foreign Opinion Analysis” (CFOA)will be
to usc the resources and capabilitics of rhe United States of America to fully engage in a
long-term market rescarch effort aimed at better understanding forcign public opinion. It
will be tasked with contracting with specialist firms around the world to listen. ask
questions, and analyze forcign public opinion in a manncr that is not being done today. as
well as test the cffectiveness of various USG messages. Crucially, CFOA would only
provide the research product = coordination of messuge and broad sirategic decisions
must be made through the National Security Council, the Deparments of State and

Defense, and relevant agéncies.

2 ) Prepare the Government Bureaucraey o Apply Information
OBJECTIVE :Provide senior policy makers with immediate input so they
are aware of the effect an impending policy aclion or statement

will have on foreign public opinion.

Because the 118G has so many official messengers, the need to have all of them
singing off the same sheet is cspecially important. CF0.4 will provide the datathat
allows America to both formulate a comprehensive communications strategy and
constantly reevaluate and refing the U.S. government’s message inrothe future. The USG
must create a mechanism by which it can utilize this informalion cffectively.

As such, a new staff position on the National Sccurity Council should be created
and charged with coordinating the U.S. government’s overall communicaiions strategy.
This staff member would be charged with providing senior policy makers with immediate

input based onn CFOA cara so that they are aware of the effectan impending policy action
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or statement will have on foreign public opinion. Funher, a senior interagency group
should be created that brings the NSC statf member charged with the U.S, government's
foreign public opinion programs tegether with the Under Secretary of State {or Public
Diplomacy, the Under Seeretary of Defense for Policy, representatives of USAID. all
other relevant members of the Executivebranch, and other participants on an ad hoc
basis.

A dialogue between America and the 1es( of the world must be seen as a long-
eI commitment central to America’s vital national interest. The creation of a private
institution, performing government contruct work, charged with constantly measuring
foreign public opinion, the effectiveness of America’s message, und the impact of
American policy on foreign public opinion would give the USG the real-time information
necessary foreffective communijcation with the rest of the world. Further, bringing public
diplomacy1o the highest level of NSC &liberation will ensure that we communicate our

message more effectively in the future.
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Introduction

Shortly after the American Revolution, John Adams was asked who supported it
and who didn’t. He said about a third of the population had supported it: about a third had
opposed it; and about a third was waiting 10 see who won. Tn many ways, rhis is the
situation America is fuced with today in the court of world opinion = and of particular
importance 1n the Arab and Muslim World. The scorecard in the War on Tmor, however,
isnot simply one of battles or cusuulties. The simple (in theory) challenge of the War on
Terror is to capture, kill, or deter more terrorists than our extremist adversaries can win
over to their side, As such, the communications challenge of shaping the opinions and
behaviors of foreign publies is a viral and central component of the war,

Asthe 9/11 commission bluntly stated, *Fhe small pevcentage of Mushims wha
are fullv committed to Ussma Bin T.adin's version of Tslam are impervious to
persuasion.“" To win the War on Tenor, America nceds a strony policy aimed at
increasing the ranks of our supporters, decreasing the all percentage of Muslims who
are “jmpervious to persuasion.” and impacting those who, while not actively supportive
of extremists. have sat on the sidelines due 10 resentment of America, Put bluntly,
America needs 1o cmbark on a long-term project to improve her standing in the public
opinion of individuals in othes nations around the world,

There have been a number of recent studies looking at rhe problem of public
diplomacy. All have acknowledged a problem exists and there is significant agreement
that there must be refoim of the U.S, government’s public diplomacy infrastructure. ® Yet
just ag the War on Terror has required arethinking ofmany aspects of Amencan foreign
policy. it similurly justifies a strategic reevaluation of our publje diplomacy cfforts,
Changing forcign public opinion is not simply a matter of allocating more T€80UICeS Or
reshuffling burcaucratic boxes, Rather, the U.S, govemnment nceds to consideral
available tools of public diplomacy = old and new = and how they can be properly

1argeted at varjous audiences in order to reach them effectively.

! National Commission on *Terrorist Attacks on the United States, 'The9/11 Commission Report.” pg. 375.
? Studies by The Heritage Foundation (including Heritage Backprounder L6435 as well as a section in the
2005 Mandare for Lewdership), The Brookings Insttution, The AmericanEnierprise Insitute, The Council
on Foreign Relations. and the Center forthe Study of the Presidency?along with the U.S. Agvisor!  Group
an Public Diplomacy (ar the Arab and Muglim World have all come IC the same conclugion that there jsa
need to improve Iskamic world pereeptions of the United States and that there i insdequate structase 1o the
.S, public diplomacy effatt,
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This project mst be whole-hearted)y embarked upon by the Administration not
beeausc it will play well in the American media or because of a philosophical
commitment to Wilsenian mulilateralism. Rather, it is a challenge that lies at thevery

corc of America’s own vital nationa! interest,

I. How America Is Viewed Abroad

America’s standingin the rest of the world has taken a beating in recent years. In
the Republic o Korea, for example, 50%cf respondents to a pell taken by the Pew
Research Center in May 2003 have anegative view of the Unjled States. Thisnegative
view of the U.S., however, is sharply divided based on the respondent’s uge: only 30% of
respondents over 30 had a negative view of the U.S. while 71 % of respondents between
the ages of 18 and 29 view America unfavorably.” This stark contrast suggests that older
Koreans are perhaps mor¢ cognizant of the North Korean threat — and. therefore. look
more favorably on the sccurity provided by the United States ~ than the younger
generution, and that older Koreans rememberthe shared sacrifices of the United States
and South Xorea in the 1950,

Arncerica’s standing is also highly negative in the. Arab and Muslirn World. A
Zoghy Intemational Poll taken in March 2003 finds only 14% of Egyptians, 119 of
Jordanians, 9% of Moroccans, 2% of Saudis. and 11% of citizens of the United Arab
Emirates hold a favorable view of the United States.

These numbers are particular)y shocking in light of the {act that in that same
month Zagby found strong similarities between the citizens ofthe Arab World and
Americans. Arabs, for example, list “Quality of Work,*”Family?”and “Religion” as the
three most important concerns of their personal life; Americans list "Family,” “Quality of
Work,” and "Friends” as their three most important values. “Foreign policy,” seen by
many as animportant cause of the straincd view many Arabs hold of the United States, is
only the eighth mostimporiant concern for Arahs,

In addition to sharing values on 3 personal Jevel. Americans and Arabs sharecorc
political values. 92% of respondens in Turkey, 92% in Lebanon. 53% in Jordan, and

797 in Uzbelistan and Pakistan feel it is important to be able to criticize their

> *Yuteraational Public Coneern About North Xorea," The Pew Research Center. Auzust 22, 2003,
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government. There 1s also strong support among Arabs forhonest elections, a fair judicial
system. and freedom of the press.* The question these statistics beg is: “Why, given the
amount we have incommon, isthe United States scen in such anegative light in the rest
of the world? While each of us could come up with a number of answers10 this question
—some of which might even prove accurate = the best way to reverse this troubling irend
of ant-Americanism is to comprehensively study the question and formulate policy based
on accurate, scientific data, Collecting these data 18 a crucial first step towards engaging

the rest of the world in a public diplomacy dialogue.

11. If1t Isn't Measured, It Won't Be Improved

It is startling how little the U.S. government currently does by way of public
opinion polling. According to the Council on Foreign Relations, the U.S, government
only spends $5 million annually on rhis type of analysis.s Further, much of the research
the U.S. government does fails to address important questions. For cxample. The
Washington Post hus reported on » draftreport preparerd hy the State Deparfment’s
inspcctor general on the effectiveness of Radio Sawa, o key organ of the United States

government's Middle East public diplomacy effort:

The draft report said that while Radio Sawa has been promoted as a "heavily
researched broadcasting netwark,* the research concentrated primarily ar
gaining audience sharc, not on measuring whether Radio Sawa was influencing
its audicnee. Despile the larger audiences, "it is dilficult to ascertain Radio
Sawa's impact in countering anti-American views and the biased state-run media
of the Arab world," the draft report said.”

Comprehensive research into how foreign audiences feel abowt America, specific
American policies. and how the United Stares can best change aittiudes and behavier

needs to be condueted.” Doing so wovld require 8 significantinerease to the miniscule

Hady Amr, "The Nezd B Communicate: Hour Tu Improve US, Public Diplomacy wirh the Islamic
World."" The Brookings Iisrization, January 2004,

Y2004 Report of the United States Advisary Commission on Public Diplomacy, pe. 6.

§ Glenn Kessler, 'The Rofe nf Radio Sawa in Mideast Questioned.” The Washingior Post, Ocinber 13,
2004, page Al12, The draft repot was leaked to the Pasr by a soureé who raid he feared that the inspector
meneral’s office wus buckling under pressure and would water down the conclusions.

U8, foreign opinion polling and analysisis fragmented and poorly focused. Senior State Depariment
nanazers moved USIA's Office of Rescarch and Media Reaction out of the public diplomacy hierarchy
when the agency was folded into the Department in 1999, Today, it sits 1 the Bureaw of Intelligence and
Research (INR} where it cantribnes more i02)1-somree intzl)igence reports than to strategic COTMUNICAtion
ettorts. ‘I'he Broadeasting Board of Gevernors has contracté with Intermedia, a private firm, which conducts
surveys Of audience share, The Foreign Broadeast Information Service (FBLS) collects and assesses prin,
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budget public diplomacy rescarch currently receives. This investment is cssential to
building an effective program.

An effective public diplomacy effost would monitor how the opinions of various
demographic groups are changing over time and would inform policymakess of these
changing sentiments. Public diplomacy experts have long sought to have public
diplomacy present at the “takeoff’as well a8 the “crash landing” of American policy.
Rather, public diplomacy shouldbe seen as a crucial component of the aircratt itself.

Al its best, information gathered by public diplomacy researchers would be
passed along to policymakers in relevant agencies. As a result, palicymakers would be
awarg of the implications of policy decisions and statements on foreign public opinion
and public diplomacy officers would be able to honestly inform foreign publics that their
opinions were considered — ifnot always agreed with — inthe formation of American
policy.

Clearly. American officials should be making public policy decisions based on
America’s vital national interest; they should, however, recognize that it1s conccivable
the benefits of a policy might in fact be outweighed by the negative impacr that policy
has on foreign public opinion. Informing policymakers of how an issue will “play” in
forcign public opinion can help them determine whether a seemingly beneficial policy
will unintentionally create more terrorists than it deters, capturcs, or kills.

Up-to-date information on foreign publics is not only important for policy makers,
but alse forpublic diplomacy officers. With a Wide varicty of tools at their disposal -
from visas to speeches, advertiserments to interviews, and so forth —information about the
people with whom they dre communicating can only help public diplomacy officers in
applying the comect tools to the correct audience at the right time and in the right
proportion. In this way, public diplomaey rescarch allows for a dislogue between
America and the rest of the world by sveking feedback from foreign avdicnce. Public

diplomacy is not just about getting our Inessage out, bur also listening to the sentiments

radio, TV, and Internet-based publications. Somc .5, Embassics. individual mUnary commands. and the
C)A also engage in Jimjted opinion and media research. None of dhese products are combined and analyzed
inways forpoﬁcymakafs 10 use, Many dre available to restricted user sets, Collecijon takeg precedence
over gnalysis and “issue of the Jay” palling oftan trumps media copient and rrend assessmenls. See the
“Report of the Defense Science Biyard Task Force on.Suatepie Cammunication,” Office of the Under

¢ceretary of Defense for Acquisition. Technology, anid Lagisties, Washinglon, DC. September 2004, p, 2¢-
27,
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of foreigners. By incorporating a serious research component into the overall public
diplomacy effort of the U.S. gevernment, we can truly engage in 3dialoguc with the rest
of the world, It is a dialogue that has been ignored fortoo long.

IJ1. A Serious Reevaluation of Public Diplomacy in the Wer on Terror

The U.S, governmentmight be well-advised te rememberthe words & MJT
professor Norbert Wicner, who said "Inever know what ¥ say until I hear the response,”
This is cenainly not the case for the U.S government, which consisiently fails o atempt
10 research the reasons for anti-Americanism abroad or to use research in formulating a
clear communication strategy that engages foreign audiences in a dialogue. As the
General Accounting Office found in its 2002 analysis of the Statc.Depariment’s public
diplomacy effons, '"State Lacks a Strarcgy for Public Diplomacy Programs.”" America is
the best in the world at market rescarch = itis a crucial part of domestic politics = but we
are notably uninformed about audiences abroad. Changing this situation must be an
immediate priority of the U.S. government.

In trying to improve Amesiea’s standing in the eyes of the rest of the world
American public diplomacy officers need 1o understand that public opinion cannot be
chunged either solely on the basis of reason nor solely o the basis of emotion. Rather, it
requires the foundation of reason 10 persuade pcople and the associated emotional
relevance 10 motivate their decision-making and bchavior. Further, the bottom line of
public diplomacy ought to be changing the attitudes and behavior of foreign publics. If
the md productof a particular program is only a change in mental state, it is not effective
public diplomacy.

Underlying this change in behaviors is an cschange process beiween the U.S.
(including rhe U.S. government ag well as the private sector) and foreign sudiences. To
be successful, foreign audiences must belicve that the ideas advocared by rhe United
States are better than any reasonable altemative ~ including world views promoted by
their governments, other segments of the population they are ¢xposed to, and extremists
who can often be quite persuasive. This relationship between the United States and

foreign audiences can only be cultivated if the United States pursucs a broad strategy that

0.5, General Aecountng Office, "U.S. public Diplomacy,” Septamber 2003, pg. 13
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identifies what audiences we are trying to persuade and what tools we have ar our
disposal t© atrempt to influence these audiences as well as how and when these tools
should be utilized,

In order to convinee forcign audicnces to support America’s vision of freedom
and prosperity under the rule oflaw (or, at the very least. oppose extremist visions of
death and destruction), we must begin by identifving the different segments that exist
around the world rhat we are trying to persuade. That is, a one-size-fits-a}] public
diplomacy effort is less likely te be successful than onc that recognizes that the
arguments that ar¢ successful in the Muslim world might be different from the persuasive
arguments we should highlight in Asia. Further, we might package our message
differentlyto one religious or cthnic group within a country than we would another

group, The same could be true tor different age groups = older Koreans who remember

the Korean War, for example, will be persuaded by a different message than their

vounger countrymen who only know of the war from distorted history books accounts.

Crucially. this docs not mean America should be delivering contradictory
messages to different groups. Not only does delivering false messages or propaganda go
agajnst many of the basic principles our country stands for, but alse it would be unwise
from a practicel standpoint, as audiences worldwide would quickly catch on to any
contradictions. Rather, America should simply recognize that owr message should be
deljvered disterently to different groups.

To spread our message, the U.S. government should employ all available tools of
public diplomacy. This"would includc utilizing the President, the Sceretary of State, and
other Cabinet officers and scnior government officials as well as Americans in the private
sector, including teachers, students, journalists, business people, and so forth, These
“public diplomacy ambassadors” can speak to forcign audiences using a varicty of
promotional tools such as advertisements, specches, interviews, lectures, and educational
exchanges. The key is for the U.S. government to invest in the research nccessary to
cffectively pair a message with a messenger and a medium.

The U.S.govemment should also not be hesitant to use the private scctor in doing
rescarch into forcign audiences und their reactions to the ‘United States; As an

Independent Taskforce sponsored by the Council on Foreign Relations noted in 2003:
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The “U.,Sprivate sectorleads the world in most of the key strategic areas required for
cffective public diplomacy: technology. film and broadcast, marketing rescarch, and
communications,”” Ultimately, cffective communication with the rest of the world will
require not only the tools of traditional government-run public diplomacy (though these
tools will remain vital), but also the resources and expertise of the Amencan private

sector

1V. Intarporating Research Into the US Government Bureaucracy

A vital part of this new framework forengaging the public opinion aspect of the
War on Terror is making sure that American policy mskers and advocates have the mos!
accurate and up-to-date information about foreign audiences available to them at all
times. Doing so requires two important actions from the Administration that will 2llow
the U.S. government to bring the best work of the American public and private sectors 1o
bear in the right to shape the attitudes and behavior of forcign publics.

The 1.5, Government should create anindependent foreign public opinion instirution
At the conclusion of World War I, the Commanding General of the Army Ajv
Force, Hap Arnold, wrote o Secretary of War Henry Stimson:

“During this war the Army, Army Air Forces, and the Navy have made
unprecedented use of scientific and industrial tesources. The conclusion is
inescapable that we have. not vet established the balance necessary 10
insurc the continuance of teamwork among the military, other government
agencies, industry, and the universities, Scienific p]annin% must be years
in advance of the actual rescarch and development work.”

Out of this understanding of the importance of tcchnology research and development for
success on the battlefield, representatives of the War Depnrtment, the Office of Scientific
Research and Development, and privare industry estahlished Project RAND, the
precursor of today’s R ATD Corporation. The Ariicles of Incoyporation Bluntly set forth
RAND's purpose: “Tofurther and promote seientifie, educational. and charitable.

purposes. all for the public welfare and secwity of the United Stares of America.”’

? Poter G.Peterson, ctal., “Finding America’s Voice: A Strategy fur Reinvigorating ULS. Publie Diplomacy
Toward the Middle East”, T'he Council on ForeignRelations, 2003, pg. 6.
1% The Rand Corporation, “History’ and Mission” (http://www.rand .orgiabout/history)
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Similarly, winning the War on Terrorism will require unprecedented use of
America’s lechnology, broadcast, market research, and communications resources, In
order to best utilize those resources itis vital to insure the teamwork of the Stare
Depanment, Defense Department?other government agencics, universitics, and the
private sector. To this end. the Administration should push for the creation of a private
sector institution similarto RAND charged with gathering tbe information required by
the U.S. govermment 1o advance America’s position in the ideological aspect of the War
on Terror,

The mission of this "Corporation for Foreign Opinion Analysis™ (CFO A) would
be to usethe resources and capabilitics of the United States of America to fully engagein
a long-term market research effort aimed at better understanding foreign public opinion.
1t would be tasked with contracting with specialist firms around the world to listen, ask
question, and analyze foreign public. opinion in a manr.er that is simply not done Today.
Thure are knowledge gaps with regard to 1ssues of anti-American sentiment and this
institution would be tasked with reviewing all existing data plus contracting forany
original research needed to fill remaining knowledge gaps.”

There a n a number of significant advantages to creating this corporation, First,
the corporation’s independence avoids creating bureaucratic. fights over what budget the
money for foreign public opinion yesearch comes from. who ¢ontrals rhe focus of the
rescarch, and so forth, Sccond, CFOA would provide a uscful product for consumption
across many «reas of government = from the Broadcasting Board of Governors to the
National Security Advisor = and keeping it independent would allow its resources to be
used by a wide-arvay of interests. Finally, it would provide a method for coordinating
different agpects of government engagement with the rest of the world while still
muintaining crucial separation between various entitics, That 1s, given how vital 3t is that
public diplomacy be differentiated from public affairs, public relalions, information
warfure, and psyops, creating an independent corporation would allow each to continue {0

work completelyn its own sphere while still having accessto research when necessary.

11 Sea the testiany of Keith Reinhard, President of Eusinesy for Diplomatic Action. Inc., before the House
Subcommittee on National Security, Emereing Threats, and International Relations {Augast 23, 2004} for
am execllem analysis of bow America's commumncakions expertge ¢can be applied to the communication
agpect of the War on Terror,
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Create a mechanismfor using CFOA

Because the U.S, government has $0 many official messengers, the need to have
aff of them singing off the same sheet is especially important. Yet, over recent years,
public. diplomacy coordination has detcriorated. ' CFOA will provide the data that allows
Amterica to both formulate a compreliensive communications strategy and constantly
reevaluate and revise that strategy into the future, The U.S.government must create a
mechanism by which it can utilize this information effectively.

A vital Firststep is to make sure that someone is cnpowered with coordinating all
activities, behaviors, and messages 50 that they arc aligned with the US. government's
overall communication strategy. The current Under Secretary of State.for Public
Diplomacy position is clearly not this empowered individual as he or she lacks authority
over both budgets and personncl assignments. It is also viral rhat this individual have the
abilily o easily get information to the highest levels of governrent.

As such, anew sraff position on the Nationa] Security Council should be created
and charged with coordinating the U.S. govemments overall communications strategy.
This staff member would be charged with receiving information from CFOA and
disseminating it to policy makers so that they are awure of the effect a policy action will
have on foreign public opinion. This coordination does not currently exist. As the 2004
report of the U.S. Advisory Cammission on Public Diplomacy statcs, " Along with the

White Housc and the Department of State, nearly all government agencies engage in

" The former ULS. Infrmation Ageney had a Director and senior sraff rhat coordinated with othes
government agencies. snd abudget 1o accornplish its mission. even though it deelined wward the end of the
Codd War. Morcover. a public diplomacy coordinatar posivon was stalizd in the Nationa) Security Conneil
during the Reagun Administration. Since Pregident Clinion issucd PDD 68 (Presideniial Decision Directive
on Imermational Public Information) April 30, 1999, there has been no Presidennial directive on public
diplomacy. The NSC ierminated it in 2001 pending a review of U.S. public diplomacy policy, Since then,
the Departmest of Defense created and abolished the Officect Suaicgic Influence. The Siate Department
hus had two Under Secretarias for Public Diplomacy with large gays in service, InJune 2002, the White
House ¢reated the Office of Global Communications which keeps \LS. officials “on message,™ but doer not
direct, coordinate. or evalugie public diplomacy sctivities, And in September 2002, National Secaity
Advisor Condoleeza Rice exiublivhed the Strategic Communication Policy Coordinaing Comumitfee to
coordinate iner-sgency aclivities, 1lreponedly wet twice and has had liitle impact. & small infer-agency
working group was created within the State Departinent Under Scareiariat for Public Diplomucy, but {acks
abudgcl, coniacting authority, suificient communicatiung support, and attention from State and other
Cabinet sgency leaders. “Repost of the Defense Science Beard Task Force on Strategic Communication,”
25, 26.
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some public diplomacy efforts, While a few stroctures link federal officrals, coordination
often does not extend to embassy practitioners.”’

In arder to keep all parts of the government bureaucracy moving towards the
same goal, a seniorinteragency group (SIG) should be ercated that brings the NSC staff
member charged with the U.S8. government's foreign public opinion programs together
with the Under Secretary of State for Public Diplomacy, the Under Secretary of Defense
for Policy, representatives of USAID, al) orher relevant members of the Exceutive
Branch, and other participants on ay ad hoe basis, This formal consulting mechanism
would encourage closer cooperation among the various parties involved. Acting on the
information provided by CFOA., this $1G would allow the relevant Undn Secretaries to
implement the government’s long-tcrm communications strategy,

The NSC staff member would also be responsible for ensuring that all U.S.
government messengers are given the information required to effectively communicate
with their audiences, Something similar to the daily ‘Talking Points fixam the Depuriment
of Defense Office of Public Affairs™ or “The Global Messenger” produced by the White
House Office of Global Corruniunications should be dissexninated to all U.S, government
messengers as well as information that is specific to particular audiences, Thus,a (LS.
gouvernment public diplomacy officer in the Republic of Korea should be given
instructions as o what ipformation the U.S. government communication stizategy calls for
lym or her to communicate to young Korcans, old K orea, businessman, opinion
makers, and so forth. Onee again, it is vital hal cach ofrhese segments only be given
accurate information from the U.S | government, bt the style and tone of America’s
message must be finc-tuned for various foreign audience segments. Importanidy, chis fine-

tuning must be based on continuous research,

A Serious Commitment From the President
Regardless of how well-structured zhe U.S. public dipiomacy appérams is,

however, it will only be effective if ¢changing foreign public opinion is signaled 4s a

12004 Report of the United States Advisory Commission an Publie Diplomacy. pg. E.

1 The eftectiveness of thesc talking points would be crastically improved by comprehansive audience
rescarch allowing them to explain nor only what Americd wants 1o say, but how (€ should be said as well 2
what questions audience seyments uround the world air locking for America to answer, Further, it is
striking that the Staie Deparuneat docs nst appear 1o praduce any daily tatking points.
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Finally, this dialogue between America and the rest of the wodld = and the
responsive framework cstablished that incorporates govemrnent and the private scctor =
i seen as a long-term commitment. The creation of @ private institution charged with
constantly measuring foreign public opinion, rhe effectiveness ol America's message, and
the impact of American policy on foreign public opinion would give the U.S. government
the real-rime information necesgary for cffective communication with the rest of the
world.

As John Adams famously observed, "TheRevolution was in the minds and hearts
of the people.” For a simall, extremist segment of the world population values like
freedom and prosperity are meaningless. Yet the vast majority of pcople around the globe
is morc interestec in security for themselves and their families than war and destruction.
America has a pcaceful message and strives to be a force for freedom and prosperity
around the world. Yet we are doing incredible harm to ourselvesby not advocating tor
oursclves effectively. As the 9/11 commission stated: "If the United States does not act
aggressively to defineitself in the Islamic world, the extremists will gladly do thejob for
ug.”" Richard Holbrooke put it best, “How can a man in a cave out communicate the
world's leading communications society?”"!

Americun rulional security requires that we.hamess the wealth of resources we
have available to communicate with the rest of the world. We must speak and lisren 10 the

rest ofthe world clearly, aceurately, and effectively. If we do so, we will prevail.

" National Commission on Terrorist Attacks on the United Stater, "The 9/11 Commissior. Report.” pg,
377,

2 Richard Folbrooke, “Get the Message Out.” Tvashingron Post, Oct. 28, 2001, p. B7
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FOR: SECRETARY OF DEFENSE

FROM: Assistant Secretary of Defense for International Security Affaiys N\
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(Peter W. Rodman,

SUBJECT: Strategic Communications Paper (SD Snowflake)-

You asked for Policy’s thoughts on the Strategic Communications Paper submitted by
Joe Duffey, Ed Feulner, and Lew Manilow.

* The general premise is that the more we know our audience, the more effective we
will be in communicating with it.

* The paper recommends increasing funds for forcign opinion rescarch and polling, and
establishing a government-funded private sector institution to conduct this research.,

« The paper points out that no one in the USG is “empowered with coordinating all
activities, behaviors, and messages so that they are aligned with the U.S. government’s
overall communication strategy.”

= The paper recommends a new staff position on the National Security Council to do
this.

* The paper points to real problems. But this cannot be solved until we have answered
the larger question of how to conduct public diplomacy. Until that larger question is
resolved:

©Ttis not clear that we need a new government-funded corporation to do an
increased amount of foreign opinion research.

© It might be just as effective to increase the funding (currently around $6 million)
of the State Department’s Bureau of Intelligence and Research.

© The paper’s emphasis seems to be on reacting, not on setting the agenda.

© Ttisnot clear that the new NSC position would have the executive authority to do
thejob.

Bottom Line: The findings and recommendations of this paper are very similar to the
Defense Science Board’s recommendations on strategic communications.
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T0: Paul Wolfowitz
GenDick Mexs
Larry Di Rita
Doug Feith
FROM:

SUBJECT: Strategic Communications Paper .

Attached is a paper that was prepared at my request. It resulted from a dinner I
had with the three authors, Joe Duffey, Ed Feulner and Lew Manilow. Please read

it and let me know what you thirk.

Thanks.

Attach.
11/2/04 Private Report to the Secretary of Defense
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Private Report to the
Secretary o Defense

Submitted Respectfully by:
Joseph Duffey
Edwin J. Feulner, Jr.
Lewis Manilow.

November 2004
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Executive Summary

To win the War on Terror, the United Stares must capture, Kill, or deter more
terrorists than out extremist allies can win over to their side. Moreaver, it is crucial that
we convince a significant number of people to be actively on our side, As such, the
challenge of shaping th¢ gpinions and bchaviors of foreign publics is a vitzl and central
componant of the War on Tmor, Dozens of studics offering prescriptions for the
deficiencies in America's foreign communication effort have already been produced.
This paper does nct seek to add to this cacophony of voices. Rather, we present two
substantial and vital recommendationg, which will allow Amcrica fo bring, to bear the full
force of the greatest communications society in the history of the world to the challenge
of shaping hearts and minds and changing viewpoints in the War on Terror.

It is important to note from the start, however, that any attempt at changing the
attitudes and behaviors of forcign publics towards the United States /s futile unless it
enjoys the full support of the President, Just as the President serves as commander-in-
chicf of the United States military, he must similarly view himself as the lead spokesman
forthe United States to the citizens of foreign nations beyond foreign government
leaders. This role mast be a priority commitment that is followed through on a day-to-day
basis and is an integral component o f cach ofthe Presidet's decisions.

In order to comumunicate with foreign publics in a manner that changes attitudes
and behavior towards America, the United States government should:

OBJECTIVE: Listen, ask questions, and analyze forcign public opinion

as well as test the effectiveness of various USG messages.

It is startling how Jitde the U.S. govesnment (USG) currently engages in public
opinion polling and how irrelevant mach of the rescarch it does do is, An effective public
diplomacyeffart mst monitor how the opinions of various demugraphic groups are
changing over time and then inform policymakers of these changing sentiments. By
listening to the opinions of various groups and tailoring our message and ~ 10 an
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appropriate 'degree = our policies to the information they are giving us, we can truly
engage in a dialogue with the rest of the world.

Winnimg the War on Tetxedam will require unprecedented use of Arerica's
technology, broadcast, market research, and communications resources. To this end, the
Administration should establish a private sectorinstitution similar to RAND charged with
gathering the information required by the USG (o advance Arerica's position in the
communications aspect of the War on Terror.

The mission of this "Corporation for Foreign Opinion Analysis" (CFOA)will be
to use the rzsources and capabilities of the United States of America to fully engage in a
long-term market rcscarch cffort aimed at better understanding forcign public opinion. It
will be tasked with contracting with specialist firms around the world to listen, ask
questions, and analyze foreign public opinion in a manncr that 1s not being done today. as
well as test the effectiveness of various USG messages. Crucially, CFOA would only
provide the rescarch product = coordination of message and broad strategic decisions
must be made through the National Security Council, the Departments of State and

Defense, and relevant agencics.

2) Prepare the Government Burcaucracy o Apply Information

OBJECTIVE: Provide senior policy makers with immediate input so they

are aware of the effect an impending policy action or statement

will have on foreign public opinion.

Because the USG has so many official messengers, the need to have all of them
singing off the same sheel is especially imponant. CFOA will provide the data that
allows America to both formulate a comprehensive communications strategy and
constantly recvaluate and refine the U.S. government’s message into the futurc. The USG
must create a mechaniam by which it can utilize this informalion effectively.

As such, 3 new staff position on the National Sccurity Couneil should be created
and charged with coordinating the U.S. government's overall communications strategy.
This staff member would be charged with providing senior policy makers with immediate
input based on CFOA data so that they are aware of the effectan impending policy action

11-L-0559/0SD/30625
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or statement will have on toreign public opinion. Further, a senior interagency group
should be created that brings the NSC staff member charged with the U.S. government’s
foreign public opinion programs together with the Under Secretary of State for Public
Diplomacy, the Undcr Secretary of Defense forPolicy, representatives of USAID, all
other relevant members of the Executivebranch, and orher participantson an ad hoc

basis.

A dialoguebetween America and the rest of the world must be seen as a long-
\erm commitment central to America’svital national interest. The creation of a private
institution, performing governmentcontract work, charged with constantly measuring
foreign public opinion, the effectiveness of America's message, and the impact of
American policy on foreign public opinion would give the USG the real-timeinfomation
necessary for effective communication with the rest of the world, Funher, bringing public
diplomacy to the highest level of NSC deliberation will ensure that we communicate our

message more effectively in the future,
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Introduction

Shortly after the American Revolution, John Adams was asked who supported it
and who didn’t. He said about a third of the population had supported it; about a third had
opposed it; and about a third was waiting to see who won. In many ways, thisis the
sitwation' Amcrica is faced with today in the court of world opinion = and of particular
importance in the Arab and Muslim World. The scorecard in the War on Terror, however,
is not simply one of battles or casualties. The simple (in theory) challenge of the War on
Terror is to capture, kill, or deter more terrorists than our extremist adversaries can win
over to their side, As such, the communications challenge of shaping the opinions and
behaviors of foreign publies is a viral and central component of the war.

As the 9/11 commission bluntly stated, *“Ihe small percentage of Muslims who
are fully committed to Usama Rin T.adin's version of Tslum are impervious to
persuasion.’” To win the War on ‘Tetror, America nceds a strong policy simed at
increasing the ranks of our supporters, decreasing the small percentage of Maslims who
are “impcrvious to persuasion,” and impacting chose who, while not actively supportive
of extremists, have sat on the sidclines due 1o resentment of America. Put blundly,
America needs 10 cmbark on a long-term project to improve her standing in the public
opinion of individuals in other nations around the world.

There have been a rber of recent studies looking at the problem of public
diplomacy. All have acknowledged a problem exists and there is significant agreement
{hat there must be reform of the U.S. government’s public diplomacy infrastructure. ® Yei
just as the War on Tenor has required & rethinking of many aspects of American foreign
policy, it similarly justifies a strategic reevaluation of our public diplomacy cfforts.
Changing forcign public opinion i s not simply 3 matter of allocuting mure resources or
reshuffling bureaucratic boxcs, Rather, the U.S. governmentneeds to consider all
available tools of public diplomacy = old and new - and how they can be properly

vargeted at various audiences in order to reach them effectively.

! National Commission on Terrorist Attacks an the United Stares. *The9/11 Commission Report,”pg. 375,
2 Studics by The Heritage Foundation (including Heritage Backgrounder 1645 as well as a section ip the
2008 Mandare for Leedership), The BrookingsInstitution, The American Enterprise Institute, The Councl
on Foreign Relations, and the Center for the Study of the Presidency, along with the U.S. Advisory Group
an Public Diplomazy for the Arab and Muslim World have all come to the same conclusion that thereisa
need to improve Islamic world perceptions of the United Statcs and that there is inadequate structize o the
U.S. public diplomacy effort.
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- This project must be whole-heartedly embarked upoen by the Administration not
becausc it will play well in the American media or because of a phijosophical
commitment to Wilsonian muliilateralism. Rather, it is a challenge that lies at the very

core of America’s own vital national interest.

1. How America Is Viewed Abroad

America’s standing in the rest of the world has taken a beating in recent ycars. In
the Republic of Korea, for cxample, 50% of respandents to a poll taken by the Pew
Research Centerin May 2003 have a negative view of the Uniled States. Thisnegative
view of the U.S., however, is sharply divided based on the respondent’s age: only 30% of
respondents over 50 had a negative view of the U.S. while 71% of respondents between
the ages of 18 and 29 view America unfavorably.® This stark contrast suggests that older
Koreans are perhaps more cognizant of the North Korean threat = and. therefore. look
more favorably on the sccurity provided by the United States = than the younger
generation, and that older Koreans remember the shared sacrifices of the United States
and South Korea in the 1950s.

America’s standing is also highly negative in the Arab and Muslim World. A
Zogby Inlemational Poll taken in March 2003 finds only 14% of Egyptians, 11% of
Jordanians,9% of Moroccans, 2% of Saudis, and 11% of citizens of the United Arab
Emirates hold a favorable view of the United States.

Thesc numbers are particularly shocking in light of the fact that in that same
month Zogby found strong similarities between the citizens of the Arab World and
Amencans. Arabs, for example, list “Quality of Work, ” “Family,”and “Religion” as the
three most important concerns of their personal life; Americans list “Family,” “Quality of
Work,” and "Friends” as their three most impostant values. “Foreign policy,” seen by
many as an important cause of the sirained view many Arabs hold of the United States, is
only the eighth most important concer for Arabs,

In addition to sharing values on 3 personal level, Americans and Arabs share corc
political values. 92% of rcspondents in Turkey, 92 %in Lebanon, 53% in Jordan, and

79 %in Uzbckistan and Pakistanfeel it is important to be able to criticize their

* “Ynternational Public Concern About North Korea,” The Pew Research Center, August 22, 2003.
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government. There i$ also strong support among Arubs furhonest elections, a fair judicial
system, and frcedom of the press’ The question these statistics beg is: "Wy, given the
amount we have in common, is the United States seen in such a negative light in the rest
of rhe world?' While each of us could come up with a number of answers 1o this question
= same of which might even prove accurate = the best way to reverse this troubling trend
of anti-Americanismis to comprehensivelv study the question and formulate policy based
on accurate, scientific data, Collecting these data is a crucial first step towards engaging

the rest of the world in a public diplomacy dialogue.

11. If It Isn’t Measured, It Won’t Be Improved

It is startling how little the U.S. government currently does by way of public
opinion polling. According to the Council on Foreign Relations, the U.S. government
only spends $5 million annually on this type of analysis? Further, much of the research
the U.S. government does fails 1o address important questions. For cxample, The
Washingion Post has reported on a draft report prepared hy the State Department’s
inspcctor general on the effectivenessof Radio Sawa, a key organ of the United States

government's Middle East public diplomacy effort:

The draft report said that while Radio Sawa has been promoted as a "heavily
researched broadcasting network," the research concentrated primarily on
gaining audience share, not on measuring whether Radio Sawa was influencing
its audience. Despite the larger sucliences, "it is dilficult to ascerlain Radio
Sawa's impact in countering anti-American views and the biased state-run media
of the Arab world,” the draft report said.®

Comprehensive research into how foreign sudiences feel.about America, specific
American policies. and how the United Stares can best.change aniitudes and hehavior

needs to be conducted.” Doing so would require o significantincrease to the miniscule

* Bady Amr, “The Need Lo Communicate: How To Improve U.S. Public Diplomacy with the Islamic
World," The Brookings Institurion, January 2004,

$ 2004 Report of the Uniled Stutes Advisory Comumnission on Public Diplomacy, pg. 6.

€ Glenn Kessler."The Rale of Radio Sawa in Mideast Questioned.” The Washington Purr, Qztober 13,
2004, page Al2, The draft report was leaked to the Pasr “by a source who said he feared that the inspector
general’s office was buckling under pressure and would water downthe conclusions.”

U.S. foreign opinion polling and analyrisis fragmented and poerly focused. Senior State Department
managers moved USIA's Office of Research and Media Reaction vut of the public diplomacy hierarchy
when the agency was folded into the Department in 1999, Today, it 8i13 inthe Burcau of Inelligence and
Research (INR) where if contributes more to ail-souree intelligenee reports than 50 strategic communjcation
cfforts. The Hroadeasting Board of Governors has contracts with Intermedia, a private firm, which conducts
surveys of audience share, The Foreign Broadeast Information Scrvice (FBIS) collects und assesses print,
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budget public diplomacy rescarch currently receives, This investment is essential to
building an effective program.

An effective public diplomacy ¢ffort would monitor how the opinions of various
demographic groups are changing over time and would inform policymakers of these
changing sentiments. Public diplomacy experts have Long seught to have public
diplomacy present at the "takeofl” as well as the "crash landing” of American policy.
Rather, public diplomacy should be seen as a crucial component of the aircraft itself.

At its best, information gathered by public diplomacy researchers would be
passed along to policymakers in relevant agencies. As aresult, policymakers would be
aware of the implications of policy decisions and statements on foreign public opinion
and public diplomacy officers would be able to honestly inform foreign publics that their
opinions were considered = if not always agreed with = in the formation of American
policy.

Cleurly, American officials should be making public policy decisions based on
America’s vital national interest; they should, however, recognize that it is conccivable
the benefits of a policy might in fact be outweighed by the negative impacr that policy
has on foreign public opinion, Informingpolicymakers of how an issue will "play” in
forcign public opinion can help them determine whether a seemingly beneficial poljey
will unintentionally create mowe terrorists than it deters, captures, or Kills,

Up-to-date information on foreignpublics is not only important for policy makers,
but also for public diplomacy ofticers. With a wide variety of tac)s at their disposal =
from visas to speeches, advertisements fo interviews, and so forth = information about the
people with whem they are communicating can only help publie diplomacy officers in
applying the convect tools to the correct andience at theright time and in the right
proponion, Tn this way, public diplomacy research allows fora dixlogue between
America and the rest of the world by sceking feedback from forcign audicoce. Public

diplomacy 15 net just about getting our message out, but also listening to the sentiments

radio, TV, and Internet-based publications, Some U.8. Embassies, individual muitary commands, and the
CIA also engage inJimited opinion and mediaresearvh. Nune of these products are combined and analyzed
in ways for policymalkers 1o use. Many 4re available o restricted user sats. Collection takes precedence
over apalysis and “jssue of the day” polling often rumps media coorent and trend asscssments. See the
“Report of the Defense Science Buard Task Foree on Strategic Communication,” Office of the Under
Scerctary of Defensefor Acquisition, Technology, and J.ogistics, Washingwn, DC, Seplember 2004, p, 26+
27.
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of foreigners. By incorporating a serious research componeat into the overall public
diplomacy effort of the U.S. government, we can trily cngage in a dialoguce with the rest
of the world. 1t is a dialogue that has been ignored for too long.

ITY. A Serious Reevaluation of Public Diplomacy in the War on Terror

The U.S.government might be well-advised to remember the words of MIT
professor Norbert Wiener, who said “I never kmow what I say until 1 hear the response.”
This is certainly nof the case for the U.S. government, which consistently fails to attempt
to research the reasons for anti-Ammicanism abroad cx to use research in formulating a
clear communicationstrategy that engages forcign audiencesin a dialogue, As the
General Accounting Office found in its 2002 analysis of the Statc Department’s public
diplomacy effons, “State Lacks a Strategy for Public Diplomacy Programs.™ America is
the best in the world at market research = it is a crucial part of domestic politics ~ but we
are notably uninformed about audiences abroad. Changing this situationmst be an
immediate priority of the U.S. government.

In trying to improve America’s standing in the eyes of the rest of the world
American public diplomacy officers need 1o understand that public opinion cannot be
changed either solely on the basis of reason nor solcly on the basis of emotion. Rather, it
requires the foundation of reason to persuade people and &hassociated emotional
relevance to motivate their decision-makingand behavior. Further, the bottom line of
public diplomacy ought to be changing the attitudes and behavior of foreign publies. If
the end product of a particular program is only a change in mental state, itis not effective
public diplomacy.

Underlying this change in behaviors is an exchange process bepween the ULS.
(includingthe U.S.government as well as the private sector) and forcignaudienees. To
be successful, foreign audiences must belicve that the ideas advocarcd by the United
States ave better than any reasonable aliernative = including world views promoted by
their governments, other segments of the population they arc ¢Xxposed to, and extremists
who ¢3n often ke, quite persuasive, This relationship between the United States and
foreign audiences can only be cultivated if the Unjted States pursucs a broad strategy that

% U.5. General Accounting Office, 'U.S, Public Diplomacy,” September 2003, pg. 13
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identifics what audicnces we are trying to persuade and what tools we have at our
disposal to attempt to influence these audiences as well as how and when these tools
should be utilized.

In order to convinee foreign audiences to support America’s vision of freedam
and prosperity under the rule of law (or, at the very least, oppose extremist visions of
death and destruction), we must begin by identifying the different scgments that exist
around the world that we are trying 1o persuade. That is, 8 one-size-fits-all public
diplomacy cffort is less likely to be successful than one that recognizes that the
arguments that are successful in the Muslim world might be different fromthe persuasive
arguments we should highlight in Asis, Further, we might package our message
differently to one religious or ethnic group within a country than we would another
group, The samc could be true for different age groups — older Koreans who remember
the Korean War, for example. will be persuaded by a different message than their
vounget countrymen who only know of the war framdistorted history books accounts.

Crucially, this does nct mean America should be delivering contradictory
messages o different groups. Not only does delivering false messages or propaganda go
against many of the hasic principles our country stands for. but also i t would be unwise
from a practical standpoint, as audiences worldwide would quickly catch on to any
contradicrions. Rather, America should simply recognize that our message should be
delivered differently to different groups.

To spread our message, the U.S. goverrunent should employ all available tools of
public diplomacy. This would include utilizing the President, the Secretary of State, and
other Cabinet officers and senior government officials us well as Americans in the private
sector, including teachers, students,journalists, business peoplc, and so forth, These
“public diplomacy ambassadors™can speak to foreign audiences using a variety of

. promotional tools such as advertisements, specehes, interviews, lectures, and educational
exchanges. The key is for the U.S, government to invest in the research nccessary to
effectively pair a message with a messenger and a medivm.

The U.S. govemment should also not be hesitant to use the private sector in doing
research into forcign audicnees and their reactions to the United Stares. As an

Independent Taskforce sponsorcd by rhe Council on Forcign Relations noted in 2003:
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The “U.S, private sector leads the world in most of the key strategic areas required for
cffective public diplomacy: technology, film and broadcast, marketing research, and
communications.” Ultimatcly, effective communication with the rest of the world will
require not only the tools of traditional government-run publje diplomacy (though these
tools will nemain vital), but also te resources and expertise of the American private
sector

1V, Incorporating Research Into the US Government Bureaucracy

A vital part of this new framework for enzaging the public opinion aspect of the
War on Tmor is making sure that American policy makerg and advocateshave the most
accurate and up-to-date information about foreign audiences available to them at al}
times. Doing so requires two important actions fiom the Administration that will allow
the U.S. government to bring the best work of the American public and private sectors 1o
bear in rhe fight to shape the attitudes and behavior of forcign publics.

The U.S. Government should create an independent foreign public opinion institurion
At the conclusion of World Were 11, the Commanding General of the Army Air
Force, Hap Arnold, wrote to Secretary of Wee Henry Stimson:
“During this war the Army, Army Air Forces, and the Navy have made
unprecedented use of scientific and industrial resources, The conclusion is

ingure the continuance of teaprwork among the military, other government
agencies, industry, and the unjversitics. Scientific plam:i.ngxgnust be years
in advance of the sctual rescarch and development work,”

Out of rhis undevstanding of the importance of technology research and development for
success on the battlefield, representatives of the War Depnrtment, the Office of Scientific
Research and Development, and private industry established Project RAND . the
precursor of today’s RAND Corporation. The Articles of Incatporation bluntly set forth
RAND's purpose: “To further and promote seientific,cducational, and charitable
purposes- all for the public welfare and sccurity of the United States of America,™

* Peter G. Peterson, ¢t al., “Finding America’s Voice: A Strategy for Reinvigorating U.S, Public Diplomacy
Toward the Middic East”, The Council on Foreign Relations, 2003, pg. 6.
' The Rand Corporation, “Historyand Mission” (hitp://www.rand.crg/abovt/bistory/y
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- Similarly, winning the War on Texrorism will require unprecedented use of
America's technology, broadcast, market rescarch, and communications resourees. In
order to best utilize those resources it is vital (o insure the teamwork of the Siate
Department, Defense Department, other government agencies, universities, and the
private sector, To this end, the Administration should push for the creation of a private
sector institution similar to RAND charged with gathering the information required by
the U.S.government to advance America’s position in the ideological aspect of the W
on Terror.

The mission of this "Corporation for Foreign Opinion Analysis" (CFOA) would
be to use the resources and capabilitics of the United States of America to fully engagein
a long-term merket research effort aimed at better understanding foreign public opinion.
It would be tasked with contracting with specialist firms around the world to listen, ask
question, and analyze foreign public opinion in @ manncr that is simply not done Today.
There are knowledge gaps with regard to issucs of anti-American sentiment and this
institution would be taskcd with reviewing all cxisting data plus contracting for any
original rescarch needed to fill remaining knowledge gaps.''

There are a number of significant advantages to creating this corporation. First,
the corporation’s independence aveids creating bureauncratie fights over what budget the
money forforeign public opinion reseasch conies from, who controls the focus of the
research, and so forth. Second, CFOA would provide a useful product for consumption
across many areas of government = fixm the Broadcasting Board of Governors to the
National Seaarity Advisor = and keeping it independent would allow its resources to be
used by a wide-array of interests. Finally, it would provide a method for coordinating
different aspects of government engagement with the rest of the world while st
maintaining crueial separation between various entities, That is. given how vital it is that
public diplomacy be dilferentiated fimam public affairs, public relations, information
warfare, and psyops, creating an independent corporation would allew each to continueto

work completely in its own sphere while still having access 10 research when necessary.

' See the testimony of Keith Reinhard, President of Busincss for Diplomatic Action, Ine.. before the Housc
Subcommittee on National Security, Emerging Threats, end Internatianal Relations (August 23, 2004) for
an excellent analysis cf how America’s communications expertce cun be appliedto the communication
aspect of the War on Terror.
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Create a mechanism for using CFOA

Because the U.S. government has so many official messengers, the need to have
all of them singing off the same sheet is especially important. Yet, over recent years;
public diplomacy coordination has deteriorated.'* CFOA will provide the data that allows
America to both formulate a comprehensive communications strategy and constantly
reevaluate andrevise that strategy irto the future, The U.S. government mat create a
mechanism by which it can utilize this information effectively.

A vital first step is t0 make sure that someone is empowered with coordinating all
activities, behaviors, and messages so chat they arc aligned with the W.S. government 's
overall conmunication strategy, The amrent Under Secretary of State for Public
Diplomacy position is clearly not this empowered individual as he or she lacks authority
over hoth budgets and personncl assignments. 1t is also vital that this individual have the
ability 10 easily got information to the highest levels of government.

As such, a new staff position on the National Security Council should be created
and charged with coordinating the U.S. governments overall communications strategy.
This staff member would bc charged with receiving information from CFOA and
disseminating itlo policy makers so that they are awure of the effect a policy action will
have on foreignpublic opinion, This coordination does not currently exist. As the 2004
report of the U.S. Advisory Commission on Public Diplomacy statcs, "Along with the
White House and the Department of State, ncarly all government agencies engage in

2 he feamer U.S. Information Ageney had a Director and senior staff that coordinated with other
government agenics, and u budget to accomplish ite mission, even though it declined woward the end of the
Cold War, Moreover, a publie diplomacy coordinator position was statfed in the Natioaal Security Council
during the Reagan Administration. Since President Clinton issued PRI 68 (Presidential Decision Directive
o International Publie Information) April 3¢, 71999, there has been ne Presidential directiveon public
diplomacy. The NSC terminated it in 2001 pending & review of W. S, public diplomacy policy. Since then,
the Department of Defense created und abolished the Office of Strategic Influeoce, The State Depariment
has had two Undn Sceretaries for Public Diplomacy with large gaps in fervice. In June 2002, the White
House crated the Office of Glabal Comemunicalions which keeps U.5. officials "onmessage,’ but does not
direct, coordinate, or evaluate public diplamacy activities. And I Scptember 2002, National Security
Advisor Condoleaza Rice extublished the Strarezic Communicationlolicy Coerdinating Comumittes (o
cootdinate iower-agency activities. It reportediy met twice and has had little impuct. A smail inter-agency
workiog group was created withip the State Department Under Secrevariat for Public Diplomacy, but lacks
abudget, contracting authority, sufficient cowmunications support, and attention lrum State and other
Cabinet agency leaders. “Report o fthe Defense Science Board Task Force on Swrategic Communication."
. 25, 26.
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some public diplomacy efforts. While a few structures lirk federal officials, coordination
often does not extend to embassy practitioners.”™

In order to keep all parts of the government bureaucracy moving towards the
same goal, a seniorinteragency group (SIG)shouldbe ercated that brings the NSC staff
member charged with the U.S.government.’ sforeign public opinion programs together
with the Under Secretary of State for Public Diplomacy, the Under Secretary of Defense
for Policy, representatives of USAID, all other relevant merbers of the Executive
Branch, and other panicipants on ap ad hoc basis. This formal consulting mechanism
would encourage closer cooperation among the various parties involved. Acting on the
information provided by CFOA, this SIG would allow the relevant Under Secretaries to
implement the government’s long-tcrim communications strategy.

The NSC staff member would also be responsible for ensuring that all U.S.
government messengers arc given the information required Lo effectively communicate
with their audiences. Something simj)ar to the daily “Talking Points from the Depuriment
of Defense Office of Public Affairs” or “The Globul Messenger™ produced by the White
House Office of Global Comapunications should be disseminatedto all U.S. government
messengers as well as information that is specific to particular audicnces, “ Thus, 3 U.S,
government public dipiomacy officer in the Republic of Kewea should be given
instructions as fo what ipformation the U.S. government. communication strotegy calls for
him or her to communicate to young Korans, old Koreans, businessman, opinion
makers, and so forth, Once again, it is viral that cach of these segments only be given
accurate information from the U.S. government, hat the style and tone of America’s

message must be fine-tuned for various foreign audience segments, Importantly, this fipe-

tuning must he kased on continuous research.

A Serious Commitment From the President
Regardless of how well-structured the U.S, public diplomacy apparatus is,

however, it will only be effcctive if changing foreign public opinion is signaled gs 3

15 2004 Report of the United States Advisary Commission on Public Diplomacy. pg. E.

" The cffcctivencss of these talking points would be drasvieally improved by comprehensive audience
rescarch allowing them to explain nor only what America wants to say, but how it should be said as well ay
what questions audience sepments uround the world are looking for America to answer, Further, jt is
strikipg thar the Stute Department docs not appear 1o praduce any daily talking points.,
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nati(;[-la] secu rity priority by the President. Just 26 the President serves as commander-in-
chief of the United States military, he met. similarly view himsclf as the lead spokesman
for the United States to foreign naticnals beyond foreign governmental leaders. This
commitment must be made not only through public statements and private consultation
and analysis within the White Housc, but also in the President’s continuing contacts with
Department of State officials, including diplomatic Chiefs of Mission. It must be a
priority commitment that is followed through on a day-to-daybasis and in each of the
President’s decisions, Foreign public opinionis no less important to American national

security than American public opinion is to an election,

Conclusion
While one might be understandably skeptical of a proposal for “further study’” of

a problem, in the case of altering foreign beliefs and behavior & short pause to hammer
out a comprehensive strategy is’called for. The temptation of many in Washington -
including many who have written reports on how to revitalize public diplomacy = is to try
and rekindle rhe glory years of the United States Information Agency {USIA) during the
Cold War. While USIA-type programs are important = and should be seen as vital
components of the War on Terrarism ~ it is far more important for the U.S. government
1o fully understand and conceptualize a long-term communications program with the rest
of the world, America needs to do more than broadcast our message 1o foreign audiences;
we need fo listen 1o their complaints and respond to them appropriutely.

The framework lajd out in this paper docsjust that, It starts with an intensestage
of information gathering where American government officials — wirh the help of the
privatc-scctor —evalnate ali of the information currently available and procures whatever
other information is needed to accurately and fully understand fordgn public opinion at a
specific point in time. This bascline s then given W policy makers, so prior policy canbe
reevaluated and future policy evaluated in light ofthe benefits America gains and the cost
is may or may not have on foreign public opinion. Furthe. this informalion is given to
American public diplomacy and public affsirs officials - under the guidance of a newly
created NSC staff member chairing a $1G = who use this information to ¢raft an cffective,

informed, and flexible communicationseffort for America.
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Finally, this dialogue between America and the rest of the world = and the
responsive framework cstablished that incorporates government and the private sector -
is seen as a long-term commitment. The creation of a private institution charged with
constantly measuring foreign public opinion, the effectivenessof America's message, and
the impact of American policy on forcign public opinion would give the U.S. government
the real-time information necessary for cffcctive communication with the xest of the
world,

As John Adams famouslyobserved, '"The Revolution was in the minds and hearts
of the people." For a amll, extremist segment of the world population values like
freedom and prosperity are meaningless, Yet the vast majority of pcople around the globe
is more interested in sccurty for themselves and their families than war and destruction,
America has a peaceful message and strives to be a force for freedom and prosperity
around the world. Yet we are doing incredibleharm to ourselves by not advocating for
oursclves effectively, As the 9/17 commission stated: “If the United Stares does not act
aggressively to define itself in the Islamic world, the extremists will gladly do the job for
us.”"® Richard Holbrooke put it best, “How ¢an a man in a cave out communicate the

world's leading communications society?”'®

Americun nutional security requires that we harness the wealth of resources we
have available to communicate with the rest of the world. We must speak and listen to the
rest of the world clearly, accurately, and effectively, ¥ we do so, we will prevail,

13 National Comymission on Terrorist Attacks on the United States. “The 9/11 Commission Report,''pg.
377.
16 Richard Holbrooke, “Get the Message Out,” Washingron Post. Oct. 28.2001, p. B7
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TO: Doug Feith
ccC’ Paul Wolfowitz

FROM: Donald Rumsfeld
SUBJECT: Liberia and Ham@[\,

Let's get the Department of State to put pressure on Taylor to start behaving and %
stop making trouble in Liberia, and pressure on Aristide to start behaving and stop h
meking trouble in Haiti.
Thanks.
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TO: LTG John Craddock /)[dt /( v4 f/'/?L ,«/‘ o
B4
CC: Trip Coordinators 1wl ,? //W. sfeen S
Arlene /‘ /a .S :
MIJM%F"
FROM:  Donald Rumsfeld @f\ o ? P
SUBJECT: April Function | e sl

Nick Burns says there is some sort of function in early Apnl. I don’t know what it

is. 1think it is maybe near Romania. Please see what that is and tell me.

Thanks.

DHR:dh
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April 8,2004

TO: Steve Hadley
cc: Gen. Dick Myers

Gen. Pete Pace

Lt. Gen. Norton Schwartz
FROM:  Donald Rumsfeld 7/‘
SUBJECT: Requestsof Joint Staff

If you have requests of the Joint Staff or the Vice Chairman, you should run them
through John Craddock’s office. Then we will know what 1s going on and be able
to make sure that appropriate information required by the National Security

Council staff gets to you.
I have asked the folks in the Joint Staff to refer such requests to my office.

Thanks.

DHR:dh
040804-4
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APR 07 2004

TO: Vice President Richard B. Cheney

FROM: Donald Rumsfeld «?.h—

SUBIJECT: SenatorBond

Thanks for the call on Kit Bond. [ talked to him, and we will work it.

DHR:dh
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March 29,2004

CICSHAS sggy

TO; Gen. Dick Myers
MAR 2 quu

FROM:  Donald Rumsfeld A

SUBJECT: The Huntfor Bin Laden

Would you please do me a favor and read the book, The Hunt for Bin Laden by

Robin Moore, and tell me what you think of it?

Thanks.

oo
03 -15

Please respond by y /30 / oy
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CHAIRMAN OF THE JOINT CHIEFS OF STAFF ~ ~-« .- .
WASHINGTON, D.C. 20318-9999 ' evr B 8

CM—1684—-04
INFO MEMO 12 April 2004
FOR; SECRETARY OF DEFENSE
FROM: GENERAL RICHARD B. MYERS, CJCSW lz/
SUBIJECT: Robin Moore, The Hunt for Bin Laden, 2003
ISSUE: Your request for an assessment of Moore’s book (TAB A)

CONCLUSION: Moore’s book is well written, duly appreciative of Special Forces, but
riddled with inaccuracies that undermine his account.

DISSCUSSION:

o The Hunt for Bin Laden is an engaging account of Task Force Dagger in Afghanistan.
Mooare is understandably impressed with, and sympathetic to, the Special Forces
community. He does a solidjob of depicting the unique warfighting synergies that
emerge when special operations are used in conjunction with the latest technologies.

e Moore’s account, however, lacks analysis of the overall strategic and operational
picture for the Afghanistan operation. Moreover, when Moore describes non-SF
personnel or organizationshis comments can be gratuitously insulting assertions(e.g.,
“while generals fretted about body bags and downed aircraft, bin Laden was
escaping,” p244; “the CIA was still as inept as ever,” p298)

¢ Finally, several members of the SSFG expressed concern with various aspects of
Moore’s account (TAB B). These comments make a compelling case that The Hunt
for Bin Laden is more of a historical novel then a purely factual account.

RECOMMENDATION: None, for information only.

Attachments
As stated

Prepared by: General Richard B. Myers, CICS, (b)6)
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March 24, 2004

CICS HAS SEEN
TO: Gen. Dick Myers Was
27 Luu4
FROM: Donald Rumsfeld D/\

SUBIJECT: The Hunt for Bin Laden

Would you please do me a favor and read the book, The Hunt for Bin Laden by

Robin Moore, and tell me what you think of it?

Thanks.

DHR:dh
03404-15
AAAEEEIEEEEENYNSRNNNpupaERESEN llllIllllllllllllIlllllIlllIllllllllllllll
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Please respond by
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Comments from 5SFG Personnel Involved in Task Force Dagger

Comment 1:

The best description that [ have heard given about the book is that it is "based on a true
story". What [ mean by this is that most of the story lines about the various elements are
relatively accurate, but the comments attributed to many of the individuals are fictional.
Additionally, there were comments made about CW3 Way, as the Rear Detachment CDR
for 3rd BN, about how he tried to avoid going down range, etc., etc. [158-59] This
irritated many within the FRG, to include my wife (which [ still hear about now), as they
felt he did a great job, especially with many of the casualties coming from 3rd BN, He
held everything together. The thought line being if CDRSs truly feel that the Rear D and
FRG are important and we want to take care of families, you have to leave back
competent people. The book trashed him. The families loved him.

Comment 2:

I read the first 50 pages or so of the book before my stomach began to hurt too much
from laughing so hard. Twas sitting in Baghdad, escorting COL Mulholland around to
talk to all of the big wigs and brought the book along to while away the hours. [ was with
Todd and some other guys and we started passing it around reading out loud. We were in
stitches from laughing so hard. It was the equivalentof reading a "Sergeant Rock" comic
book when T was younger--everything and everybody was a caricature. The whole thing
read like some Mack Bolan book. Frankly, we were all kind of embarrassed to be
associated with the generally fictitious account, however, we couldn't help but try and
figure out which actors would play which role in the movie version (Costner for Mark
Mitchell?).

Honestly, T didn'tread anything that would withstand true historical scrutiny--all
of the people I talked to about their interaction with Moore is that he twisted their words
and thoughts and misrepresented them and are pretty pissed athim. Were you aware of
all of the "back channel" dealings that went on with that book (e.g., the pressure by MG
Lambert to accept the project and USASFC having to disapprovethe first draft of the
book because it was so factually flawed)?

Comment 3:
WRT to Mr. Moore's book. I have only read portions of the book.. .and scanned through
others. T will tell you that his accounts are far from accurate and in some cases
embarrassingly inaccurate. The book, like his new book on Iraq, strike me as nothing
more than transparent attempts to capitalize on his relationship with the Special Forces
community by being the first on the market - without regard to truth or accuracy. He
never interviewed me for the portion of the book about Qala-1Jangi and I can't recall
talking to a single person who was there that has spoken with him. Again, this is a small
portion of the book but it appears to be indicative of the overall quality of scholarship/
Journalism that went into writing the book. Thave also spoken with some of my peers
here at the SOC who had firsthand knowledge of events described in the book and they
have had the same reaction.

The other part of the book that was particularly galling was his characterization of
CW2 Rob Way and Rob's actions following the friendly fire incident with ODA 574 on
05 Dec 01. LTC Bowers had gone to great pains to ensure that casualty notification was
done properly, out of respect for the soldiers and their families, and was explicit in his
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instructions to the rear detachment. CW2 Way, following established Army procedure,
would not confirm or deny whether specific individuals had suffered casualtiesuntil the
official notification of the NOK. Mr. Moore finds fault with this and even goes so far as
to claim that Mr. Way was failing to uphold the SF tradition of taking care of our own.
However, the logical consequences of telling spouses that their husbands are OK while
not commenting to other spouses is a process of elimination that precedes the official
notification, with potentially dire consequences for the NOK. This is precisely why Mr.
Way would not comment and Mr. Moore, who claims a long association with the
military, should know better.

Finally, Mr. Moore's association with a man named Keith Edema (the man shown
on the front cover) leads me to call into question his judgment. Mr. Edema is a charlatan
and provocateur who somehow made his way into Afghanistan, We had standing orders
to detain him because he was falsely claiming to be an ex-SF soldier now working for the
CTA and was making mischief by representing himself as a USG official. [ believe that
Mr. Edema is the basis for a characterin the book that claims that COL Beckwith made
him a Green Beret after witnessing him do the swim test - underwater. Any basic fact
checking would likely reveal Mr, Edema’s claims as the specious BS that they are.

Bottom line is that there are probably some portions of the book that are
substantially accurate but there are more than a few whoppers thrown in. The book 1s
probably a great recruiting tool but not something that we, the SE community.. .should
associate ourselves with. Whenever somebody asks me to sign a copy of it for them, 1
always write "Based on a true story" on the top of the title page before signingit.

For full disclosure, T am compelled to reveal that I have spoken with Mr. Doug
Stanton who is writing a book about SF in AFG. Mr. Stanton is the author of "In Harm's
Way," a critically acclaimed recounting of the tragedy of the USS Indianapolis and, in
my personal opinion, a serious author more concerned with getting it right than getting
there first.

Comment 4:

Jeff Stein wrote a great review of Moore's new book ("Hunting Saddam"?) for the
Washington Post (it was in the "Early Bird"). He pretty well captures all of my heartburn
with Moore.

More specific comments:

Chapter 2, subsection: "Miller's Finest Hour". This is total creative writing. I was
at SOCCENT for the OEF planning when it started in earnest on 16 Sep 01 and the guy
who pushed the UW campaign plan through SOCCENT and then to GEN Franks was
LTC Bob Kelley (now 1/5 battalion commander). The noted LTC Miller is a very decent
man, but he was totally ineffective as a planner at SOCCENT. He had been working on
some SOCCENTUW plans for quite awhile, but they were very methodical, based on the
sequential phases of insurgency. The younger guys (Kelley, CW3 Bett Brown)
developed a simultaneous plan that was based on the current environment, as opposed to
the Vietnam-era work that Miller did. Miller was out on point pushing the UW campaign
plan for Afghanistan for a couple of days before he was moved to a vault to conduct
interagency coordinations. The aforementioned section is essentially fiction.

Chapter 19, subsection: "Blue-on-BlueSnafu”. I was in the JOC with COL
Mulholland--that's not how [ remember it (i.€., "screams in the background™). Moore's
general scheme of maneuver is correct although he misidentifies units and helicopters
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(i.e., "160th SOAR MH-53] Special Operations helicopters™). The MH-53's were out of
AFSOC and 160thwasn't involved in this operation (nor do they have MH-53s).

Chapter 22; subsection: "Take-Downof Mir Wais Hospital”. T was the ground
tactical commander for this operation (ref. page 265 in the hardcover), T would describe
Moore's depiction as "inspiredby a true story" like they caveat made-for-TV movies.
Most of the events (although the language is b.s.) occurred, but his sequence is all wrong
as well as his supposition that the operation was designed to let U.S. forces conduct it
under the "cover” of the Afghans. The whole plan was predicated on the Afghans
conducting the operation. Only when they had failed twice and sustained significant
casualties, was the decisionmade to have U.S. forces lull the A.Q. in the hospital.

Finally, I'm sure everyone is aware that the center guy in the photo on the hard
cover is Keith ldema who claims to be some "old school” Green Beret. He was actually
in Afghanistan (don’t ask me how) purportedly claiming to be an agent of the U.S.
government. To the best of my understanding, it was determined that in fact he was in
Afghanistan on his own accord (perhaps as a mercenary for the Northern Alliance). Mr.
Idema is one of the prominent figures in the book. Additionally, it has been purported
that Mr. Idema’s wife was one of Mr. Moore’s project managers for the book. Tdon't
know the veracity of any of the above, but 1t 1s definitely one of the more firmly planted
rumors (urban myths?) in the 5™ SFG.

Comment 5:
Before I begin, please understand that I can speak accurately only about what 1 personally
know from my own experience...

I estimate that -- AT BEST -- 60% of Moore's work about my team 1s truth, fact,
or accurate, Worst case, [ estimate that some sections approach 33% accuracy, and in
many cases, his writing is pure fiction, reckless embellishment, and gross exaggerations.
There are entire paragraphsin the chapter devoted to my team that are completely false,
Well over 30% of the paragraphs in that same chapter have something wrong or
completelyblown out of proportion. Worse still, a significant amount of material that he
presents as fact in reality isjust plain wrong.

To ice the cake, please know neither Moore nor his surrogate author ever
interviewed a single person on my team -- not one, not ever. He and his surrogate author
had approached our compound in MazariShariff requesting interviews, but for a variety
of understandable reasons (including ongoing ops), we had to refuse. He never asked
again, and we didn't exactly run him down,

Despite not speaking to us, his surrogate author and he put together an
entire chapter. Probably 80-90% of the hard data he has about us comes from the Jan
2002 Newsweek article by Donatella Lorch. Ms. Lorch had lived with us in the team
house for 3 days as one of the first four experimental embeds in the WOT. Moore's
chapterpretty much takes her article and retells it with a dramatic flair that would make
Dick Marcienko jealous. He completely fabricates scenes and events that never
happened in order to fill in gaps between Ms. Lorch's work. In the remaining 10-20% of
the chapter's data, he just completely fabricates things. Where it isn't pure fiction, he
dilutes his work with speculation, hearsay, and 'bullogna.’ Whatever the example, his
embellishment far exceeds any author's dramatic license, and honestly, it makes me sick.

My experience in Afghanistan was limited only to my UWOA, but
notwithstanding, I feel pretty confident that Thave a decent understanding of the region's
culture, Working in Central Asia for several months before 9/11,1 also think Tknow a
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little bit about the region and its history. [ feel reasonably confident in challenging a lot
of his facts and analysis in his presentation of either Afghanistan’s history or its culture.

Lastly, I know from conversations with one of my best friends.. .that both he and
Pelton have each published many team photos that 595 gave those authors strictly for
their personal collections. For that matter. Moore's book remains the absolute single
source anywhere that has published my last name: at the time in direct breach of
USASOC's PAO guidance and more importantly, my consent... Although this is probably
no big deal to most people. it is to us, and was especiallymore so at the time. Hell, the
guy never even asked.

In short, I have concluded that he will never allow facts, research, or
command guidance to get in the way of his storyline. 1 wonldn't trust this guy or his
surrogate to write my nephew’s st grade homework assignment, and to this day, 1 have
still not purchased the book in protest. My wife wants a souvenir copy for kicks, and
though I recognize that [ amjust the XO in this relationship, I have delayed her efforts
successfully thus far.

Comment 6:

[ only reviewed one chapter of the hook. and that was the one.. .that dealt with the seizure
of Mazar-e-Sharit, the defense of that city, and the prison wprising at Qala-1-Jangi. What
[ remember is that the informationrecited in that chapter was not factually correct, full of
conjecture, and the research did not appear to be thorough. 1 say that because at that ime
[ was the Battalion XO for 3/5th SFG(A) and our unit was heavily involved in everything
related to the liberation of Northern Afghanistan.

Comment 7:

[n general, my response ts that anything that overpraises the capture-kill portion is drawn
to the shiny object of movie action. The true impact of special operations is on the
achievements through or with indigenous troops. This is operational value added to the
national defense scheme, vice capture-kill which turns into tactical value added. We
don't need higher paid ritle squads. We need captains, warrants, and great NCOs who
can merge with tribal chiefs and warlords to shape and direct them. US Air Power is the
element that gives these small, independentteams their ability to work in a very risky
environment. [t turns us (and our indig) into a force to be reconed with. And it harnesses
indig eyes on situational awareness and tntelligence that American eyes cannot see.
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COALITION PROVISIONAL AUTHORITY
BAGHDAD

MEMO FOR: Secretary Rumsfeld
78
FROM: Paul Bremer ‘!In‘u{

SUBJECT: Office of Security Cooperation {OSC) in Iraq

1 agree with your memorandum of April 7, 2004 regarding OSC, the importance of unity
of command within OSC, and its suberdination 1o MNF-1 for the foreseeable future. That
arrangement is in place and is working well. '

The issue which I believe may have occasioned this exchange was a discussion with
Secretary Powell in which we agreed that the OSC Commander should be “double
hatted” in the sense that, as in most missions, he would continue to seek policy guidance
from the Chief of Mission just as he does from me today. That is, | believe, in
accordance with the coordinated policy among OSD, JCS and CPA. |

1 do want to clarify one point, which is the operational control of law-enforcement
organizations. As part of OSC, the Coalition Police Assistance Training Team (CPATT)
will monitor, advise, and certify law enforcement personnel and organizations. However,
under normal circumstances law enforcement organizations will not be operationally
emploved by OSC or MNF-I. Command and control of law enforcement organizations
will exist within standard civilian authority structures. Ceriainly there will be close
coordination between military and law enforcement in many situations, but operational
ownership falls within the purview of the civilian authorities.

Finally, you mention the issue of a three-star flag officer to advise the Chief of Mission.
1 completely agree — the current template for MNF-I provides sufficient expertise and
lines of communication for dialogue between MNF-I and the Chief of Mission.

0SD 05285-04
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Bakalorz, Marion P, MAJ, OSD

From: Executive Secretary [execsec@orha.centcom.mil)

Sent: Monday, April 12, 2004 2:24 PM
To: MLA dd - SecDef Cables
Cc: Executive Secretary '

Subject:  Memo from LPB to SecDef - Office of Security Cooperation {O8C) in Iraq
Importance: High

This is in response to the Snowflake SecDef sent to Ambassador Bremer on 7 April regarding same subject.

Pleaze confirm receipt.

4/12/2004 11-L-0559/0SD/30651
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TO: Larry Di Rita
Paul Butler
LTG John Craddock

y ‘.IEEROM: Donald Rumsfeld a\

’di—q,v SUBJECT: Larry Congleton

April 5,2004

I want to make sure I send a note o the awards dinner for May 6 and also a

personal congratulatory letter to Larry Congleton,
Thanks.
Attach,
4/3/04 Craddock memo
e

DHR:dh
040504-14

Please respond by 2?’/ D:/

7
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THE SECRETARY OF DEFENSE
WASHINGTON

APR 13 204

(b)(6)

Special Agent
Protective Services Unit
701 MP Group

6010 6™ Street

Fort Belvoir, VA 22060

(b)(6)

Dear Special Agent

Congratulations on your selection as the Army Criminal
Investigation Division’s Noncommissioned Officer Special
Agent of the Year.

What a fine achievement! Keep up the good work.

With best wishes,

erely,

A0 Sl El
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P
7' osD 05314-04
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w THE SECRETARY OF DEFENSE
- WASHINGTON

APR 13 204

(b)(B)

Special Agent L
c/o Colonel Don Salo
Commander, 701* MP Group
60106 Street

Fort Belvoir, VA 22060

(b)(6)

Dear Special Agent

Congratulations on your selection as the Army Criminal
Investigation Division’s Noncommissioned Officer Special
Agent of the Year!

I understand this is the first time that an Army Reserve
NCO has been honored in this way. It is atestament to your
dedication, and recognizes your superior performance and the
high expectations for your future service.

On this important occasion, [ am delighted to join your
colleagues, tamily, and friends in saluting your outstanding
service to our country,

With best wishes,

Sincerely,

0SD 0531404
11-L-0559/05D/30654
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OFFICE OF THE SECRETARY OF DEFENSE
1950 DEFENSE PENTAGON
WASHINGTON, DC 20301-1950

oD INFO MEMO Coperes

MEMORANDUM FOR SECRETARY OF DEFENSE

FROM: RAYMOND F. DUB?, DIRECTOR,-ADMINISTRATIVE AND

MANAGEMENT % y& o

® |n an October 27,2003, snowflake (Tab A) you expressed concern about the
currency of DoD Directives. Principal Staff Assistants (PSAs) were asked to review
the Dircctives under their purview (TAB B). Of the 653 Directives in effect in
November 2003, they identified 384 for revision or cancellation,

SUBJECT: Review of DoD Directives Status Report

e  Your February 13,2004 memorandum (Tab C) told the PSAs they had prepared very
few revisions or cancellations and to complete those actions by April 1,2004. The
weekly rate of submissions increased by more than 60 percent afterward, so we are
muking progress.

e As shown in the table at Tab D, to date 120 Directives have been submitted for
revision or cancellation.

e  We are monitoring this closely and will keep you advised of our progress.

e Additionally, my office has worked closely with USD(P) to address your concerns
regarding an OSD review of JCS Directives, That issue is addressed in the memo
from Ryan Henry at Tab E.

COORDINATION: None

e
Deputy Secretary of Defense
Under Secretary of Detense for Policy

Attachments:
Ay stated

Prepared By: Mr. Dan Cragg, ES&CD, (

0SD 05379-04
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October 27,2003

TO: Jim Haynes

CC. Paul Wolfowitz
Doug Feith
LTG John Craddock

FROM: Donald Rumsfteld
SUBRJECT: Old Directives

I don’tknow if you were in the room when we found out that the SOLIC directive
1s dated 1995. It scems to me that you ought to setup a system where we review
every directive that exists, listed by date and name, and let me look at it. I can
select the ones I want to start having people review, so that we can get them up to

date.

September 11 changed the world, and if we keep using the same directives that
existed betore, we are making « bad mistake. Weowe 1t to ourselves. Itmay
require getting some outside outfit like IDA to assist with a systematic review. |

am sure there arc « lot of directives,
Please let me know, and let’s put some structure into this problem.
Thanks.

DHR:dh
102403-17

Please respond by

U180268/0%
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OFFICE OF THE SECRETARY CF' DEFENSE
WASHINGTON, DC 20301

0CT 2 9 2003

Administration
& Management

MEMORANDUM FOR UNDER SECRETARIES OF DEFENSE
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF
DEFENSE
INSPECTOR GENERAL OF THE DEPARTMENT OF
DEFENSE
DIRECTOR,PROGRAM ANALYSIS AND EVALUATION

SUBJECT Mandatory Review of DoD Directives

Reference: DA&M Memorandum, “Mandatory Review of DoD Issuances for Currency,”
dated December 30,2002,

In the referenced memorandum, addressees were requested to certity the currency
of all DoD issuancesunder their cognizance that were over five years old. Since that
effort was initiated, the Secretary of Defense has noted out-of-dateDoD Directives and
has directed that they be reviewed and recertified for currency. He is concerned that the
DoD Directives should reflect recent actions taken within the Department to respond to
world events and the realignment of functions.

Because the Secretary has asked for a current listing of all directives, a timely
review and certification of cach directive (sec attached list) is required by the responsible
Principal Staff Assistant (PSA). Your response is requested by November 21,2003, and
shall indicate whether the listed directives are current, need revision or should be
cancelled. Upon receipt and compilation of your input, this information will be provided
to the Sccretary.

For directives no longer current, proposed revisions should be processed through
the DoD Directives System for signature by the Dty Secretary of Defense within 90
days. Requests to cancel a directive should be processed within 45 days. The support

and cooperation of coordinatingofficials are requested to ensure that these suspenses are
met.

In order to facilitate implementation of a systematic review process for
maintaining the currency of DoD Directives, the mandatory review period for directives
in DoD Directive 5025.1,“DoD Directives System,” Will be reduced from five years to
two years. Thischange is effective immediately and will be reflected in a forthcoming
revision to that Directive.
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Your certification of the listed dircctives should be provided to the Directives and
Records Division, C&D, 1111 Jefferson Davis Highway. Suite 501, Arlington, VA
22202. My action officer is Mr, H.D.Necley Ch.lEf Directives and Records Divisim,
who may be contacted at telephonef®)(6)  |yby e-mail at hdueeley @ ed whsmil,

It G
Raymond F, DuBois
Director

Attachment;
As stated
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SECRETARY OF DEFENSE

1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

FEB 13 2004

MEMORANDUM FOR UNDER SECRETARIES OF DEFENSE

ASSISTANT SECRETARIES OF DEFENSE

GENERAL COUNSEL OF THE DEPARTMENT OF
DEFENSE

DIRECTOR, OPERATIONAL TEST AND EVALUATION

INSPECTOR GENERAL OF THE DEPARTMENT OF
DEFENSE

DIRECTOR, PROGRAM ANALYSIS AND EVALUATION

SUBJECT: Review of DoD Directives

More than two months ago the Director, Administration and Management
responded to concerns [ have about the currency of DoD Directives and asked each
of you to review those under your purview. You identificd 384 Dircctives that you
intend to revise or cancel. I expect these actions to be completed by April 1,2004.
I understand that, to date very few revisions or cancellations have been prepared.

Qur policy directives must be kept updated to reflect our approach to meeting
the ever changing national security environment or they are simply of no use.
Theretore, 1 expect you to personally review all of the directives you carmarked for

revision or cancellation and ensure those proposed updates be coordinated
cxpeditiously.

Y- 4

& 0SD D1776-04
W
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REVIEW OF DIRECTIVES
PROGRESS REPORT
FOR WEEK ENDING

4/16/04

NUMBER OF REVISIONS CANCELILATIONS SIGNED
COMPONENT DIRECTIVES Reported* Submitted Reported* Submitted  Revisions Cancellations

USD(AT&L) 113 49 17 25 20 1 0
USD(P) 64 51 2 2 0 0 0
USD(P&R) 193 79 2 9 3 2 1
USD(C) 15 6 1 0 0 0 0
UsD(D) 58 45 5 5 3 0 2
ASD(NII) 40 12 4 9 8 0 0
ASD(PA) 14 2 2 0 0 0 0
ASD(LA) 3 3 0 0 0 0 0
DPA&E 2 1 0 0 0 0 0
[G, DoD 14 7 6 0 0 2 0
GC,DoD 36 16 9 L 0 0 0
DA&M 853 46 4 9 | ] 0
WHS/B&F 2 I 1 0 0 0 0
WHS/C&D 2 2 2 0 0 0 0
WHS/DPO 2 2 2 0 0 0 0
WHS/FOIA 2 0 0 0 0 0 0
WHS/FV 2 1 1 0 0 0 0
WHS/P&S

TOTALS: 652 324 89 60 35 6 3

* Number identified by each Component in responseto Mr. DuBois® memo of October 29,2003.
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Apr 13 04 10:17a

INFO MEMO
DepSecDef

1-04/002818

FOR SECRETARY OF DEFENSE } £F-Golh
FROM: Ryan Henry, Principal Deputy Under Secretary of Defense for Polic APR 8 2004

SUBJECT : OSD Review of Joint Staff Directives

o Thisresponds to your question about the desirability of an OSD review of Joint
Staff Directives, .

® The Chairman transmits policy, procedures and guidance through CICS
instructions, manuals, notioes, quides, handbooks, and pamphlets. Although not currently
required by DoD Directive, a recent Joint Staff data call indicated that about two-thirds of
these documents were coordinated with OSD prior to publication.

o As the Chairman mentioned to you, there is an ongoing effort to update CIJCS
publications, analogous to the OSD endeavor, Along those lines, Joint Doctrine
Publications are staffed with OSD at the action officer level during the update process.

e There is a broad effort underwayto update JCS and OSD instructions to reflect the
post-9/11 environment and the transformation vision as it applies fo existing capebilities.

o CJCS publications that apply to the Services, combatant commands, and Defense
agencies are required to be formally coordinated with those organizations during
update/revision.

¢ | believe that the formal and informal staff coordination that occurs throughout the
review process provides requisite OSD visibility and oversight over Joint Staff
publications.

Attachments: As stated.
Preparedby: PamMirclson, WHS/Executive Serviges and Directives)(b)(6)
“

StevenNetishen, OPDUSD(P),

ororrernTTIrUeeT

Py info Mema Tamptata

11-L-0559/0SD/30661



Apr 13 04 10:17a

lln reply refier to EF-8656 & 04/002818-ES

4.05 AM

TO: Paul Wolfowitz
Doug Feith

DATE February 24,2004
SUBJECT Directives

Attached is a memo [ sent to Dick Myers and his response,

[ wonder if we ought to think about having OSD review the Joint Staff Directives.
E so, who do you think ought to do it?

Thanks.
DHR/azn
0202404 .01t
Attach: Info Memofrom Gen Myers to SD 2/23/04 Re: Directives
Please respond by: 3\(
01-03-04 15:17 Iw
! <%
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13 04 10:17a

mema gt e m

CHAIRMAN OF THE JOINT CHIEFS OF ETAFF o

WASHMETON, DL 207 p-oead
CH-1546~04
INFO MEMO 23 Pebruaxy 2004

FOR: SECRETARY QF DEFENSE

FROM: General Richard B. Myes, CJCW!/_H ‘DS’D W

SUBIECT: Dives

* Question. “Where do we stand on getting all of the Joint Staff and Chairman of
the Joint Chiefs* directives reviewed and updatedto reflect when we are today?"

» Answer. From January throughMarch 2003, the Joint Staff conducted s special
review of all 263 CJCS instrucdons and manuals 1o address tbeimpact of
organizational and policy thanges, A total of 179 directives were identified for
revision cx cancellation action. Todate, 127 (71 percent) of these actions are

complete, Actions on the remsining 52 (29percent) are scheduled for completion
. by May 2004.

o Analysis, The special review encompassed all GJCS directives, including those
already undergoing a regularly scheduled assessmentat the time. My staff

continues to manage this regular scheduling systemo keep guidance current,
while monitoring the remaining out-of-cycle updates,

COORDINATION: NONE

Attachment:
As stated

—

Prepared By: MG Michael D. Maples, USA; Vice Director, JointStarr;|®)(€)
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TO: Gen. Dick Myers

DATE: Janruary 31, 2004

SUBIECT: Dlre:tlva _
‘Where do we stand on getting all of the joins staff and chairmen of the joint chiehs'
directives reviewed and updeted to reflect where we are today? e . I :
Y
()
Thank you. S
o
DRERfss
1e16012
Respand by: &\E\O‘( |
K 3 P W
LT -
- .w-rﬂ , g
,,"\‘ ; [ ,4’" o
BRI ~
”~
e .
Y
o
o H
0SD 01776-94‘{9
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APR 1 4 2004
TO: David Gompert
CC: Gen. Dick Myers
Paul Wolfowitz

Doug Feith i
|
FROM:  Donald Rumsfeldw' \ \

SUBJECT: New MoD

Thanks so much for your note on the new MoD. I appreciate your keeping me

posted.

~ !
-~ |
Regards,

Attach,
4/13/04 Gompert e-mail to SMA re; Iraq’s Defense Minister

DHR:dh
041304-

Please respond by -

——
~C
=

A
—~

0SD 05407-04
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Pagelofl&lJ//};

Craddock, John J, Lt Gen, OSD

From: Gompert, David Mr. (CIV) [gompertd@orha.centcom.mil]
Sent:  Tuesday, April 13, 2004 2:27 PM

To: Craddock, John J, Lt Gen, OSD

Ce: L. Paul Bremer; Abizaid, GEN John P.; Jones, Richard (AMB)
Subject: Iragq's Defense Minister

John,

I thought SecDef might be interested in my personal assessment of Iraqg’'s Defense Minister after two weeks on
the job. ‘

Ali Allawi is a good organizer and builder. He's set clear and sound priorities in forming and mobilizing his team
at MoD. His excellent eye for talent is proving valuable as we select the generals to lead the army. Allawi has
grasped quickly the limitations of the [AF and ICDC. He is willing to take responsibility and initiative — he was the
first to propose an iraqi Task Force, drawn from capable extant and former units. He speaks his mind in private,
e.g., in the give-and-take of the new Ministerial Committee on National Security. He is circumspect in public;
actually, we'd prefer a higher media profile. He is receptive to advice and not afraid to take decisions.

Early on, the Minister displayed an aversion to the use of force, especially against Mugtada Sadr, whom he
assessed — wrongly, in our view — as having the ability to mobilize a mass movement. After discussion and
reflection, he came to accept the need for operations other than in holy sites. Also, he was quite prepared to
admit that his initial estimation of Sadr's potential was wrong. It is hard to say whether his inhibitions about
operations against Sadr in Najaf were based on his analysis of the consequences or some generic distaste for
force.

I would like to reiterate my suggestion that Ali Allawi be invited to visit Washington in the first half of May, perhaps
sooner. He is needed here now to build the MoD, help manage crises, and give confidence to both the public and
the troops. Let's hope conditions will permit a visit in three or four weeks.

David

4/13/2004 11-L-0559/0SD/30666



Lowe.rlx, Michael, CIV, WHS/ESCD

From:
Sent:
To:

Ce:
Subject:

Lowery, Michael, CIV, WHS/ESCD
Wednesday, April 14, 2004 3.06 PM
‘gompertd@orha.centcom.mil'
Lowery, Michael, CIV, WHS/ESCD
New MoD, OSD 05407-04

The attached Secretary of Defense Snowflake, dated April 14, 2004, Subject: New MoD, OSD 05407-04, is

forwarded in PDF format.

ig’:__jlt:;]

OSD 05407-04.pdf

1
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TO:

FROM:

SUBJECT: Barham Salih April 9, 2004 Washington Post Op-ed

7 U

Honorable Colin Powell (by hand)
Honorable Andrew H. Card, JIr.
Honorable George Tenet

Dr. Condoleezza Rice

Donald Rumsfeld %

This piece is worth reading,.

Attach.

APR 1 4 2004

n
4

Salih, Barham. “A Year After Liberation,” Washington Post, April 9, 2004, p. A19.

DHR:dh
041204-14
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washingtonpost.com: A Year After Liberation

washingtonpost.com

A Year After Liberation

By Barham Salih

Friday, April 9, 2004; Page A19

SULAIMANI, Iraq -- The toppling of the statue of Saddam Hussein in
Baghdad a year ago today was a symbol of the victory of freedom over
despotism in Iraq and the Middle East. But liberation from tyranny is only the
first step. Building a democracy that protects freedom requires a long-term
and sustained effort.

A year after liberation, we need to acknowledge both the achievements behind
us and the difficulties ahead. The upsurge in violence over the past 10 days
underscores the truth that democracy will not be implanted throughout Iraq
casily or quickly. But the progress of the past year shows that it can be done.

For those of us who have spent a lifetime battling to free the Iraqi people from
the grip of the merciless Baathist tyranny, the past 12 months have been a
vindication. That Hussein and many of his cronies are now behind bars and
awaiting trial is just.

For the representatives of Iraq's various communities, whom Hussein had
played against each other, to have engaged in a peaceful political process to
draft an interim constitution was remarkable. The document drawn up by
Arabs, Kurds, Turkomens and Assyrians, men and women, Christians and
Muslims, is the most liberal in the Islamic Middle East and is an achievement
we can all take pride in.

It 1s worth remembering that historically [raqi political disputes have generally
been settled through vielence. Iraq is a failed state in which there have been
more coups than free elections. Yet, during the constitutional negotiations, the
only weapons that were deployed were ideas, the only exchanges were of
words.

Page 1 of 3
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While there is a grave and continuing terrorist threat, Iraq is not the violent disaster that naysayers
depict. Rather, for Iraqis, most of whom have known nothing but the murder and mayhem of Hussein's
rule, the past year has provided a taste of the benefits of peace. More than a million [raqi refugees have
come back to their homeland, despite being told by the U.N. High Commissioner for Refugees that it

was unsafe to do so.

The refugees have returned to a thriving economy characterized by improving services. A year into the
new Iraq public health care funding is more than 25 times as much than under Hussein, and child
immunization rates have risen 25 percent. The supply of drinking water has doubled. The historical
marshlands of southern Iraq, an environment devastated by Hussein, are being restored. Iraqi Kurdistan,
protected from Hussein for 12 years by Britain, the United States and Turkey, is experiencing a cultural

and economic boom.

http://www.washingtonpost.com/ ac21\4ﬁjd?%5%§)wmgguagc=primer 4/12/2004
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For the first time in living memory, Iraqis feel optimistic. According to a recent Oxford Research
International poll, 56.5 percent of Iragis said their lives were much better or somewhat better than a year
ago. Only 18.6 percent said they were much or somewhat worse. And 71 percent expect their lives will
be much or somewhat better a year from now.

It is in response to this political and economic progress that the terrorists' onslaught is being stepped up.
The terrorists know there is no room for them and their sterile ideas in our nascent democracy. These
attacks are not, as some imagine, "resistance" to foreign presence. Rather, the terrorists are fighting
against the right of Iraqis to choose for themselves. What they are trying to do is drive out all those who
would extend a helping hand to Iraqis.

The terrorists will stop at nothing in their quest to drive out the friends of Iraq. The contemptible
minority that murdered those brave Americans in Fallujah and desecrated their bodies in no way
represents Iraq. By contrast, the Americans who were lost in such terrible circumstances represent all
that so many Iragis admire about the United States.

The thugs of Fallujah are the Iraqi past: men who committed similar atrocities against their fellow Iraqis
with utter impunity for decades. Iraqis are most well placed to find the murderers, to develop, collect
and exploit the intelligence that will defeat the remnants of the Baathist regime and their al Qaeda allies.

There are more Iraqis under arms today than there are coalition soldiers in Iraq. The contrast between
the forced conscription that characterized Baathist rule and the willing engagement of so many Iragis in
the defense of democracy is striking and heartening.

The year ahead will be critical. On June 30 the awful label of "occupation” ends, and Iraq sovereignty is
to be restored. After no more than seven months, there should be free and direct elections for a
legislature that would be the first directly elected government in the country's history. These will not be
easy benchmarks to attain. While we need sustained international support, the onus of responsibility will
be on Iraqis themselves to build national institutions. Priorities for Iraqi democrats will be to promote
civil society and protect a nascent political process against corruption and organized extremists.

The terrorists, the fundamentalist extremists -- and their sponsors -- know that Iraq is the decisive battle
in their war against freedom. They are determined and resourceful. The violence of the past 10 days is a
testament to the grave challenge they pose to Iraq's new political process. We have to respond to the
present threat but also anticipate that this challenge may escalate as June 30 and then the U.S.
presidential election approach. While a robust military response from the coalition is unavoidably the
immediate requirement, Iraqis must be empowered to assume a more active role in protecting their
country and taking responsibility for their own fate. Iraqi political leaders must be unequivocal in facing
their responsibilities. There 1s no margin for political opportunism in confronting terrorism and
extremism in our midst. If the terrorists and extremists are seen to win in any way, seen in any manner to
inflict setbacks upon Iraq's burgeoning democracy, then the whole of the Middle East could be set
ablaze. If the terrorists lose, then there is hope not just for the stability of the Middle East but for the rest
of the world and our common battle against terrorism.

The writer is prime minister of the Kurdistan Regional Government in Sulaymaniyah. He will answer
questions about this article at 11 a.m. today at www.washingtonpost.com.

© 2004 The Washington Post Company

http://www.washingtonpost.com/; acZ?&ﬁh}Q/ﬁmmmgquagewﬁmer 4/12/2004
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TAB A

March 22, 2004

TO: Gen. Dick Myers
CC: ~ Paul Wolfowitz

FROM:  Donald Rumsfeld “Ph
SUBJECT: Ammo Dumps

Apparently the UK is complaining about unguarded ammo dumps in Iraq.
Someone ought to find out what they are complaining about, and either get them

to fix it or get somebody else to fix it. It is not the first time.

Thanks.

DHR:dh
032204-9

Please respond by "/J 7’[ 0',{

0SD 05416-04
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TO: Dina Powell

FROM:  Donald Rumsfeld V(L

SUBJECT: Peter Kunkel

Peter Kunkel has been doing terrific work in the DOD Legislative Affairs shop.

He is areal team player and an enthusiastic supporter of President Bush.
I would like to appeint him as a Schedule C. Please help that process along.

Thanks.

Attach.
Kunkel fact sheet

DHR:dh
041504-2

0SD 05631-04

11-L-0559/0SD/30672
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Peter E. Kunkel, Esq.

(b)(6)
experience
2003- ASSISTANT SECRETARY OF DEFENSE FOR LEGISLATIVE AFFAIRS, Speciaf Assisint WASHINGTON, B.C.
Legislative Action Officer, International Sceurity Policy and International Security Alfairs.
Developing and/or implementing strategics 10 communicate Bush administration defense policy Lo the respective U.S,
Senate and U.S. House of Representatives committees of jurisdiction over the Defense Departiment and State Department
2000-2002 UBS WARBURG, LLC, Assaciure Director. Investment Banking NEW YORK, NY

2001-2002  Aerospace and Defense Corporate Finance
Advised on means to exploit sirategic markets in the commercial asrospace and defense indusiries
General Bleetrie Aireralt Engines: Penetration into additionzl defense markets for value-added systems
The Boeing Company: Space-based air traffic management. electronic flight bag, and real time scheduling opportunities
Originated and cxcculed merger and acquisition, cquity and debt financing transactions
Raytheon Company: %1 billion sccondary cquity offenng
Lockbeed Martin: [nvestment grade revolving line of credit
TRW: Tax free spin-off and strategic acquisition talks
2000-2001  Leveraged Finance: Originated and executed high yield bond, senior bank debt, und bridge linancing trimsactions
Industries served: health care providers, telecommunications providers. paper mills and petrochemical producers

1992-1996  UNITED STATES MARINE CORPS, Infantry Company Commander TWENTYNINE PALMS, CA

1996 Commanding Officer, Company G, Second Battalion, Seventh Marines
Commanded 2 14 Marines. solely responsible for their combat preparedness. professional character and weltare
Coordinated with US Embassy in Argentina. Air Force transportation authorities. and local California USMC units for
USMC to mount an expedition up Cerro Aconcagua. the Western Henusphere's Tallest Mountain.

1995-1996  Executive Officer, Company G
In both 1995 and 1996, operational scgment of the Company Ranked Number 1 of 24 in USMC Combat Preparedness
Competition

1996 Personal Honors: Ranked #f o 35, Summer Mountain Leaders Course. Also. top 5%. Winter Mountain Leaders Course,
Bridgeport, CA

1992.1995  Platoon Commander, Company G
Commanded 41 Marincs, Mentored 2 junior Marines t¢ become the #1 and #3 small unit leaders in a field of 100

student internships

1999 J.E.LEHMAN & CO., Summer Associate NEW YORK, NY
Quantitative debt service analysis of potential leveraged buyout opportunitics and other related transaction exceution duties.
Tdentificd 2™ and 3™ ticr acrospace/ defense manufacturing businesses and OEM segments lor potential purchase

1998 MICHIGAN COURT OF APPEALS, Summer Clerk, Judge William C. Whitbeck LANSING, MI
1997 THE HON. PETER HOEKSTRA, U.S. House of Representatives, District Intern HOLLAND, MI
education

1997-2000 UNIVERSITY OF SAN FRANCISCO SCHOOL OF LAW SAN FRANCISCO, CA

LD, Best Bricf, First Year Moot Court Competition, 1998, CALT Award lor excellence, Manitime Law, 1999, Recipicnt,
Moot Court Case Counscl Scholarship, 1998, Participant, Judge John R. Brown Admiralty National Moot Court
Competition, 1999. Participant, Advocate of the Year Competition. 1998

1988-1992 NORTHWESTERN UNIVERSITY EVANSTON, L.
B.A., Fconomics; Naval Science Curricubuin, 1992, Honor Graduate, Marine Corps Assaciation Midshipman Award, 1992,
Recipient, Naval Reserve Officer Training Corps Scholarship. 1989-1992, President, SemperFidelis Association, 1992

affiliations

2001 Student Sponsor Partnership of New York City, mentor

2001 New York Bar Association, member in Good Standing

2001 University Club of New York, social club member

personal

1997 HIGH ALTITUDE MOUNTAINEERING: Successful Ascent of Cerro Aconcagua, Argentina (Elev, 22,856

11-L-0559/0SD/30673
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Study Teams

17036927730

3
March I, 2004

Please take a look at these PA&E Defense Resource Management Study Teams.

Why aren't they in Iraq and Afghanistan?

Thanks.

DHR..dh
~ 03010177

QU NPPASNNARRERANARgOERERN
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OFFICE OF THE SECRETARY OF DEFENSE
1800 DEFENSE PENTAGON
WASHINGTON, DC 20301-1800 .. . . -
ECRET 43 o DLETHEL

INFO MEMO )

RGN ANACYHIN myrer e B o133
AND EVALUATION

FOR: SECRETARY OF DEFENSE

T iR 16 LY
FROM: Ken Kri gf%otor, PAKE

SUBJECT: Future DRMS Studies

e You asked me to take a look at the Defense Resource Management Study (DRMS)
program and see if it could be applied in Iraq and Afghanistan (Tab A).

e The DRMS program is co-sponsored by Policy and PA&E. Tt is focused on reforming
the defense resource management process of allied countries,

o To do this, DRMS provides participating countries a methodology and computer
tools for producing resource-constrained, multi-year defense programs,

¢ The DRMS methodology is more sophisticated than either country is ready for
NOW.

e We are resourced to conduct two DRMS studies per year. Policy selects the countries
and sccures their agreement to participate; PA&E conducts the studies.

o For 2004, Policy has made DRMS commitments to the Philippines and Kuwait,
o For 2005, Policy will give priority to Iraq and Afghanistan,

e Toprepare the Iragis for DRMS, DoD is conducting programs such as the Defense
Planners Workshop at the Near East South Asia Center for Strategic Studies.

COORDINATIONS : None

Attachment ;
As Stated

ce: Ryan Henry
Andy Hoehn

(b)(6)

Prepared By: Gary Morgan|

0SD 05633-04

L A
11 -L-0559uD/30675
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SECRETAR. T March £, 2004

AR 12 B 135

TO: Ken Krieg
CE: Paul Wolfowitz

FROM; Donald Rumsfeld (J)\
SUBJECT: Study Teams

Please take a look at these PA&E Defense Resource Management Study Teams,
Why aren't they in Iraq and Alghanistan?

Thanks.

DHR:dh

i 030101-77
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Please respond by 2 I?«IQ ¥

0SD 05633-04
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TO: Gen. John Abizaid

cc: Paul Wolfowitz
Gen. Dick Myers

FROM: Donald Rumsfeld ’w
DATE: April 16,2004

SUBJECT:

2:33 PM

Do you know a Kurdish leader on the Talibani Peshmerga group named Kosrat?

Apparently he’s quite a good military officer and quite popular.

Thanks.

DHR/azn
041604.10

Please respond by: “{ l@_rl l

11-L-0559/0SD/30677
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No Classification in Message Body

RSS - SecDef CablesESO

From: System Administrator [postmaster@ centcomsmil.mil]
Sent: Monday, April 19,2004 7:04 PM
To: CablesESC@osd.smil.mil
Subject: Delivered: Urgent - Time sensitive respense from GEN Abizaid from SD
iili
Urgent - Time
sensitive respon. ..
<zUrgent - Time sensitive response [rom GEN Abizaid from SD»> Your message
TG - CENTCOM Command Cenzer (E-mail); CENTCCM KCOIC (E-mail); COL
Reynes (E-mail); Acizaid John P Gen CEMTCOM/CICC
ac: 'thompshe@centcom,smil mil'; Swope, Mark , LTC, QSD
SubjecL: Urgent - Time sensitive response {rom GEN Abizald from SD
Sen.: Mon, 19 Apr 2004 19:02:47 -0400

was delivered to the following recipient(s} :

Reynes Col Joseph Jr (USAF) on Mon, 19 Apr 2004 19:03:27 -0400
MSEXCH :MSExchangeMTA : CENTCOMHQ : MAGNOLI A

Thompsgn, LTCol H.Barle on Mon, 18 Apr 2004 19:03:27 -0400
MSEXCH : MSExchangeMTA : CENTCOMHQ : MAGNOLIA

No Classification in Message Body

11-L-05659/0SD/30678



No Classification in Message Body

RSS - SecDef CablesESO

From: System Administrator [postmaster@ centcom.smil.mil]

Sent: Monday, April 19,2004 7:04 PM

To: CablesESO®@ osd.smil.mil

Subject: Delivered: Urgent - Time sensitive response from GEN Abizaid from SD
Urgent~ Time

sensitive respon... ) o .
<<UJrgent - Time sensitive response from GEN Abizaid from SD»> Your message

To: CENTCCM Command Center (E-mail); CENTCOM NCOIC (E-mail); COL
Reynes (E-mail); Abizaid John P Gen CENTTCM/CCCT

Iolel 'thompsha@centcom,smil.mil’; Swope, Mark , LTC, OSD

Sub jeclL: UrgenlL - Time sensitive response {rom GEN Zbivaid from SD

Sent: Mon, 19 Apr 2004 19:02:47 -0400

was delivered to the following recipient({s}:

Bbizaid, GEN John P (USA) on Mon, 19 Apr 2004 18:03:18 -0400
MSEACH : MSExchangeMTh : CENTCOMHG : PINE

No Classification in Message Body

11-L-0559/0SD/30679



No Classificationin Message Body

RSS - SecDef CableseSO

From: System Administrator {postmaster @ centcom.smil.mil]

Sent: Mcnday, April 19,2004 7:03 PM

To: CablesESO®@ osd.smil.mil

Subject: Delivered: Urgent - Time sensitive response from GEN Abizaid from SD
Urgent~ Time

sensitive respon... , o .
<<Urgent - Time sensillve response [rom GEN Abizaid [rom SD>> Your message

To: CENTCOM Command Center (E-maill); CENTCOM NCOIC (E-mail); COL
Reynes (E-malil};Aablzaid John P Gen CENTIO0M/CZCCC

cc: 'thompshe@centcom,smil.mil'; Swope, Mark , LTC, OSD

Subject: Urgent - Time sensitive response from GEN Bbizaid from 5D

Sent: Mon, 18 Apr 2004 19:02:47 -0400

was delivered Lo the [cllowing recipient{s):

Cmd Ctr WATCHO on Mon, 18 Apr 2004 19:03:08 -0400
MSEXCH : MSExchangeMTA : CENTCOMHQ : VOYAGER

Cmd CLr NCOIC on Mon, 19 Acr 2004 19:03:08 -0400
MSEXCH: MSExchangeMTA : CENTCOMHQ : VOYAGER

No Classification in Message Body

11-L-05659/0SD/30680



APR 19 2004

37
414
TO: Gen. John Abizaid W’ﬂ)
CC: Gen. Dick Myers
Paul Wolfowitz
Doug Feith
Larry Di Rita

FROM: Donald Rumsfeld %
SUBJECT: Petition

Here is a petition about something that happened a year ago.
What is the status?

I will probably get asked about this during some public press events this week, so

the 80 percent answer today will be better than the 90 percent answer on Friday.

Thanks.

Attach.
E-mail about petition

DHR:dh
040504-15

Please respond by ‘l'! LL/ 0'—;{

0SD 05673-04

11-L-0559/0SD/30681



Larry,

FYI -- there is a petition originated by the Newspaper Guild an, CWA and the
International Federation of Journalist that is circulating online.

http://cwa-union.org/[F]petition/

Tell Donald Rumsfeld That Journalists' Lives Matter

It has been nearly a year since journalists at the Palestine Hotel in

Baghdad came under fire from U.S. forces on April 8, 2003. Two journalists
were killed and three others wounded. [n all, seven yournalists have

perished in four separate incidents of so-called a€cefriendly firea€0) by U.S.
troops in lraq since hostilities hegan in March 2003.

To date, the Pentagon's internal 4€investigationd€D) of the Palestine Hote]
tragedy, as well as other catastraphes involving media workers n Iraq, has
remained classified. No details of these incidents have been released 10
their families, news organizations, or the American public. The Pentagon,
meanwhile, has ignored repeated calls by journalists and other ergamizations
in the U.S. and around the world for a detailed, independent inquiry 1nto
these tragic events as well as the developmen! of protocols o assure the
safety of war correspondents.

Reporters, camera operatars and others who cover war zones must be
reasonably secure that the U.S. military is doing everything possible 1o
ensure their safety. Independent and accurate news coverage of military
conflicts depends on the ability of journalists, no matter what news agency
they work for, to stay out of harm's way and be free from fear thal they are
being targeted.

Add your name 1o the petition below which will be presented to Secretary of

Defense Donald Rumsfeld and members of the House and Senate Armed Service
Committees on the anniversary of the Palestine Hote] bombing.

We, the undersigned, have not forgotten the sacnfice of those who gave
their lives to report on the Iraq war and its aftermath.

We call upon the Pentagon to make public the results of its own
investigations.

We again call for an indepéndent investigation of so-called "friendly fire"
incidents involving journalists and U.S. troops.

11-L-0559/0SD/30682



We demand to know what steps, if any, have been taken by the U.S. government
to reduce the likelihood that tragedies such as the Palestine Hotel will not
occur in other conflicts.

These actions are necessary to provide closure for the families and
colleagues of those who died trying to tell the story in Iraq and to
minimize the risk to media workers in the future.

First Name Last Name E-mail Address Media Organization
(if applicable)
Only your name will appear on the petition when it is submitted.

11-L-05659/0SD/30683



No Classification in Message Body

5_55 - SecDef CablesESO

R — RS
From: Systern Administrator [postmaster @ centcom.smil.mil)
Sent: Monday, April 19, 2004 7:.04 PM
To: CablesESQO @osd.smil.mil
Subject: Delivered: Urgent - Time sensitive response from GEN Abizaid from SD
Urgent - Time
sensitive respon... ) o
<<UJrgent - Time sensitive response from GEN Abizaid from SD»>> Your message
To: CENTCOM Command Center (E-mail); CENTCOM NCOIC (E-mail); COL
Reynes (E-mail); Abizaid John P Gen CENTCOM/CCCC
Cc: 'thompshe@centcom.smil mil'; Swope, Mark , LTC, OSD
Subject: Urgent - Time sensitive response from GEN Abizaid from SD
Sent: Mon, 19 Apr 2004 19:02:47 -0400

was delivered to the following recipient(s):

Reynes Col Joseph Jr (USAF) on Mon, 19 Apr 2004 19:03:27 -0400
MSEXCH:MSExchangeMTA : CENTCOMHQ : MAGNOLIA

Thompson, LTCel H.Earle on Mon, 19 Apr 2004 19:03:27 -0400
MSEXCH:MSExchangeMTA : CENTCOMHQ : MAGNOLIA

No Classification in Message Body

11-L-0559/05D/30684



No Classification in Message Body

RSS - SecDef CablesESO

From:
Sent:
To:
Subject:

Urgent - Time

sensltive respon...

To:

System Administrator [postmaster @ centcom.smil.mil)

Monday, April 19, 2004 7:04 PM

CablesESO@ osd.smil.mil

Delivered: Urgent - Time sensitive response from GEN Abizaid from SD

<<Urgent - Time sensitive response from GEN Abizaid from SD>> Your message

CENTCOM Command Center {(E-mail); CENTCOM NCQIC (E-mail}; COL

Reynes (E-mail}; Abizaid John P Gen CENTCOM/CCCC

Cc:

'thompshe@centcom,.smil.mil'; Swope, Mark , LTC, QSD

Subject: Urgent - Time sensitive response from GEN Abizaid from SD

Sent:

Mon, 19 Apr 2004 19:02:47 -0400

was delivered to the following recipient(s}:

Abizaid, GEN John P (USA) on Mon, 19 Apr 2004 19:03:18 -0400
MSEXCH : MSExchangeMTA : CENTCOMHQ : PINE

No Classification in Message Body
11-L-0559/0SD/30685



No Classification in Message Body

RSS - SecDef gablesESO .

M
From: System Administrator [postmaster @ centcom.smil.mil]
Sent: Monday, April 19, 2004 7:03 PM
To: CablesESO@o0sd.smil.mil o
Subject: Delivered: Urgent - Time sensitive response from GEN Abizaid from SD
=
Urgent - Time
sensitive respon... )
<<Urgent - Time sensitive response from GEN Abizaid from SD>> Your message
To: CENTCOM Command Center (E-mail); CENTCOM NCOIC {(E-mail); COL
Reynes (E-mail); Abizaid John P Gen CENTCOM/CCCC
Cc: 'thompshe@centcom.smil.mil'; Swope, Mark , LTC, 0OSD
Subject: Urgent - Time sensitive response from GEN Abizaid from SD
Sent; Mon, 19 Apr 2004 19:02:47 -04Q0

was delivered to the following recipient{s):

Cmd Ctr WATCHO on Mon, 19 Apr 2004 19:03:08 -0400
MSEXCH : MSExchangeMTA : CENTCOMHQ : VOYAGER

Cmd Ctr NCOIC on Mon, 19 Apr 2004 19:03:08 -0400
MSEXCH : MSExchangeMTA : CENTCOMHQ : VOYAGER

No Classitication in Message Body

11-L-05659/0SD/30686



TO: Doug Feith
CC: Gen. Dick Myers
Paul Wolfowitz
o FROM:  SCCHTF

Ho SUBJECT: Eritrea

Please get somebody to draft a memo from e to the NSC people on Eritrea,
saying that we have to balance these two State Department local nationals who are
in jail against the fact that we are suddenly getting cut out.

Abizaid needs to get in. He needs to work with them. It is important. The
question is what is the cost-benefit ratio here? It sounds to me like we are on the
wrong side of it.

Thanks.

DHR:dh
040104-15

.........................[...T........................................... *\\ﬂ

Please respond by 4 Jo

i :

0SD 05701 -04
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June 9,2004

Tew
Yis

TO: Gen. Dick Myers

Larry Di Rita
cC. Paul Wolfowitz
/ ROM: Donald Rumsfeld
SUBJECT: Press in CENTCOM

uth
( You will recall our discussion at Round Table this morning about lowering the
profile of CENTCOM’s press activities in Iraq and how that might be done.

What we did not talk about is when it should start. My instinct is that it ought to

start fast and not wait until June 30.
Let’s discuss this.

Thanks.

DHR dh
06050412

Please respond by b /5 {Q) \\
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D

OSD 15961_0‘

11-L-0559/0SD/30688

W OoD+uU=2

houwntb



June 15,2004

MEMO TO SECDEF from D1 Rita (cc: CICS)

We will brief you soon on this issue in broader detail For
your information now, though, we have already scaled back the
CentCom profile significantly.

Senor and Kimmitt already have reduced their briefing schedule to
not more than twice per week; they had been briefing daily.

At the same time, Prime Minister Allawi is briefing daily.

We will continue on those trend lines and further reduce our own
profile as we further increase the Iraqi profile.

The tenor of the media coverage is beginning to shift as the face of
Iraq begins to shift. See the attached article, which was on the
front page of the New York Times on Sunday.

Other Iraqi ministers and officials are conducting extensive press
activities for local and regional Arab media.

The national security advisor, Mowaffek al Rubaei, holds briefings
several times a week for regional and local press, in Arabic.

Our own perception of who is briefing may be skewed because
U.S. stations won't carry Iraqi briefers speaking in Arabic.

Allawi is also being booked for a lot of U.S. press interviews. This
morning, for example, he was on CNN and Fox.

There is unanimous sentiment that the public face of Iraq must be

Iraqi. There are other considerations, though, and we will brief
you, $00n.

11-L-0559/0SD/30689
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SECFILES FULL RECORD DETAIL
Print Date:  4/21/2004

DOCUMENT TYPE: FRONT OFFICE DOC

OSD CONTROL  OSD 05774-04 DOC 3/15/2004 DOR 4/21/2004 SIGNATURE CASE:
FROM SECDEF TO SN
SUBJECT HAMRE REPORT RECOMMENDATIONS
KEYWORDS
COMMENTS CAb
D SEC U OCN
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DISTRIBUTION: OFFICE COPIES
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L/

April 26,2004

To:  LarryDiRita
Fr:  Gordon England

Subj: Hamre Report Recommendations

l-[/\Although we concur with the problem set identified by CSIS, it does not appear
evideat that we would want to implement the recommendations. My suggestion would
bé 10 eonvene a small group with representatives from each of the services and OSD to
discuss a more wholesome way ahead. The exception is the recommendations dealing
with personnel. T am inputting those recommendations into NSPS.

If you would like, I will organize some review groups from within DoD to

provide more comprehensive recommendations than those provided by CSIS. In essence,

we will expand the CSIS recommendations into approaches that hopefully will be better
accepled by DoD.

Let me know and I will p1 oceed.

0SD 05774-04

11-L-0559/05D/30692
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T Gorden England

Paul Waifowitz
Doug Feith

PROM: - Donald Rumsfelé | / /\

SUBJECT. Hamre Rzpott Recammendations
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Please get the baefing from Ioha Harer, if you bave not absady received i, ahd

"

then help me figure out ways we can implement thiose recommendations that are
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- CIGE OF THE
April 20,2004 ¢ ot 1 0V 67 eF ! s

To: SECDEF il B IR
Fr; SECNAYV
Subj: CSIS (H ) REPORT RECOMMENDATIONS

Mr. Secretary,

By your note of March 15,2004, you asked that I review the Beyond Goldwater-
Nichols, CSIS Report recommendations and provide input on ways to implement
those recommendations that are appropriate and can be readily implemented.

With enclosure (1) you will find my thoughts on the recommendations provided
by the CSIS Report. In general, I believe many of the underlying problems
identified in the report are accurately identified and feed well into facilitating
discussion on many of DoD's transformation initiatives. However, most of the
specific recommendations put forward by CSIS are not appropriate and are
integrated "point" solutions that lack analytical bases and do not reflect principles
I think important in achieving a more efficient and effective organizationin DoD.

I believe that the CSIS Report expresses many of the concerns of senior leadership
and that the report is a good starting point for more substantive discussion about
strategic managerial objectives within the Department of Defense. A lot more
discussion 1s needed before we can implement any reorganization of staffs and
processes. I look forward to contributing in a forum that will address these 1ssues.

Attachment:
(1) DoN input on CSIS Recommendations

03D 05774-04
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Department of the Navy

1put on CSIS Recommendations

20 April 2004
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Strengthening Civilian Professionals

CSIS QObjectives

Increase quality of DoD's civilian workforce by recruiting and retaining the best and brightest.
, - Create a more flexible “infout” personnel system.
2. Strengthen civilian career professionals in DoD in policy and oversight.
_ - Create trainlng and profess:onal development alternatives.
3. Create greater ” J__oln_tness ‘at the interagency level.

CSIS Recommendations DoN Comments

Establlsh a Defense Professronal e b B 1 2-- -Al four Hamre recommendatron Wlll be rewewed as part of the
Corps ' R NSPS design and development that has just begun.
-But probably no need to create a Defense Professmnal Corps and

.| 1000 additional career civilian billets. Manageable within a civilian
1,2 | career force that numbers 743,000.

Increase opportunity for préfeésnon'al
development and tratnlng by addlng '
1000 career CIVlliaﬂ billets over the

next5years 0 -DoD needs an overarching SES strategy to help manage

— - —— professional development and career rotations. - Development of such
Reqmre a2- 3 year mteragency o 3 |2 strategy should be mtegrated wsth the NSPS process (SES process
rotation pnor to SES appomtment 7| iscurrently not partof NSPS however)

a - Pursuing a strategy that creates a more ﬂe)uble “infout” and rotates
1,2 | personnel at the interagency level for greater jointness has merit.
| NSPS will prowde flexibility to-accomplish this objective.

Open more senror posrtlons in DoD to
career professronals R

11-L-0559/05D/30697



Bunid an mtegrated cw!mli staff by consolidating or eliminating duplecatlve staffs that create excessive wasteful
coordznatlon processes. Need to preserve diversity of ideas and perspectives.
Staffs should focus on their essential functions.
- 05D should focus on poficy formulation and oversight not program management.
- Joint Staff should focus on roles in support of CJCS.
Create oversight to improve effectiveness in policy formation and strategic thinking.
Strengthen joint advocacy to solve joint capability needs.
- Resolve lack of C2/C3 jointness by strengthening oversight.
Strengthen advocacy for joint programs and requirements.
- Removes processes that are resistive to change.
~Tie resource allocation decisions to DoD strategy and planning processes.
Create stronger roles for key players that have a stake in strategy and planning.
- Forces the tough trade-off decisions at a higher level.

11-L-0559/05D/30698




Organizational Structure

CSIS Becommendations

Mérgev eachSerwce and Secretariat
staff into an integrated staff.

DoN Comments

1 -Growing OSD staff is not the answer. We need to clarify staff roles
and processes in order to provide better advice to senior leaders.

Create an integrated civ/mil J1 and
OSD (P&R) staff.

-Staff alignment is required given process overlap and redundant, ill-
defined “lanes.”

a. JCIDs, EPP, Analytic Agenda and JROC exemplify that nobady

Create an integrated civ/mil J4 and
OSD (AT&L) staff.

has the authority to rationalize competing staff efforts that
overlap.

b. OSD Staff is not organized to resolve conflicts or set priorities
among OSD staff elements or across DoD entities.

1 -Organizations and processes must enable the presentation of
divergent ideas and independent analysis to senior decision-makers.
- Collapsing the Joint Staff or other agencies into OSD may impact

the ability to provide disparate advice to appropriate senior decision-
makers.

'Consolldate JG and elements of DISA
and create a Jomt ‘C2task force with
SOCOM-like budgetary and
acqunsmon authonty

Consolidating into OSD will greatly complicate decision-making, .
roles/responsibilities, and fragment budget and acquisition authority.
1,4,5 | Does naot address the organizational processes to assess and
integrate competing priorities for senior leadership decisions. The
alignment of requarernentslbudget and acqu:smon in this area is rich
for discussion. : : :
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Organizational Structure

CSIS Recommendations DoN Comments

'.Expand‘\v the
Intelligence

not own Joint

s i
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Organizational Structure

CSIS Recommendations

OSD consolidate housekeeping |
functions under an Assistant =~ 1.3
Secretary for Administration.

DoN Comments

OSD needs an entity that would set staff priorities, run an executive

decision-making agenda and ensure appropriate preparation of

materials for senior leadership. Empowering Executive Secretary could
potentially fix probiem by setting priorities and resolving conﬂlct through .
an executive decision making agenda. - '

Build capabilities in the COCOM for a
stronger role in the, resource 57
allocatlon process '

-COCOMs require mechanism to play a more effective role in the DoD
decision-making process.

a. Geographic COCOMs address near-term theater requirements
and are not equipped fo provide inputs into the resourcing process.

b. COCOM priorities diverge across theaters and generally exceed
available resources. Requires a decision-making construct to vet
and integrate COCOM inputs with longer-term, overarchmg
perspective of Services.

A “J-8" like organization in the COCOM'’s would provnde an input
mechanism, but alone, does not address the organizational process to
assess and integrate competing priorities for senior leadershlp decision.
- A “J-8” organization would create dupllcatlve requnrements generation,
increase friction, and will not effectively balance COCOM's resource

risks (long term v.s. short-term outlook). Would incur Sewlce

manpower bills and grow COCOM headquarters.

11-L-0559/0SD/30701




Interagency Planning

CSIS Objectives

1. Integraté political, military, economic, humanitarian and other agencies into complex contingency planning.
2. Achieve greater unity of effort in interagency planning for post conflict operations. |
-Establish procedures for developing integrated strategies and coherent plans.
3. Develop expertise by incorporating dedicated planning staffs and professional training.
4, Achieve a level of jointness at the interagency levels
5. Create stronger roles for key plavers that have a stake in strateqv and planning

CSI1S Recommendations Effect DoN Comments

President should establish a new
NSC office with the mandate to 124
integrate agency plans.

Establish SOP.for the ‘_pia'_'hni'ng pf o 23 Strongly support active and robust interagency functions and
complex interagency operations.. - processes. ' '

All agehcie's establish p._Ianh_ing offices 123

to lead the development of plans in P

the interagency process.

11-L-0559/0SD/30702



Interagency Planning

CSIS Recommendations Effect Recommendation

Designate one senior official in
charge of interagency operations.

Congress establish a new Agency for
Stability Operations with a civilian
stability operations corps.

Congress create a new Training
Center for interagency Operations

and fund international training and Strongly support active and robust interagency functions and
exercise programs. ‘ processes.

Congress increase funding for
-programs that support building
- operational capabilities of allies in
complex operations.

2,3

Enhance opportunities for civilian
planners and operators to work with 23
'counterparts gy

Congress seek a btpart:san “BRAC” 5 DoN supports efforts to increase Congressnonal experttse on defense
like” process in- overseemg DoD. - . issues. .
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TAB -A

TO: Gen Pete Pace

FROM:  Donald Rumsfe]d/\)\

SUBJECT: Options

0CT 18 2004

88T

I believe you are going to get back to me with options on Qatar headquarters.

Thanks,

DHR:sa
101504-20
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Please respond by ’7,/’, 2y
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APR 9 2004 f
73
TO: Mira Ricardel ;
. n
CC: Paul Wolfowitz W
Doug Feith H ‘
FROM: :Dj

SUBJECT: Liability Language

Let's make sure we get this liability langnage surfaced that came up with Ivanov.

[ want to see what the problem is.

Please get it teed up for me, and maybe I can help get it solved.

Thanks.

DHR:dh
040604-14

R —

Please respond by 1«) oY
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APR 2 3 2004

TO: Honorable Colin Powell

FROM:  Donald Rumsfeld /

] e

SUBJECT: Haiti

We have 2,000+ folks in Haiti who, needless to say, I would like to get out.

My hope is that you are pressing hard on the UN, so that there won’t be any I
slippage in their replacing our forces there at the end of the 90 day period. 9"
Thanks. -:‘ .
DHR:dh

0420047
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TAB A

February 20, 2004

70"\

TO: Gen. Dick Myers
Doug Feith

cC: Paul Wolfowitz
FROM: Donald Rumsfeld /)7(\,

SUBJECT: Afghan Security Forces

I assume that your two organizations will get to work on a longer-range plan for
Afghanistan that looks at the total number of Afghan security forces, a program of

their use and their phasing out or their integration with other elements, funding

VS VY \\C% Y

levels. the ultimate disposition of these forces, what other countries might be
available to assist, and the like—in short, all the questions I raised at the meeting

today.

Thanks.

DHR.dh
O22004-24
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Please respond by 3/ [ - :
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ORI IO T

ASSISTANT SECRETARY OF DEFENSE
2400 DEFENSE PENTAGON
WASHINGTON, DC 20301-2400

1-04/000165

JAI =4 200

INTERNATIONAL f v
SECURITY USDPC‘ ww\\,}\c\
AFFAIRS ; e

INFO MEMO

FOR: THE SECRETARY OF DEFENSE

—

FROM: Assistant Secretary of Defense, International Security A% Nl 0 6 JAN 7004
Peter Rodman [®)(®/ VL

SUBJECT: US Advisors to Afghan Government Ministries

e On January 5 you asked about the status of US advisors to Afghan government
ministries and whether we want them in the ministries.

o The Afghan Reconstruction Group (ARG) is comprised of 1S senior advisors and 8
support personnel.

- Six senior advisors and four staff (including an ARG Chief of Staff) have been
hired and are at work in Kabul,

- None of the senior advisors work in Afghan government offices.
- They are based at the Embassy and provide advice to Zal Khalilzad.
- They also work closely with Afghan ministry officials.
o Separately, USAID has approximately 800 technical experts and contractor hires

working in Afghan ministries on health, education, economic reform, and agricultural
programs.

e The Department of State requested and received $25 million in the FY-04
supplemental to hire approximately 200 technical experts to work in Afghan
ministries,

- These experts, in accordance with the June 18, 2003, Action Plan to Accelerate
Progress, will be “imbedded” in the ministries and will offer specific, needed

skills.
0SD 00258-04
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OSD/ISA/NESA
6 January 2004

- The ARG is to design a program to hire and place these technical experts.

pared by: Kurt E. Amend, ISA/NESA[®)(®)

S

A contractor (e.g., Dyncorp) would run the program.
To date the ARG has not designed such a program.

The program will likely include technical experts to be imbedded in the
Ministry of Interior to monitor the police training program.

/
./ PDISA ( M/
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TO:

CC:

FROM:

DATE:

e

TAB A

Gen. Dick Myers
Paul Wolfowitz
Donald Rumsfeld @

February 11,2004

SUBJECT: Duncan Hunter

5.02 PM

\p0

[ talked to Duncan Hunter today. Here is a memo that Pete Geren gave me. He

said he is going to send in a paper. What we need to do is see that your folks work

it with John Abizaid and get it down the chain,

Then 30 days from now, let's get a report back and find out what Gen. Abizaid has

done off of the recommendations that Hunter made.

Tharnks.

DHR/azm

021104.04

Attach: Hunter Phone Calf to 8D 2/11/04
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UNCLASSIFIED
MEMO

February [1,2003,11:00 a.m.

FOR: LTGEN CRADDoCé/

FROM: MR. PETE GEREN /j#@_/z

SUBJECT: HUNTER PHONE CALL TO SECDEF

e Duncan Hunter has a call into the SECDEF to discuss his recent CODEL to
Iraq, specifically force protection issues. T accompanied Hunter on the
CODEL. He pressed everyone he met with about force protection against
IEDs and returned unsatisfied with the situation.

The i1ssues he raised were:
1) HMMWV:

i,

ii.
1.

v,

V.

He questioned why we have HMMWVs carrying troops in threat
areas at all. Why not armored vehicles, trucks, Bradleys, or
Strykers?

Slow rate of installation of armored kits on HMMWVs;
Concerned that Commanders were forced to resort to “homemade™
armored kits, generated in local machine shops rather than being
supplied with standardized kits for installation. Why not deliver
standardized armor plating to Commanders to install in theater to
supplement the rate of kit installation in Kuwait?

Lack of reinforced glass in vehicles; and

Vulnerability of gunner atop vehicles.

2) IED Detection: In general, he believes that we are not doing all we can do
to detect IEDs;that the effort lacks intensity. He offered suggestions about
increasing surveillance on high threat highways and gathering intel on
IEDs. Specific suggestions:

i
ii.
111.
v.

Install cameras along highways.

Hire Traqis to walk/drive high threat stretches of road throughout the
night (he compares them to NVA “trail walkers” in Vietnam)

Raise the priority for [ED detection with CIA.

He believes we are relying too heavily on “walk in” tips on IEDs.
Hire “every Iraqi we can buy” to gather intel in IEDs.

3) He also raised questions about the value of HMMWYV patrols in hostile

areas.

Is the return worth the risk?

I Neel UH US

l
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‘February 13, 2004

_To:  Secretary of Defense Donald Rumsfeld

Cc Secretary of the Navy Gordon England
Secretary of the Air Force James Roche
Acting Secretary of the Army Les Brownlee
Chief of Naval Qperations Admiral Vernon Clark
Commandant of tre Marine Corps General Michae! Hagee
Chief of Staff of the Air Force General John Jumper
Chief of Staff of the Ammy Ganexall. Beber Schoorniaker

Fram: Duncan Hunter, Chairman, House Armed Services Comimittee
RE:  CODEL Hunter & Force protection

The purpose of this memo is to highlight the force protection observations obtained
during CODEL Hunter. Ruther, this memo suggests a number of opportunities to
correct the seeming inability of the military acquisition system to properly meet the
needs of cur troops in theater.

From February 5 through 9,2004, a bipartisan delegation of for House members
visited major operational wits in Iraq o assess ongoing military operations with a
particular emphasis on self protection techniques and equipment. The CODEL
reached three conclusions that highlight the urgent need for the acquisition systemto

more fully address the force protection issue:

Force protection continues to be a severe challenge and priority for operational
wits. The delegation found numerous examples where units, through the
innovative application of simple cquipment modifications and changed tactics,
have started to improve the safety'of US. troops. However, additional resources
and priority met be applied to this problem to ensure that all possible technical
and malerial solutions are made available to our troops in the field.

TabB
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Memo: Force Protection

The continued and varied use of Improvised Explosive Devices(IED) by
opposition forces stands as the most pressing force protection challenge facing
coalition forces and must accordingly receive the highest priority attention of the
military acquisition system.

Operationalcommanders identified a number of equipment and capability
shortfalls that will require the urgent attention of the Department of Defense and
the Congress. Among others, the critical need for organic tactical Unmanned
Aerial Vehicles (UAY), increased up-armored/add-on-atmaor High Mobility
Multipurpose Wheeled Vehicles (HMMWYV) and Rapid Fielding Initiative
infantry equipment were of particular concern.

For further background, please find attached a copy of the CODEL trip report.

Given these conclusions, T have begun a review of the performance of the military
acquisition system in meeting the material needs of our soldiers in theater, Based on
my preliminary review of two critical war fighting systems, I am very concerned
that our acquisition system is operating in a marner that lacks urgently needed
innovation and an ability to “thirk outside the box™ resulting in the traditional,
lengthy, and ponderous deploymentof urgently needed capabilities.

Up-Armor & Add-on Armor Vehicles

MI1114 Up Armor HMMWYV production at O'Gara Hes (OGH]} is not at
maximum capacity. Further, the Amy has not placed requirements on zh's
manufacturer to produce at maximum rate, Current Army contract
requirements are for 220 wnits per month but are not fully contracted for the
atire vyear (see Table 1}.  Considering the lead time for materials and
subcontractors, the Amy’s leisurely acquisilion strategy is' inadequate to
support the urgent need to field this critical force protection system in
significant numbers as rapidly as possible. Further, there are only 8 18 M1114
wits in the FYO5 budget request The contractor reports that withoul any
additional capital investment, production could be increased to 360 uﬂ.ts per
month by July and by November reach 500 wits per morith, The 4% ID, 1
AD and the 82 ABN each have about 250 M1114’s, These units report they
need at least 800 vehicles cach. The Marines report the 1¥ MEF needs 270
M1114 above the Army requirement,

CY04 Jan | Feb | Mar | Apr | May| Jun | Jul | Aug | Sep | Oct] Nov| Dec | Total
M1114 150 ] 166 | 202 | 205 | 220 | 220 | 220 ] 220 | 205§ 188} 167 { 140 ] 2303
Table 1-0’GaraHess Conti-act Schedule
(source: Armor Holdings, Inc)
o The O'Gara [Hess Facility which manufactures HMMWY A2 Chassis Add-on
Armor Kit i also not running at maximum capacity. The Army position is
that there is no requirement for a higher rate.
Tab B
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Memo: Force Protection

¢ Production for the Army Research Lab Add-on Armor kit for the A0
HMMWYV Chassis is scheduled to fulfill the objective for 8,400 kits in Iraq by
December, The U.S. and Canadian mills producing the Rolled Homogenous
Armor (RHA) Steel are not producing at maxcimam capacity nor are there any
Army requirements to ramp up. As a result of the less than maximam RHA
production, the five Ammy Arsenals producing the Add-on Armor kits are not
producing at maximum rate. Kits are delivered to Kuwait for installation at
the Oshkosh fadility, Rotating 8,400 HMMWV’s to Kuwait leads to
unnecessary delay in delivery to the area of operation. Kits should be
delivered directly to the divisions for installation at thcir motor pool
compounds, an effort that can be effectively carried out by military or
contractor personnel in the field

e There is still an opportunity to transfer some of the additional M1114 Up
Armor HMMWYV's currently outside Iragto the theater and then backfill these
vehicle transfers. Of the 3,272 M1 1141n the inventory, 18 are in CONUS, 24
in Alaska, 246 in Korea, and 43 afloat in APS.,

¢ The 4® ID reported to the CODEL that transporting troops in support of
missions has proven to be extremely dangerous for two reasons. 1) The lack
of ballistic protection and 2) the troops facc inward, not aliowing tham (o
employ their weapons and exposing their backs to attack. Innovative soldiers
are using plywood to make benches in the center of the cargo bed and sand
bags with Kevlar blankets t provide minimal protection, Further, they would
like to mount .50 caliber machine guns in the beds of these trucks to provide
additional firepower. In response to this pressing need, Lawrence Livermore
Lab isjust completing an armor protection kit for the cargo/troop aea of the
Army’s 5-ton Family of Medium Tactical Vehicles (FMTV) and the Marine’s
7-ton Medium Tactical Vehicle Replacement (MTVR). This development
project, an effort independent of the Army acquisition systemn, is scheduled to
be completed in Jess than 60 total days on February 18%,

Unmanned Aerial Vehicles (UAV)}

The CODEL consistently heard from unit operations and intelligence staffs of the
urgent need for more UAVs for two different applications. First, the most effective
tactic to defeat the [ED threat is to catch the perpetrators installing these devices.
Thermal/Visual surveillance or Change Terrain Detection capability from UAVs
would allow the more than 1,600 daily patrols and convoys to perform more
securely. Dadrng the CODEL, it was learmed that these assets are so important and in
such short supply that commanders are constantly competing at all levels for these
resarces.  Second, the extensive border areas of concemn must have better
surveiflance. The 82™ ABN must have more positive control of the 825 km of
border with Syria and Saudi Arabia. High persistence UAV’s are essential to
successfully accomplishingthis mission.

Tab B
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Memo : Force Protection

s The Army has 32 Hunter UAVS, Six are in Iraq and 12 are being returned to
the U.S. for “reset.” Availability of these assets in theater must be
meximized. The reset effort has two aomporents: 1) overhauling the UAVs
and 2) rotating Army operators and support staff. As a more operationally
effective altermative, the Hunter contractor could provide support personnel
and overhaul materials and perform the reset in theater. Further, the lack of
operatians personnel could be overcome in the short zerrm through the use of
contractor operators to support missions and the deployment of additional
Army personnel to be trained in place.

e The Army has 32 Shadow UAYVs of which 16 are in Tragand 8 of these are
being returned to the U.S.for reset. Again, the same approach could be used
for the Shadow UAV — overhaul in z-ezzer and then use contractor operators
to support missions while training additional Army personnel.

e There are 13 Predator high persistence UAVs in storage in the U, The
contractor, General Atomics Acronautical Systems can provide operators,
support personnel and training. Further, General Atomics reports the Lynx
Synthetic Aperture Radar (SAR) system which includes 4 inch resolution and
Coherentand Amplitude Change Detection capability is available and canbe
deployed on the Predator UAVs within two months. This S A R system could
also be deployed on Blackhawk helicopters. Change Detection SAR can
detect disturbance along roadways or pipelines which suggest the planting of
IEDs. General Atomics has at least 6 system available for immediate
deployment. The Predator with the Lynx SAR would be effective for both
IED missions and border surveillance.

o There are several variants of UAVs in or starting production such as Shadow,
Silver Fox, etc. that could be rampedup over a very short perioed.

Summary

The pressing operational demands of the military activities in Iraq and Afghanistan
require that we, as a nation, look beyond the conventional approach to acquuing
critical military systems and capabilitics. Nowhere is this more the case than in
systems that significantly increase the force protection of our troops in the field.

While it met be recognized that no technological solution will ever eliminate the
inherent risks of combat operations, we owe it to our troops and their families to be
doing everything humanly possible to knock down all bureaucratic barriers and
pursue all innovative solutions to field enhanced force protection systems as rapidly
as possible. I urge you to press the military services in their Title 10role 1o pursue
their responsibility with this in mind and I stand ready to do anything I can from the
legislative end to [acilitate this objective. Iwill continue to make this elfort a priority
issue for myself and the House Armed Services Commiittee in the months ahead and
look forward to continuing to work with you on this common goal.

Altachment

Tab B
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CONGRESSIONAL DELEGATION (CODEL) HUNTER
VISIT TO IRAQ

February s - 9,2004

From February § through 9,2004, a bipartisancongressional delegation (CODEL)
of four House mendoers visited major operational tnitsin Iragto ussess ongoing military
operations with a particular emphasis on self protection techniques and equipment.

The delegation was led by Rep. Duncan Hunter (R-CA), Chairman of the House
Armed Services Commitiee, Rep. Jim Saxton (R-NJ), Chairman of the House Armed
Services Subcommittee on Terrorism and Unconventional Threats and Capabilities, Rep.
Silvestre Reyes (D-TX)a member of the House Armed Services and Intelligence
committees, and Rep. Ron Lewis (R-KY), menber of the House Government Retform
Commiuee.

During the first day, the delegation visited the Combined Forces Land Component
Commander headquarters in Kuwait. On the second day. the delegation traveled to
Baghdad and visited the Combined Joint Task Force - 7 headquarters, the Iragi Survey
Group headquarters, the First Armored Division headqu.aulel s and with the 2/2 Armored
Cavalrv The next dagr the delegation visited the 4™ Infantry Division in Tikrit and the
3" Brigade of the 82'° Airborne Division in A Ramadi. Onthe firel day, the delegation
visited the Landstuhl Regional Medical Centerin Germany,

CONCLUSIONS -
Following its review, the delegationreached the following conclusions:

s Operational commanders and individual units all report continued progressin
stabilizingthe security environment within their respective area of operations.
While attacks against coalition and [raqi security forces continue to pose a
serious challenge, the rate of frequency of these attacks is trending in the right
direction.

11-L-0559/0SD/30718 Tab B



The Iragi Survey Group estimates it is only halfway throughwith its mission
to identify and quantify all evidence of Tragi efforts to develop a Weapons of
Mass Destruction capability.

Force protection continues to be a severe challenge and priority for
operational units, The delegation found numerous examples where units,
through the innovafive applicationof simple equipment modifications and
changed tactics, have started to improve the safety of US. troops. However,
additional resources and priority mast be applied to this problem to ensure that
all possible technical and matcrial solutions are made available to our troops
in the field.

The continued and varied use of Improvised Explosive Devices (IED) by
opposition forces stands as the most pressing force protection challenge facing
coalition foroes and must accordingly receive the highest priority attention of
the military acquisition system,

Operational commanders identified a number of equipment and capability
shortfalls zhat will require the urgent attention of the: Department of Defense
and the Congress. Among others, the critical need for organic tactical
Unmanned Aerial Vehicles (UAV), increased up-armored High Mobility
Multi Wheeled Vehicles (HMMWYV) and Rapid Fielding Initiative infantry
equipment were of particular concern.

The plan for the large scale rotation of U.8.forces in fruqg appears to be
proceeding apace with virtwally every unit beginning some phase of rotation
in the weeks ahead.

The effort to identify, secure and destroy the extensive inventory of Iragi
ammunition and explosives appeared to lack focus and priority at the higher
levels of command. At the unit level, this effort was recognized as an
important component of stabilizing the security situation and denying bomb
mekirg neberials (o insurgents. Accordingly, the rate of progress in
eliminating and securingthis material within the individual area of operations
of the units visited by the delegation was uniformly positive.

Proper and expeditious equipping of the Iraq security elements remains a
priority as the June 30™ handoff approaches and coalition forces increasingly
look to these elements to shoulder responsibility for intemal security in Irag.
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ITINERARY -
Kuwait - Friday, February 6,2004

The delegation arrived in Kuwait and met with the command element of the
Combined Forces Land Camponent Commander (CFLCC) in Camp Doha.

The delegationreceived abriefing on current CFLCC operations with aparticular
emphasis on the OTF 172 force rotation that has begun. CFLCC s presently generating
sustainment convoys involving 600-800 trucks per day 10 support coalition forces within
Iraq. The majority of these convoys consist of commercial vehicles. However, CITF-7
is responsible for providing force protection support for this sustainment effort through
the use of military assets. The torce protection challenge facing the sustainment and
(orce rotation activities is concentrated in the urban areas of Irag with attacksrarely
accurting in the open transit areas.

One force protection initiative discussed with CFLCC officialsis the modification
of baseline HMMWVs with armor Kits produced in the US. These kits improve the
pratection of the ubiquitous HMMWV by adding steel and Kevlar components o better
shield troops from the dangers posed by Improvised Explosive Device (IED) and small
arms fire employedby the [raqi insurgency. These modifications are being conducted in
Kuwait. CFLCC staff confirmed that they could perform a higher number of these
modificationsper month if more kits were provided from the US. The delegation was
also told that a critical capability that they require 1s enhanced tactical surveillance that
would allow the extensionof visibility of convoysto threats they might face, The Hrber
UAY system was mentioned as one option to achieve such an enhanced capability.

Iraq - February 7,2004

Combined Joint Task Force — 7 (CJTF-7)

The delegation met with the commander of the 3rd Corps, Lieutenant General
Metz and his staff. LTG Metz is responsible for tactical operations within the country.

Major General Miller, G3 (operations) provided an overview of operations with a
focus on the current force rotation. This force rotation also includes international
coalition troops. Force protection equipment such as Up-Arnmor HMMWYV, and
Interceptor Body Armor (IBA) will remain in theater for the use of forces rotdtlng into
Iraq MG Miller discussed the change in area of responsibility (AOR) for the 3% Brigade
2™ Infantry Division Stryker Brigade Combat Team (SBCT). Originally, the 3/2 SBCT
was deployed to the Sunni Tnangle CIJTF-7 decided to redeploy the 3/2 SBCT to the
101" Airborne Division AOR in Northern Irag around Mosul. The rationale for this
move is the advanced capability and mobility of the SBCT allows this brigade toreplace
the whole 10 ! Division. The delegation questioned the use of the highly survivable and
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lethal Stryker Brigade in Northern Iragwhere the threat of Improvised Explosive Devices
(IED) is lower. The Stryker vehicle has already successfully survived two TED and two
rocket propelled grenade (RPG) attacks. The delegation suggests an evaluation of
deploying the SBCT in the Sunni Triangle and utilizing units of motorized infantry based
on thin-skinned HMMWV's in Northern Irag. Mr. Saxtonrequested a geographical map
showing the location and frequency of attacks on coalition forces, infrastructure and
civilians.

Chairmen Hunter inquired about: the security status of former regime ammunition
dumps and caches, MG Miller reported that progress had been made in securing and
destroying ammunition from these sites, Considering the amount of ammunition stored
by the former regime, destruction of these stockpiles will take several years. The
delegation was told that over 600,000 tons of former-regime ammunition has been found
al 200-300 separate sites and that more continues to be found. Private sector contractors
have been retained to carry out a significantportion of this destruction effort. A
delinitive accounting for how many sites are the under achial security control of coalition
forces and how many sites remain un-guarded was not available at the briel from CJTF-7.
Chairman Hunter requested that this informationbe provided to the delegation. The
Captured Enemy Ammunition (CEA) program will require $800 millicn in funding
which is presently pending consideration and review by the Department of Defense.
Chairman Hunter inquired as to the availability of serviceable AK-47 rifles from
discovered caches and was told that not very many were being found and those that of
those that were, most were unserviceable,

Brigadier General Fast, C2 (intelligence) provided a comprehensiveoverview of
the situationin Iraq. Havan intelligence (HUMINT )gathering is steadily improving as
Iraqi’s gain confidence in the coalition forces. HUMINT as monitored through Iraqi’s
walking in to military and police facilities with information is up 300% since the capture
of Saddam Hussein. The coalition forces continue to make progress in the killing or
capture of formerregime elements. Gaining security control of the lengthy Iragi borders
is essential to combating the smallbut potent threat posed by [oreign fighters. BG Fast
highlighted that along with standing up the Iraqi Border Guards, essential tools in
controlling the borders were nol available in sufficient quantity & thistime. These tools
include long and medium endurance unmanned aerial vehicles and sensors.

Iraqi Survey Grout, (ISG)

The delegation met with Major General Keith Dayton, Director of the Iraqi
Survey Group (ISG) and his staff. MG Dayton briefed on the current status of the ISG
elfort and the recent controversy over remarks by the former special advisor, Mr. David
Kay.

Mr, Kay began working with the ISG on June 22, 2003. Originzlly, the mission

of the ISGwas very broad involving several tasks beyond the hunt for Tragi Weapons of
Mass Destruction (WMD )capabilities waxcrimes, Iraqi intelligence service, counter
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terrorism). Mr. Kay was assigned to the effort to bring focus and emphasis to the WMD
hunt. He saw his mission as a “sprint to December.” Accordingly, the ISG shifted its
focus to principally conduct the WMD hunt and: kept as its only other mission to continue
the search for leads as to the status of the Desert StormNavy pilot Spicher. All other

remaining missions were to be conducted only on a “non-interference” basis with the
WMD mission.

By October, CENTCOM was increasingly concerned with the growing threat
against US and coalition military personnel in Iraq and began to advocate thet the ISG
focus more attention on the counter terrorism mission. This resulted in a reshuffling of
priorities that added counter terrorism to the mission list but only on a “as capacily is
available” basis. On November 13,2003, additional personne! were added to the ISz to
carry out the additional counter texnrrisnduties. This arrangementresulted in no assets
being diverted or reduced from the pre-existing WMD effort:

The delegation explored the organizational arrangement of the ESG and how Mr.
Kay fit into the structure. Mr. Kay was designated as the “strategic advisor” to the ISG,
however, he clearly had the mardate to focus and direct ISG assets in the search for
WMD. Given that the ISG was and remains a military organization, this arrangement
was used to graft a civilian into a military chain of command. MG Dayton stated there
was no question in his mind that Mr. Kay came to the theater with the authority to change
the mission to WMD.

MG Dayton stated that with regard to Mr. Kay's statement to Congress that the
WMD search effort is 85 percent done, he “doesn’t know where he got that.” He and his
team believe that a more accurateballpark estimate is that they are 50 percent done. All
his teams believed they were operating on a timeline to complete activitiesby June-July,
2004 and not the December, 2003 target used by Mr. Kay. MG Dayton stated that his
technical teams have compiled a single-spaced, one and a half page long list of items that
they believe require further work before completing their work., 24 million pages of
documentsthought to be related (o the Iraqi WMD effort have yel to be translated and
analyzed for useful information.

1st Armored Division

The delegationmet with Brigadier General Curtis M. Scaparrotti, Assistant
Division Commander (Maneuver) and staff from the  Armored Division. General
Scaparrotti-briefed members on the status of transitioning forces, which includes greater
participation of the reserves (14%National Guard, 7% Reserve), an overview of the
current security situation, and equipment requirements. The Division staff stated that the
cftorts to stand up Iraqgi Civil Defense (ICDChuits was going well. The Division has
been successfully conductingjoint missions with ICDC personnel. Al but 2 Iraqis from
the ICDC units returned to their post following a recent leave period. Recruiting for the
Iraqi National Police Force continues to be strong despite the continued targeted attacks.
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The challenge 1s training capacity, not Iraqi interest-injoining. Presently have 9,000
police personnel and need 19,000.

The delegation discussed the force protection challenge facing the Division and
was told that early casualties to personnel were largely due o small arms fire. However,
this trend changed to IEDs leading to both [atalities and many traumatic injuries to
soldiers. The Killed in Action (KIA) profile is now mostly from IFDs and less fram
direct fire engagements. The Division experience is that Iraq1s in their area of operations
do not support the E D activity and don't want them tooccur in their neighborhoods.

This has led to an increase in walk-in and other tips as to the location of IEDs resulting in
the discoveryof 55% of TIEDs before they detonate,

The [* AD staff identified the Division's most critical material needs asmore
M1 (14 up-armored HMWVVs, More E D counter electronic measure systems, more
tactical UAV system, explosive vapor sniffers and more bomb dogs.

The delegation also met with Colonel Brockman, Field Artillery Commander, and
soldiers from the Division Artillery Headquarters. The command touched on the need to
maintain and fund the Commanders Emergency Response Program (CERP) . Members
also had the opportunity to speak with the soldiers and discuss training and operational
tactics, techniques and procedures, inspect cquipment and vehicles, and tour arecently
constructad barracks.

Tab B
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Iraq - February 8, 2004

4™ [nfantry Division - Task Force Ironhorse

The delegation met with Major General Odiemo, Commander of the 4" Infantry
Division/Task Force Iranhorse and his staff.

MG QOdierno provided the delegation with an operations and intelligence update
and discussed the success and challenges faced within the 4™'s area of operations (AOQ).
MG Odiemo informed the delegationthat all ammunition storage areas in his AO are
now secure. As the slide below details, atotal of 3,103 ammmitionsites were found in

the TF Ironhorse AO.

MG Odierno stressed the value and need to continueallowing Division and
Brigade level organizations to provide funding for civic projects within their AQ. The
Commander Enhanced Response Program (CERP Jhas been very successful and should
bc continued. The following slide summarizes the status of CERP activity:
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The delegation also discussed equipment and material needs of the Division.

Tactical UA Vs was highlighted as an area of critical need. The Division currently only

has 2 Shadow tactical UAVs and needs 4 platoons to equip all of its brigades. In
addition, division and battalion-level UAV capability is also urgently needed.

Other issues identified for the delegation were:

Need to increase police training throughput. Jordan facility is good, but need to
stand up more capability within Iraq.

Equipping of Iraqi secutity forces remains a problem. Not being able to properly
outfit forces is a further impedimentin being able to hand of day to day security
responsibilities,

Additional Non-Governmental Organizations (NGO) are needed in Iraq to assist
with the reconstruction efforts,

“Debaathification’”” policy can create unintended effects if not implemented wisely
and with flexibility. Blanket exclusion of mid-level or Baath party members that
joined solely for economic or employment reasons leads to yet another contingent
of Iraqis with no incentive to support coalitionelfort or turn to insurgent activity.
Only the Coalition Provisional Authority (CPA) now has the authority to issue
waivers or exemptions to the Debaathification rule and this is leading to a
significant backlog. Example was given of the University of Tikrit faculty, all of
which were required to jeinthe Baath party as a condition of employment. When
the CPA policy went into effect on October 1, all had to be fired creating a
dangerous degree of unrest among the student and facilty population. Discretion
to issue waivers should be extended to the Task Force commanders.

The delegation also witnessed several equipment and force protection measures

demonstrations and discussed their effectivenessand shortfalls with operational units.
The delegation was told that a nuraber of soldiers used their own personal funds o
acquire certain enhanced equipment (rifle scopes, tac lights, knee pads, ete.) since they
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were not being readily provided through the Army acquisitionsystem. Chainmen Hunter
requested a list of the Division's Rapid Fietding Initiatives requirements.

3" Brigade. 82™ Airborne Division

The delegation met with Major GeneralSwannack, Commander of the 82
Airborne Division and his staff.

Major Bredenkamp, deputy G2 (intelligence) provided a situatien overview for
the 82™'s area of responsibility (AOR). The AOR includesthe major population centers
along (he Euphrates River including Ar Ramadi and Fallajah, 825 km of border with
Syrla and Saudi Arabia, and the western desert region,  Consistent With the other AOR
visited by the delegation, the 82™ has experienced a continued increase in Traqi walk-ins
providing information on former regime elements and foreign extremists. This human
intelligence is essential in defeating the [ED and terrorist threat, The G2 reported on the
challenges in securing the 825 km of border. The 8™ has secured the major border
crossings and conducts patrols over the balance of the border area. Providing the
necessary security against foreign extremist crossing the expansive border requires
addition assets to improve surveillance. Unmanned Aerial Vehicles and sensors are not
available in sufficient supply.

Lieutenant Colonel Fartis, G3 (operations) reviewed the rotation plan for the 82" ¢
The 1¥ Marine Expedmonary Force will take over the AOR LTC Farris discussed the
securing of the formerregime ammunition dumps and caches. The 82" has secured or
cleared of all known caches in their AOR.

Shortages of basic infantry equipment are a concern for the commander,
Essential pieces of equipment necessary for conducting security patrols and operations
are not available for the soldiers. Maryy of these items are a part Army's Rapid Fielding
[nitiative and yet are not made available to the deployed units. Additional IED counter-
measures equipment is also required.

Many patrols and missions are now conducted in concert with the Iragi Civil
Defense Corps (ICDC) . Such cooperativemissions provide valuable training for the
ICDC and help put an Iraqi face on security missions. The 82™ continues to recruit
trainees to further build this security force. Quipping the ICDC and the Iragi Police s a
source of frustration because of the delays in purchasing vehicles, weapons and ballistic
vests.

Civilian Affairs Operations were presented for the 82" AOR. Economic stability
is established by creatingjobs. Using the Commanders Emergency Relief Program
(CERP )funds, 12,000 Iraqi3 will be employed in reconstruction projects by June. Local
sell-governance continues to mature as 35 of 41 elected positions have been filled in the
creation of the provincial governing council.
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Germany - February 9,2004
HR i 1 [ Center

The delegation visited with injured military and civilian personnel evacuated from
Afghanistan and Iraq at the Landstuhl Regional Medical Center. The delegation heard
from medical providers that the interceptor body armor vest is very effective inprotecting
the soldiers from blast and small arms fire. However, the protection is limited to the
chest and back of soldicrs, and as a resull, trauma is now concentrated to the face and
extremitics.  Col, Rhonda Cornum, Commander of the hospital also briefed the
delegation on the status of efforts to modernize the facilities at Landstuhl. The delegation
learned that, although this facility serves as the principal medical treatment and
gvacuation point for all US military forcesin the EUCOM and CENTCOM AORs, the
wards and other areas of the facility are in dire nced of modernization and
reconfiguration. In fact, the wards where injured soldiers are kept to recuperate have yet
to be air conditioned.
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TO: Jayrnie Durnan

FROM: Donald Rumsfeld ’y‘\’

SUBJECT: Operational Industrial Centers

Please dig up some information on “Operational Industrial Centers.” They were

0 XD

started by Leon Sullivan, and he has them around the world. I believe

Philadelphia is the headquarters.

If we call in, they will send us some material and informationon it. [ would like

1o see il they might be appropriate for Afghanistan.

Thanks.
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FROM: Raymond F. DuB;is,

OFFICE OF THE SECRETARY OF DEFENSE
1950 DEFENSE PENTAGON

WASHINGTON, DC 20301-1950 (=
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SUBJECT: Opportunities Industrfalization Centers

In the attached snowflake, dated March 2,2004, you requested information on

Opportunities Industrialization Centers (OIC), with regard to their suitability for
Afghanistan. Initial internet research and subsequent correspondence with the
President/CEQ of OIC International yielded the following information.
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OIC International is an international aid organization providing general International

Development programs, ranging from vocational training to food security to
microfinance. The organization’s objective 1s “to improve lives in developing
countries through training and sustainable organizational development.”
Specifically,they focus on vocational and technical-skills training; agriculture and
rural development; and business and entrepreneurial development. A more detailed
information summary of their global program operations is provided at Tab A.

Regarding your question about their appropriatenessfor Afghanistan: in addition to
their general vocational training and business development programs, they provide
Post-war Rehabilitation Services (Liberia, SierraLeone), Health and Nutrition
Education, and they emphasize Empowerment o Women—all of which indicates
some suitability toward Afghanistan. However, from a cultural-regional
perspective, they seem oriented primarily around Africa (although they have centers
in the Philippines, Poland and the Caribbean). They have no current plans for
establishing centers in Afghanistan.

Ron Howard, President/CEQ of OIC International has sent an information packet
with a capability statement, program reports, a study summary and additional
organizational information (Tab B). He 1s willing to discuss potential opportunities
with the Department. Accordingly, I will work with Marty Hoffmann to arrange a
meeting with Ron Howard.

I‘\O 7{‘7’?’?2
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Information Summary
Opportunities Industrialization Centers International

History. As noted in your snowtlake, Leon H. Sullivan created Opportunities
Industrialization Centers (OIC) to empower African American youth through
training and job placement. Patterned after these stateside centers, the first
overseas centers were established in Afnca in the 1970s. As a thriving Non-
Governmental Organization (NGQO), OIC Internutional now has over 40
affiliate programs in 18 countries, and they remain one of several organizations
supported by the Leon H. Sullivan Foundation.

Local Institution Building. The goal of Opportunities Industrialization
Centers (OIC) International is not simply to accomplish “projects,” but to build
local institutions that will continue after they are established. They do this by
establishing affiliated centers as individual legal NGOs within the host
country. The centers are stafted, managed and controlled by host-country
nationals, and function at the request of their communities. They continue to
receive support and guidance fiom the OIC Tnternational parent orgamzation,
but by being localized, they are better able to focus their efforts on the specific
needs ot their communities. The local NGO status also facilitates their ability
to interact better with their local and national governments than an imported
NGO might.

Business Development Emphasis. At their beginnings in Afiica in the 1970s,
the organization emphasized vocational/skills training and job placement,
Because of the decline of viable private sectors within many developing
countries over the years. however. the emphasis has shifted to vocational/skills
training coupled with entrepreneurial and business skills development. This
model seeks to achieve truly sustainable development.

Funding/Partnerships. OIC <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>