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PRIVACY IMPACT ASSESSMENT (PIA)    
PRIVACY IMPACT ASSESSMENT
PRESCRIBING AUTHORITY:  DoD Instruction 5400.16, "DoD Privacy Impact Assessment (PIA) Guidance".  Complete this form for Department of Defense (DoD) information systems or electronic collections of information (referred to as an "electronic collection" for the purpose of this form) that collect, maintain, use, and/or disseminate personally identifiable information (PII) about members of the public, Federal employees, contractors, or foreign nationals employed at U.S. military facilities internationally.  In the case where no PII is collected, the PIA will serve as a conclusive determination that privacy requirements do not apply to system.
PRESCRIBING AUTHORITY:  DoDI 5400.16
SECTION 1: PII DESCRIPTION SUMMARY (FOR PUBLIC RELEASE) 
  SECTION 1: PII DESCRIPTION SUMMARY (FOR PUBLIC RELEASE) 
  a.  The PII is: (Check one. Note: Federal contractors, military family members, and foreign nationals are included in general public.)
  b.  The PII is in a: (Check one.)
  e.  Do individuals have the opportunity to object to the collection of their PII?
 e.  Do individuals have the opportunity to object to the collection of their PII?
     (1) If "Yes," describe the method by which individuals can object to the collection of PII.
     (1) If "Yes," describe method by which individuals can object to the collection of PII.
     (2) If "No," state the reason why individuals cannot object to the collection of PII. 
     (2) If "No," state the reason why individuals cannot object to the collection of PII. 
  f.  Do individuals have the opportunity to consent to the specific uses of their PII?
 f.  Do individuals have the opportunity to consent to the specific uses of their PII?
     (1) If "Yes," describe the method by which individuals can give or withhold their consent.
     (1) If "Yes," describe the method by which individuals can give or withhold their consent.
     (2) If "No," state the reason why individuals cannot give or withhold their consent.
     (2) If "No," state the reason why individuals cannot give or withhold their consent.
  g.  When an individual is asked to provide PII, a Privacy Act Statement (PAS) and/or a Privacy Advisory must be provided.  (Check as appropriate and 
       provide the actual wording.)
 g.  When an individual is asked to provide PII, a Privacy Act Statement (PAS) or a Privacy Advisory must be provided.  (Check as appropriate and  provide the actual wording.)
  h.  With whom will the PII be shared through data/system exchange, both within your DoD Component and outside your Component?  
       (Check all that apply) 
 h.  With whom will the PII be shared through data exchange, both within your DoD Component and outside your Component?  (e.g., other DoD  Components, Federal Agencies)?  (Check all that apply) 
  i.  Source of the PII collected is: (Check all that apply and list all information systems if applicable)
 i.  Source of the PII collected is: (Check all that apply and list all information systems if applicable)
  j. How will the information be collected?  (Check all that apply and list all Official Form Numbers if applicable)
 j. How will the information be collected?  (Check all that apply and list all Official Form numbers if applicable)
  k.  Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN)?  
 
   A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens or lawful permanent U.S. residents that 
   is retrieved by name or other unique identifier.  PIA and Privacy Act SORN information must be consistent.
   If "Yes," enter SORN System Identifier  
SORN System Identifier
   SORN Identifier, not the Federal Register (FR) Citation.  Consult the DoD Component Privacy Office for additional information or http://dpcld.defense.gov/
   Privacy/SORNs/
             or
 SORN Identifier, not the Federal Register (FR) Citation.Consult the DoD Component Privacy Office for additional information or http://dpcld.defense.gov/   Privacy/SORNs/
    If a SORN has not yet been published in the Federal Register, enter date of submission for approval to Defense Privacy, Civil Liberties, and Transparency     Division (DPCLTD).  Consult the DoD Component Privacy Office for this date
  l. What is the National Archives and Records Administration (NARA) approved, pending or general records schedule (GRS) disposition authority      for the system or for the records maintained in the system?
 l. What is the National Archives and Records Administration (NARA) approved, pending or general records schedule (GRS) disposition authority for    the system or for the records maintained in the system?
       (2)  If pending, provide the date the SF-115 was submitted to NARA.
   n. Does this DoD information system or electronic collection have an active and approved Office of Management and Budget (OMB) Control
       Number?
 
       Contact the Component Information Management Control Officer or DoD Clearance Officer for this information. This number indicates OMB approval to
       collect data from 10 or more members of the public in a 12-month period regardless of form or format. 
n. Does this DoD information system or electronic collection have an active and approved OMB Control Number?
SECTION 2:  PII RISK REVIEW
SECTION 2:  PII RISK REVIEW
   a.  What PII will be collected (a data element alone or in combination that can uniquely identify an individual)? (Check all that apply) 
    a.  What PII will be collected (a data element alone or in combination that can uniquely identify an individual)? (Check all applicable) 
   If the SSN is collected, complete the following questions.
   (DoD Instruction 1000.30 states that all DoD personnel shall reduce or eliminate the use of SSNs wherever possible.  SSNs shall not be used in spreadsheets,
   hard copy lists, electronic reports, or collected in surveys unless they meet one or more of the acceptable use criteria.)
         (1)  Is there a current DPCLTD approved SSN Justification on Memo in place? 
If the SSN is collected, complete the following questions.
         (4)  Has a plan to eliminate the use of the SSN or mitigate its use and or visibility been identified in the approved SSN Justification request? 
 
                If "Yes," provide the unique identifier and when can it be eliminated?
                If "No," explain. 
(4)  Has a plan to eliminate the use of the SSN or mitigate its use and or visibility been identified in the approved SSN Justification request? 
   b. What is the PII confidentiality impact level2?
     b. What is the PII confidentiality impact level2?
1The definition of PHI involves evaluating conditions listed in the HIPAA. Consult with General Counsel to make this determination.
2Guidance on determining the PII confidentiality impact level, see Section 2.5 “Categorization of PII Using NIST SP 800-122.” Use the identified PII confidentiality impact level to apply the appropriate Privacy Overlay low, moderate, or high.  This activity may be conducted as part of the categorization exercise that occurs under the Risk Management Framework (RMF).  Note that categorization under the RMF is typically conducted using the information types described in NIST Special Publication (SP) 800-60, which are not as granular as the PII data elements listed in the PIA table. Determining the PII confidentiality impact level is most effective when done in collaboration with the Information Owner, Information System Owner, Information System Security Manager, and representatives from the security and privacy organizations, such as the Information System Security Officer (ISSO) and Senior Component Official for Privacy (SCOP) or designees.
1For The definition of PHI involves evaluating conditions listed in the HIPAA. Consult with General Counsel to make this determination.
   c.  How will the PII be secured?
   c.  How will the PII be secured?
         (1) Physical Controls.  (Check all that apply)
       (1) Physical controls.  (Check all that apply)
         (2) Administrative Controls.  (Check all that apply)
 (2) Administrative Controls.  (Check all that apply)
         (3) Technical Controls.   (Check all that apply)     
(3) Technical Controls.   (Check all that apply)     
SECTION 3: RELATED COMPLIANCE INFORMATION
SECTION 3: RELATED COMPLIANCE INFORMATION
   a. Is this DoD Information System registered in the DoD IT Portfolio Repository (DITPR) or the DoD Secret Internet Protocol Router Network   
       (SIPRNET) Information Technology (IT) Registry or Risk Management Framework (RMF) tool3?
   a. Is this DoD Information System (IS) registered in the DITPR or the DoD Secret Internet Protocol Router Network (SIPRNET) Information Technology (IT) Registry or Risk Management Framework (RMF) tool3?
   b.  DoD information systems require assessment and authorization under the DoD Instruction 8510.01, “Risk Management Framework for DoD 
        Information Technology”. 
 
        Indicate the assessment and authorization status:
b.  DoD information systems require assessment and authorization under the DoD Instruction 8510.01, “Risk Management Framework for DoD Information Technology”.
   c.  Does this DoD information system have an IT investment Unique Investment Identifier (UII), required by Office of Management and Budget (OMB)
        Circular A-11?       
    c.  Does this DoD information system have an IT investment Unique Investment identifier (UII), required by Office of Management and Budget (OMB) Circular A-11?       
         If "Yes," Enter UII 
 If unsure, consult the component IT Budget Point of Contact to obtain the UII.
3Guidance on Risk Management Framework (RMF) tools (i.g., eMASS, Xacta, and RSA Archer) are found on the Knowledge Service (KS) at https://rmfks.osd.mil.
3Guidance on Risk Management Framework (RMF) tools (i.g., eMASS, Xacta, and RSA Archer) are found on the Knowledge Service (KS) at https://rmfks.osd.mil.
SECTION 4:  REVIEW AND APPROVAL SIGNATURES
 
Completion of the PIA requires coordination by the program manager or designee through the information system security manager and privacy representative at the local level.  Mandatory coordinators are: Component CIO, Senior Component Official for Privacy, Component Senior Information Security Officer, and Component Records Officer. 
SECTION 4:  REVIEW AND APPROVAL SIGNATURES
Publishing: Only Section 1 of this PIA will be published. Each DoD Component will maintain a central repository of PIAs on the Component's public Web site.
                     DoD Components will submit an electronic copy of each approved PIA to the DoD CIO at: osd.mc-alex.dod-cio.mbx.pia@mail.mil.
                     If the PIA document contains information that would reveal sensitive information or raise security concerns, the DoD Component may restrict the 
                     publication of the assessment to include Section 1.
Publishing
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Facilities Services Directorate
from both members of the general public and Federal employees
Quicx is software that is used to upload and review construction drawings and submittals.  Users submit design review comments in Quicx for government and contractor construction personnel to address.  Email notifications are sent to uses when new documents/submittals are uploaded and when new design review comments are entered.  The software is also used to document construction related inspections and to develop/document functional performance tests for the commissioning (i.e., acceptance testing) of new building systems (e.g., heating units, fire alarm systems, lighting systems). Finally, the system is used to generate WHS Building Code permits, which are required for construction projects on the Pentagon Reservation.The only PII data collected is the contact information (name, home/cell phone, work email address, position/title, and work phone) of the users and their associated DOD ID number found on their active CAC.  The DOD ID is used to provide access to the CAC enabled system.  Contact info (name and phone number is displayed) with the associated design review comments that are entered.
The PII collected is utilized for the below purposes:- Contact information is used for the identification of stakeholders for data entry of records. The user's information is then associated the project's record (e.g. who submitted, who is it being sent to, who responded, responsible parties, etc.) and associated dates of action. - Contact information is used for distribution of notifications for any deliverables subject to review and comment by the stakeholders.- Contact information is stored in a central contact directory that is viewable by all project stakeholders for which they have permission to view. Permissions for project access granted on a per project basis. - DOD ID # utilized for authentication of users for logging into web-based portal on the JSP network.
Using EDIPI which is pulled from NIPRnet active Directory   
We currently use a form to process user accounts.  We are in the process of reviewing the form with WHS/ESD/DD/OIM in order to make the form compliant.
Quicx pulls data by project records and not by PII.  System is unable to aggregate data based on any of the collected PII data.
OSD RDS FN 214-01 N1-330-10-001, item 1
Permanent. Cut off annually. Transfer to NARA 20 years after cutoff.
no additional PII collected
not applicable
Information system is externally quarantined on the JSP network such that user must be on the JSP intranet to access.  Users cannot access web portal from an outside network.
Currently undergoing RMF process to get ATO.  JSP has project date of assessment approval of 2/4/2022.  
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	Enter DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME.: WHS FSD Quicx JSP-U (Quicx)
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	If "yes," enter UII.: Quicx utilizes the individual's PII with only limited functionality. DOD ID number is solely used for authentication of access to the system.  The use of an individual's contact information is solely used in the association of records with the person who accomplished the action.  Actions include: generation of records, editing of record, deletion of records, changing of disposition of records. Association of a user's identity with the records allows an accountability trail to be kept, provide an identity of an individual for quality control /assurance measures and allow others to have a convenient means to show how to get a hold of them.NOTE: Upon a user's initial logging into the system, the user must acknowledge the software End User License Agreement (EULA) and associated DOD security disclaimer. 
	If "yes," enter UII.: 10 U.S.C. 113, Secretary of Defense; 40 U.S.C. 3312,  Compliance with nationally recognized codes; Title 41 CFR, Subchapter C, Real Property, Part 102.76 Design and Construction; DoD Directive 5105.53, Director of Administration and Management; DoDD 5110.04 Washington Headquarters Services.PRIVACY ADVISORY:  When completed, this system contains personally identifiable information and is protected in accordance with the Privacy Act of 1974, as amended and DoD 5400.11-R and DoD Privacy Program.
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	If "yes," enter UII.: not applicable
	If "yes," enter UII.: not applicable
	If "yes," enter UII.: not applicable
	Select for "Telephone Interview.": WHS FSD JSP-U Network
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	If "Other," describe how the PII will be secured.: PII is stored on a database protected physically by PFPA. Quicx collects PII through forms to transfer to the database and then gets rid of the form.  No physical copies of  PII documents are collected or maintained within the Quicx system.
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